PRIVACY IMPACT ASSESSMENT (PIA_}

PRESCRIBING AUTHORITY: DoD instruction 540018, “DoD Privacy Impact Assessment (PIA) Guidance”, - Compiete this form for Department.of Defénse
{Dab} infarmation systems or efectronic coilections of information {referred to as an “electronic collection" for the-purpose of this form) that collect, maintain, use,
andfor disseminate persona!ly Identifiable information (P} about members of the public, Federal employees, contractdrs, or foreign nationals employed al U.S.
military facilifies |nternatlonally In the case where no Pil is collected, the PHA will serve as a coaclusive defermiination that privacy’ requwements do not: appiy to
system:

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Marine Corps Recruiting Information Support Systemn (MCRISS).

2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

Departrient of the Navy/United States Marine Corps 04/30/19

SECTION 3: Pll DESCRIPTION. SUMMARY_ (EOR PUBLIC RELEASE)
a. The Pllis: (Checkone, Note: foreign nationals are included i general piblic.)

{1 From iembers of the general public Ei From Federal émployees andfor Federa} contractors.

%] From both membars of the general public and Federal employees andfor ]
Fedeéral contractors

Not-Gollected (#f checked proceej& to Sectiornr4).
b. The Pll is in.a: (Check one)

[[] New DoD Information System [T New Etectronic Coliéction

. Existing Dol information Systern [ ] Existing Electronic Coliection

[[] significantly Modified- DoD information System

¢. Describe the purpose of this DoD information gystem orelectronic callection and describe the types of personal informathn-ab_o&_t individuals
cailected in the system.

19 ‘provide tecruiiers, administrators, and decision makers with information necessary, which. may influence the decision to select/non-select
an individual for enlistment or commissioning in‘the U.S. ‘Marine Cotps (i.e., personal history, education; professional qualifications, mental
aptitude, and cther m_dtwdua]ized_ items).

‘To provide historical data for comparison of current applicants with those selected in the past.

To collect an.initial data record which will be transitioned 1o the manpower and pay svstem; thereby reducing.redundancy and dup’li'city.

d. Why is the Pll collected andfor what is the intended use of the PN? (e.q., veiiication, identification, authentication, data matching, mission-refated use,
administrative use)

The data contained in MCRISS is exposed to privacy threats such as: identity theft, unsolicited marketing, loss.of equipment, disgruntled
employee, acts of nature (fire, flood, efc.), sabotage,_-comp'ute'r hackers, and information waifare. Ta provide a layer of protection, access:is
provided on a néed-to-know basis via a valid Public Key Infrastructure (PKI}) solution.

Mitigation(s);

1) Al MCRISS users feceive security training to.keep users aware of sectirity requirements.

2) Access controls: Only:vsers with Government” approved accounts and a need-to-know are able {o view data published by MCRISS
through a PK1 Common Access Card {CAQ) enabled authentication process. All MCRISS users and supporting contractors receive
mandatory \rlarme Corps sponsored: Privacy Act and Pil protection and spillage training armualiy which covers safe handling procedures
for receiving, viewing, printing, forwarding; storage and -shredding of Pl

3) Confidentiality & Integrity: Only those users with the System Administrator role-aré able to provide access. to MCRISS.

e. Do.individuals have the opportunity to object to the collection of their PII7 Yes [ ] No
{1y If"Yes," describe the method by which Individuals can object to the collection of PH:

(2) If *No,” state the reason why individuals cannot object to the colisction of PIL.

During the interview portion of the recruitment process, the-applicant / officer candidate s counseied concerming tne:collection of P1i data.
Tn order to process applicants / officer candidates bito the military service, PIl must be-collected. PIi data is required for health, pay, and
training systems. If the.applicant / officer candidate refuses or objects to the'collection of PI then the enfistment process is terminated.

f. DoIndividuals have the oppoertunity to consent to the specific uses of their PII? D Yes E No
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(i "'Yés-_._" deserfbe the method by which. Individuals. can give or withhold their consent.

(2) if"No," state the reason why Individuals-cannot give.or, withhold their consent.

Individuals do not Have opportunity to consent to specific uses of their P11, Individuals afe given the opportunity to consentto the total use
of their PII by completlnn and signing a Privacy Act: Statement (PAS).. Edch form used for collécting. information includes a’PAS.

'a. When an individual is asked to provide Pll, & Prwacy Act Statement (PAS) andfor a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.)

[X]  Privacy Act Statement [ Privacy Advisory [] NotApplicable

"The applicant / officer candidate 1s counseled concerning the collection of P during the recruitment process. “Additionally, each form Used
for-collecting. information inchides a Privacy Act Statement. Below is Marine Cofps Recruiting Command's approved Privacy Act
Statement;

PRIVACY ACT-STATEMENT

AUTHORITY: Pursuant fo 5 U.S.C. 522(a) Privacy Act(PA), 10 US.C. 5042 U.,8.C. 301, 10 U.S.C. Chaprers 31 and 32, MCO 1130.76B;
MCO 1100.75F, MCO P1100.72C, MCRCO 1100.2, MCO 1100R.78A, MCRCO 1100.1, and E.O. 9397 (SSN), as amended:

PURPOSE: This form serves as the PA nofification, for the personal information collected in the Marine Corps Recruiting:Information
Support System (MCRISS), which is collected FOR QFFICIAL USE ONLY in order to determine.and process an appilcant s entry and
assigament as an énlisted-member or commissioned officer in the Marine Ccrps or Marine Corps Reserve, and to further.conduct
‘demogr: aphlc. marketing, statistical, andfor sociological analysis to:support the recruiting force.

ROUTINE. USE: In addition to those disclosures g _g,enerally permitted under section {b) of the PA, the information may specifically: be
disclosed ountsidé the DoD-as routine use compatible with-the purposes for which the information is coflected and maintained. The Dob
Blanket Routing Uses apply to this system of records. See, http:/fwww, dod: gowpubsffovfprwacy;‘rcunne nses.html

DISCLOSURES: Providing the requésted information is VOLUNTARY‘. However, failure to provide complete information may result in
ineligibility. for consideration for enlistment or commissioning in the:Marine Corps or Marine Corps Reserve.

‘h. With whors will the Pll be shared through data exchange, both within your Dob Component and outside your'c:ompqn_ent? (Chejék alf that apply)

‘Marine Corps Total Force System {MCTFS)

Marine Corps Training Information Management System:
{X] Within the DoD Component’ Specify. |{(MCTIMS)

1 Operational Data Store Enterprise (ODSE)

Total Force Dati Warehouse {TFDW)

Defense Manpower Daia Center (DMDC)
United States Military Entrance Processing Command

Other DoD.Gomponents Specify, 1 . e .. . . AP
- omponen's pecity (MEPCOM) Eléctronic'Service Oriented Architecture
(eS0A)
Other Federal Agencies Specify. |=J'0int Personnel Adjudication System (JPAS}
[] Stat-and Local Agéncies Specily. |
Contractor. (Name of contractor and describe the language in
D the contract that- safeguards Pll. Include whether FAR piivacy Specify
clauses, .., 52,224-1, Privacy Act Notification, 52,2242, PPecty.

Privacy Act, and FAR 39,103 are jncluded.in the contractf

J.W. Thomas Marketing (JWT)

. Other (e.g., commercial providers. calleges). Specify. ) . N
Ed (e.g: com p ges) pecity Center for Naval Analysis (ENA)

i. Source of the Pll collectad is: _(Check ali thet apply and list alf information systems if aﬁp}‘.-'cab!e_,l
Individuals [] bpatabases

[[] Existing DoD information Systems ] .Cbn.“lme'rcial Systems.
[ Other Federal Iformation Systems

The source of P1] coflecfed is the individyal applying as.an enlisted rectuit applicant or officer candidate.
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j» How will the: informatian be collected? (Check aff that apply and list &lf Officlal Form Numbers i applicable)

E-mail D -Offictal Form {(Enter Form Number(s) in the box below)
[X] Face-io-Fage Contact Paper

[1 Fax Telephone Interview

[ Information Sharing - Systemto System Websie/E-Form

[} Other (I Other, enter the infarmation in.the box below)

K. Does this DoD Information system or electrontc collection-r_eqﬂire a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is required if the information systém or electronic collection contains information about U.S. citizens or fawful permanent U.S. fesidents that
is-retriaved:by name or other unigue identifier. PIA and Privacy Act SORN information must be consistent..

Yes. [7] Mo

i "Yes," enter SORN System I'den_ﬁﬂer i MO1133-3 |

SORN identifiér, not the Federal Register (FR).Cltation. Consult the Dol Compenent Privacy Cffice fgr-addit_ionai'!_riforma_t!on_.or hitp:/dpeld.defense.govt
Privacy/SORMs/

or
if & SORN has not yet been published in the Federal Register, enter date of:submission forapproval to Defense Privacy, Civil Liberties, and Transparency
Division (DPCLTD]. Consult the DoD-Component Privacy Office for this date

If "No." exbla‘in_ why the SCRN is not rgguired in accordance with DaD Regulation 5400.11-R; Department.of Defense Privacy Program.

I, What is the National Archives and Records Administration- (NARA) approved, pending or geheral records schedule (GRS) disposition authority
for the system or for the records mamtamed in the system?

{1) NARA Job Number gr General Recérds Schigdule Authiority. i j

{23 i pending, provide the date thé SF-115 was submitted to NARA. E

{3} Retention instructiors.

m. What is the autharity to collect informaticn? A Federal law or Executive Order must authorize the collection and. m_a'i'n:ena_nce of a systent of
records: For Pl not collected or maintdined.in a system of records, the collection or maintenance of the Pll must be necessary to discharge the
requirements of a statue or Executive Order. '

(1)1 this systemhas a Privacy Act BORN, the authoritizs in this PIA and the existing. Privacy Act SORN should be similar.

{2 1fa SORN doés not. apply, cite the’ authority for this DoD information.systein or eléctronic collection to collect, use, maintain and/or disseminate PIL.,
tf multiple aitthorities are cited, provide all that apply).
(&) Cite the speific provigions of the statute andfor' EQ that alithorizes the operatian of the systemarid the collettion of PY..

(b} If direct statutory adthority or an Executive Order doés not exist, indirect statutory Buthority may: be tited if the authority requires the
operation-or administration of a program, the execution of which will require the: collection-and maintenance of a-systern of récords.

{c) If direct or indirgct authérity does not exist, DoD Components cart.use their general statutory grants of authafity (“intérhal housekeeping”) as.
" the pitmary autharity, The requirement, directive, or instruction implementing the statuie within the DoD Component must be identified.

3 F.5.C 30T - Departmental Regulations

10'11,8,C. 133 « Under Secretary of Defense for Aequisition, Technology, and Logistics
10 U.S.C. 136 - Under Secretary of Defense for Personnel and Readiness .
'10U.S.C. 503 - Enlistments, recruifing campaigns; compilatiori of directory information
10°U.5.C. 513 - Enlistments: Defayed Entry Program

10 U'S.C. 1092a - Persons-entering the armed forces; baseline health data

10 1.S,C. 145 - Director of Small Business Progratms

10 11.S.C. 1704 - Service acquisition executives: authorities and responsibilities
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T0°U.5.C 5013 - Secretary of the Navy

10 13.8.C. 5042 ~ Headquarters, Marine Corps: general duties

10.U.8.C. 5043 - Commandarit of the Marine Corps.

{0 1:8.C. 12102 - Réserve Component: Gualifications

10 G.5.C. 12103 - resérve Component; terms

B0 9397 {SSN) - Numbering System for Federal Accounts Relating to Tndividual Persons.
Marine Corps Order (MCOY 1130.51F - Medical Remedial Enlisimesit Program

MCO 1130.52F - Aried Service Military Persénnel Accession Testing Programs.

MCO 1130:53R - Enlistment Incentive Progiariis '

MCO 1130.56D - Total Force Recruiting

MCO 1130.61A - Enlistmént.of American Citizens Residing Outside the United States:
MCO'1130.62B - Command Recruiting Program

MCO 1130654 - Total Force Recruifing Quality Control

MCO 1130.76€ - Cenduct of Recruiting Operations

MCO 1130:80A - Prior Service and Réserve Augmentation Enlistments into the Regufar Maririe Corps.
MCO. 1133R.26E - Reserveé Optional Enlistment Program (ROEF) '

MCQ 1150.1A - Retrititing Support Officer Program

n. Does this DoD information system or electronic collection have an active and approved Office of Management aind Budget (OMB) Control
Number? ) ' '

Contact the-Cemponent Informatmn Management Control Officer or DoD Clearance Cfficer fnr this mformatlon  This:number :ndlcates OMB approval fo
collect data from 10 or more:rembers of the public in a 12-month perlod regardiess of form-or formaf;

X} Yes N [ Pending

(1) i "Yes," list all'appiicable OMB Control Numbers, collection titles, afd expiration dates:

{2} i "No." explain why OMR approval is-not required in‘accordance with DoD Manual 8810.01, Veolume 2, " DoD Irformation Collections Manual..
" Procedurgs for DoD Public Information.Collections.” _

{3) If "Pending,” provide the date forthe 80 and/or 30-day notice and the Federal Register citation.

SE%6 _
OMB No 3206-0005 - Expiration, 20191130,
1OMB:N6.0703-0011 - Expiration 2090430
OMB Nec 0703-0012 - Expiration- 20190430
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