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Question
Question
Answer
Answer
1
Question 1
OPDIV:
OPDIV:
2
Question 2
PIA Unique Identifier:
PIA Unique Identifier:
2a
Question 2a
Name:
Name:
3
Question 3
The subject of this PIA is which of the following?
The subject of this PIA is which of the following?
3a
Question 3 a
Identify the Enterprise Performance Lifecycle Phase of the system.
Identify the Enterprise Life-Cycle Phase of the system:
3b
Question 3 b
Is this a FISMA-Reportable system?
Is this a FISMA Reportable system?
4
Question 4
Does the system include a Website or online application available to and for the use of the general public?
Does the system include a Website or online application available to and for the use of the general public?
Question 4 Comments
Question 4 Comments
5
Question 5
Identify the operator.
Identify the operator:
6
Question 6
Point of Contact (POC):
Point of Contact (POC):
Question 6 Comments
Question 6 Comments
7
Question 7
Is this a new or existing system?
Is the system/collection a new or existing system?
8
Question 8
Does the system have Security Authorization (SA)?
Does the system have Security Authorization (SA)?
Question 8 Comments
Question 8 Comments 
8a
Question 8 a
Date of Security Authorization
Date of Security Authorization
8b
Question 8 b
Planned Date of Security Authorization
Planned Date of Security Authorization
8c
Question 8 c
Briefly explain why security authorization is not required
Briefly explain why security authorization is not required
9
Question 9
Indicate the following reason(s) for updating this PIA. Choose from the following options.
Indicate the following reason(s) for updating this PIA. Choose from the following options.
Question 9 Comments
Question 9 Comments
10
Question 10
Describe in further detail any changes to the system that have occurred since the last PIA.
Describe in further detail any changes to the system that have occurred since the last PIA.
Question 10 Comments
Question 10 Comments
11
Question 11
Describe the purpose of the system.
Describe the purpose of the system.
Question 11 Comments
Question 11 Comments
12
Question 12
Describe the type of information the system will collect, maintain (store), or share. (Subsequent questions will identify if this information is PII and ask about the specific data elements.)
Describe the type of information the system will collect, maintain (store), or share (Subsequent questions will identify if this information is PII and the specific data elements.)
Question 12 Comments
Question 12 Comments
13
Question 13
Provide an overview of the system and describe the information it will collect, maintain (store), or share, either permanently or temporarily.  
Provide an overview of the system and describe the information it will collect, maintain (store), or share, either permanently or temporarily.  
Question 13 Comments
Question 13 Comments
14
Question 14
Does the system collect, maintain, use or share PII? 
The term "personally identifiable information" refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother's maiden name, etc."
Does the system collect, maintain, use or share PII? 
Question 14 Comments
Question 14 Comments
15
Question 15
Indicate the type of PII that the system will collect or maintain.
Indicate the type of PII that the system will collect or maintain.
Question 15 Comments
Question 15 Comments
16
Question 16
Indicate the categories of individuals about whom PII is collected, maintained or shared.
Indicate the categories of individuals about whom PII is collected, maintained or shared.
Question 16 Comments
Question 16 Comments
17
Question 17
How many individuals' PII is in the system?
How many individuals' PII is in the system?
Question 17 Comments
Question 17 Comments
18
Question 18
For what primary purpose is the PII used?
For what primary purpose is the PII used?
Question 18 Comments
Question 18 Comments
19
Question 19
Describe the secondary uses for which the PII will be used (e.g. testing, training or research)
Describe the secondary uses for which the data will be used (e.g. testing, training or research)
Question 19 Comments
Question 19 Comments
20
Question 20
Describe the function of the SSN.
Describe the function of the SSN.
Question 20 Comments
Question 20 Comments
20a
Question 20 a
Cite the legal authority to use the SSN.
Examples of legal authorities include United States Code, Executive Orders, Code of Federal Regulations, or Presidential Directives. The Privacy Act does not provide authority to collect SSNs, but rather may govern handling of the SSNs in the event SSNs are required data elements.
Cite the legal authority to use the SSN.
21
Question 21
Identify legal authorities governing information use and disclosure specific to the system and program.
Identify legal authorities governing information use and disclosure specific to the system and program
Examples of legal authorities include  United States Code, Executive Orders, Code of Federal Regulations, and Presidential Directives. The Privacy Act does not provide authority to collect PII, but rather may govern handling of the PII in the event PII data elements are required.
Question 21 Comments
Question 21 Comments
22
Question 22
Are records on the system retrieved by one or more PII data elements?
Are records on the system retrieved by one or more PII data elements?
Question 22 Comments
Question 22 Comments
22a
Question 22 a
Identify the number and title of the Privacy Act System of Records Notice (SORN) that is being used to cover the system or identify if a SORN is being developed.
Question 22 a. Identify the number and title of the Privacy Act System of Records Notice (SORN) that is being used to cover the system or identify if a SORN is being developed.
23 
Question 23
Identify the sources of PII in the system.
Identify the sources of PII in the system.
Directly from an individual about whom the information pertains 
Question 23. Identify the sources of PII in the system. Directly from an individual about whom the information pertains 
Government Sources
Question 23. Identify the sources of PII in the system. Government Sources
Non-Government Sources
Question 23. Identify the sources of PII in the system. Non-Government Sources
Question 23 Comments
Question 23 Comments
23a
Question 23 a
Identify the OMB information collection approval number and expiration date.
Identify the OMB information collection approval number and expiration date.
24
Question 24
Is the PII shared with other organizations?
Is the PII shared with other organizations?
Question 24 Comments
Question 24 Comments
24a
Question 24 a
Identify with whom the PII is shared or disclosed and for what purpose.
Identify with whom the PII is shared or disclosed and for what purpose.
24b
Question 24 b 
Describe any agreements in place that authorizes the information sharing or disclosure (e.g. Computer Matching Agreement, Memorandum of Understanding (MOU), or Information Sharing Agreement (ISA)).
24c
Question 24 c
Describe the procedures for accounting for disclosures
Describe the procedures for accounting for disclosures
25
Question 25
Describe the process in place to notify individuals that their personal information will be collected.  If no prior notice is given, explain the reason.
Describe how individuals are provided notice prior to the collection of PII. If notice is not provided, explain why not.
Question 25 Comments
Question 25 Comments
26
Question 26
Is the submission of PII by individuals voluntary or mandatory?
Is the submission of PII by individuals voluntary or mandatory?
Question 26 Comments
Question 26 Comments
27
Question 27
Describe the method for individuals to opt-out of the collection or use of their PII.  If there is no option to object to the information collection, provide a reason.
Describe the method for individuals to object to the collection or use of their PII or describe why individuals cannot object.
Question 27 Comments
Question 27 Comments
28
Question 28
Describe the process to notify and obtain consent from the individuals whose PII is in the system when major changes occur to the system (e.g., disclosure and/or data uses have changed since the notice at the time of original collection). Alternatively, describe why they cannot be notified or have their consent obtained.
Describe the process to notify and obtain consent from the individuals whose PII is in the system when major changes occur to the system (e.g., disclosure and/or data uses have changed since the notice at the time of original collection). Alternatively, describe why they cannot be notified or have their consent obtained.
Question 28 Comments
Question 28 Comments
29
Question 29
Describe the process in place to resolve an individual's concerns when they believe their PII has been inappropriately obtained, used, or disclosed, or that the PII is inaccurate. If no process exists, explain why not.
Describe the process in place to resolve an individual's concerns when they believe their PII has been inappropriately obtained, used, or disclosed, or that the PII is inaccurate. If no process exists, explain why not.
Question 29 Comments
Question 29 Comments
30
Question 30
Describe the process in place for periodic reviews of PII contained in the system to ensure the data's integrity, availability, accuracy and relevancy. If no processes are in place, explain why not.
Describe the process in place for periodic reviews of PII contained in the system to ensure the data's integrity, availability, accuracy and relevancy. If no processes are in place, explain why not.
Question 30 Comments
Question 30 Comments
31
Question 31
Identify who will have access to the PII in the system and the reason why they require access.
Identify who will have access to the PII in the system and the reason why they require access.
Question 31 Comments
Question 31 Comment
32
Question 32
Describe the procedures in place to determine which system users (administrators, developers, contractors, etc.) may access PII.
Describe the procedures in place to determine which users may access PII
Question 32 Comments
Question 32 Comments
33
Question 33
Describe the methods in place to allow those with access to PII to only access the minimum amount of information necessary to perform their job.
Describe the methods in place to allow those with access to PII to only access the minimum amount of information necessary to perform their job.
Question 33 Comments
Question 33 Comments
34
Question 34
Identify training and awareness provided to personnel (system owners, managers, operators, contractors and/or program managers) using the system to make them aware of their responsibilities for protecting the information being collected and maintained.
Identify training and awareness provided to personnel (system owners, managers, operators, contractors and/or program managers) using the system to make them aware of their responsibilities for protecting the information being collected and maintained.
Question 34 Comments
Question 34 Comments
35
Question 35
Describe training system users receive (above and beyond general security and privacy awareness training).
Describe training system users receive (above and beyond general security and privacy awareness training).
Question 35 Comments
Question 35 Comments
36
Question 36
Do contracts include Federal Acquisition Regulation and other appropriate clauses ensuring adherence to privacy provisions and practices?
Do contracts include clauses ensuring adherence to privacy provisions and practices?
Question 36 Comments
Question 36 Comments
37
Question 37
Describe the process and guidelines in place with regard to the retention and destruction of PII. Cite specific records retention schedules.
Describe the process and guidelines in place with regard to the retention and destruction of PII. Cite specific records retention schedules.
Question 37 Comments
Question 37 Comments
38
Question 38
Describe, briefly but with specificity, how the PII will be secured in the system using administrative, technical, and physical controls. 
Describe, briefly but with specificity, how the PII will be secured in the system using administrative, technical, and physical controls. 
Question 38 Comments
Question 38 Comments
39
Question 39
Identify the publicly-available URL:
Identify the publicly-available URL:
Question 39 Comments
Question 39 Comments
40
Question 40
Does the website have a posted privacy notice?
Does the website have a posted privacy policy?
Question 40 Comments
Question 40 Comments
40a
Question 40 a
Is the privacy policy available in a machine-readable format?
Is the privacy policy available in a machine-readable format?
41
Question 41
Does the website use web measurement and customization technology?
Does the website use web measurement and customization technology?
Question 41 Comments
Question 41 Comments
41a
Question 41 a
Select the type of website measurement and customization technologies is in use and if it is used to collect PII. (Select all that apply)
Select the type of website measurement and customization technologies is in use and if it is used to collect PII. (Select all that apply)
Technologies	
Question 41 a. Technologies
Collects PII?
Question 41 a. Collects PII?
42
Question 42
Does the website have any information or pages directed at children under the age of thirteen?
Does the website have any information or pages directed at children under the age of thirteen?
Question 42 Comments
Question 42 Comments
42a
Question 42 a
Is there a unique privacy policy for the website, and does the unique privacy policy address the process for obtaining parental consent if any information is collected?
Is there a unique privacy policy for the website, and does the unique privacy policy address the process for obtaining parental consent if any information is collected?
43
Question 43
Does the website contain links to non- federal government websites external to HHS?
Does the website contain links to non-federal government websites external to HHS?
Question 43 Comments
Question 43 Comments
43a
Question 43 a
Is a disclaimer notice provided to users that follow external links to websites not owned or operated by HHS?
Is a disclaimer notice provided to users that follow external links to websites not owned or operated by HHS?
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
Reviewer Questions
Reviewer Questions
Answer
Answer
1
Reviewer Question 1
Are the questions on the PIA answered correctly, accurately, and completely?
Are the questions on the PIA answered correctly, accurately, and completely?
Reviewer Notes
Reviewer Notes
Question 1 Comments
Reviewer Question 1 Are the questions on the PIA answered correctly, accurately, and completely? Comments 
2
Reviewer Questions 2
Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities?
Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities?
Reviewer Notes
Reviewer Notes
Question 2 Comments
Reviewer Question 2 Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities? Comments 
3
Reviewer Question 3
Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors?
Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors?
Reviewer Notes
Reviewer Notes
Question 3 Comments
Reviewer Question 3  Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors? Comments 
4
Reviewer Questions 4
Does the PIA appropriately describe the PII quality and integrity of the data?
Does the PIA appropriately describe the PII quality and integrity of the data?
Reviewer Notes
Reviewer Notes
Question 4 Comments
Reviewer Question 4 Does the PIA appropriately describe the PII quality and integrity of the data? Comments 
5
Reviewer Question 5
Is this a candidate for PII minimization?
Is this a candidate for PII minimization?
Reviewer Notes
Reviewer Notes
Question 5 Comments
Reviewer Question 5 Is this a candidate for PII minimization? Comments 
6
Reviewer Question 6
Does the PIA accurately identify data retention procedures and records retention schedules?
Does the PIA accurately identify data retention procedures and records retention schedules?
Reviewer Notes
Reviewer Notes
Question 6 Comments
Reviewer Question 6 Does the PIA accurately identify data retention procedures and records retention schedules? Comments 
7
Reviewer Questions 7
Are the individuals whose PII is in the system provided appropriate participation?
Are the individuals whose PII is in the system provided appropriate participation?
Reviewer Notes
Reviewer Notes
Question 7 Comments
Reviewer Question 7 Comments 
8
Reviewer Questions 8
Does the PIA raise any concerns about the security of the PII?
Does the PIA raise any concerns about the security of the PII?
Reviewer Notes
Reviewer Notes
Question 8 Comments
Reviewer Question 8 Does the PIA raise any concerns about the security of the PII? Comments 
9
Reviewer Questions 9
Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be?
Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be?
Reviewer Notes
Reviewer Notes
Question 9 Comments
Reviewer Question 9 Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be? Comments 
10
Reviewer Question 10
Is the PII appropriately limited for use internally and with third parties?
Is the PII appropriately limited for use internally and with third parties?
Reviewer Notes
Reviewer Notes
Question 10 Comments
Reviewer Question 10 Is the PII appropriately limited for use internally and with third parties? Comments 
11
Reviewer Question 11
Does the PIA demonstrate compliance with all Web privacy requirements?
Does the PIA demonstrate compliance with all Web privacy requirements?
Reviewer Notes
Reviewer Notes
Question 11 Comments
Reviewer Question 11 Does the PIA demonstrate compliance with all Web privacy requirements? Comments 
12
Reviewer Question 12
Were any changes made to the system because of the completion of this PIA?
Were any changes made to the system because of the completion of this PIA?
Reviewer Notes
Reviewer Notes
Question 12 Comments
Reviewer Question 12 Were any changes made to the system because of the completion of this PIA? Comments 
General Comments
General Comments
10.0.0.0.20110715.1.847530
General Support System (GSS)  
No
No
Agency
Existing
Yes
Yes
No
Yes
Mandatory
Yes
	CurrentPage: 
	PageCount: 
	Save_Button: 
	Acceptable Values: Transition, Draft, Review, Redraft,  TPWATransition, TPWADraft, TPWAReview, TPWARedraft: 
	PIAFormNumber_TextField: 
	PIADateField1: 2018-02-14
	Question_1_TextBox: CDC
	Question_2_TextBox: TBD
	Question_2a_TextBox: Data Warehouse (DW)
	GSS: 
	MajorApplication: 
	MinorAppStandAlone: 
	MinorAppChild: 
	ElectronicInfoCollection: 
	Unknown: 
	Question_3a_DropDownList: Operations and Maintenance
	Yes: 
	No: 
	Q4Comments: 
	Agency: 
	Contractor: 
	PIA_POC_Title_TextField: IT Specialist
	PIA_POC_Name_TextField: Jason Combs
	PIA_POC_Org_TextField: CDC/OPHSS/CSELS/DHIS/ISB
	PIA_POC_Email_TextField: bpv0@cdc.gov
	PIA_POC_Phone_TextField: 404-498-1596
	Q6Comments: 
	New: 
	Existing: 
	Q8Comments: 
	Question_8a_DateField: 2015-03-26
	Question_8b_DateField: 
	NACheckBox: 0
	Question_8c_TextField: 
	PIAValidation: 0
	SigSysMgmt: 0
	Anonymous: 0
	AltInCharacter: 0
	NewPubAccess: 0
	NewInteragency: 0
	InternalFlow: 0
	Conversion: 0
	ComSources: 0
	Q9Other: Other...Recertification
	Q9Comments: 
	Question_10_TextField: DW has upgraded  their development, staging, and production environment to use Rhapsody servers.
	Q10Comments: 
	Question_11_TextField: Under the auspices of the Nationally Notifiable Disease Surveillance System (NNDSS), the Data Warehouse (DW) is an enterprise system that receives, processes, stores, and provisions disease surveillance data sent by CDC partners (e.g., Jurisdictions, National Sentinel Surveillance partners etc.) for the purpose of disease surveillance analysis by CDC Programs. Disease case report data are collected, stored, and sent to CDC by local and state health departments in one of three formats: National Electronic Telecommunications System for Surveillance (NETSS), HL7, and an NBS-derived XML format. DW brings all this data to a common data warehouse and creates data marts with specific data sets as requested by the CDC Programs. The utility of the warehouse allows different programs to monitor and to analyze their data in a standardized manner. 
	Q11Comments: 
	Question_12_TextField: DW is a non-major application that receives data, including IIF for its clients systems within CDC, Office of Infectious Diseases (OID), and other CIOs. DW collects data pertaining to diseases across states with disparate systems into a repository used for surveillance and analysis. The data includes disease surveillance data sent by CDC partners (e.g., Jurisdictions, National Sentinel Surveillance partners etc.) for the purpose of disease surveillance analysis by CDC Programs.
	Q12Comments: 
	Question_13_TextField: There is a need for the CDC to be able to analyze disease case information that can be provided by local, state, and territorial public health departments (also known as jurisdictions). CDC uses this information to monitor, control, and prevent the occurrence and spread of state-reportable and nationally notifiable infectious and noninfectious diseases and conditions. The Data Warehouse is an enterprise system that provides data receipt, storage, parsing, validation, transformation, and provisioning services for disease case information exchanged between CDC and public health departments. The Data Warehouse provides a central location where all of that information is collected, stored, and provisioned out to the Programs for analysis. In a nutshell, Data Warehouse provides central location for all NNDSS Case Notification data that can be used in the monitoring and prevention of nationally notifiable diseases.   
	Q13Comments: 
	Q14Comments: 
	SSNCheckBox: 0
	DOBCheckBox: 1
	NameCheckBox: 1
	PhotoCheckBox: 0
	DLNCheckBox: 0
	BiometricCheckBox: 0
	MMNameCheckBox: 0
	VehicleCheckBox: 0
	EmailCheckBox: 0
	AddressCheckBox: 0
	PhoneCheckBox: 0
	MedRecCheckBox: 1
	MedNotesCheckBox: 1
	FinAcctCheckBox: 0
	CertsCheckBox: 0
	LegalDocCheckBox: 0
	EduRecCheckBox: 0
	DeviceIDCheckBox: 0
	MilStatusCheckBox: 0
	EmpStatusCheckBox: 0
	ForeignActCheckBox: 0
	PaaNumCheckBox: 0
	TaxIDCheckBox: 0
	Q15Other1: Case Notification ID
	Q15Other2: Other...
	Q15Other3: Other...
	Q15Other4: Other...
	Q15Other5: Other...
	Q15Comments: 
	EmpCheckBox: 1
	PubCitizensCheckBox: 1
	BusPartnerCheckBox: 0
	VendorCheckBox: 0
	PatientsCheckBox: 1
	Q16Other_TextField: 
	Q16Comments: 
	Question_17_DropDownList: 1,000,000 or more
	Q17Comments: 
	Question_18_TextField: PII is used to geographically and demographically locate the incident of disease and categorize it by impacted demographic groups.
	Q18Comments: 
	Question_19_TextField: This information will be used for research purposes to better inform the public on how to prevent and/or treat these diseases.
	Q19Comments: 
	Question_20_TextField: N/A
	Q20Comments: 
	Question_20a_TextField: N/A
	Question_21_TextField: Public Health Service Act, Section 301, "Research and Investigation," (42 U.S.C. 241); and Sections 304, 306 and 308(d) which discuss authority to maintain data and provide assurances of confidentiality for health research and related activities (42 U.S.C. 242 b, k, and m(d)).
	Q21Comments: 
	Q22Comments: 
	Q22Published1: 
	Q22Published2: 
	Q22Published3: 
	InProgressCheckBox: 0
	InPersonCheckBox: 0
	HardCopyCheckBox: 0
	OnlineCheckBox: 0
	DirectOtherCheckBox: 0
	WithinOPDIVCheckBox: 0
	OtherOPDIVCheckBox: 0
	StateCheckBox: 1
	ForeignCheckBox: 0
	OtherFedCheckBox: 0
	GovOtherCheckBox: 1
	PublicCheckBox: 0
	ComDataCheckBox: 0
	PubMediaCheckBox: 0
	PrivateSectorCheckBox: 0
	NGOtherCheckBox: 0
	Q23Comments: 
	Question_23a_TextBox: 0920-0728, 02/28/2021
	Q24Comments: 
	OtherFedTextField: Purpose
	StateLocalTextField: Purpose
	PrivateTextField: Purpose
	WithinHHSCheckBox: 1
	StateLocalCheckBox: 0
	PrivateCheckBox: 0
	WithinHHSTextField: DW will allow access to data in the new HL7 format and become a historical repository for legacy data to be used for  continued analyses by CDC programs.
	Question_24b_TextBox: There is a Memorandum of Understanding (MOU) between CSELS and NCEZID that allows the sharing of data in the pre-HL7 formats from 2005 onward available to CDC programs in one repository. NCEZID will access CSELS raw files of surveillance data to create one or more combined databases of NNDSS data.  In turn, NCEZID will allow other CDC programs to access those databases to perform statistical analyses on data related to their own topical areas.
	Question_24c_TextBox: N/A
	Question_25_TextBox: N/A - DW does not provide any information to any individual on how data is used or shared. CDC and DW do not collect the data directly from the individuals. They receive the data from state and local authorities and hospitals (covered entities) who have collected it pursuant to HIPAA. It is then shared with CDC as a Public Health Authority as allowed under the HIPAA Privacy Rule. 45 CFR 164.512 (b) and 45 CFR 164.512 (b) (1) (i).
	Q25Comments: 
	Voluntary: 
	Mandatory: 
	Q26Comments: 
	Question_27_TextBox: N/A - DW does not provide any information to any individual on how data is used or shared. CDC and DW do not collect the data from individuals. They receive the data from state and local authorities and hospitals (covered entities) who have collected it pursuant to HIPAA. It is then shared with CDC as a Public Health Authority as allowed under the HIPAA Privacy Rule. 45 CFR 164.512 (b) and 45 CFR 164.512 (b) (1) (i).
	Q27Comments: 
	Question_28_TextBox: N/A - DW does receive PII data from covered entities, without authorization, for purposes of preventing or controlling disease, injury or disability. DW does not notify nor obtain consent from any individuals whose PII is provided from State Departments of Health and State Public Health Labs. CDC and DW do not collect the data from individuals. They receive the data from state and local authorities or hospitals (covered entities) who have collected it per the HIPAA Privacy Rule and Public Health.
	Q28Comments: 
	Question_29_TextBox: N/A - DW does not provide a complaint process for individuals who believe their PII has been inappropriately obtained, used, or disclosed, or that the PII is inaccurate. The patient may contact the Hospital, Physicians office, Health Dept, or other Point of Dispensing (POD) where their initial information was provided.
	Q29Comments: 
	Question_30_TextBox: Yes, processes are in place for periodic reviews of PII contained in DW to ensure the data’s integrity, availability, accuracy and relevancy. A yearly review will be performed on the PII elements in DW in which the PIA is reviewed and submitted to the Privacy Advocate’s Office of the CDC. Additionally, there are reviews with user groups and with internal CDC stakeholders.  The PM participates in regular briefings that include information on upcoming system changes.
	Q30Comments: 
	AdminReason: 
	DevReason: troubleshooting issues with HL7 validation.
	UserReason: 
	UsersCheckBox: 0
	AdminsCheckBox1: 0
	DevsCheckBox: 1
	ContractorsCheckBox: 0
	OthersReason: 
	OthersCheckBox: 0
	ContractorsReason: 
	Q31Comments: 
	Question_32_TextBox: AC-6 Common Control Least PrivilegeDW adheres to the security controls for IA per the NIST 800-53 controls for a Moderate system. Administrators, developers and contractors are provided access to the system based on need to know (i.e., AD and RBAC policies) and audit controls are in place to track their activity on the servers and within the SQL database. Only user approved by the programs and granted access to the active directory group to read the repository.
	Q32Comments: 
	Question_33_TextBox: Role-based ACLs and auditing as outlined in the system security plan. An individual user’s access in terms of read/write/review within DW is controlled by very strict role-based control. In terms of security audit logs, AHB maintains as a common control  audit logs which are  revealed only to authorized security personnel or administrators.
	Q33Comments: 
	Question_34_TextBox: CDC Administrators receive annual training via HHS Rules of Behavior  and Security Awareness training to make them aware of their responsibilities for protecting the information being collected and maintained.
	Q34Comments: 
	Question_35_TextBox: All users of CDC information technology resources must read these rules and sign the accompanying acknowledgment form before accessing Department data/information, systems and/or networks. This acknowledgment must be signed annually, preferably as part of the CDC Information Systems Security Awareness Training, to reaffirm knowledge of, and agreement to adhere to the CDC RoB.  This training specifically details responsibilities for protecting the information being collected and maintained.
	Q35Comments: 
	Q36Comments: 
	Question_37_TextBox: Records are retained and disposed of in accordance with the CDC Records Control Schedule.  Record copy of study reports are maintained in agency from two to three years in accordance with retention schedules. Source documents for computer are disposed of when no longer needed by program officials. Personal identifiers may be deleted from records when no longer needed in the study as determined by the system manager, and as provided in the signed consent form, as appropriate. Disposal methods include erasing computer tapes, burning or shredding paper materials or transferring records to the Federal Records Center when no longer needed for evaluation and analysis. Records are retained for 20 years; for longer periods if further study is needed.
	Q37Comments: 
	Question_38_TextBox: AdministrativeTechnical ControlsThis system is subject to CDC Security Assessment and Authorization (SA&A) process, and is accredited as a moderate system. It uses PKI to secure logins, complies with CDC policies and requirements for technical security. Technical controls  are in place to minimize the possibility of unauthorized access, use, or dissemination of the data in the system and includes the following:  user identification, PIV including Smart Cards and CITGO keyfob remote access, strong frequently changed passwords, firewalls, intrusion detection systems,  and common access cards. Administrative ControlsDW adheres to HHS policy for privacy breaches and the CDC for security incidents. The CDC Enterprise Master System Security Plan covers this system. It references the CDC incident response plan for any security incident on the CRA system, including privacy-related incidents. These controls also include  the enforcement of user roles and by having users agree to system Rules of Behavior.  Contractors sign a nondisclosure agreement.  Physical ControlsDW is located in a physically secure area with guards, ID badges, and key cards.
	Q38Comments: 
	Question_39_TextBox: 
	Q39Comments: 
	Q40Comments: 
	Q41Comments: 
	WebBeaconsCheckBox: 0
	WebBugsCheckBox: 0
	SessionCookiesCheckBox: 0
	PersistentCookiesCheckBox: 0
	Q41aOtherTextField: 
	Q42Comments: 
	Q43Comments: 
	RQ1Notes_TextBox: 
	RQ1Comments_TextBox: 
	RQ2Notes_TextBox: 
	RQ2Comments_TextBox: 
	RQ3RN_TextBox: 
	RQ3Comments_TextBox: 
	RQ4RN_TextBox: 
	RQ4Comments_TextBox: 
	RQ5RN_TextBox: 
	RQ5Comments_TextBox: 
	RQ6RN_TextBox: 
	RQ6Comments_TextBox: 
	RQ7RN_TextBox: 
	RQ7Comments_TextBox: 
	RQ8RN_TextBox: 
	RQ8Comments_TextBox: 
	RQ9RN_TextBox: 
	RQ9Comments_TextBox: 
	RQ10RN_TextBox: 
	RQ10Comments_TextBox: 
	RQ11RN_TextBox: 
	RQ11Comments_TextBox: 
	RQ12RN_TextBox: 
	RQ12Comments_TextBox: 
	RQGeneralComments_TextBox: 
	PIAOPDIVSignatureField: 
	PIAHHSSignatureField: 



