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Privacy Impact Assessment

Status Revised Form Number

10/03/2019

Form Date

v147.4

3 The subject of this PIA is which of the following?

C General Support System (GSS)

C Major Application

((; Minor Application (stand-alone)
Minor Application (child)

(" Electronic Information Collection

Identify the Enterprise Performance Lifecycle Phas
3a o?%éy system. P 4

Does the system include a Website or online
4 application available to and for the use of the general

public?

5 Identify the operator.

I ontractor I
POC Title i-&smss-@wuel—i
POC Name |lazesa_A_Baughman—‘
6 Point of Contact (POC): POC  Organizatigh——NC Office—of |
Acquisitions | POC Email |
teresa.baughman@nih.gov
POC Phone 240-

7 Is this a new or existing system?

8 Does the system have Security Authorization (SA)?
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9 Indlcaethef IIowm sonrg for uRdating this
PIA. Choose omt fo owing options.

DRefresh/Ann
Anonymou

[ ]New Public
[ JUses Intern
[ JCommercig

$ to Non-
[_JAnonymous

Save

ignificant System
Management Change
Alteration in Character
Dof Data

Access [ JNew Interagency

al Flow or Colle€tibn
| Sources

ual Review)

]

D

Conversion

System (OASYS)/FFRDC Contract Administration System
AS) moving to CloudOne. Also Vendor Portal will be
ded and will be public-facing through Login.gov for
SYS Vendor Portal and iTrust for FCAS Vendor Portal
FCAS vendor users will have PIV cards and only
ess through NIH Network or NIH VPN.

10 Describ
system that

eFas h|

in further detail gng/ cha

ave occurrea since t

Once Vendor B
QASYS and FC
(contractors) to
(e.g. revised pr

ortal is live (estimated date February 2020),

AS applications will allow vendors
access the site to submit documentation
pposals and quotes, final proposals and

es to task order requests for proposals

(TORFPs), responses to Blanket Purchase Agreement

(BPA) Call Requests, contract deliverables, invoices) ), to
ask guestions in response to TORFPs, request contracting
officer's authorizations, and to notify contracting officers of

contractually-obligated information via a Vendor Portal.
he vendor portals will have separate URLs to OASYS and

FCAS and will then feed the data to the system thereby

protecting government data.

Additionally, both the Vendor Portals and the existing

OASYS and FCAS sites will be housed within CloudOne,
Cl's managed private Amazon Web Services (AWS)

application hosting solution. The Office of Acquisitions

Bystem (OASY
tilizes data fro

S/ FCAS) is a Web based application. It
m the NIH data warehouse as well as

ecteq dire py OA 0 manage vario
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Describe the type of information the system will
collect, maintain (store), or share. (Subsequent

6Bt e spbciRntibtd dumiieryaion is PIl and apk 4 acavisivoniansi conirashdata i puled fam Medibdan

OASYS utilizes data in two ways:
12

13 information it will collect, maintain (store), ar share, gnnjication. It utilizes data from the NIH data
wdalermouse

either permanently or temporarily. (nVision) as well as infoffhation collected directly by OASYS to

14 Does the system collect, maintain, use or share PII?
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ndicate the t

e of PII that the system will
ollect or ma .

L]
[] Name

[ ] Driver's Li
[ ] Mother's N
[] E-Mail Adq
[] Phone Nu
[] Medical N

[] Certificate
[] Education

ocClal oe

curity Number
rense Number
Viaiden Name

ress
mbers
otes

S

Records

N

[ ] Military S
[] Foreign A
[] Number T

tus
tivities

xpayer ID

DUNs Numbe

r/GSA Unigue

16

Indlcate the cg teorles of i d|V|uaIs about whom

D

Identifier Other...

Other...
Other...
Other...

[] Employees

[] public Citize

D

ns

Save

|| Date of Bir

[] Photographic Identifiers

[ ] Biometric Identifiers

[ ] Vehicle Identifiers

[] Mailing Address

[_] Medical Records Number
[] Financial Account Info

[] Legal Documents
] Device Identifiers
[] Employment Status
[] Passport

artners/Contacts (Federal, state, local agencies)

[] vendars/S ippliers/Contractors

17 How many individuals' Pll is in the system?

18 For what primary purpose is the Pll used?

19 D scribe tlae secondary uses for which the P
I be used (e.g. testing, training or research

)

[] patients

Otherl

5,000-9,999

The PII information used by OASYS and FCAS is derived
from existing systems at NIH. For example, we pull user
name, email address and work phone from the NIH
Employee Directory (NED). We pull vendor information
directly from nVision. This information is ultimately used by
OASYS and FCAS for access control, routing, and
collaboration. While not typical, PIl information could also
exist within documents uploaded into the OASYS and FCAS
system but such PII would not be indexed nor searchable.

When Vendor Portal is released, PIl will be used to
ensure that NCl is able to contact the appropriate
representatives from awardees, offerors and bidders.
Additionally, PII will be collected to establish the vendor
profile so that vendor users that are authorized can have
access to their specific firm's account and documentation
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20a Cite the legal authority to use the SSN. Not applicable (see question 20)

o1 Identity legal, Ay HRErEIRS RGBT R Posepa

241(d), 281.

Are records on the system retrieved by one or more o Yes
2

Pll data elements? " No

Published: |09-25-0216 NIH Electronic Directory (NED)

Identify the number and title of the Privacy Act

System of Records Notice (SORN) that is being used PUBfisHER Contract(s::olilrt?gecst%i?gal Services
to cover the system or identify if a SORN is being
developed.

Published:

In Progress

Directly from an individual about whom
the information pertains

[] In-Personl_]
Hard Copy: Mail/Fax

Email
Online
[] Other
Government Sources
Within the
OPDIV Other
HHS OPDIV
]
Identify the sources of PIl in the system. State/Local/Tribal
Ol ForeignD
Other Federal Entities
[] Other
Non-Government Sources
[] Members of the
Public [] Commercial Data
Broker [] Public Media/Internet
Private Sector
[] Qther
Identify the OMB information collection approval
23a numbgr and expiration Jate. PP In Progress
_ - ® ves
24 |s the PII shared with other organizations? .
No
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Identify-with-whom the Pll is shared-or disclosed

[JWithin HHS

Save

The OASYS H
by members

other Institute
Umbrella with
on the distrib

CAS data and file uploads shall be utilized
pf the National Cancer Institute and

s under the Health and Human Services
proper authorization. Access depends
ution of contracting responsibility across

24a and for what purpose.

these entities.

Other Feds

Anenev/Ao

[

oral
ncies

Ageneytige
State or Lg

[ Agency/Age

cal
ncies

Describe any agreements in place that authorizes the
information sharing or disclosure (e.g. Computer

24bh Matching Agreement, Memorandum of
Understanding (MOU), or Information Sharing
Agreement (ISA)).

Describe the procedures for accounting

24¢ for disclosures

[ ]Private Sed

tor

Sharing acces
when authoriz

s is provided directly within the system
>d Government users are granted

permission.

P11 will be collected at time of initial Vendor Portal account
registration, when the account information is updated, and
when additional vendor users are added by vendor user
administrator foles. OA will maintain a record of which NCI
OA users have access to each Vendor Portal Account.

OASYS/FCAS will inform individuals within the initial email
invitation inviting the Vendor to register for a Vendor Portal
account by including the following statement in the body of

Describe the process in place to notify
individuals

25 that their personal information will be collected.
If no prior notice is given, explain the reason.

the email invitation. Additionally, the following statement
will be included on the first page after the login screen.
"Collection of this information is authorized by The Public
Health Service Act, Section 411 (42 USC 285a). Rights of
participants are protected by The Privacy Act of 1974.
Participation is voluntary, however in order for NCI Office of]
Acquisitions (OA) to provide access to the Vendor Portal
for use in uploading deliverables and invoices and
responding to and submitting requests to NCI OA, Vendor
Portal registration is required. The information collected will
be kept private to the extent provided by law.

Names and other identifiers will not appear in any report
other than what is utilized by NCI OA and program staff for
routine day-to-day contract administration. Information
provided will be combined for all participants and reported
as summaries. You are being contacted by email to
complete this Vendor Portal Registration form and a
voluntary survey so that NCI can provide your Vendor Firm
with Vendor Portal access and improve the website. The
information you provide will be included in a Privacy Act
system of records, and will be used and may be disclosed
for the purposes and routine uses described and published
in the following System of Records Notices (SORN): 09-
25-0216 Administration: NIH Electronic Discovery and 09-

25-0118 Contracts: Professional Services Contractors
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Is the submission of PII by individuals voluntary or (o 55|H||!!|§

mandatory? (" Mandatory

The PIl data is sourced from existing DHHS/NIH systems
(NED, nVision). Those systems own the responsibility for
allowing users to opt out of providing certain information.
OASYS and FCAS does not collect any new PII.

Once the Vendor Portals are released, in order to obtain a
vendor portal account, the vendor's business official is
required to provide his or her name, title, their vendor email
address,

Describe the method for individuals to opt-out of the etc., as noted above. Vendor's are not required to respond

collection or use of their PII. If there is no option to |or bid on task orders. If they elect to respond to a request

27 F:,olrI ?objeCt to the information collection, provide a |proposal or revised proposal, they must provide required

reason. establish the account for validation. This is to ensure that
access is provided only to authorized vendor users, to
facilitate proper routing and notification of subsequent
award decisions, and to ensure that NCI users are able to
contact awardees through the system post-award. The
contractors must submit their deliverables, invoices,
requests, notifications and other correspondence, through
the vendor portal. Terms and conditions will be included in

NI OA avwarde mandastina—tht
NCOTUA aAavwards 11iail |ua|.|||9 s,

—

(0]

OASYS does not collect new PII, but uses PII shared

under agreement with other NIH source systems

Describe the process to notify and obtain consent
previously

from the individuals whose Pl is in the system when
major changes occur to the system (e.g., disclosure

mentioned.

Oncler\ l;{eendO{ Por(tjals are released, ven O?r")%business officials

28 and/or data uses have changed since the notice at
atﬂe fime of origina cgllec 101T). Aﬁernatlvely, descnte wi contacted using the emair and one number
information provided in their proposals/quotes and invited tg

\évgéit::g cannot be notified or have their consent submit revised proposals. Contractors with current contract
. ac nf o

Iivewill-bhe-givan-inetrietiaone - bv-MCL-O A ta-actabl h a
aAS Ul uU LAASTIRALLLEL A 9IVCII mrISuaucuauvurits Uy TNCOT U U Tolavno
vendor portal profile for contract administration.
OASYS does not collect PII, but uses shared PIl under

agreement with other NIH source systems. Those systems
are responsible for resolving individuals' concerns over its

Uy

use.
Describe the process in place to resolve an However, if anyone feels their data has been
inappropriately individual's concerns when they belleve their Pll has used as a result of OASYS and

FCAS, then users can contact the
29 been inappropriately obtained, used, or disclosed, of OASYS and FCAS help
desk. that the PII is inaccurate. If no process exists} explain

why not. For Vendor Portals, the NCI OA will review its system

logs and any other available historical information, and
will work with the NCI Privacy Coordinator to investigate
such concerns raised by vendor users.
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Describe the procedures in place to determine whig
32 system users (administrators, developers,
Owner contractors, etc.) may access PII.

Save

Responsible for creating and
managing requirements; Reviewing
and dispositioning contract
correspondence including OA and
Program staff.

Responsible for Access control,
Operations and Maintenance
(O&M) support and in some cases
the same responsibilities as

[T u

USCI1S .

Administrators

Testing and customer defect
resolution may expose these users to
PIL

Developers

NCI contractor employees may be
involved in the review
correspondence process. Also,
vendor users with vendor
administrator roles would have
access to their own firm's vendor
profile.

Contractors

h All requests for access to OASYS and FCAS will be assighed an
appropriate profile (role) and approved by the System
pefore being imptemented by the sySterm administratol

Describe the methods in place to allow those with

33 access to Pll to only access the minimum amount o
information necessary to perform their job.

’ Role based access controls are used to limit users' access to PII

basedontheir defined job functionand systen rote:

Identify training and awareness provided to
NIH personnel (system owners, managers, operators
records

contractors and/or program managers) using the .
system to make them ‘aware of their réesponsibilities

for protecting the information being collected and
have maintained.
NIH

34

Each time the user initiates a new session, they are
presented with a Terms of Use screen that will remind
them of their

responsibilities in protecting PII. All users are on the
network have completed security, privacy, and

management training.

Additionally, all NCI staff and NCI contractors who will
laccess to the system or to the Pll data complete the |

Security, Privacy, and Insider Threat course. This
course is refreshed and all users must re-take each
year.

Describe training system users receive (above and Al

35 beyond general security and privacy awareness
training).

OASYS and FCAS training

| users are provided an opportunity to attend in-person
ssions, and these sessions are

scheduled on a regular basis. There are also training guides
available directly through the applications.

Do contracts include Federal Acquisition Regulation
36 and other appropriate clauses ensuring adherence to

privacy provisions and practices?

Yes
(> No
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OPDIV Senior Official
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