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Privacy Threshold Assessment (PTA)
The Privacy Threshold Assessment (PTA) is an analytical tool used to determine the scope of privacy risk management activities that must be executed to ensure that the Department’s initiatives do not create undue privacy risks for individuals.
The Privacy Threshold Assessment (PTA) is a privacy risk management tool used by the Department of Transportation (DOT) Chief Privacy Officer (CPO). The PTA determines whether a Department system[footnoteRef:1] creates privacy risk for individuals that must be further analyzed, documented, or mitigated, and determines the need for additional privacy compliance documentation. Additional documentation can include Privacy Impact Assessments (PIAs), System of Records notices (SORNs), and Privacy Act Exemption Rules (Exemption Rules).  
The majority of the Department’s privacy risk emanates from its direct collection, use, storage, and sharing of Personally Identifiable Information (PII),[footnoteRef:2] and the IT systems used to support those processes.  However, privacy risk can also be created in the Department’s use of paper records or other technologies.  The Department may also create privacy risk for individuals through its rulemakings and information collection requirements that require other entities to collect, use, store or share PII, or deploy technologies that create privacy risk for members of the public. 
To ensure that the Department appropriately identifies those activities that may create privacy risk, a PTA is required for all IT systems, technologies, proposed rulemakings, and information collections at the Department.  Additionally, the PTA is used to alert other information management stakeholders of potential risks, including information security, records management and information collection management programs.  It is also used by the Department’s Chief Information Officer (CIO) and Associate CIO for IT Policy and Governance (Associate CIO) to support efforts to ensure compliance with other information asset requirements including, but not limited to, the Federal Records Act (FRA), the Paperwork Reduction Act (PRA), the Federal Information Security Management Act (FISMA), the Federal Information Technology Acquisition Reform Act (FITARA) and applicable Office of Management and Budget (OMB) guidance.
Each Component establishes and follows its own processes for developing, reviewing, and verifying the PTA prior to its submission to the DOT CPO.  At a minimum the PTA must be reviewed by the Component business owner, information system security manager, general counsel, records officers, and privacy officer.  After the Component review is completed, the Component Privacy Office will forward the PTA to the DOT Privacy Office for final adjudication. Only PTAs watermarked “adjudicated” and electronically signed by the DOT CPO are considered final. Do NOT send the PTA directly to the DOT PO; PTAs received by the DOT CPO directly from program/business owners will not be reviewed.
If you have questions or require assistance to complete the PTA please contact your r or the DOT Privacy Office at .  Explanatory guidance for completing the PTA can be found in the PTA Development Guide found on the DOT Privacy Program website, . 

PROGRAM MANAGEMENT
[bookmark: _Hlk2171820]SYSTEM name:	Office of Spectrum Management Local Area Network (ASR-LAN) 		  
Cyber Security Assessment and Management (CSAM) ID:  1625
SYSTEM MANAGER CONTACT Information:
Name: Timothy Pawlowitz Spectrum Assignment & Engineering Team, AJW-1C2
Email:  timothy.j.pawlowitz@faa.gov
Phone Number:  (202) 267-9739  
Is this a NEW system?
☐	Yes (Proceed to Section 1)
☒	No 
☒ Renewal 
☐ Modification 

Is there a PREVIOUSLY ADJUDICATED PTA for this system?
☒	Yes:  
Date: 8/29/2012


☐ No:  
SUMMARY INFORMATION
System TYPE
☒	Information Technology and/or Information System 
Unique Investment Identifier (UII):  021-1295029282
Cyber Security Assessment and Management (CSAM) ID: 1625
☐	Paper Based:  
☐	Rulemaking 
Rulemaking Identification Number (RIN): 
	Rulemaking Stage:
☐	Notice of Proposed Rulemaking (NPRM)	
☐	Supplemental NPRM (SNPRM): 
☐	Final Rule: 
Federal Register (FR) Notice: 
☒	Information Collection Request (ICR)
☐	New Collection 
☒	Approved Collection or Collection Renewal
☒	OMB Control Number:  2120-0001
☒	Control Number Expiration Date:  09/30/2019



[bookmark: _MON_1612852856]		


☐	Other:   
System OVERVIEW:   

The Air Traffic Organization (ATO) Office of  Operations Support/Spectrum Assignment & Engineering Team (AJW-1/AJW-1C2)is submitting a Privacy Threshold Assessment (PTA) update for the Office of Spectrum Management Local Area Network (ASR-LAN) system.  The last adjudicated PTA was dated August  29, 2012. It was determined that the ASR-LAN is not a privacy sensitive system.    

The following changes have occurred since the last adjudicated PTA which affect privacy risk:  

· New subsystem is added into ASR-LAN system allowing it to support IOS-based tablets (IPAD). 
· The WebFCR subsystem is a recently deployed, web-base application comprising new functionality added as an externally based frontend web interface. The Web Frequency Coordination Request (WebFCR) is designed to be a Central point of entry for Frequency Co-ordination Requests (FCRs) from the Internet, based at FAA.GOV. The FCR request application, allows a user to “create an account and login to submit a given FCR. The application uses the account data to provide follow-up communications contact information to the processing Spectrum engineers and FMOs, after the technical FCR data is sent to AFM for further action, engineering and approval as appropriate. 
· The WebFCR application account registration process for external users is the origin and single use-case of the Personally Identifiable Information (PII) in the ASRLAN. This PTA update reflects that PII is captured for Members of the Public, Other Government Agencies, the U.S. Military, as well as FAA staff.


[bookmark: _Hlk532448540]High-Level Description of the System/Privacy Impacts:





· FIPS 199 Confidentiality Impact:  Moderate
· Subjects of Collection:  Members of the Public. Other Government Agencies, Military Personnel, FAA and Contract Employees 
· Sensitivity of the PII:  Personally Identifiable Information (PII)
· Other:  Mission Critical, Spectrum Engineering Support Non-NAS System 

Paragraph 3:  Description of System; Location

The Spectrum Engineering Services Office secures, manages, and protects all civil aviation radio frequency spectrum resources.  It helps ensure the safe transport of all individual flights between airports is based on radio frequencies being available and interference free so that all of the aviation systems function properly. The FAA’s Spectrum Engineering Services Office provides these fundamental services by ensuring radio frequency assets are always clear and available.  

The mission of the Spectrum Engineering Services is providing assignment, engineering and protecting the radio frequency spectrum required to support civil aviation communications, navigation, and surveillance (CNS) services which includes the National Airspace System (NAS). The Spectrum Organization also ensures that the spectrum engineering requirements for new civil aviation CNS systems and functions are satisfied. Accomplishing this mission requires extensive studies and technical preparation; coordination within FAA; and participation as the U.S. aviation representative or key U.S. delegation member in FAA, U.S. Government and industry, and international civil aviation and telecommunications forums.

The ASR-LAN is largely located at FAA Building, 600 Independence Avenue, Washington, District of Columbia.  It has support sites at the Mike Monroney Aeronautical Center, Oklahoma City, Oklahoma and the William J. Hughes Technical Center in Atlantic City, New Jersey.

The ASR-LAN is specifically is made up of the Local Area Network of spectrum engineering, applications, subsystems, tools and utility programs that support the planning, workflow management, frequency interference analysis, modeling, coverage analysis, signal evaluation and service volume validation for proper spectrum assignment within the required civil aviation bands.

Currently, the ASR-LAN is comprised of servers (inclusive of standbys), hosting these primary Spectrum applications:  

· Automated Frequency Manager (AFM) 
· [bookmark: _Hlk2241313]Agenda Voting subsystem, integrated National Telecommunications and Information Administration NTIA GMF data in AFM enables approval/disapproval workflow for frequency assignment actions which are submitted by all government agencies and managed by (NTIA).  This application also serves as a means for interference analysis and conflict resolution of pending or proposed frequency allocations.
· NTIA GMF data only, some frequency records may contain information such as Name and Digital Signatures, would be in record workflow comments.
· Expanded Service Volume Management System (ESVMS) is a workflow management and reference database system primarily for aviation procedures.
· Web Facility Transmitting Authorization Application(WebFTA)
· SMTS is a mobile application which is designed primarily to support Spectrum engineers to process an assignment when they are at the field using iOS based mobile devices such as iPhone and iPad platforms. This mobility capability for FAA Spectrum automation permits the FAA Spectrum engineers, managers and Frequency Management Officers (FMO) are able to access real-time production information, when they are operating away from their primary workstation.
· Radiation Hazard Reporting Tool (RADHAZ) is used by EOSH staff to structure and normalize radio frequency measurements at key FAA facilities.
· Web Frequency Coordination Request (WebFCR)
· [bookmark: _Hlk2230567]The WebFCR is the central point of entry for Frequency Coordination Requests (FCRs) from the Internet at https://webfcr.faa.gov.
· Limited PII is used only to create and manage user accounts and is also used for authentication.  Includes: First & Last Name, Business E-Mail address, encrypted Password, Agency, and Business Phone Number
· Canadian Coordination System
· Back Office System is a collection of applications and utilities that support the Spectrum mission to manage frequency allocations for the NAS.  
 
Typical Transaction:

The WebFCR is the Central point of entry for Frequency Coordination Requests (FCRs) from the public thru the FAA Public Internet site at https://webfcr.faa.gov.  The user creates and logins to submit a given FCR. The application uses the account data to provide follow-up communications contact information to the processing Spectrum engineers and Frequency Management Officers (FMO), after the technical FCR data is sent to AFM for further action, including engineering and NTIA approval as appropriate. 


Users:

FAA Personnel, Other agencies, Military, Non-Federal persons.

· FAA and Contractor Administrators, including domain, system and domain administrators
· Other Privileged Users, including the Project Manager and Team Lead
· Military Personnel
· Personnel from Other Federal Agencies
· Members of the Public 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




[bookmark: _Hlk532456025]
How Users Access System:

Internal FAA users authenticate to the system Web based internet and web based intranet via PIV card and the DOT/FAA My Access solution.  Once at the application home page, internal FAA users are required to create an account.   


[image: ]




External Users:

External users access the application through a public web site at https://webfcr.faa.gov.


[image: ]


Data:

The system and associated subsystems collect frequency request data and brief technical descriptions and parameters of the equipment which will be transmitting.   The data is based on the equipment being deployed and aviation service proposed.

The system collects data provided by the user as part of their request  for frequency coordination.  Data accessed from other government agencies, such as elevation of the coordinates given from the United States Geological Survey (USGS)  and the existing frequencies being used via the Government Master File (GMF) from the National Telecommunications and Information Administration (NTIA) .

(3) Describe How the Data is Protected:

The ASRLAN application is meticulously secured from all but senior database administrator success, and the application is protected with TLS, SSL and device hierarchical protocol security.
PII data isolated behind the firewall, with SSL 2048 bit encryption, with the user password data encrypted within the sub-system. The PII incident is only for account management and isolated processing purposes, no data is shared with any element of the application or process workflow. 


Interconnections/Memorandum Of Understanding/Privacy Sharing Agreements:

Internal

· Intranet-Based Radio Coverage Analysis System (iRCAS)
· eNASR, subsystem of National Airspace System Resource System (NASR)

External:  

· National Telecommunications and Information Administration (NTIA)
· United States Geological Survey (USGS)

Reports:

There are no reports from the system and no PII is reported in any form. Online dashboard gives the user the status of the request via a status code.


Forms:

FAA Form 7460-1 has been replaced by web application WebFCR.
INFORMATION MANGEMENT
SUBJECTS of Collection
Identify the subject population(s) for whom the system collects, maintains, or disseminates PII. (Check all that apply)
☒	Members of the public:
☒	Citizens or Legal Permanent Residents (LPR)
☒	Visitors
☒ Members of the DOT Federal workforce
☒ Members of the DOT Contract workforce
☐ System Does Not Collect PII. If the system does not collect PII, proceed directly to question 2.3.
What INFORMATION ABOUT INDIVIDUALS will be collected, used, retained, or generated?

Members of the Public:

· First and Last Name 
· Business E-Mail address
· Password
· Agency
· Business Title
· Business Phone number

Other Government Agencies and Military:

· First and Last Name 
· Business E-Mail address
· Password
· Agency
· Business Title
· Business Phone number

[bookmark: _Hlk532450443]
Members of the FAA and Contract Workforce:


· Login ID, which is the user’s government email address
· First, Middle Initial and Last Name 
· Program Office
· Title
· Role 
· Business Phone and Fax number
· Business E-Mail address
· City, State

[bookmark: _Hlk524679056]Does the system RELATE to or provide information about individuals?
☒	Yes:   
· Limited PII data is collected for account creation and authentication purposes.
·  The system captures audit logs which can identify the user.[footnoteRef:3] [3:  Not all audit log functions are in place.  This vulnerability is being tracked in the ATO Security Management and Assessment Reporting Tool (SMART) system. ] 


☐ No:  
[image: C:\Users\Claire.Barrett\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\SV8SUGSI\250px-France_road_sign_AB4.svg[1].png]
If the answer to 2.1 is “System Does Not Collect PII” and the answer to 2.3 is “No”, 
you may proceed to question 2.10.  
If the system collects PII or relate to individual in any way, proceed to question 2.4.


Does the system use or collect SOCIAL SECURITY NUMBERS (SSNs)? (This includes truncated SSNs) 
☐	Yes:  
Authority: 
Purpose: 
☒	No: The system does not use or collect SSNs, including truncated SSNs. Proceed to 2.6.
Has an SSN REDUCTION plan been established for the system?
☐ Yes: 
☒ No: 
Does the system collect PSEUDO-SSNs? 
☐ Yes:   
☒	No: The system does not collect pseudo-SSNs, including truncated SSNs.
[bookmark: _Hlk524679237]Will information about individuals be retrieved or accessed by a UNIQUE IDENTIFIER associated with or assigned to an individual? 
☒	Yes
Is there an existing Privacy Act System of Records notice (SORN) for the records retrieved or accessed by a unique identifier?
☒ Yes:
SORN: DOT/ALL 13, Internet/Intranet Activity and Access Records, 67 FR 30757 May 7, 2002

SORN:  DOT/ALL 16, Mailing Management System, 71 FR 35319 June 19, 20016



☐	No: 
Explanation:  
Expected Publication:  
☒ Not Applicable: Proceed to question 2.9
Has a Privacy Act EXEMPTION RULE been published in support of any Exemptions claimed in the SORN?
☐ Yes 
Exemption Rule: 
☒ No
Explanation: 
Expected Publication: 
☐ Not Applicable: SORN does not claim Privacy Act exemptions.
Has a PRIVACY IMPACT ASSESSMENT (PIA) been published for this system?
☐	Yes: 
☐	No: 
☒ Not Applicable: The most recently adjudicated PTA indicated no PIA was required for this system.  
[bookmark: _Hlk524679296]Does the system EXCHANGE (receive and/or send) DATA from another INTERNAL (DOT) or EXTERNAL (non-DOT) system or business activity?
☒	Yes: 







	System Name
	External to FAA



	Protocol? 


	Data Flow / Direction?



	What Data is Exchanged? 


	ISA/MOU Required? 


	Adjudicated PTA?




	[bookmark: _Hlk2241224]United States Geological Survey (USGS)  Web Services
	Yes 
	

Web Service Read
	Incoming,
	Elevation data
	No
	N/A

	NTIA
	Yes 
	Internet
	Both
	GMF
	Yes 
	N/A

	Extended Service Volume Management System (ESVMS) 
	No
	TCP
	Bi-directional
	None
	No
	N/A

	[bookmark: _Hlk2175438]Intranet-Based Radio Coverage Analysis System (iRCAS)
	No
	SSL
	Outgoing
	Links
	No
	N/A

	eNASR, subsystem of National Airspace System Resource System
	No
	SSL
	Incoming
	Runway
	No
	N/A





☐	No
[bookmark: _Hlk524679315]Does the system have a National Archives and Records Administration (NARA)-approved RECORDS DISPOSITION schedule for system records?
☒	Yes: 
[bookmark: _Hlk532456140]Schedule Identifier: National Archives and Records Administration, General Records Schedule 3.1, Approved January 2017, General Technology Management Records. 
Schedule Summary: 
This schedule covers records created and maintained by Federal agencies related to the general management of technology. It includes records related to developing, operating, and maintaining computer software, systems, and infrastructure improvements; complying with information technology policies and plans; and maintaining data standards. 
Item 020 - Information technology operations and maintenance records. Information Technology Operations and Maintenance records relate to the activities associated with the operations and maintenance of the basic systems and services used to supply the agency and its staff with access to computers and data telecommunications. 
Disposition: Temporary. Destroy 3 years after agreement, control measures, procedures, project, activity, or transaction is obsolete, completed, terminated or superseded, but longer retention is authorized if required for business use. DAA-GRS-2013-0005-0004. 
Schedule Identifier: 
National Archives and Records Administration, General Records Schedule 3.2, Approved September 2016, Information Systems Security Records. 
Schedule Summary: 
This schedule covers records created and maintained by Federal agencies related to protecting the security of information technology systems and data, and responding to computer security incidents. This schedule does not apply to system data or content. In the immediate case, those records pertain to FAA user authentication information. 
Item 030 - System access records - Systems not requiring special accountability for access. These records are created as part of the user identification and authorization process to gain access to systems. Records are used to monitor inappropriate systems access by users. These are user identification records generated according to preset requirements, typically system generated.
Disposition: Temporary. Destroy when business use ceases. DAA-GRS-2013-0006-0003.

☐ In Progress:

Schedule Identifier: 
Schedule Summary: 
Disposition:  

[bookmark: _Hlk532456167]NOTE:  Any unscheduled records, and records with schedules pending NARA’s approval, must be kept indefinitely until NARA has approved the applicable schedule.


☐	No: 
 
SYSTEM LIFECYCLE
The systems development life cycle (SDLC) is a process for planning, creating, testing, and deploying an information system. Privacy risk can change depending on where a system is in its lifecycle.
[bookmark: _Hlk524679450]Was this system IN PLACE in an ELECTRONIC FORMAT prior to 2002?
The E-Government Act of 2002 (EGov) establishes criteria for the types of systems that require additional privacy considerations.  It applies to systems established in 2002 or later, or existing systems that were modified after 2002.
☒ Yes: 1997
☐ No:  
☐ Not Applicable:  System is not currently an electronic system.  Proceed to Section 4.  
Has the system been MODIFIED in any way since 2002?
☒ Yes: The system has been modified since 2002. 
☒	Maintenance.
☒	Security. 
☒ Changes Creating Privacy Risk: 

· New subsystem is added into ASR-LAN system allowing it to support IOS-based tablets (IPAD). 
· The WebFCR subsystem is a recently deployed, web-base application comprising new functionality added as an externally based frontend web interface. The Web Frequency Coordination Request (WebFCR) is designed to be a Central point of entry for Frequency Co-ordination Requests (FCRs) from the Internet, based at FAA.GOV. The FCR request application, allows a user to “create an account and login to submit a given FCR. The application uses the account data to provide follow-up communications contact information to the processing Spectrum engineers and FMOs, after the technical FCR data is sent to AFM for further action, engineering and approval as appropriate. 
· The WebFCR application account registration process for external users is the origin and single use-case of the Personally Identifiable Information (PII) in the ASRLAN. This PTA update reflects that PII is captured for Members of the Public, Other Government Agencies, the U.S. Military, as well as FAA staff.

☐ Other: 
☐ No: The system has not been modified in any way since 2002. 
Is the system a CONTRACTOR-owned or -managed system?
☐	Yes: The system is owned or managed under contract.
	Contract Number:  
	Contractor:  
☒	No: The system is owned and managed by Federal employees.
Has a system Security Risk CATEGORIZATION been completed?
The DOT Privacy Risk Management policy requires that all PII be protected using controls consistent with Federal Information Processing Standard Publication 199 (FIPS 199) moderate confidentiality standards. The OA Privacy Officer should be engaged in the risk determination process and take data types into account. 
☒ Yes: A risk categorization has been completed. 
Based on the risk level definitions and classifications provided above, indicate the information categorization determinations for each of the following:
Confidentiality:	☐ Low	☒ Moderate	☐ High	☐ Undefined
Integrity:	☐ Low	☒ Moderate	☐ High	☐ Undefined
Availability:	☒ Low	☐ Moderate	☐ High	☐ Undefined
Based on the risk level definitions and classifications provided above, indicate the information system categorization determinations for each of the following:
Confidentiality:	☐ Low	☒ Moderate	☐ High	☐ Undefined
Integrity:	☐ Low	☒ Moderate	☐ High	☐ Undefined
Availability:	☒ Low	☐ Moderate	☐ High	☐ Undefined
☐	No: A risk categorization has not been completed. Provide date of anticipated completion.  
[bookmark: _Hlk524679648]Has the system been issued an AUTHORITY TO OPERATE?
☒	Yes: 
	Date of Initial Authority to Operate (ATO):   3/17/2016
Anticipated Date of Updated ATO:   9/30/2019
☐	No: 
☐ Not Applicable: System is not covered by the Federal Information Security Act (FISMA).
COMPONENT PRIVACY OFFICER ANALYSIS
The Component Privacy Officer (PO) is responsible for ensuring that the PTA is as complete and accurate as possible before submitting to the DOT Privacy Office for review and adjudication. 
COMPONENT PRIVACY OFFICER CONTACT Information 
Name: Margarette
Email:  Ebate
Phone Number:  202-267-7181
COMPONENT PRIVACY OFFICER Analysis 
<< In addition to a review for overall completion, the Component PO analyzes the PTA, identifies any discrepancies in cited compliance activities, proposes resolutions, and addresses the need for additional privacy compliance documentation. Analysis identifies discrepancies in cited compliance activities and proposed resolutions. >>
COMPONENT REVIEW
Prior to submitting the PTA for adjudication, it is critical that the oversight offices within the Component have reviewed the PTA for completeness, comprehension and accuracy.  
	Business Owner
	Timothy J. Pawlowitz
	   02/26/2019 

	General Counsel
	<<General Counsel Name>>
	<<Review Date>>

	Information System Security Manager Officer 
	Maryanne Chappell
	03/06/2019

	Privacy Officer
	<<Privacy Officer Name>>
	<<Review Date>>

	Records Officer
	Kristine Gorospe 
	<<Review Date>>


Table 1 - Individuals who have reviewed the PTA and attest to its completeness, comprehension and accuracy.
May 15, 2015	1
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Privacy Threshold Analysis (PTA) 


The PTA is used to assist in determining the need for privacy and other information collection 
compliance documentation for a particular system, business activity, program, information 


collection, and/or technology.   


Under the E-Government Act of 2002 (P.L. 107-347), system owners and developers are 
required to complete Privacy Impact Assessments (“PIAs”) to determine the privacy implications 
of projects/systems that handle information in an identifiable form.1  The Privacy Threshold 
Assessment (PTA) supports the analysis used to determine whether a PIA is required for your 
project/system. A PTA is required for every IT system, rulemaking, or program’s use of PII at 
the Department.  Additionally, the responses are used to alert other information asset 
stakeholders to the existence of a project/system so that they may identify any additional 
requirements relative to their area of responsibilities.  After completing this form, please return it 
to your Operating Administration’s (OA) line of business (LOB) Privacy Office (PO). 


Upon receipt, the LOB Privacy Office will review your response and may request additional 
information.  When the LOB Privacy Office has determined that the PTA is both complete and 
accurate it will be forwarded to the FAA Privacy Office and then the DOT Privacy Office for 
final adjudication.  Please DO NOT send the PTA directly to the FAA or DOT Privacy Office; 
PTAs received by the FAA or DOT Privacy Office directly from program/system owners will 
not be adjudicated. If the DOT Privacy Office determines that a Privacy Impact Assessment 
(PIA) and/or System of Records Notice (SORN) are required, you will be notified and 
appropriate templates sent to you. If other compliance documentation and/or activities are 
needed, then those requirements will be included in the PTA adjudication. 


If you have questions or require assistance to complete the PTA please contact your LOB 
Privacy Office or the FAA Privacy Office at 9-AWA-PTA/AWA/FAA. 


PTAs expire and must be reviewed and re-certified not less than every three years. 


Note:  To ensure that ALL project/technology/systems are appropriately reviewed for privacy 
risk a PTA must be submitted for each project/technology/system.  There is no distinction made 
between national security systems or technologies/systems managed by contractors.


                                                           
1 For the purposes of the PTA the term “system” refers to a project, technology system, business activity, program 
and/or technology.  
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PROGRAM MANAGEMENT 
DATE submitted for review: August 21, 2012 


NAME of Project/Technology/System: Spectrum Engineering Services Local Area Network 
(ASRLAN) 


Name of Project/Technology/System in CSAM:  ASRLAN 


NAME of Project/Technology/System MANAGER: Victor Hinton  


EMAIL for Project/System MANAGER: victor.hinton@faa.gov  


Phone number for Project/System Manager:: (202) 267-7532  


 


1 SUMMARY INFORMATION 


1.1 Project TYPE 
 Information Technology and/or System2 


 A Notice of Proposed Rule Making or a Final Rule 
 This activity initiates a new electronic collection of information in a n 
identifiable form from 10 or more members of the public. 


 Other:  <<Please describe the type of project including paper based Privacy Act 
System of Records>> 


1.2 System DESCRIPTION and PURPOSE 
The mission of the Spectrum Engineering Services (SES) is providing assignment, engineering 
and protecting the radio frequency spectrum required to support civil aviation communications, 
navigation, and surveillance (CNS) services which includes the National Airspace System 
(NAS). The Spectrum Organization also ensures that the spectrum engineering requirements for 
new civil aviation CNS systems and functions are satisfied. The ASRLAN supports the mission 
of the SES by providing an IT telecommunications infrastructure allowing for the preparation, 
storage and transfer of spectrum information. 


 


                                                           
2 The E-Government Act of 2002 defines these terms by reference to the definition sections of Titles 40 and 44 of 
the United States Code. The following is a summary of those definitions: “Information Technology” means any 
equipment or interconnected system or subsystem of equipment, used in the automatic acquisition, storage, 
manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data 
or information. See 40 U.S.C. § 11101(6). “Information System” means a discrete set of information resources 
organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information. 
See: 44 U.S.C. § 3502(8). 
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Currently, the ASR-LAN is comprised of 13 servers (with standbys), hosting 3 primary 
Spectrum applications:  The Automated Frequency Manager (AFM), Expanded Service 
Volume Management System (ESVMS), and Radiation Hazard Reporting Tool 
(RADHAZ). 
 
The ASRLAN system does not collect, maintain, or process Personally Identifiable 
Information (PII) 


1.3 If this system is a technology or system, does it relate solely to INFRASTRUCTURE?  
(For example, is the system a Local Area Network [LAN] or Wide Area Network 
[WAN?]) 


 No 
 Yes  


 Is there a log kept of communication traffic? 
 No Please continue to the next question. 
 Yes  Security Access logs are maintained of users who access the ASR-


LAN.  


2 INFORMATION COLLECTION 


2.1 SUBJECTS of Collection 
Identify for which subject population(s) the system3 collects, maintains, or disseminates 
information in an identifiable form 4  (Check all that apply) 


 Members of the public. 


 Members of the DOT federal workforce. 
 Members of non-DOT federal workforce including Transportation Security 
Administration (TSA) and US Coast Guard (USCG). 


 Members of the DOT contract workforce. 
 None of the above.  Please skip ahead to question 2.6. 


                                                           
3 For the purposes of the PTA the term “system” should be understood to mean “program” and or “technology” as 
appropriate. 
4 In the E-Government Act of 2002, “information in an identifiable form” is defined as “information in an IT system 
or online collection: (i) that directly identifies an individual (e.g., name, address, social security number or other 
identifying number or code, telephone number, email address, etc.), or (ii) by which an agency intends to identify 
specific individuals in conjunction with other data elements; i.e., indirect identification.  (These data elements may 
include a combination of gender, race, birth date, geographic indicator and other descriptors.)” 
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2.2 Could the system relate to or provide information in an IDENTIFIABLE FORM about 
individuals?5 


 No. Please skip ahead to question 2.6. 
 Yes <<Please provide a general description of the way the project could relate to or 


provide information about an individual and/or members of the public.>> 


2.3 What INFORMATION ABOUT INDIVIDUALS6 could be collected, generated or 
retained? 


<<Provide such information as: name, address, driver’s license information, vehicle 
identifiers, biometric information, phone numbers, email addresses, cell phone numbers, 
medical information, financial information, employee status, certificates (e.g., birth, 
marriage), military status, professional licenses, etc.)>> 


2.4 Will this collection be retained in a Privacy Act SYSTEM of RECORDS? 
 No 


 Yes  
Is there an existing System of Records Notice (SORN)? 


 No 
 Yes 


 SORN: <<Provide full SORN Name and Federal Register citation.>> 


2.5 Does the system use or collect SOCIAL SECURITY NUMBERS (SSNs)? (This 
includes truncated SSNs)  


 No 
 Yes <<Explain why the program collects and how it uses SSNs and the legal 


authority to do so.>> 


2.6 Does the system EXCHANGE (receive and/or send) DATA from another internal 
(DOT) system or business activity? 


 No 
 Yes ASR-LAN receives runway data from the electronic national airspace adaptation 


services data base and sends and receives info from the FAA telecommunications 
infrastructure (FTI). 


                                                           
5 Projects can relate to individuals in a number of ways. For example, a project may include a camera for the 
purpose of watching a physical location.  Individuals may walk past the camera and images of those individuals may 
be recorded. Projects could also relate to individuals in more subtle ways. 
6 Individual is not limited to live US nationals, DOT policy is to cover all humans, living or dead, regardless of 
nationality. 
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2.7 Does the system EXCHANGE (receive and/or send) DATA from another external 
(non-DOT) system or business activity? 


 No 
 Yes The ASR-LAN system receives terrain elevation data from US geological 


services administration  


2.8 Does the system have an approved RECORDS DISPOSITION schedule? 
 No By September 15, 2012, the SF-115 – Request for Disposition will be completed. 


 Yes  <<Identify the approved records disposition schedule (s) including full National 
Archives and Records Administration (NARA) citation.>> 


3 PROJECT LIFECYCLE 


3.1 Was this system IN PLACE prior to 2002? 
 Yes.  <1997> 


 No. 


 This is a new development effort 
 This is an existing project 
Date first developed:  1997   
Date last updated:  August 2011   


3.2 Has the system been MODIFIED in any way since 2002? 
 No. 


 Yes In 2011 Additional servers have been added and the system has been moved from 
a Windows client-server environment to an Intranet web-based environment.  


3.3 Has the CERTIFICATION & ACCREDITATION (C&A) been completed? 
 Unknown 
 Under Development 


 Expected Date of Completion:  <<Please provide expected date of C&A>> Note: 
this only applies to systems under development) 


 No. 


 Yes.  


Date of Authority to Operate (ATO):  August 2011  
Please indicate the determinations for each of the following: 
Confidentiality: Low Moderate High Undefined 
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Integrity: Low Moderate High Undefined 
Availability Low Moderate  High Undefined 


 Not Applicable  
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TO BE COMPLETED BY THE DOT PRIVACY OFFICE 


Adjudication Review COMPLETED: August 29, 2012 


DOT Privacy Office REVIEWER: Claire W. barrett 


DESIGNATION  


 This is NOT a Privacy Sensitive System – the system contains no Personally 
Identifiable Information.  


 This IS a Privacy Sensitive System  


 Category of System  
 IT System.  
 National Security System.  
 Legacy System.  
 HR System.  
 Rule.  
 Other:  


DETERMINATION 
 PTA is sufficient at this time.  
 Privacy compliance documentation determination in progress.  


 PIA 
 PIA is not required at this time: <<Rationale>> 
 PIA is required. 


 System covered by existing PIA: <<Identify PIA>> 
 New PIA is required. <<Rationale>> 
 PIA update is required. <<Rationale>> 


SORN 
 SORN not required at this time. <<Rationale>> 
 SORN is required.  


 System covered by existing SORN: <<Identify SORN>> 
 New SORN is required. <<Rationale>> 
 SORN update is required. <<Rationale>> 
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DOT PRIVACY OFFICE COMMENTS 
The DOT Privacy Office (DOT PO) has determined that the Spectrum Engineering Services 
Local Area Network (ASRLAN) does not constitute a privacy sensitive system and no further 
privacy compliance documentation is required. 


NOTE:  A copy of this PTA has been provided to the FAA Director of Records 
Management to facilitate the completion of the records disposition schedule.  No further action is 
required by the FAA Privacy Office on this matter. 


The adjudicated PTA should be uploaded into CSAM as evidence that the required privacy 
analysis for this system has been completed. 


The PTA should be updated not later than the next security certification and accreditation (C&A) 
cycle and must be approved by the DOT PO prior to the accreditation decision.  Component 
policy or substantive changes to the system may require that the PTA be updated prior to the 
next C&A cycle. 
 





		Privacy Threshold Analysis (PTA)

		Note:  To ensure that ALL project/technology/systems are appropriately reviewed for privacy risk a PTA must be submitted for each project/technology/system.  There is no distinction made between national security systems or technologies/systems manage...

		1 SUMMARY INFORMATION

		1.1 Project TYPE

		1.2 System DESCRIPTION and PURPOSE

		1.3 If this system is a technology or system, does it relate solely to INFRASTRUCTURE?  (For example, is the system a Local Area Network [LAN] or Wide Area Network [WAN?])



		2 INFORMATION COLLECTION

		2.1 SUBJECTS of Collection

		2.2 Could the system relate to or provide information in an IDENTIFIABLE FORM about individuals?

		2.3 What INFORMATION ABOUT INDIVIDUALS  could be collected, generated or retained?

		2.4 Will this collection be retained in a Privacy Act SYSTEM of RECORDS?

		2.5 Does the system use or collect SOCIAL SECURITY NUMBERS (SSNs)? (This includes truncated SSNs)

		2.6 Does the system EXCHANGE (receive and/or send) DATA from another internal (DOT) system or business activity?

		2.7 Does the system EXCHANGE (receive and/or send) DATA from another external (non-DOT) system or business activity?

		2.8 Does the system have an approved RECORDS DISPOSITION schedule?



		3 PROJECT LIFECYCLE

		3.1 Was this system IN PLACE prior to 2002?

		3.2 Has the system been MODIFIED in any way since 2002?

		3.3 Has the CERTIFICATION & ACCREDITATION (C&A) been completed?



		TO BE COMPLETED BY THE DOT PRIVACY OFFICE

		Adjudication Review COMPLETED: August 29, 2012

		DOT Privacy Office REVIEWER: Claire W. barrett

		DESIGNATION

		This is NOT a Privacy Sensitive System – the system contains no Personally Identifiable Information.

		This IS a Privacy Sensitive System

		Category of System

		IT System.

		National Security System.

		Legacy System.

		HR System.

		Rule.

		Other:

		DETERMINATION

		PTA is sufficient at this time.

		Privacy compliance documentation determination in progress.

		PIA is not required at this time: <<Rationale>>

		PIA is required.

		System covered by existing PIA: <<Identify PIA>>

		New PIA is required. <<Rationale>>

		PIA update is required. <<Rationale>>

		SORN not required at this time. <<Rationale>>

		SORN is required.

		System covered by existing SORN: <<Identify SORN>>

		New SORN is required. <<Rationale>>

		SORN update is required. <<Rationale>>

		DOT PRIVACY OFFICE COMMENTS






image4.emf
FAA_Form_7460-1_A JV-1-050117.pdf


FAA_Form_7460-1_AJV-1-050117.pdf


NOTICE OF PROPOSED CONSTRUCTION OR ALTERATION 
§ 77.7   Form and time of notice.
(a) If you are required to file notice under §77.9,
you must submit to the FAA a completed FAA
Form 7460–1, Notice of Proposed Construction
or Alteration. FAA Form 7460–1 is available at
FAA regional offices and on the Internet.


(b) You must submit this form at least 45 days
before the start date of the proposed construction
or alteration or the date an application for a
construction permit is filed, whichever is earliest.


(c) If you propose construction or alteration that is
also subject to the licensing requirements of the
Federal Communications Commission (FCC),
you must submit notice to the FAA on or before
the date that the application is filed with the FCC.


(d) If you propose construction or alteration to an
existing structure that exceeds 2,000 ft. in height
above ground level (AGL), the FAA presumes it
to be a hazard to air navigation that results in an
inefficient use of airspace. You must include
details explaining both why the proposal would
not constitute a hazard to air navigation and why
it would not cause an inefficient use of airspace.


(e) The 45-day advance notice requirement is
waived if immediate construction or alteration is
required because of an emergency involving
essential public services, public health, or public
safety. You may provide notice to the FAA by any
available, expeditious means. You must file a
completed FAA Form 7460–1 within 5 days of the
initial notice to the FAA. Outside normal business
hours, the nearest flight service station will
accept emergency notices.


§ 77.9   Construction or alteration requiring
notice.


If requested by the FAA, or if you propose any of 
the following types of construction or alteration, 
you must file notice with the FAA of: 


(a) Any construction or alteration that is more
than 200 ft. AGL at its site.


(b) Any construction or alteration that exceeds an
imaginary surface extending outward and upward
at any of the following slopes:


(1) 100 to 1 for a horizontal distance of
20,000 ft. from the nearest point of the nearest 
runway of each airport described in paragraph (d) 
of this section with its longest runway more than 
3,200 ft. in actual length, excluding heliports. 


(2) 50 to 1 for a horizontal distance of
10,000 ft. from the nearest point of the nearest 
runway of each airport described in paragraph (d) 
of this section with its longest runway no more 
than 3,200 ft. in actual length, excluding heliports. 


(3) 25 to 1 for a horizontal distance of
5,000 ft. from the nearest point of the nearest 
landing and takeoff area of each heliport 
described in paragraph (d) of this section. 


(c) Any highway, railroad, or other traverse way
for mobile objects, of a height which, if adjusted
upward 17 feet for an Interstate Highway that is
part of the National System of Military and
Interstate Highways where overcrossings are
designed for a minimum of 17 feet vertical
distance, 15 feet for any other public roadway, 10
feet or the height of the highest mobile object that
would normally traverse the road, whichever is
greater, for a private road, 23 feet for a railroad,
and for a waterway or any other traverse way not
previously mentioned, an amount equal to the
height of the highest mobile object that would
normally traverse it, would exceed a standard of
paragraph (a) or (b) of this section.


(d) Any construction or alteration on any of the
following airports and heliports:


(1) A public use airport listed in the
Airport/Facility Directory, Alaska Supplement, or 
Pacific Chart Supplement of the U.S. 
Government Flight Information Publications; 


(2) A military airport under construction,
or an airport under construction that will be 
available for public use; 


(3) An airport operated by a Federal
agency or the DOD. 


(4) An airport or heliport with at least
one FAA-approved instrument approach 
procedure. 


(e) You do not need to file notice for construction
or alteration of:


(1) Any object that will be shielded by
existing structures of a permanent and 
substantial nature or by natural terrain or 
topographic features of equal or greater height, 
and will be located in the congested area of a 
city, town, or settlement where the shielded 
structure will not adversely affect safety in air 
navigation; 


(2) Any air navigation facility, airport
visual approach or landing aid, aircraft arresting 
device, or meteorological device meeting FAA-
approved siting criteria or an appropriate military 
service siting criteria on military airports, the 
location and height of which are fixed by its 
functional purpose; 


(3) Any construction or alteration for
which notice is required by any other FAA 
regulation. 


(4) Any antenna structure of 20 feet or less in
height, except one that would increase the height
of another antenna structure.


Mail Processing Center 


Federal Aviation Administration 
Southwest Regional Office 


Obstruction Evaluation Group  
10101 Hillwood Parkway     
Fort Worth, TX 76177
Fax: (817) 222-5920


Website: https://oeaaa.faa.gov 







PLEASE TYPE or PRINT 


INSTRUCTIONS FOR COMPLETING FAA FORM 7460-1 


ITEM #1.  Please include the name, address and phone number of a personal contact point as well as the company name. 


ITEM #2.  Please include the name, address and phone number of a personal contact point as well as the company name. 


ITEM #3. New Construction would be a structure that has not yet been built. 


Alteration is a change to an existing structure such as the addition of a side mounted antenna, a change to the marking and lighting, a 
change to power and/or frequency, or a change to the height.   The nature of the alteration shall be included in ITEM #21 “Complete 
Description of Proposal”. 


Existing would be a correction to the latitude and/or longitude, a correction to the height, or if filing on an existing structure which has never 
been studied by the FAA. The reason for the notice shall be included in ITEM #21 “Complete Description of Proposal”. 


ITEM #4.  If Permanent, so indicate.  If Temporary, such as a crane or drilling derrick, enters the estimated length of time the temporary 
structure will be up. 


ITEM #5. Enter the date that construction is expected to start and the date that construction should be completed. 


ITEM #6. Please indicate the type of structure. DO NOT LEAVE BLANK. 


ITEM #7.  In the event that obstruction marking and lighting is required, please indicate type desired.  If no preference, check “other” and 
indicate “no preference”  DO NOT LEAVE BLANK.   NOTE:    High Intensity lighting shall be used only for structures over 500’ AGL.  In the 
absence of high intensity lighting for structures over 500’ AGL, marking is also required. 


ITEM #8. If this is an existing tower that has been registered with the FCC, enter the FCC Antenna Structure Registration number here. 


ITEM #9 and #10.    Latitude and longitude must be geographic coordinates, accurate to within the nearest second or to the nearest 
hundredth of a second if known.   Latitude and longitude derived solely from a hand-held G P S  instrument   is NOT acceptable.     A 
hand-held GPS is only accurate to within 100 meters (328 feet) 95 percent of the time.   This data, when plotted, should match the site 
depiction submitted under ITEM #20. 


ITEM #11.  NAD 83 is preferred; however, latitude and longitude may be submitted in NAD 27.  Also, in some geographic areas where NAD 
27 and NAD 83 are not available other datum may be used. It is important to know which datum is used. DO NOT LEAVE BLANK. 
ITEM #12. Enter the name of the nearest city and state to the site. If the structure is or will be in a city, enter the name of that city and state. 


ITEM #13. Enter the full name of the nearest public-use (not private-use) airport or heliport or military airport or heliport to the site. 


ITEM #14. Enter the distance from the airport or heliport listed in #13 to the structure. 


ITEM #15. Enter the direction from the airport or heliport listed in #13 to the structure. 


ITEM #16.  Enter the site elevation above mean sea level and expressed in whole feet rounded to the nearest foot (e.g. 17’3” rounds to 17’, 
17’6” rounds to 18’). This data should match the ground contour elevations for site depiction submitted under ITEM #20. 
ITEM #17.  Enter the total structure height above ground l e v e l  in whole feet rounded to the next highest f o o t  (e.g. 17’3” rounds to 18’). 
The total structure height  shall  include  anything  mounted  on top of the structure,  such  as antennas,  obstruction lights,  lightning 
rods, etc. 


ITEM #18. Enter the overall height above mean sea level and expressed in whole feet.  This will be the total of ITEM #16 + ITEM #17. 


ITEM #19. If an FAA aeronautical study was previously conducted, enter the previous study number. 


ITEM #20.   Enter the relationship of the structure to roads, airports, prominent terrain, existing structures, etc.   Attach an 8-1/2” x 11” 
non-reduced copy of the appropriate 7.5 minute U.S. Geological Survey (USGS) Quadrangle Map MARKED WITH A PRECISE INDICATION 
OF THE SITE LOCATION.   To obtain maps, contact USGS at 1-888-275-8747 or via internet at “http://store.usgs.gov”.  If available, 
attach a copy of a documented site survey with the surveyor’s certification stating the amount of vertical and horizontal accuracy in feet. 


ITEM #21. 


• For transmitting stations, include maximum effective radiated power (ERP) and all frequencies.


• For antennas, include the type of antenna and center of radiation (Attach the antenna pattern, if available).


• For microwave, include azimuth relative to true north.


• For overhead wires or transmission lines, include size and configuration of wires and their supporting structures (Attach depiction).


• For each pole/support, include coordinates, site elevation, and structure height above ground level or water.


• For buildings, include site orientation, coordinates of each corner, dimensions, and construction materials.


• For alterations, explain the alteration thoroughly.


• For existing structures, thoroughly explain the reason for notifying the FAA (e.g. corrections, no record or previous study, etc.).


Filing this information with the FAA does not relieve the sponsor of this construction or alteration from complying with any other 
federal, state or local rules or regulations.  If you are not sure what other rules or regulations apply to your proposal, contact 
local/state aviation’s and zoning authorities. 


Paperwork Reduction Work Act Statement:  This information is collected to evaluate the effect of proposed construction or alteration on air navigation and is not confidential. Providing this information is mandatory or anyone 
proposing construction or alteration that meets or exceeds the criteria contained in 14 CFR, part 77. We estimate that the burden of this collection is an average 19 minutes per response, including the time for reviewing 
instructions, searching existing data sources, gathering and maintaining the data needed, completing and reviewing the collection of information. A federal agency may not conduct or sponsor, and a person is not required to 
respond to, nor shall a person be subject to a penalty for failure to comply with a collection of information subject to the requirements of the Paperwork Reduction Act unless that collection of information displays a currently 
valid OMB Control Number. The OMB control number associated with this collection is 2120-0001. Comments concerning the accuracy of this burden and suggestions for reducing the burden should be directed to the FAA at: 
800 Independence Ave SW, Washington, DC 20591, Attn: Information Collection Clearance Officer, ASP-110.
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Please Type or Print on This Form
Form Approved OMB No.2120-0001


Expiration Date: 10/31/2017


      Failure To Provide All Requested Information May Delay Processing of Your Notice


U.S. Department of Transportation Notice of Proposed Construction or Alteration
Federal Aviation Administration 


FOR FAA USE ONLY


Aeronautical Study Number


1. Sponsor (person, company, etc. proposing this action):


Attn. of:  


Name:


Address:


City: State: Zip: 


Telephone: Fax: 


9. Latitude: 0   ,  ,  " 
 0   


10. Longitude: ,  ,    


11. Datum:    NAD 83   NAD 27   Other 


12. Nearest:  City:  State 


13. Nearest Public-use (not private-use) or Military Airport or Heliport:


14. Distance from #13. to Structure:


15. Direction from #13. to Structure:


16. Site Elevation (AMSL):   ft. 


17. Total Structure Height (AGL):   ft. 


18. Overall Height (#16 + #17) (AMSL):   ft. 


19. Previous FAA Aeronautical Study Number (if applicable):


-OE


20. Description of Location: (Attach a USGS 7.5 minute Quadrangle Map with the 


precise site marked and any certified survey)


2. Sponsor's Representative (if other than #1):


Attn. of:  


Name:


Address:


City: State:  Zip:_______________ 


Telephone: Fax: 


3. Notice of:   New Construction   Alteration   Existing 


4. Duration:   Permanent   Temporary (     months,  days) 


5. Work Schedule: Beginning End  


6. Type:  Antenna Tower    Crane   Building   Power Line 
   Landfill   Water Tank   Other 


7. Marking/Painting and/or Lighting Preferred:


  Red Lights and Paint    Dual - Red and Medium Intensity   
White-Medium Intensity    Dual - Red and high Intensity       
White -High Intensity    Other 


8. FCC Antenna Structure Registration Number (if applicable):


21. Complete Description of Proposal:
Frequency/Power (kW) 


Notice is required by 14 Code of Federal Regulations, part 77 pursuant to 49 U.S.C., Section 44718.  Persons who knowingly and willingly violate the notice 
requirements of part 77 are subject to a civil penalty of $1,000 per day until the notice is received, pursuant to 49 U.S.C., Section 46301(a) 


I hereby certify that all of the above statements made by me are true, complete, and correct to the best of my knowledge.  In addition, I agree to mark and/or light the 
structure in accordance with established marking & lighting standards as necessary.


Date Typed or Printed Name and Title of Person Filing Notice Signature 


FAA Form 7460-1 (5/17) Supersedes Previous Edition NSN:  0052-00-012-0009 
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OMB Control No2120-0001.doc
OMB Control No. 2120-0001

Expiration Date 09/30/2019


PRIVACY ACT STATEMENT: This statement is provided pursuant to the Privacy Act of 1974, 5 USC § 552a.


The authority for collecting personally identifiable information (PII) through the Web based Frequency Coordination Request (WebFCR) website in contained in 49 U.S.C. Section 44718, wherein radio frequency data was included in 2120-0001, as being required when filing a Notice of Proposed Construction or Alteration. The actions required to address the proponent and FAA objectives of providing reliable communications, navigation, and surveillance in support of the National Airspace System (NAS) requires the information collected to perform the evaluations required and to meet the specified requirements for the radio frequency engineering pursuant to FAA Order 6050.32B.  Records from this system of records may be disclosed in accordance with the routine uses that appear in Department of Transportation (DOT)/FAA 801, available at https://www.transportation.gov/individuals/privacy/privacy-act-system-records-notices.


Paperwork Reduction Act Burden Statement


A federal agency may not conduct or sponsor, and a person is not required to respond to, nor shall a person be subject to a penalty for failure to comply with a collection of information subject to the requirements of the Paperwork Reduction Act unless that collection of information displays a currently valid OMB Control Number. The OMB Control Number for this information collection is 2120-0001. Public reporting for this collection of information is estimated to be approximately 12 minutes per response.


All responses to this collection of information are voluntary. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to the FAA at: 800 Independence Ave. SW, Washington, DC 20591, Attn: Information Collection Clearance Officer, ASP-110.
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ASR-LAN_FYI16_FAA_System_of_Record_Notice.docx
System of Record Notice For The Federal Register[footnoteRef:1] [1:  The System of Records Notice is required by the Privacy Act of 1974. ] 
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  08 March 2016

Reviewing Official:

Carla Scott, FAA Policy and Governance Officer

Carla.Scott@faa.gov





FAA System of Records Notice (SORN) Guidance and Standard Operating Procedures (SOP)

December 23, 2011

 (202) 385-4293
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[bookmark: _Toc311537771][bookmark: _Toc311793120][bookmark: _Toc311794232]System Number

DOT/FAA [NNN[footnoteRef:2]] [2:  The FAA Privacy Division will provide this three-digit number. Record numbers are not chosen at random but determined by the next available number chronologically.] 


[bookmark: _Toc311537772][bookmark: _Toc311793121][bookmark: _Toc311794233]System Name

The ASR-LAN (Spectrum Engineering Local Area Network)

[bookmark: _Toc311537773][bookmark: _Toc311793122][bookmark: _Toc311794234]Security Classification

Sensitive but Unclassified

[bookmark: _Toc311537774][bookmark: _Toc311793123][bookmark: _Toc311794235]System Location

This system of records is maintained within the

FAA Headquarters, Building 10B, Level-A, 600 Independence Ave, Washington, DC 20591

Mike Monroney Aeronautical Center, Oklahoma City, OK

William J. Hughes Technical Center, Atlantic City International Airport Building 300, Atlantic City, New Jersey 08405

[bookmark: _Toc311537775][bookmark: _Toc311793124][bookmark: _Toc311794236]Categories of Individuals Covered By The System

The ASR-LAN system database contains personally identifiable information (PII) pertaining to:

· FAA employees

· Federal Agencies, businesses and persons who create an account to request coordination from the FAA to adequately utilize a frequency assignment. 

[bookmark: _Toc311537776][bookmark: _Toc311793125][bookmark: _Toc311794237]Categories Of Records In The System

PII collected in the ASR-LAN system includes:

· The name of the person who is designated as the NTIA Frequency Assignment Subcommittee (FAS) Representative for the Government Agency submitting a Frequency Coordination Request (FCR).

· The name of the Agency employee who is making the FCR request.

· The agency telephone number of the Agency employee who is making the FCR request.

· The email address of an Agency employee who is making the FCR request

· The title of the Agency employee who is making the FCR request.

The ASR-LAN systems web interface is referenced as the WebFCR system, which is linked to the FAA Automated Frequency Management (AFM) system for FCR transaction processing. Information is transferred from WebFCR and loaded into AFM as an automated electronic data feed. No data is entered into the system by any administrator or user during or associated with the transfer process.

[bookmark: _Toc311537777][bookmark: _Toc311793126][bookmark: _Toc311794238]Authority for Maintenance Of The System

The legal authority for collection of the data is 5 U.S.C. 301; 49 U.S.C. 322, 49 U.S.C. 40122(g), 49 U.S.C. 40101, 40 U.S.C. 1441, 5 U.S.C. 302.

[bookmark: _Toc311537778][bookmark: _Toc311793127][bookmark: _Toc311794239]Purpose(s)

The Federal Aviation Administration (FAA), within the Department of Transportation (DOT), has been given the responsibility to carry out safety programs to ensure the safest, most efficient aerospace system in the world. The FAA is responsible for:

· Regulating civil aviation to promote safety;

· Encouraging and developing civil aeronautics, including new aviation technology;

· Developing and operating a system of air traffic control and navigation for both civil and military aircraft;

· Developing and carrying out programs to control aircraft noise and other environmental effects of civil aviation; and

· Regulating U.S. commercial space transportation.

One of the systems that support the FAA Spectrum Engineering in fulfillment the larger FAA mission is the ASR-LAN system. The ASR-LAN WebFCR internet frontend, which serves as a centralized portal for external organizations, primarily to initiate a formal coordination process with the FAA for aeronautical radio frequency information and assignment pursuant to FAA’s mission. The system facilitates the management and maintenance of the efficient and safe use of the radio spectrum, especially those bands designated for aviation use. The WebFCR frontend works in conjunction with the FAA Automated Frequency Manager (AFM) to support analysis of the Frequency Coordination Request (FCR), to provide efficient engineering, evaluation, assignment and protection for the civil aviation use of the radio spectrum.

The Automated Frequency Manager (AFM) application is the primary ASR-LAN subsystem used by FAA Spectrum Engineers and the Service Areas Frequency Management Officers (FMOs) to engineer, track, record, maintain, and protect the Aeronautical Spectrum Frequency assignments. The application consists of several band-specific engineering models and analysis tools, along with data checks to ensure compliance with FAA and NTIA regulations. It also supports comprehensive ‘Agenda’ functionality which allows FAA spectrum users to view, evaluate, validate and vote on frequencies submitted for review by other agencies. The systems that are provided with the FCR information employ the entered data to validate the request.



[bookmark: _Toc311537779][bookmark: _Toc311793128][bookmark: _Toc311794240]Routine Uses[footnoteRef:3] Of Records Maintained In The System, Including Categories Of Users And The Purposes Of Such Uses [3:  The term “routine use” is defined, with respect to the disclosure of a record, as “the use of such record for a purpose which is compatible with the purpose for which the record was collected.” This section describes each situation in which the FAA may share PII covered by this SORN pursuant to the Privacy Act § (a)(b)(3).] 


[bookmark: _Toc311537780][bookmark: _Toc311793129][bookmark: _Toc311794241]The information contained in ASR-LAN WebFCR frontend is linked only with the following Spectrum systems within the FAA:

· The ASR-LAN Automated Frequency Manager (AFM)

The data submitted, including the PII contained within WebFCR is not shared with any other system and is utilized only to allow both the WebFCR and AFM components of the ASR-LAN to send automated system-level email to the requestor(s) to provide technical status of their coordination request.  

Authorized users, or systems, access the AFM data via customized Oracle database views which are read-only and only present the necessary need-to-know data for that user type. By this, the ASR-LAN is configured such that, AFM employs a least privilege access protocol to safeguard the PII in the database.

Disclosure To Consumer Reporting Agencies

[bookmark: _Toc311537781][bookmark: _Toc311793130][bookmark: _Toc311794242]No external or Consumer Reporting Agencies have access nor or provided information from the ASR-LAN system.

Policies And Practices For Storing, Retrieving, Accessing, Retaining, And Disposing Of Records In The System

[bookmark: _Toc311537782][bookmark: _Toc311793131][bookmark: _Toc311794243]Storage

The AFM Database in its entirety is maintained on a production Windows 2012 Server at FAA Headquarters, 10B Level A server room.  

a.	The database is in archivelog mode to ensure maximum protection against data loss.

b.	At least one physical standby database is setup and receives archive logs via Data Guard.

c.	The redo log files are multiplexed to the warn standby environment at OKC.

d.	The database is being backed up by RMAN

On a weekly basis, the entire database is being backed up using RMAN. RMAN backups ensure the whole database structure and data are backed up, which includes the control files, data files, archive log files and server parameter file. RMAN backup is run daily to backup incremental changes from the last weekly backup as well as archivelogs. Using the incremental backup method consumes less disk space while still be able to recover the database to the most recent time in case of a crash.

There are two backup DVDs created for the ASR-LAN, one for the AFM database and one for the ESVMS/RadHaz database. Both the data dump files are burned onto DVDs, and the RMAN backups as appropriate. The DVD is labeled as such that the application and backup date is clearly identified, and is stored within the FAA Spectrum Classified Secure Vault at FAA Headquarters, 10A, Room 7E-370.  

[bookmark: _Toc311537783][bookmark: _Toc311793132][bookmark: _Toc311794244]Retrievability

ASR-LAN is not designed to be searched by name, address, phone number, or any other personally identifiable field. Although those fields exist in the database, the system is designed to be searched by Frequency Coordination Request and date. A given agency user can note the agency email address of other users of the same agency who have submitted request for coordination.

[bookmark: _Toc311537784][bookmark: _Toc311793133][bookmark: _Toc311794245]Safeguards

[bookmark: _Toc311537785][bookmark: _Toc311793134][bookmark: _Toc311794246]PII is protected by reasonable security safeguards against loss or unauthorized access, destruction, usage, modification, or disclosure. These safeguards incorporate standards and practices required for Federal information systems under the Federal Information System Management Act (FISMA) and are detailed in Federal Information Processing Standards (FIPS) Publication 200, Minimum Security Requirements for Federal Information and Information Systems, and NIST Special Publication (SP) 800-53 Rev. 4, Recommended Security Controls for Federal Information Systems and Organizations. The FAA has a comprehensive information security program that contains management, operational, and technical safeguards that are appropriate for the protection of PII. These safeguards are designed to achieve the following objectives:

• Ensure the security, integrity, and confidentiality of PII.

• Protect against any reasonably anticipated threats or hazards to the security or integrity of PII.

• Protect against unauthorized access to or use of PII.

ASR-LAN records are safeguarded in accordance with applicable rules and policies, including all applicable Spectrum automated systems security and access policies. Strict controls have been imposed to minimize the risk of compromising the information that is being stored. Access to the computer system containing the records in the ASR-LAN is limited to those individuals who have a need to know the information for the performance of their official duties and who have appropriate clearances and permissions. The ASR-LAN is protected from unauthorized access through appropriate administrative, physical, and technical safeguards and all system access is logged and monitored.

Logical access to the ASR-LAN database is guided by the principles of least privilege and need to know. Role-based user accounts are created with specific job functions allowing only authorized accesses, which are necessary to accomplish, assigned tasks in accordance with compelling operational needs and business functions of the system. Any changes to user roles required approval of the Spectrum Configuration Control Board and the Spectrum Automation Manager.

The FAA maintains an auditing function that tracks all user activities in relation to data including access and modification. Technical security controls include firewalls, intrusion detection, encryption, access control list, and other security methods. FAA ISS personnel and contractors supporting the system are required to attend security and privacy awareness training and role-based training offered by FAA. - No access will be allowed to ASR-LAN prior to receiving the necessary clearances and security and privacy training as required by the FAA. All users at the federal and state level are made aware of the Rules of Behavior (ROB) for IT Systems prior to being assigned a user identifier and password and prior to being allowed access to the ASR-LAN database.

Retention And Disposal

[bookmark: _Toc311537786][bookmark: _Toc311793135][bookmark: _Toc311794247]The electronic records generated by ASR-LAN are currently unscheduled with the National Archives and Records Administration (NARA).  For employees and contractors currently working at FAA, and the agencies requiring ASR-LAN accounts, the data in the ASR-LAN will be kept in the active databases for the duration of their employment with FAA and their federal agency. Until the electronic records are scheduled for disposition, they will be maintained indefinitely, as required by 36 CFR 1228.26(a)(1) and (2), even when the PIV card for Federal employee or contractor is revoked.

System Manager(s) and Address 

[bookmark: _Toc311537787][bookmark: _Toc311793136][bookmark: _Toc311794248]The ASR-LAN System Owner is:

    Federal Aviation Administration
    Spectrum Engineering and Assignment Manager (AJW-1C2)
    Room 7E-532
    800 Independence Ave. SW
    Washington DC, 20591



Notification Procedure

For an individual's PII to be included in the ASR-LAN system, that individual must:

· Be a Federal Agency employee who has requested an account on the FAA ASR-LAN WebFCR system.

· Be an FAA employee who has requested an account on the FAA ASR-LAN WebFCR system

· Be an Federal Agency employee who has accepted the position as NTIA Frequency Assignment Subcommittee (FAS) Representative for the Government Agency

The ASR-LAN WebFCR system is a voluntary use system, designed to allow the convenience of direct submittal of frequency coordination request to FAA. No notice or consent is given by the ASR-LAN WebFCR system in that a casual technical relationship exists with individuals whose information in contained within that system. ASR-LAN AFM system has the same limitation regarding notice and consent.   



[bookmark: _Toc311537788][bookmark: _Toc311793137][bookmark: _Toc311794249]Record Access Procedures

Individuals who wish to access information about the records in the system should contact either the system manager or the FAA Privacy Division.

Under the provisions of the Privacy Act, individuals may request searches of the ASR-LAN files to determine if any records have been added that may pertain to them.   

Notification procedure: Individuals wishing to know if their records appear in this system may inquire in person or in writing to the appropriate system manager. Included in the request must be the following:

· Name

· Mailing address

· Phone number and/or email address

· A description of the records sought, and if possible, the location of the records



[bookmark: _Toc311537789][bookmark: _Toc311793138][bookmark: _Toc311794250]Contesting Record Procedures

Individuals who wish to contest or delete information about them in the system should contact either the system manager or the FAA Privacy Division.

Contesting record procedures: Individuals wanting to contest information about themselves that is contained in this system should make their requests in writing, detailing the reasons for why the records should be corrected. Requests should be submitted to the attention of the FAA official responsible for the record, at the address appearing in this notice.

    Federal Aviation Administration
    Spectrum Engineering Group Manager (AJW-1C)
    Spectrum Engineering Services
    800 Independence Ave. SW
    Washington DC, 20591

For questions relating to privacy go to the FAA Privacy Policy: http://www.faa.gov/privacy/

image1.jpeg

OV No
S \../\«p
) A

T

<

N, m‘
& S
Qe

I x







image2.jpeg
Q@ o0CcI0 =





