PRIVACY IMPACT ASSESSMENT (FiA)

PRESCRIBING AUTHORITY: Dol instruction 5400.16, "DoD Privacy impact Assessment (F’!A) Guidange”". Complete this form for Department of Defense
(DeD} infofmation systems or eféctronic collections of information (referréd to as an "slacifonic collection” forthe purpose of this'formj that collgct, maintain, use,
andior disseminate personally dentifiable information (Pli) about members &6f the public; Federal employess, contractors, of foreign nationals employed at-U.S.
military facilities infernationally. In the case whereno Pil is. collacted, the PIA will serve as a conchusive determination that privacy requirerients.do hot apply to,
system.

1, DOD INFORMATION SYSTENMELECTRONIC COLLECTION NAME:

'A_cadem ic.and Professionally Accredited Enterprise Education. Enctave (AEEE)

2, DOB COMPONENT NAME: ' 3. PIA APPROVAL DATE:

Departmerit of the Navy PENDING

United States Naval Academy (USNA)

SECTION 1: Fil DESCRIPTION SUMMARY (FOR PUBLIC RELEASE}
a. The Pllis: (Check one. ‘Note: foreign nafiorials are included in genera! public.]
] From members of the general public {71 .From Federal employees and/or Federal contractors

X Eézgzrgfém;fﬁff of the general public and Federal empioyees andor E] Not Collected (if checked proceéd to Section 4)
b. The Pl isin a: (Check ane)
[[] New DoD Information System [} New Electronic Coliection
[X] Existing DoD Information System [7] Existing Electronic Collection
D_ “Bigriificanty Modified DaD Infarmation System

" . Describe the purpose of this BoD Information system or efectionic tollection and describe the types of personal infarmation about Individuals
collected In the system.

The USNA AEEE provides all information fechnology capabilities common to ani undergraduate higher education institution. This
‘encompasses typical functions such as student admissions {AIS, BGIS) and studerit anagement (NSTAR, MIDS), including candidate
applications and sponsor apptications, The peisonal information collected by the system fasilitates evaluation'of prospective stident
enroliment applications, subsequent administeation of matriculated students, and management of student sponsors.

P11 collected are name, other names used, Sacial Security Number (SSN), DoD 1D Number, driver's license, date of hirth; place of birth,
gender, racefethnicity, citizenship, legal status, personal telephone numiber, home telephone nuimber, pérsonal etail address, mailing/hone-
address, religipus. preference; security clearance; mother's middle name, marital status, hieight and weight, emergeticy contdet, military
records, branch of service, rank, , spouse information (name), medical 1nformat10n (condition codes.and waivers). disability informatiot (type
of disability), law enforcemient. information (pollce records, school probation penods) education information (high school name and address,
classes or-courses taken, cumulative grade point average, class rank, type of diploma, year of high schéol graduation or expected graduation
date, and transcripis}, and employment information (work histary). and conipany name, company addiess. alpha code, candidate number.

d. Why is the Pll.collected andfor what is the intended use of the- PII?. (e g., verification, rdenr.-ﬁcatmn authentication, data marchmg mission-refated use,
administrative use)

Pil is collected to verify, identify, authenticate, and/or data-match for various mission-related and administrative purposes.

. Do Individoals have the opportunity ta abject to the collection of their PH? Yes [] No
{1} if"Yes," describe the method by which individuals can ‘object to the collection of Pl

(2) If "No." state the reason why individuals cannot object to the collection of Pil.

Privacy Act Statements are provided for each collection Instrument. The disclosure section Tmplies T the collection 15 mandatory or
voluntary. If the collection is-veluntary, individuals are not required io provide the requested information. That section also provides
possible.consequences for not providing the requested information. The collections are posted in the federal register for 60 day comment
‘before approval and revision.

f. Do individuals have the opportunity to consent to the specific uses of their Iz, [ Yes No
{1) If "Yes," descritie-the methotf by whiich individugls can give or withihald thair consént.

{2) If "No." state the reason why individuals cannot give or withhold their consent,

Collectlon, use, and maintenance of the information-provided is governed by the Systern of Records Notice (SORNY governing each
collection. Individuals give consent to-all uses authorized under 5 U.S. Code§552a, to include any specific routine uses outiined in¢sch
SORN, when the. individual decides to _apply foradmission or participation in Naval Academy programs.
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g. When an individual is-asked to provide PI); a Privacy Act Statament [PAS] andfor a Privacy ‘Advisory must he provided. (Check'as appropriate and

[jGV’dﬂﬁ{}Sﬂpﬂ%ﬁfﬁgfgfﬁgdt Privacy Advisory {] WNotApplicable

ndividuals are notified by a Privacy Advisory and a Privacy Act Statement for electronic submissions and Privacy Acl statements, when
utlhzmg paper submissions. Specific privacy act statements are constructed from the governing SORN for each collection, An example can
be found below:

Authorlty 10.U.8.C. 5013, Secretary of the Navy; 10 U.8.C, 6954, Midshipmen: number; 10.U.8.C, 6956, Midshipmen: Nomination and
Selection fill Vacancies; 10 U.S.C. 6957, Selection of Persons from Fareign Countties; 10 U.S.C. 6958, 1 \d]dshlpmen Quahﬁcatmns for
Admission; 10 U. 6962, Midshipmen: Dlscharge for Unsatisfactory Conduct or lnaptltude 10 U'S.C. 6963, Midshipmen: Discharge for:
Deficiency; OPNAVINST 1531, The Naval Academy Information ngram (\IAIP) USNAINST 1531.46C, Procedures Governing
Assignment to the Reserve. Naval Academy Information Pr {NAIP); E.Q. 9397 (SSN) -as amended; DoD1 1322.22, Service Academies, and
NO1531-1.

Purpcse To establish an audit trail of files which contain information on individuals as they progress from the application stage ‘through
admlssmns process, to dlsenrollmcnt or graduation from the Naval Academy and to'maintain mforrnatlon on those applying 1o assist
individual with their progression through-the Academy.

Routine Uses: Used by the- Admissions Office to evaluate potential candidate merit for admission into the Naval Academy.

Disclosure; Voluntary; however, failure to prov;de the required information may result in a delay or mablhty to process the applicant's
applxcatlon or-allow for the continued enroliment of a:Midshipman at the Naval Academy

LINK to SYSTEM'OF RECORDS NOTICE: hitp: Hdpclo.defense.gov/Pri vacy/ SORNsIndex/DODComponentArticleViewitabid/7489/
Article/6420/n01531-1.aspx

h. With whom will the-PIl be shared through. data exchange, both within your DoD Component and outside your Component? (Check a;_‘i'rha"t:a_pp.’jf)

. o . Office of the Secretary, CNIC, NETC, NPC, OPNAY
x| Within the DoD Component Specify. |7 e e B * c
it peciy NCIS. OJAG, OGC, and others with a:need to know
: .. |Other Service Acdderties; ol Academic Entities, DMDC
X| Other DoD Cormponents Spedify. | . ) o T ’
P pecify and others with a rieed to' know
[X] Other Federal Agencies’ Specify, ISORN Specific Entities
State-and Local Agericies Specify. I-Congressional_‘szaf fs
S‘f“ﬂ'a‘;‘"‘;ﬁf‘?e "ff Co”ff;"g; ar;d,. ‘f ?C‘fb: i:e "‘;.’;9_,';’39_’?' in _ Various.(e.g. Adjunct Faculty, HIRPP, IT etc.). Contracts
o coloct vt e P, e el FARAIIGSY il reviowed and rvised o el necssary prvacy
Privaty At and FAR 39,105 are iicluded In the contract) FAR clauses are incorporated.
; . . . . ‘Volunteers, Gratuitous Servants, and otiter SORN Specific
Other {e.g., commercial providers, colfeges).. Specify. 1 L e . ¢ A . :
] T eg.c pro! gos) peciy ‘Entities not fitting into the sbove catecories

i. Source of the PH collected is: (Check aff that apply and (ist alf information systems if applicable)

[x} Individuals Databases

[X] Existing DoD. information Systems [X] Commercial Systems
Other Federal information Systems

PII is directly- input to'the system from a variety of electronic-and manual sources (e.g. DoD Medical Examination Review Board,
Educational Testing Service, Secondary/Post-Secondary schools {various), Law Enforcement Agencies (vatious), Navy Schools Training
Command (NSTC}, Navy ROTC, Bank of America, etc.). Data is stored in a single enterprise database entompassing the following
information:systems;

Admissions Infornation System {AIS),

Blue and Gold Information System (BGIS), _

Naval Academy Preparatory School Scholastic Tracking and Accountability System (NSTAR), and
Midshipmen.Information System (MIDS).

j» How will the information be collected? (Check alf thaf apply and fist alt Offficial Form Numbers if applicabia)

IX] E-mail Official Form {Enter Form Number(s} in the box baiow)
[X] Face-to-Face Contact Papar

Fax Telephone Interview

[¥] Information Sharing - System to System IX] Website/E-Form

C! Other (i Other, enter the.information in the box belovs)

| USNA does not currently have an-approved ERM systent, so'the AEEE houses all USNA's-¢léctionic records to include forms.. There afe
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too. many tormis to list, but‘the torms currently teeding directly into the system are USNA 133173, USNA T531/12, USNA 1110/92.93, and
95,

k. Does this DaD information system ar efectronic collectlon require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is'required if thé information system or electronic collection contains information about U.S. &itizens or lawful permanenl U.S: residents that
is [etieved by name or other ynigue identifier, PIA and Privacy Act SORN information must be consistent,

X ves [Jno

1f"Yes," enter SORN System Identifier INO1531-1 and see notes below i

“SORN Identifier, not the Federal Register (FR) Gitation.. Consult the' DeD Component Privacy Office: foradditional information o_r'-hitp:Udpcld:défense.gqv!
PrivacyfSQRNs/
if 2 SORN hasnot yet been published in'the Federal Reégister, entér date of submission for approval to Défense Piivacy, Civil Liberties: and Transparency
Division {DPCLTD). Consult the Dol Component Privacy Office for this date

)i "No,” expiain why the SORN is-not requifed in accordance with DoD Regutation 5400.11-R: Department O_f:'Defen_se ‘Privacy.Prograr,

‘SORNs frequently used by USNA. ¢an be-found in USNAINST 5211.3series located on the USNA Admin Department website at https:#/
www.usna.edu/AdminSupport/inst/.

I.-What is the National Archives and Records Administration (NARA} approved, pending or general records schedule (GRS} disposition authority
for the system or for the records maintained in the system?

(1 NARA Job Number or General Records. Schedule Authority. DAA-NU7Z013-000T-0022 i

{2} 1f pending, provide the date the SF-115 was submilted to NARA. | |

(3} Retention Instrictions.

Records will be maintained per the recerds disposition schedules located on the Department of the Navy/Assistant for Administration
(DON/AAY, Directives and Records Management Division (DRMD) portal page at https;//portal.secnav.navy.mil/orgs/DUSNM/DONAA/
DRM/Records-and- Information-Management/A pproved%20Record%20Schedules/Forms/Allltems.aspx.

'm, What is the authority to ¢ollect information? A Federal law or Executive Order must authorize the collection @nd maintenance of a-system of

tecords. For Pll not collected or maintained in a system of- records, the coflection or maintenance of the PIl must be'necessary ta discharge the
requu’ements of a statue or Executive Order.

(1) I ihis systern haé a Privagy Act SORN. the authorities in this PIA and the existing Privagy Act SORN should be'similar.
{2} @ SORN does.not apply, cite the authority for this-DoD infarmation system or electronic collection ta collect, use, maintain.and/or disseminate Pl
{If mulliple authonues ard cited, provide ali that apply},

(a) Cite the specific provisions of the statute andfor EQ that authérizes the operation of the system.and the callection of P,
(o) if dirett statutoiy autherity vean Executive Order does not exist; indirett statutory authority may be cited if the authority reguires the
) operalion or admiristration of a program, the exscution of which will r_equ_[re 1hs colléction and maintenance of-a gystemn of records.

(&) f direct or indirect authority does not exist, Dol Cofnponents can use their general statutory grants of authority (‘internal housekeeping”) as
“the primary authority. The requirernent, directive, or instruction implementing the statute within the DoB Companent must be identified.

Adithorities-can be found In each SORN governing records located on this system. -As an example, SORN NO153 -1 Authorities are below: -
10 U.S.C. 5013, Sectetary of the Navy.

10 U:S.C. 6956, Midshipmen: Nomination and Selectien to fill Vacancies.

10 U.8.C. 6957, Selection of Persons from Foreign Countries.

10 U.S:.C. 6958, Midshipmen: Qualifications for Admission.

10 U.S.C. 6962, ‘\/Ildshlpmen Discharge for Unsatisfactory Conduct or Inaptitude.

10 U.S.C. 6963, Midshipmen: ‘Discharge for Deficiency.

E.O. 9397 (SSN), as amended.

n. Doas this DoD information system or electronic collection have an active and-approved Office of Management and Budget (OMB) Control
Number?

Contact the Component livformatich Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB apptoval to
colect data ffom 10 or.more members of the.public in a 12-month period regardless of form or format.

Ix] ves ] Mo [T] Pending
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1) If "YeE, " list all applicable OMB Control Numbers, collection titles, and expirahon dates
(2) If "Na. " explain why OMB- approval is not required in decordénce with DoD Manual 8910.01, Vdlume 2, DoD Information Céllections Manuat:
Procedures for DoD-Fublic Information Colleclions.”
{3) If "Pénding," .provide the date for the 60.and/or 30 day notice and the Federal Register citation.
This information system houses records containing documents covered by several OMB numbers.. The two OMB numbers currently
assigned to USNA are. 0703-0054 USNA Sponsor Program Apphoallon Records (expiration 31 August 19) and 07030036 USNA Candidate
Application (expired. renewal pending).
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SECTION 2; Pl RISK REVIEW

-a. ‘What Pl will be collected (a'data-element alone.oriit combination that can uiquely identify-an jndividualj7 (Check all that apply}

Biometrics Binth Date Child Information

[x] citizenship [X] Disability Information Dol 1D Number

[X] Dbrive's License [X] Education Information Emnergenty Contact

[X] Employment informatioh [X] Financial Infarmation ‘GénderfGender identification
HomefCell Phone Law Enforcement Information Legal Staius

[X] Mailing/Rame Address- X1 Marital Status [X} Medical information

{x] Militafy Records: Mother's M_I_:_Id!e_!Maiden Name. Nama(s)

Official Duty. Address [X] Official Duty Te'lqphone'_Phone'_ [X] OtheriD Number

[_?ﬂ Passport information” Personal E-mail Address. Photo’

Ptace of Birth Position/Title 4 Protected Heaith information: (PHI} T
[X] Race/Ethnicity Rank/Grade Religious Preference '
Records- Securily Informalion X -_?or;c:jﬂ Secunty Numbeér (SSN3 (Fulf or in any

Work E-mail Address: If Other, enter the Informatior in the box below

Education lnformation: includes high school name and addreéss, classes or courses taken, cumulative grade point average,.class rank, type of
diploma, year of kigh school graduation or expected graduation date ard transcripts. '

Disability Information: includes type of disability.

Law Enforcement Information: includes police récotds, school probation. periods.

Marital Status: includes spouse name,

Medical Information: includes height, weight, condition todés.and vwaivers,

Military Records: includes Graduation class, branch of service and rank:

Name(s): includes ather ndime(s) used..

Other ID Number: Carididate number and Alpha Cods.

If the S8N'is collected, camplete the following questions.

{DoD: Instruction 100,30 stafes that all Dol personnél shall redice or efiminate the use of SSNs wherever possitle. SSNs shall not.be used in spreadsheéts,
hard copy lists, efectronic reports, or colfected it sirveys uifess they meet one or more of Hie accepfabie use criteria)

(1} Is there a current {(dated within bwo (2) years) DPCLTD approved SSN Justification'on Memo in place?

Yes [ ] No

If *Yes:" provide.the signatory and date approval. if “No.” explain why:there is no'SSN Justification Memo,

[0-4-18, Chiet of Stalt for the Supsrintendent

{2) Desaribe the approved acceptable use in accordance with DeD Instruction 1000.30 *Reduction of Social Security Number (S5N) Use within Dob".

Law Enforcement, National Security and Credentialing: Almost every Jaw enforcement a_pphc‘anbn must be able to reportand track
i'ndividuais through the use of the SSN. This includes, but is not limited to, checks of the National Crime Information Center; state criminal
histories and Federal Bureau of Ilwestlgatlon records checks.

"Securlty Clearance Investigation or Verification: The initiation, conduct or verification of security clearances requires the use of the SSN.
The SSN is the single identifier that links _a]_i_ the aspects of these investigations, This use case is also linked to other Federal agencies that
continue to use the SSN as a primary identifier. _ _ _
Confirmation of Employment Eligibility; Federal statute requires-thatall persons employed within the United States.must provide an SSN or
comparable identifier to prove that he-or sheis eligible to work for or with the U,S: government. Any system that deals with employment
eligibility must contain the SSN.

Computer Matching: Systems, processes or forms that interact with gther government agencies may tequire the contmued use:of the SEN as
A primary identifier until such-time as the applications to-which they are liked move to some other identifier as a primary means for
transferring, matching or checking information, These dpplications should be rlgorous]y scrittinized to determine the availability ofsome
other means of conducting these transactions,

Foreign Travel: DoD personitel are often required to travel beyond U.S. borders, which may require official clearance prior to travel,
Cuerently, the SSN is used as the identifier for these purposes.

(3) Déstribe the mitigation efforts to redude the use including visibility. and printing of SSN in accordance with DoD Instructoin 1000,30. "Redugtion of
Bocial Security Number (SSN) Use within BoD".

Al USNA eollection nstiuments requiring-the SSN have been rewewed for compliance with the acceptable use policy. Those not meeting
an acceptable use-have been removed or. replaced and SSN memos. 1ust|fy:ng the continued use of the $SN inthe remaining forms have been
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| identilied and are in progress.

{4) Has a plan fo eliminate the use of the' SSN or mitigate its use and or visibility been identified in the approved SSN Justification request?’

If "Yes,” provide the: unlque identifier and when can'it.be, e!lmlnated"
i "No," explain.

7 Yes Mo
As the collection of SSN§ are'used to verify employment eligibility, condiict security clearance review/issiance, faw enforcement
 background/security investigations, and to interface. with other Federal databases involving pay and benefits; the SSN cannot be eliminated
from AFEE at.this time,

b. What'is the PIi confidentiality impact level®? {1 Low [ Moderale |Z] High

1Tha -defiriition of PHbinvolves evaluating condeions isted in the HIPAA, Consuil with General Cnnrsei ta: Make this determination

Guldance an detarmining the Al confi denualsly impact level, see Section 2.5 Caiegarlzahon of PH Using NIST SP 800122 Use the idemified PIL confidentialily impact level to'apply the-appropriate Povacy, Qveray
lww, mixderale, o high. This activity may be conducted a3 phr of the caiagorlzalsnn exertisethat aceurs pndsr the Risk Managemsnt Framewark (RMF}: ‘Mdte that categorization under the RME i3 typically
conducted using the informiation types describad in NIST Special Piublication (5P} 800-60; which 'are not ds granutar a5 the Pl data elemients fisted |0, the. Pl lable, Delgrmining the Pl confi dent|a!|ty impact ievef is
most efiective when dar in collabgralion with the [nformation Cviner, Infermnalion System Cwaer, iformation System. Seturty Manager A raprasantatwes frorn the security and privacy organizations, such.azihe
Infofrnation System Secunty Gfficer iS50} and Senior Component Official for Frivacy (SCOR) or dGSIQnees

¢. How will the PIl be secured?
(1) Physical Controls. (Check alf that appiy}

[J Cipher Locks Elosed Girouit TV ({CCTY)

[J combination Locks {dentification Baddes

Key Cards [X] ‘Safes’

-Security Guards [ IfOther, enter the information in the box below

(2) Administfative. Controls. (Check all that apply)

Backups Secured Off-site

‘Encryption.of Backups |

‘Methods to Ensure Only Authorized Personngl Accessto. Pl
Periodic Security Audits

Regular Monitoring 0f Users” Scurity Practices

If Other, enter the information in the box bistow

{31 5<1 (< <1 <] (%]

Mandatory user agreement disélosure éémpletion prior to system access.
Mandatory vser¢ducation including annual réfresher individual recertification.
-88N Reduction Plan compliance.

{3) Technical Contrals, (Chec:k-aﬂ that apply}

] Biometrics Common Access Card (CAG) ] DoD-Pubiic Key Infrastructure Certificates.
"Encryption of Data at Rest Encryption of Data:in Transit, [[] Externat Certificate Authority Certificates
%] Firewall [X] intrusion Detection Systern (iD'S) [X] Least Privilege Access

RoleiBased Access Contrpis |:| Used Only for Privilgged (Elevated Rolés) User ldentification and Password

[X] " Virtual Private Network (VPN) [X] IfOther, eriter the iifarmation in the box below’

Shared drive access pemais_si_b_n restrictions. _
‘Remote access controls including time-out functions..

d. What additional measures/safetjuards have been putin place to address privacy risks for this Information system or electroriic cellection?”

Administrative, operational and technical policies, procedures, processes and practices including but not limited to routine and/or as
required review of collected data and colléction métheds; consolidation or elimination of data figlds; user education and training; etc.
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