metFORMIN,  sildenafil, phenytoin,

erythromycin, penicillins,

[ul] Latest Results

Patient Viewable Results

Height/Length Measured
182 cm
Feb 18, 2019

Weight Measured
90 kg
Feb 18, 2019

Body Mass Index Measured
27 17 kg/m2
Feb 18, 2019

Temperature Oral
37 Deg C
Feb 18, 2019

Temperature Tympanic
38 DegC
Feb 18, 2019

Respiratory Rate
21 br/min (High)
Feb 18, 2019

Systolic Blood Pressure
131 mmHg
Feb 18, 2019

Latex,

Peanuts

https://patientportal. mhsgenesis.health.mil/person/1463132204/

The Military Health System - MHS GENESIS Patient Portal is a comprehensive web-based service that is comprised of
health and engagement tools. With the MHS GENESIS Patient Portal, individuals and families can stay informed, educated,
and take a more active role in their health. Whether someone is healthy or sick, it allows people to take control of their
health where and how they need it most.

« \iew lab results within a timely manner

« Review medications list, allergies, immunization and procedures
« View and manage future appointments

« Send and receive secure messages to their care team

« Request medication renewals

« View summaries of their visits

Remember to review who has access to your health information based on DEERS/DS Logon in My Access Center.
Select this link: My Access Center. Or, on the login screen, select More DS Logon Options>Manage My DS
Logon>Login>Manage Relationships. You can request any changes necessary via DEERS after review.

Note: All content in the MHS GENE SIS Patient Portal is FOR OFFICIAL USE ONLY. When printing any content,
stamp all printed pages with FOR OFFICIAL USE ONLY.

ATTENTION ALL USERS: After your session, please close your browser (including all open browser windows) to
protect your information and privacy. Not closing your browser could enable third parties to access your private

health information.

4/24/2019: The Patient Portal Privacy Policy has been updated, please review at your earliest convenience for
awareness.

https:/ipatientportal. mhsgenesis.health.mil/privacy
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MHS GENESIS Patient Portal Privacy Policy
Effective Date: 25 January 2017
Revised Date: 24 April 2019

Overview

DoD is committed to protecting your privacy and the security of the information you entrust with us. We respect your privacy and have taken measures to provide
appropriate levels of security to protect your personal information. Your use of MHS GENESIS Patient Portal is governed by the terms of this Policy, and by using or
accessing MHS GENESIS Patient Portal you agree to be bound by it.

MHS GENESIS Privacy Act Statement
This statement serves to inform you of the purpose for collecting the personal information required by MHS GENESIS, and how it will be used.

AUTHORITY: 10 U.S.C. 8111, Sharing of Department of VA and DoD Healthcare Resources; 10 U.S.C. 1104, Sharing of Healthcare Resources with the Department of
Veterans Affairs; 36 U.5.C. 8111, Sharing of Department Veterans Affairs and Department of Defense Health Care Resources; National Defense Authorization Act (NDAA)
2017, Defense Health Programs; 10 U.5.C. 136, Under Secretary of Defense for Personnel and Readiness; 10 U.5.C. Chapter 55, Medical and Dental Care; 42 U.S.C.
Chapter 32, Third Party Liability for Hospital and Medical Care; 32 CFR Part 199, Civilian Health and Medical Program of the Uniformed Services (CHAMPUS); DoD
Instruction 6025.18, Privacy of Individually Identifiable Health Information in DoD Health Care Programs; DoD Regulation 6025.18-R, DoD Health Information Privacy
Regulation; DoD Instruction 6040.45, DoD Health Record Life Cycle Management; DoD Instruction 6015.23, Foreign Military Personnel Care and Uniform Business Offices
in Military Treatment Facilities (MTFs); and E.O. 9397 (SSN), as amended.

PURPOSE: To collect information from you to provide and document your medical care; determine your eligibility for benefits and entitlements; adjudicate claims;
determine whether a third party is responsible for the cost of Military Health System (MHS) provided healthcare and recover that cost; evaluate your fitness for duty and
medical concerns which may have resulted from an occupational or environmental hazard; evaluate the MHS and its programs; and perform administrative tasks related to
MHS operations and personnel readiness.

ROUTINE USES: Information in your records may be disclosed to: Private physicians and Federal agencies, including the Department of Veterans Affairs, Health and
Human Services, and Homeland Security (with regard to members of the Coast Guard), in connection with your medical care; Government agencies to determine your
eligibility for benefits and entitlements; Government and nongovernment third parties to recover the cost of MHS provided care; Public health authorities to document and
review occupational and environmental exposure data; and Government and nongovernment organizations to perform DoD-approved research.

Information in your records may be used for other lawful reasons which may include teaching, compiling statistical data, and evaluating the care rendered. Use and
disclosure of your records cutside of DoD may also occur in accordance with 5 U.5.C. 552a(b) of the Privacy Act of 1974, as amended.

Any protected health information (PHI) in your records may be used and disclosed generally as permitted by the HIPAA Privacy Rule (45 CFR Parts 160 and 164), as
implemented within DaD by DoD 6025.18-R. Permitted uses and disclosures of PHI include, but are not limited to, treatment, payment, and healthcare operations.

APPLICABLE SORN: The SORN applicable to this system is EDHA 07, Military Health Information System, until the completion and approval of the standalone MHS
GENESIS SORN is completed.

DISCLOSURE: Voluntary. If you choose not to provide the requested information, comprehensive health care services may not be possible, you may experience
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DISCLOSURE: Voluntary. If you choose not to provide the requested information, comprehensive health care services may not be possible, you may experience
administrative delays, and you may be rejected for service or an assignment. However, care will not be denied.

Your Health Information in MHS GENE SIS Patient Portal Data

The MHS GENESIS Patient Portal provides a view into your Electronic Health Record (EHR) and allows you and your Military Health System providers to communicate
securely. The information available for you to view through the MHS GENESIS Patient Portal is not a comprehensive view of all the data in your EHR. When you send
information to your healthcare provider through the MHS GENESIS Patient Portal, MHS clinical policies will determine if that information is stored in your EHR where it will
be accessible to members of your care team and staff. Information that becomes a part of your EHR remains in your EHR even if you stop using MHS GENESIS Patient
Portal. In accordance with MHS clinical policies, only secured messages that become part of your EHR will be viewable.

Messages sent through the MHS GENESIS Patient Portal may not be limited to your Military Health System provider. Your physician or other professional health care
provider may designate other Military Health System personnel to manage and respond to your messages. These may include nursing or other administrative staff who
review messages and either respond or route the message to a provider for response. You should consider this before using the MHS GENESIS Patient Portal messaging
feature to communicate sensitive matters. You may prefer to discuss such matters directly with a specific Military Health System provider to better preserve your privacy.

To access the MHS GENESIS Patient Portal, patients will login using their DS LOGON Usemame and Password (hitps://myaccess dmdc.osd mil/). Access/authentication
will be governed by DS LOGON.

Sharing Your Protected Health Information

Through the self-service portal, you may set up family member proxy access by granting viewing privileges to family members. The family member who is granted proxy
access to your account will be able to view the same infermation through the MHS GENESIS Patient Portal as you are able to view. If you grant proxy access to another
individual through the MHS GENESIS Patient Portal, you acknowledge and accept responsibility for your decision to provide them access to potentially sensitive
information.

How Information is Collected and Used
The MHS GENESIS Patient Portal collects certain information from you in three primary ways: (i) from web server logs, (i) with cookies and web analytics tools, and (i)
user-supplied information.

(iy IP Addresses (Server Log Information). An IP address is a number automatically assigned to your computer whenever you access the Internet. All computer
identification on the Internet is conducted with IP addresses, which allow computers and servers o recognize and communicate with each other. The MHS GENESIS
Patient Portal collects IP addresses in order to conduct system administration, report Aggregate Information (as defined below) to affiliates or partners, and to conduct web
site analysis. The MHS GENESIS Patient Portal will also use IP addresses to identify any connecting devices and aid in the identification of users that do not comply with
the Terms of Use agreement, or threaten the MHS GENESIS Patient Portal service, web site, users, clients or others.

(if) Cookies and Web Analytics Tools. The MHS GENESIS Patient Portal places a text file called a 'cookie’ in the browser files of your computer. Cookies are pieces of
information that a website transfers to an individual's hard disk for record-keeping purposes. The MHS GENESIS Patient Portal uses cookies during your online session,
secures your information, and improves performance of the MHS GENESIS Patient Portal. These cookies do not contain any personal information. You may disable
cookies in your browser but doing so will restrict your access to only public pages and you will no longer be able to access the MHS GENESIS Patient Portal. In addition to
cookies, some web analytics tools used by the MHS GENESIS Patient Portal place a single-pixel GIF file on a computer as a tracking indicator.

(ii) User Supplied Information. Information about you is collected during the registration process. Information is collected for the MHS GENESIS Patient Portal through the
DS LOGON process (through an interface with Defense Enroliment Eligibility Reporting System). DoD or its EHR Contractor may use your account and registration
information to communicate with you about your health care services, including Cerner services related to MHS GENESIS.
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secures your information, and improves performance of the MHS GENESIS Patient Portal. These cookies do not contain any personal information. You may disable
cookies in your browser but doing so will restrict your access to only public pages and you will no longer be able to access the MHS GENESIS Patient Portal. In addition to
cockies, some web analytics tools used by the MHS GENESIS Patient Portal place a single-pixel GIF file on a computer as a tracking indicator.

(iii) User Supplied Information. Information about you is collected during the registration process. Information is collected for the MHS GENESIS Patient Portal through the
DS LOGON process (through an interface with Defense Enroliment Eligibility Reporting System). DoD or its EHR Contractor may use your account and registration
information to communicate with you about your health care services, including Cerner services related to MHS GENESIS.

Use of Cookies

Cookies may be categorized as session or persistent, which describes the length of time that they stay on your system. Persistent cookies are not used on MHS GENESIS
Patient Portal. A session cookie is a small piece of textual information that a server places temporarily on your browser during the time your browser is open. Session
cockies in the MHS GENESIS Patient Portal enable the recognition of your logon identification when you log on so your identity does not need to be established for every
request.

How Information is Shared and Disclosed
DoD and its EHR Contractor does not rent, sell or share personal information about you with other people or nonaffiliated companies, except when we have your
permission, or under the following circumstances:

(a) Disclosures to Third Parties Assisting In Our Operations. Your personal information may be provided to affiliates, subsidiaries and trusted partners who work on behalf
of or with us under confidentiality agreements. These companies may use your personal information to assist us in our operations.

(b) Aggregate Information. Information about you that does not allow you to be identified or contacted ("Aggregate Information") may be provided to third parties, such as
usage information and trends. When Aggregate Information is provided, it is pocled with many individual records and stripped of any data that could be used to identify you
before it is used.

(c) Disclosures Under Special Circumstances. Information about you may be provided to respond to subpoenas, court orders or legal process, or to establish or exercise
our legal rights or defend against legal claims. We believe it is necessary to share information in order to investigate, prevent or take legal action regarding illegal activities,
suspected fraud, situations involving potential threats to the physical safety of any person, violations of the Terms of Use, or as otherwise required by law.

Notice of Privacy Practices

The Health Information Portability and Accountability Act (HIPAA) Privacy Rule requires the Military Health System (MHS) to provide its patients and beneficiaries a Notice
of the MHS' Privacy Practices (NoPP). The HIPAA required MHS NoPP is available here: http:/fwww.health.mil/NOPPBrochure. Use and disclosure of HIPAA protected
health information is subject to such privacy practices.

Your records may be disclosed to the Department of Vieterans Affairs for determining benefits and providing care, as well as to certain other federal agencies to facilitate
research and analysis. Use and disclosure of your records outside of DoD may also occur in accordance with the DoD Blanket Routine Uses published at

http://dpcld defense gov/Privacy/SORNsIndex/Blanket-Routine-Uses/ and as permitted by the Privacy Act of 1974, as amended (5 U.S.C. 552a(b)).

Logging Out
You should remember to log out when you are finished accessing the MHS GENESIS Patient Portal. This prevents someone else from accessing your personal information
if your session has not automatically “timed out” or shut down. Logging out is critical if you share or use a public (e.g., library, kiosk, café) computer.
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Logging Qut
You should remember to log out when you are finished accessing the MHS GENESIS Patient Portal. This prevents somecne else from accessing your perscnal information
if your session has not automatically “timed out” or shut down. Logging out is critical if you share or use a public (e.g., library, kiosk, café) computer.

Family Members and Privacy

MHS GENESIS Patient Portal is not designed for or targeted at children. We will not knowingly collect and maintain personally identifiable information directly from children
under 13 years of age. Health Insurance Portability and Accountability Act (HIPAA) and some states have restrictions on disclosure of health information to family members
to protect the privacy of certain minors and dependent adult family members. These rastrictions on disclosure of information may include accessing personal health and
medical information through electronic or Internet based services. If you have guestions regarding this matter, contact your local Military Treatment Facility or the Defense
Enroliment Eligibility Reporting System Support Office for more information about disclosure of health information and applicable privacy laws within the state or jurisdiction
that you or your family receive care.

Security

The MHS Genesis Patient Portal uses encryption software and other security measures to provide for the secure management and transmission of information. While we

use state-of-the-art security, no system can perfectly guard against risks of intentional intrusion or inadvertent disclosure of information. Furthermore, when using the MHS
GENESIS Patient Portal from your home or public locations (e.g.. a hotel, a café, a public hotspot), information may be transmitted over servers and networks beyond the

control of DoD and its suppliers.

Questions
\We regularly review our compliance with this Policy. If you have any questions about how we treat personal information, please contact us at: dha ncr.peo-
ipo.mbx dhmsm@mail mil.

Notification of Changes to this Privacy Policy

This Policy may be revised periodically. The maost recent privacy policy will be posted on the MHS GENESIS Patient Portal. When significant changes are made that impact
the collection and use of your perscnal information, a notification message will display in the Patient Portal upon your next login. We recommend that you read the policy
whenever you visit the MHS GENESIS Patient Portal.

OMB CONTROL NUMBER: 0720-XXXXOMB
EXPIRATION DATE: MM/DD/YYYY

AGENCY DISCLOSURE NOTICE

The public reporting burden for this collection of information, 0720-XXXX is estimated to average 7 minutes per response, including the time for reviewing instructions,
searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding the
burden estimate or burden reduction suggestions to the Department of Defense, Washington Headquarters Services, at whs. mc-alex esd. mbx dd-dod-information-
collections@mail.mil. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a
collection of information if it does not display a currently valid OMB control number.
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