Save

Privacy |mpact Assessment Form

v 1.43

StatuslDraft Form Number

E-54643

Form Date  19/18/2013-10:56:01 AM

Question

Answer

ao
[«n}

@
@

neral Support System (GSS)
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jjor Application

The subject of this PIA is which of the
following?

SESROIIO N NS

4

or Application (stand-alone)

=

inor Application (child)

Electronic Information Collection

Urlknown

a Maintenance
ahg-Maltenance

2a Idefnfthy the Fnterprise Performance Lifecycle Phase
o system.

Operations
peratons

Tt T

Yes
No

Does the system include a Website or online

application’available to and for the use of the general

public?

Identify the operator.

Point of Contact
(POC):

Is this a new or existing system?

8 Does the system have Security Authorization (SA)?

8a Date of Security Authorization

POC Title

POC Name

Yes

C
(e
G
o

No
'o

(" Agency

~ + 4
LUl actul

and
anrc

Hoad of Cliniesl
rICat oOr-Crrncar
gt h

Franstatiomat
Informatics

|Jose Galvez,

MD POC Organiza{tion NCI CBIIT

POC Emall

POC Phone 240-27&;5206

New
(¢ Existing
C

Yes

4/10/2014

No
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and eliminatin
NCI; comply w
acting as the s
investigations;

Save

j the need for redundant submissions to the
ith regulatory reporting requirements when
ponsor of FDA-regulated clinical

prepare the detailed performance, financial

management and administrative accountability reports

required of Ex

ecutive Branch agencies, including those

required by Exg
and Guideline

zcutive Orders or OMB Circulars, Memoranda
5; and provide appropriate public access to

cancer resear

th information.

Information co
the template in
approval docu

lected includes the trial protocol document,
formed consent document, and IRB
entation, and related protocol/lead

Describe the type of information the system wiII

organization ir

Alla Hon
uun\,\.,l., Haih SC Hent

qult(astlons i |deht|fy T e e

triaf/ orgamnizat

on contact information, trial status

information, and IND/IDE information.

formation including NIH funding information,

Throughout a trial, ongoing trial status information is
collected as well as study subject accrual information
including demographic data.

about the specific data elements.)

The Clinical Trials Reporting Program (CTRP) is a web-based
program to submit data about cancer-related clinical trials
and to search for data concerning cancer-related clinical
trials. The CTRP system is an electronic resource that is
Provide an overview of the system and describe théintended to serve as a single, definitive source of
information it will collect, maintain (store), or information about all NCI- supported clinical research.
share, either permanently or temporarily. Deployment of this resource will allow the NCI to
consolidate reporting, aggregate information and reduce
redundant submissions. Information will be submitted by
clinical research coordinators as designees of clinical
investigators who condu@ NCI-supported clinical research.

(" Yes
No

PII?

Page 2 of



ndicate the t

e of PII that the system will
ollect or ma

ISocial Sec
DName
_Ipriver's Lic

urity Number

ense Number

DMother's Maiden Name

[JE-Mail Add

ess

_lPhone Numbers
[_Medical Nates

[Icertificates

Eduecation
oot

Records

[_IMilitary Status

[_|Foreign Aqtivities

[ INumber Tai

xpayer 1D

Ethnicity

[ IDate of Birth
DPhotographic Identifiers
[IBiometric Identifiers
[vehicle Identifiers
DMaiIing Address
[[IMedical Records Number
[Financial Account Info

DLegaI Documents
[Device Identifiers
[_JEmployment Status
[ IPassport

|Zip code

I icate the categories, of i
&a,

dividuals about whom
I scollect aintaine d

or shared.

— M
IEmployees
[IPublic Citize

[ |Business Pa
T Mendors/St
I Mendors/Su

ns

[ JPatients

tners/Contacts (Federal, state, local agencies)
ppliers/Contractors

Other |

P s imthesystem?

For what primary purpose is the PIl used?

Describe ti(]je secaondary uses for which the PS

will be used (e.g. testing, training or research

20 Describe the function of the SSN.

20a Cite the legal authority to use the SSN.

21 |dentify legal au ies governjn
n ormf%tuo use andh (? isclosur specuﬁcgto the
system and program.

Are records on the system retrieved by one or
more

22 PIl data elements?

00,000-999,999

The information is collected for purposes of portfolio
management, compliance with regulatory and
administrative reporting obligations and appropriate
dissemination of cancer research information to the public.

Save

he PII collected is part of a set of study subject
information which the NCI will use to determine accrual
emographics across the NCI portfolio, helping to ensure

gual access to

NCI trials.

N/A
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Identify the number and title of the Privacy Act

22a used to cover the system or identify if a SORN is

being developed.

Save

Published:

Published:

[] In Progress

Directly from an individual about whom
the information pertains

In-Person
Hard Copy:
Mail/Fax
Email
Online
nent Sources Other

23 Identify the sources of Pll in the

cyctam
=4 LD

Within the
OPDIV Other

yotc

24 Is the PII shared with other
organizations?

HHS OPDIV
State/Local/Tribal
Foreign

Non-Government Other Federal
Bdurces Entities

Other

Members of the Public
Commercial Data
Broker Public
Media/lnternet
Private Sector
Other

OMB Approval #: 0925-0600. Expiration Date: 05/31/2016
Yes

No
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4. ldentify with whom the PIl is shared or disclosed

Save

[] Within HHS

Only designated, appropriate NCI program and
administrative employee and contractor staff will have
full access to|the data within the CTRP Database for
purposes of portfolio management and compliance with
regulatory and administrative reporting obligations.
Access will be limited to those with a direct need to
access the data. Access will be granted to non-Federal
staff under a hon-disclosure agreement and staff will be

z48&gnd-for what purpose.

given-mandatory privacy and security training

Individual submitters to the CTRP Database will have

Describe any agreements in place that authorizes the

information they have submitted.

£ .11 +
i atltsoS U

Other Federal
Agency/Agencies

. State or Lacal
Agency/Agencies

]

[ ]Private Sector

information sharing or disclosure (e.g. Computer
Matching Agreement, Memorandum of

llndpremnding (Mﬂl 1)1 ar Information Qharing

Agreement (ISA)).

NCI will post written notices on the web site portal for
the CTRP system to inform clinical

Describe the procedures for accounting
for disclosures

Describe the process in place to notify individuals
that their personal information will be collected.
If no prior notice is given, explain the reason.

Is fhe submission of Pll by individuals
voluntary or mandatory?

Describe the method for individuals to opt-out of
the

collection %r use of their PlI. If there \f nQ
option to object to the information collection,
provide a

mvestigatorsfresearch coordinators of:

(1) major changes that occur to the CTRP system that
affect disclosure and/or uses of Pll in the CTRP system;
(2) changes in the type of PII to be collected from
study subjects; and

(3) any changes to how PlIl is used or shared (from
current practice of making PII collected from study
subjects available only to designated, appropriate NCI
employee and contractor staff on a “need to know” basis
for purposes of portfolio management and compliance
with regulatory and administrative reporting obligations).

Study Subject Pll is collected from the Principal
Investigator or Study Coordinator, and not supplied
directly by the study subject. The Principal Investigator

and/or Study Coordinator are notified by posted notices on

. I
© Voluntary

Mandatory

PIl is not collected directly from individuals, but from the
Principal Investigator or Study Coordinator. The information
required from the individual is agreed upon during the
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consent from the individuals whose Pll is in the

Save

system when major changes occur to the system
(e.g., disclosure

and/or data uses have changed since the notice
at the time of original collection). Alternatively,

NCI has no means to identify or contact the individuals
whose PIl is in the system. The Principal Investigator
and/or Study Coordinator would be notified via the CTRP
website and could contact the individuals.

describe why they cannot be notified or have their

consent obtained.

Describe the process in place to resolve an
individual's concerns when they believe their PlI
has N

been inappropriately obtained, used, or disclosed,
or that the Pll is inaccurate. If no process exists,

Hindividtatsbelieve their Pll has been inappropriately
obtained, used or disclosed, they can file a complaint to
the Office of Civil Rights (OCR) within 180 days of the
alleged violation. This complaint must be in writing and
submitted either by e-mail, postal mail, or fax.

explain why not.

Describe the process in ptace for periodic reviews
of

The system owner checks the PIl in the system. The
agency will request annual self-assessment to ensure
confidentiality, |integrity, and availability.

Pll contained in the sr\)/ff_tem to ensure the
data’s |nteg[|r|ty, availability, accuracy an
relevancy. 1f no

processes are in place, explain why not.

Personally identifiable information
will be made available to

designated, appropriate NCI
employee and contractor staff for
purposes of

portfolio management and
compliance with regulatory and
administrative reporting obligations.

Identi;x whé> will have access to the P|l in the
system and the reason why they require access.

Individual submitters will have full
access to information they have

submtted:

[]

AdmInIStr’ tors _Q\'feremidlll;ll; tration

>

35

]
I

Develapers

] Perform services as required, primarily
Contractors management of submitted data by

I I rs I =hat s F=FEF
cCitCar oo colansSttacuoin—Stall
T

]

Qthers

Describe the procedures in place to determine whig
system users (administrators,

developers, contractors, etc.) may

access PILI.

@ccess will be limited to those with a direct need to access
the data. Access will be granted to non-Federal staff under
a non- disclosure agreement and staff will be given
mandatory privacy and security training.

Describe the methods in place to allow those with
access to Pll to only access the minimum
amount of information necessary to perform

Level of access to PII will depend on role and users will be
required to undergo training for the role responsibility.
System audit logs will facilitate accountability enforcement
for user transactions.

their job.

Identify training and awareness provided to
personnel (system owners, managers,
operators, Al

personnel take mandatory NIH IT Security Training to

ontractors and/or program managers). usin
tche system to malw tﬁgm aware o? tlge)lr 9 e
responsibilities th

for protecting the information being collected

Describe training system users receive (above and
beyond general security and privacy
awareness training).

K £ £l H EE HNE 4 + F1
SUTT UICYy aAlT awdlT U turci TCTopPUTISIUNILY TUT PJTuUte Tty

P information collected.

N/A
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— P e-eontractstelgdeFederalAecatsH
O O oG C ar—Cgu

Regulation @ Yes
and other appropriate clause Suring-ac G (“No

to privacy provisions and practices?

Describe the process and guidelines in place with |National Institytes of Health, NIH System Life Cycle
regard to the retention and destruction of PII. requirements fequire destruction of PIl upon the

Cite-specific recordsretention-schedutes: termimatiornrofthe system.

The PII will be|secured by management, operational, and
technical contiols. Some of these controls include user
Describe, briefly but with specificity, how the PII willidentification and authentication, the concept of least

be secured in the system using privilege, and firewalls. Infrastructure product, username
administrative technical,-and phycir‘nl and rr_\:\ec\'n'lnrd annual risk assessments, background
controls. cthiecks on administrative employees, key locks and keycards
necessary to enter server rooms.

Identify the publicly-available URL: http://trials.ncijnih.gov

Does the website have a posted privacy notice?

Is the prlvacy policy available in a machine-
readable

format?

Does the website use web measurement
and customization technology?

Technologies C((;Ilects PII?
C Yes

Veb beacons

Web bugs

Select the type of website measurement and
customization technologies is in use and if it is

used to collect PII. (Select all that apply) Session Cookies

Pérsistent
Cookies

Does the website have any information or
a es |recte atc Yc?ren )l/,an e age of
II’ een?

sites external to

PE’, t]he website cont%n links to non-

al government we

REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the

user is an OPDIV Senior Officer for Privacy. e
o
Reviewer Questions Answer
] Yes
1 Are the questions on the PIA answered correctly, accurately, and completely?
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No
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Reviewer
Notes

Does the PIA appropriately communicate the purpose of Pll in the system and is the
purpose justified by appropriate legal authorities?

Reviewer

Note

Po-systemrowners demo ateappropriate understanding| of the impact of the Pl in the
system and provide sufficient oversight to employees and ¢ontractors?

Reviewer
Notes

grity of the data?

Reviewer

ANt
TNUTTS

Is this a candidate for PIl minimization?

Boes-the BiA-accurs 1ti etentionprocedures-ang records retention
schedules?

Reviewer
Notes

Are the individuals whose Pll is in the system provided appropriate participation?

Reviewer
Notes

8 Does the PIA raise any concerns about the security of the PII?

Reviewer
Notes

s applicability of the Privacy Act captured correctly and is a SORN published or does
t need to be?

Reviewer
Notes

10 5 the Pitappropriately timitedfor use intermatty and-withrthird parties?

Reviewer
Notes

11

Reviewer
Notes
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Reviewer Questions Answer

C Yes
C No

12 Were any changes made to the system because of the completion [of this PIA?

Reviewer
Notes

DPDIV Senior Official for Privacy Signature HHS Senior Agency Official for Privacy
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