PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: Dol Instruction 540018, "Dol} Privacy Imipact Assessment {PIA) Guidance”. Ceinplete this form for Departivient of Defense
(DOD) information systems ar electronic collections of information (referred to as an ' "electronic collection” for the purpose of this form) that colléet, maintain, use,
andjor dissemiinate personailly identifiable information (PII) about mémbers of 1he: pub[lc Federal employées, contractors, orforeign nalionals employed at us:
military facﬂﬂles |nternat|ona|ty In the case where rio Pil is collectad, the P14 will Serve’ as a conclusive déitermination.that pnvacy reqmrements donot apply to.

system.

4, DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

Web Recruifing Tools (WebRTools)

2, DOD COMPONENT NAME: _ 3. PIA APPROVAL DATE:

Department of the Navy- . B3/05/19

U.S. Navy - Burean of Naval Personnel (BUPERS) / Navy Recruiting Command (NRC)

SECTION 1: Pll DESCRIPTION SUMMARY, (FOR PUBLIC RELEASE)
a. The Pll is: (Check one. Note: foreigh nationals dre inciuded in general public.)

] Frdm members of thé general iubfic [] From Federal.employees andfor Federal contractors

. From both members_-__of_._ihe general publi¢ and Federal _empl'qyees andfor
~l Federal contractors

[ Not Collected (iF checked proceed to Section 4)
b. The Pllis in-a: {Check onhe}

[:] New DoD Information System [[] WNew Electonic Collection

Existing Do) Information System [ Existing Electronic Collection

[] swnificantly Modified DoD Information System

¢. Describe the purpose-of this DoD information system or electronic coltegction and describe the types of persenal infarmation about indlviduals
collected in the system.

WEB RECRUITING TOOLS (WEBR'] OOLS) supports the Navy Recrullmg Command by providing contact management capabilities for
Activé and Reserve Enlisted and Officer recruiting. It is a Web-enabled-application which provides applicant lead and contact information
for over 4000 field Recruiters. WebR Tapls. Through a series. of on-line processes, WebRTools provides. recruiters with the ability 1o track’
leads and manage their recruiting contacts: The- applicauon provldes the capability to input irformation on applicants to-include personal
data, remarks, ‘and information. refating {o contact with the mdlwdua]s WebRTools provides a Sales Activity Analysis capability-to
determine effectiveness of recruiting in specific areas. WebRTools serves as the single primary contact management system for'Active and
Reserve, Enlisted and Officer Recruiting providing leads information and traukmg progress of camact management. As leads are received
froni they are processed immediately and the data is available to the appropriate recruiter. WebR Tools is the primary source of applicant data
for the PRIDE Mod system. WebRTools Self Service for Applicants (WRT SSA) syster is an Applicant tool 10'be utilized by personnel
appl}mg 10 join the Navy through the Internet from the convenience of their homes -or offices. In addition, thé system wilt Be a key
Informéagion Delivery System (IDS) pmwdmo Navy Recruiters with near real-lime awareness of hot Leads. WebRtools MepsTrack provides.
the recruiterthe abifity to:track his applicant through the’ MEPS process, displaying the times the applicant completes each step of his
Process. .

d. Whyis the Pl collected andfor what is the infended use of the PII? fe.g., verification, idenfification, authentication, data.matching, mission-related use,
administrative use)

The data-is collected to verify and \_fai_id'a_tc applicant’s eligibility for accession into the US Navy.- The information is aiso used 1o detérmine
applicant eligibifity for-and qualification for specific Navy programs and jobs:

‘e.. Do individuals have the opportunity to object to the colléction of thelr PIt?. Yes [ ] No
'('1_}_ If "Yes," describe the method by which individuals can object o the colleétion of PIL

{2) If "No," state the reason why individuals cannot object to the-col[écﬂon of P1I.

During applicant inferviews with tecruiters, applicants.are informed of the purpose lor galhermg the personal m’rormatmn and of Lhe
protection afforded them under the Privacy Act of 1974. At this'paint, they can object fo the coliection, -and the recruitment process-wili-end.

f. Do .indl\_.'i_dua[s have the opportunity to l::_onsent. to the specific uses of their PII7? E ‘fes |:] No
{1) 1 "Yes,” describé'the: method by which individuais can give or withhold their consent.

(2) If "No." state the reascn why ih_dividualfs cannot give of withhotd th_ein_‘_conseni.

Duting applicantinterviews with Tecruiters, applicants are iaformed oF the purpose for gathering ife personal information and of the
protection afforded them inder the Privacy Actof 1974. At this point, they tan object to the collection, and the rectuitment process will end.
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g. ‘When an individual is asked to provide Pli, a Privacy Act Statement (PAS) and/er.a Privacy Advisory must be provided. (Check as appropfiate and
provide the actual wording.)

[X] Privacy Act:Statement []  Privacy Advisory [] wNotApplicable

Required Privacy Act disclaimeris d i__spl_ayed.'throu'ghout the NRC system.” The Do required Privacy _and'_Momtm'zng A‘d\_&zs;)rj 1s_'_avallabf'é "
atlogin. Applicants are also required 1o read and sigh the Privacy Act Statement on the DD Form 1966/1, Record of Military Processiing -
Armed Forces of the United States. '

b, With whom will the Pll be shared through data exchange, both within your. DoD'Cqmponent:and cutside your Component? (Check alithat apply)

[X] within the Dol Gamponernt Specify. |Navy.Recruitihg= Command l
[} otrer Dab Components Specify. ! ' 1
[] Other Federal Agencies specity. | ' ]
] - $tate and Local Agencies Specify. L |
Contractor (Name of contractor and describe the language in
7 the contract that safeguards PH. Include whether FAR privacy Specify.
clauses; ie., §2.224-1, Frivacy Act Nofification, 52.224-2, D B
Privaey Act, and FAR 39105 are incliided in Hie coniract.)
{71 oOther fe.g.. commercist providers, coﬁ'e_ge.'f;). Specify. L
L. Source of the PH collected is:.(Check all that apply anid fist all information systems if applicable)
E Indluidua[s D Dafahases
Existing DoD Information Systems. [[] Commercial Systems

[X] Other Federal information Systems

There-are numerous sources of'the P1T coliected which include Individual, Law Enforcement agencies, '_Socia'i Security Administration,
schools attended, colleges attended, employers, nicdical information Department of Vital Statistics.

j. How will the information be collected? (Chack aif that apply and kst all Official Form Numbers if applicable)

E-mail [L] Official Form (Enter Form Number(s) ii the box below)
Face-to-Face Contact Paper

Fax ‘Telephone Tnterview

Inferratiohi Sharing.- System to System ' Website/E-Form

{71 Other (if Other, enter the information-in the box below)

k. Does this DoD Information system or electronic colfection reguire a Privacy Act System of Records Notica (SORN)?

A Privacy Act SORN s required if the information system or électronic.collection contains ihf_o'rma'ﬁon about .S, ditizens-or lawiul permanent U.S. residents that
is retigyed by name of othet unique identifier. PIA and Privacy Act SORN information must.be consistent,

Yes  [Tio

f"Yes," enter SORN System identifier  [NOTI31-1, NO1133-3, NOT130-1 (Consokg

'SCRN Identifier, not the Federal Register (FR) Citation. . Consult the: DeD Component Privacy Office for additiorial information or:ﬁ{t_p:f!dpc_ld',def_ense.gow
‘Privacy/SORNs/ '
or

If-a SORN has not yet been published in the Federal Register, enter daté of submission for approval to Defense-Privan_:y, Civil Liberﬁe_s,_and Transparency
Division (DPCLTD}. Consult the Dob Component Privacy Office for this date E‘"____rﬁ '

1 "No." explain whiy the SORN is nhot required in accardance with Dol Regulation 9400:11-R: Department of Defense Privacy Program..

| What ig the National Archives and Records Administration {NARA) approved, pending or-general.records schedule (GRS) disposition authority for
the system or for the records maintained in the system?
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(1) NARA Job Number or General Records Schedule Authotity,  {DAA-NU-2075-0001-0G§

{2) if pending, provide the date the SF+115 was submitted to NARA. [ ' f

(3) Retentitin-Instructions.

These records are scheduled under SSIC 1000-29 and are TEMPORARY. Cutoffat CY. Destroy when S years old. Information is stored

in-an-encrypted state and is backed up regularly.

m. Whitis the authority to collect Information? A Federal law.or _Execu_ti_ve Order must authorize the collection and maintenance of a system of
records. For Pl not collectad or maintained in a syster of records, the collection or imaintenance of the Pll must be necessary to discharge the
requirements.of a statile or Executive Qrder.

(1) I this system has a Privacy. Act SORN, the authorities irithis PiA and the existing Privacy Act SORN should be similar, _ _ _
(2) Ifa SORN does not-apply, cite the authority for this DoD information system or efectronic collettion 1o collect, use, maintain and/of disseminate PIi;
(If multiple-authorities are clted, provide-all that apply).
{a) Cite the specific provisions.¢f the statute and/or EC that authorizes the operation of thé system‘and the collection of PII.

() If-direct siatutory authority or d@n Executive Order dnes-not'.exi_ét, indirect statutory authority may be cited if thé authority requires the
operation or ad_minisi_r_a_{_ion of a program, the ‘execution:of which will require the collection-and maintenance of a'system of records.

(e} If direct or indirect authority does not exist, Do'D-ComDOnenfs cartuse their general statutory grants of a‘uthori'ty_'(“intemal.housekeepiing"’j' as
the primary-authority, The requirerient, directive, or instruction-implementing the stafute within the DoD Compoaent must be ideilified.

SORN NOIT30-T1s a consolidation of the below outdated SORNs and has been i the approval process for an exfended period. Once
approved,:all of the below laws and regulations will be covered under one SORN, "

10 US.C. 133,275, 503, 504, 508, 510,672, 1071-1087, 1168, 1169, 1475-1480, 1553, 5013; and E.0: 9397 (SSN), as amended.

SUS.C. 301, Departmental Regulations, 10.U.8:C. Sections governing authority to appoint officers; 10 U.S.C. 591, 600, 716, 2107, 2122,
3579, 5600 Merchaiit Marine Act of 1939 {as amended); and E.O.¢ 0397, 10450, and 11652.

n. Does this DaD information system orelectronic.collection have an active and approved Office of Management and Budget:(OMB) Contrgl
Number?

Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approvalto
coliect data from 10 or more membiers of the public in'd 12<month period regardless of form or formiat. ’

[X] ves ] No [] Pending

(1) 1§ "Yes," list all appiicable -OM’B.Cantrql Numbers; gollection titles; and expiration dates. _ )

(2) If "No," explain why OMB, approval is not réquired in accordance with DoD . Manual 8810.01, Volume 2, " Dol} Information Collecticns Manual:
Procedures for DoD Publi¢ inforation Collections ™ '

{3) If "Pending,"” provide the date for the 60 and/ér-30 day notice and the Federal Register.citation.

Awatting OMB 0703-0062.and OMB (705-0029 approval before submission of furthier OMB raquests Tor NRC systems. Process {o tenew
OMBis currently with DNS 36 for final signature. '
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'SECTION 2: Pll RISK REVIEW

a. What Pil will be collected {a data element alone orin combination that cah tniquely identify an individuaf)? (Check all it apply,

Biometrics Birth Date [X]. Chiid Information
Citizenship Disability information [] DoD 1D Nuthbeér
Driver's License Education Information. [¥] Emergency Contact

Gender/Gender Identification
Legai Status:
Medical Information

anancial_ informiation
Law Enforcement Information
Marital Status

Empioyment Information-
Home/Cell Phone:
Mailing/Horne Address

Military Records Mother's MiddlefMaiden Name Name(s)

Official Duty Address. Official Duty Telephone Phone Qther 1D Mumber-

Passport Inforimation Personal £-mai} Addre_s_é._ Photo.

Place of Birth Position/Title, Protected:Health Information (PHIY*
Race/Ethnicity- RankiGrade Religious -Preference '

Social Security Number (SSN) (Full or in any
form} ' ' )

H HOOOREEE

Records Security (nformation

(] [ o] (] (1 P o £ [} ) ] (%1
E1 [ ool BT 58 e ] {63 %1 ] ] ) )

Woik E-mail Addresg It Other, enter the information in the box below

-Name: First, Middle and Last

-Birth Date: Month Day and Year _ _
-Medical Information: DD Forms 2807, 2808 and other general medical i nformation used to determine medical waivers for accession to thie:
Navy..

-Social Security Number (SSN): 9-digits

“Gender: M/F _ N

- Spouse Information: Name, current address, Birth Date, Social ‘Security Number (SSN);
phone number and place ofen_lpl_oyment. _

- Child [nformation: Name, current address, Birth Date, SSN.

- Financial Information: Past and Present income and debt. Curreit status of ali

accounts. N _

- Medical Information: Past and Present information of medical conditions and tréatment,

- Disability Information: Documentaion. of the reason and status of any disability
determinations.

- Law Enforcement Inform ation: Records.checks.on afl past law violations.

- Employment triformation: Past and Present Employer's names, addresses and contact
information. The periods of employment for each employer: _

- Education ]nfommtiou:Name, address and phone number ofall institutions education

was obtained and the time periods of attendance. Transciipts from. the listed institutions,

{f'the S5N'is.callected, complete the 'fo]iowing questions.

{DoD instruction 1000.30 states’that alf DoD personnel shalf reduce or efiminate the-use of SSNs wherever possible. SSNs shall not be ysed in spréadshéels,
hard copy '.*f_‘s_fs, electronic. reports, or-colfected in surveys unless they meet oile or.more of the accepiable use criteria )

(1) Is there a-current (dated within-two (2} years) DPCLTD approved SSN- Justification on Memo'in place?
Yes. [ ] No

if*Yes," provide the signatory and date approval. If *No,” explain why there is no SSN Justification Memo.
Gary C. Peterson, NRC Deputy Commander - 7/7/2017.

(2) Describe the approved acceptable use in.accordance with DoD nstruction 1000,35-“Reduction of Social Security Number (SSN} Use:within DaD”,

Computet Maiching, Law Bni_‘_oré_ement, National Security and Credentialing.
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(3) Describe the mitigation efforts to reduce the use'including Visibility-and printing of SSN in accordance with DoD Instructoin 1000.30, “Reduction of
" Bocial Security Numbsr (SN} Usée within DoD".

SSNUse 15 stll requiréd. Navy would Be unablé {6 execute s active enlisted mission. "This coukd resutt in Traudulent enlisinienis - which,
would drive recruiting and traininig costs. In'addifion, until the enlistment documents are revised, it would require-manual input to recruiting
docuinients and the DD Form 4-exlistiment contract, Applicants do not have & DoD [D as they are not issued their common dccess card
(CAC) uniil they arrive at boot camp-so. it is impossible 1o assess them using.a DoD ID.

{4) Has a planto eliminate the. use of the SSN or mitigale ifs.use and or visibifity beén identified in {he-approved SSNZ-Jpsliﬁcann-reqUest?

If *Yes," provide the unique identifier and when canit be &iminated?
If "No," explain,

] Yes No

Explained above in question 3.

b. What is the Pli confidentiality impact levei?? (] Low Moderate [} High

Vg gefinition of PHI nvolves eviluating. condifions fisted in the HIPAA. Consult with Generat Counsel o make this determination,

Guidance on determining the Pil confidentiality impact level, see Section 2.5 “Calegorization &f PIi Using NIST-SF 800-122." Use the identified PIF confidentiality impact fevel to spply the appropriate Privacy Cverday
fow, moderste; o7 high. This activity may bé eonducted a5 pait of the calegonization exerdise thatl oéeurs under the Risk Management Framework (RMF). Note that categonization under the RMF'is fypically
conducted using \he infarmation types described In.NIST Spacial Publleation (SP) 806-80, whith arernof-as granutar asithe Pil data slements listed in ihe PlA lable. Deterrtining the Pl.confidentiality impact teved is
riosl sféctive when dona in coftaboration with the lnformation Ownar, Informatlon System Owner, information System: Sacurity Manayer, and represeftatives Trom thi: security and privacy organizationg, such as the
falarimaticn System Security Officer (1S50) and Sénlor Gomponent Officlal for Privacy (SCOP) or designees. ~ ’ )

c. How wiH the Pll be secured?’
{1) Physical Confrols. (Chesk aif that apply)

Cipher Locks Closed Circuit TV {CCTV)

[] Combination Locks [X]  identification Badges

Key Cards, [ -safes

Secutity Guards 0 o« Othier. enter the information in the box below

.

2) Administraiive Confrols. . (Chieckalf that apply)
Backups Secured Off-site
Encryplion of Backups
Metheds to Ensure Only Authorized Personneél Accéss:to PIi
Periodic Security Audits
Regular Monitoring of Users’ Security Practices
I Other, enter the infofimiation in the box below

DX EXRE
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(3) Technical Controls. {Check aif that apply)

] Biometrics Command Acééss Card (CAC) DoD Public Key Infrasiructure Certificates
Encryption of Data at Rest. Encryption of Data in Transit [ ] External Cerfificate Authorily Gertificates
Firewall intrusion Detection System (iDS) E] Least Privilege Access

Role-Based Access Controls [[] Used Only for Privileged {Elevated Rofesy [X] User identification and Password

[X} - Virtual Privaig Nétwork (VP) [:] If Other, enter the information in the box below

d. What additlonal measuresf/safsguards have been put.in place to address privacy risks for this information system or electronic collection?

Access Contiols: Access coritrols limit access 1o the application and/or specific ﬂmctiona_l areas of the all applications. These contiols
consist of privileges, genéral access, password control and discretionary access control. Additionally, each-user is associated with‘one or
~more database roles. Confideatiality? Confidentiality ensures that data is not made avaitable-or disclo_sed-go unautherized individuals,
entities, or.processes. [ntegrity; Integrity ensures that data has not been.altered or destroyed in an unauthorized manner. Audits: Audits fo.
review and examine records, activities, and system parameters, io asiéss the adequacy o’f"m_zi'intaining-_, managing, and controlling events that
may-degrade the security posture of the all applications. Training: Secuirity training is provided on a continuous basis'to keep users alert to
the security requirements. Physical Security: Physical security consists of placing servers that contain privileged information in a secure
and protected location, to limjt actess to-this location to individuals whio would have a need 1o access lhe servers. Access to-each.application
is limited 1o suthorized anid appropriately cleatred personnel as determined by the: system manager. Physical entry is restricted by use of
locks, guards, and is accessible only to .authorized, cleared-personnel.
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