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PRIVACY IMPACT ASSESSMENT (PIA)    
PRIVACY IMPACT ASSESSMENT
PRESCRIBING AUTHORITY:  DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance".  Complete this form for Department of Defense (DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use, and/or disseminate personally identifiable information (PII) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S. military facilities internationally.  In the case where no PII is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to system.
PRESCRIBING AUTHORITY:  DoDI 5400.16
SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 
  SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 
  a.  The PII is: (Check one.  Note: foreign nationals are included in general public.)
  b.  The PII is in a: (Check one)
  e.  Do individuals have the opportunity to object to the collection of their PII?
 e.  Do individuals have the opportunity to object to the collection of their PII?
     (1) If "Yes," describe the method by which individuals can object to the collection of PII.
     (1) If "Yes," describe method by which individuals can object to the collection of PII.
     (2) If "No," state the reason why individuals cannot object to the collection of PII. 
     (2) If "No," state the reason why individuals cannot object to the collection of PII. 
  f.  Do individuals have the opportunity to consent to the specific uses of their PII?
 f.  Do individuals have the opportunity to consent to the specific uses of their PII?
     (1) If "Yes," describe the method by which individuals can give or withhold their consent.
     (1) If "Yes," describe the method by which individuals can give or withhold their consent.
     (2) If "No," state the reason why individuals cannot give or withhold their consent.
     (2) If "No," state the reason why individuals cannot give or withhold their consent.
  g.  When an individual is asked to provide PII, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided.  (Check as appropriate and 
       provide the actual wording.)
 g.  When an individual is asked to provide PII, a Privacy Act Statement (PAS) or a Privacy Advisory must be provided.  (Check as appropriate and  provide the actual wording.)
  h.  With whom will the PII be shared through data exchange, both within your DoD Component and outside your Component?  (Check all that apply) 
 h.  With whom will the PII be shared through data exchange, both within your DoD Component and outside your Component?  (e.g., other DoD  Components, Federal Agencies)?  (Check all that apply) 
  i.  Source of the PII collected is: (Check all that apply and list all information systems if applicable)
 i.  Source of the PII collected is: (Check all that apply and list all information systems if applicable)
  j. How will the information be collected?  (Check all that apply and list all Official Form Numbers if applicable)
 j. How will the information be collected?  (Check all that apply and list all Official Form numbers if applicable)
  k.  Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?  
 
   A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that 
   is retrieved by name or other unique identifier.  PIA and Privacy Act SORN information must be consistent.
   If "Yes," enter SORN System Identifier  
SORN System Identifier
   SORN Identifier, not the Federal Register (FR) Citation.  Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
   Privacy/SORNs/
             or
 SORN Identifier, not the Federal Register (FR) Citation.Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/   Privacy/SORNs/
    If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency     Division (DPCLTD).  Consult the DoD Component Privacy Office for this date
  l. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority      for the system or for the records maintained in the system?
 l. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority for    the system or for the records maintained in the system?
       (2)  If pending, provide the date the SF-115 was submitted to NARA.
   n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control
       Number?
 
       Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
       collect data from 10 or more members of the public in a 12-month period regardless of form or format. 
n. Does this DoD information system or electronic collection have an active and approved OMB Control Number?
SECTION 2:  PII RISK REVIEW
SECTION 2:  PII RISK REVIEW
   a.  What PII will be collected (a data element alone or in combination that can uniquely identify an individual)? (Check all that apply) 
    a.  What PII will be collected (a data element alone or in combination that can uniquely identify an individual)? (Check all applicable) 
   If the SSN is collected, complete the following questions.
 
   (DoD Instruction 1000.30 states that all DoD personnel shall reduce or eliminate the use of SSNs wherever possible.  SSNs shall not be used in spreadsheets,
   hard copy lists, electronic reports, or collected in surveys unless they meet one or more of the acceptable use criteria.)
 
         (1)  Is there a current (dated within two (2) years) DPCLTD approved SSN Justification on Memo in place? 
If the SSN is collected, complete the following questions.
         (4)  Has a plan to eliminate the use of the SSN or mitigate its use and or visibility been identified in the approved SSN Justification request? 
 
                If "Yes," provide the unique identifier and when can it be eliminated?
                If "No," explain. 
(4)  Has a plan to eliminate the use of the SSN or mitigate its use and or visibility been identified in the approved SSN Justification request? 
   b. What is the PII confidentiality impact level2?
     b. What is the PII confidentiality impact level2?
1The definition of PHI involves evaluating conditions listed in the HIPAA. Consult with General Counsel to make this determination.
2Guidance on determining the PII confidentiality impact level, see Section 2.5 “Categorization of PII Using NIST SP 800-122.” Use the identified PII confidentiality impact level to apply the appropriate Privacy Overlay low, moderate, or high.  This activity may be conducted as part of the categorization exercise that occurs under the Risk Management Framework (RMF).  Note that categorization under the RMF is typically conducted using the information types described in NIST Special Publication (SP) 800-60, which are not as granular as the PII data elements listed in the PIA table. Determining the PII confidentiality impact level is most effective when done in collaboration with the Information Owner, Information System Owner, Information System Security Manager, and representatives from the security and privacy organizations, such as the Information System Security Officer (ISSO) and Senior Component Official for Privacy (SCOP) or designees.
1For The definition of PHI involves evaluating conditions listed in the HIPAA. Consult with General Counsel to make this determination.
   c.  How will the PII be secured?
   c.  How will the PII be secured?
         (1) Physical Controls.  (Check all that apply)
       (1) Physical controls.  (Check all that apply)
         (2) Administrative Controls.  (Check all that apply)
 (2) Administrative Controls.  (Check all that apply)
         (3) Technical Controls.   (Check all that apply)     
(3) Technical Controls.   (Check all that apply)     
SECTION 3: RELATED COMPLIANCE INFORMATION
SECTION 3: RELATED COMPLIANCE INFORMATION
   a. Is this DoD Information System registered in the DoD IT Portfolio Repository (DITPR) or the DoD Secret Internet Protocol Router Network   
       (SIPRNET) Information Technology (IT) Registry or Risk Management Framework (RMF) tool3?
   a. Is this DoD Information System (IS) registered in the DITPR or the DoD Secret Internet Protocol Router Network (SIPRNET) Information Technology (IT) Registry or Risk Management Framework (RMF) tool3?
   b.  DoD information systems require assessment and authorization under the DoD Instruction 8510.01, “Risk Management Framework for DoD 
        Information Technology”. 
 
        Indicate the assessment and authorization status:
b.  DoD information systems require assessment and authorization under the DoD Instruction 8510.01, “Risk Management Framework for DoD Information Technology”.
   c.  Does this DoD information system have an IT investment Unique Investment Identifier (UII), required by Office of Management and Budget (OMB)
        Circular A-11?       
    c.  Does this DoD information system have an IT investment Unique Investment identifier (UII), required by Office of Management and Budget (OMB) Circular A-11?       
         If "Yes," Enter UII 
 If unsure, consult the component IT Budget Point of Contact to obtain the UII 
3Guidance on Risk Management Framework (RMF) tools (i.g., eMASS, Xacta, and RSA Archer) are found on the Knowledge Service (KS) at https://rmfks.osd.mil.
3Guidance on Risk Management Framework (RMF) tools (i.g., eMASS, Xacta, and RSA Archer) are found on the Knowledge Service (KS) at https://rmfks.osd.mil.
SECTION 4:  REVIEW AND APPROVAL SIGNATURES
 
Completion of the PIA requires coordination by the program manager or designee through the information system security manager and privacy representative at the local level.  Mandatory coordinators are: Component CIO, Senior Component Official for Privacy, Component Senior Information Security Officer, and Component Records Officer. 
SECTION 4:  REVIEW AND APPROVAL SIGNATURES
 
Publishing:  Only Section 1 of this PIA will be published. Each DoD Component will maintain a central repository of PIAs on the Component's public Web site.
                     DoD Components will submit an electronic copy of each approved PIA to the DoD CIO at: osd.mc-alex.dod-cio.mbx.pia@mail.mill.
 
                     If the PIA document contains information that would reveal sensitive information or raise security concerns, the DoD Component may restrict the 
                     publication of the assessment to include Section 1.
Publishing
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From Federal employees and/or Federal contractors
 Existing DoD Information System
TFMS is the financial management system for the Military Surface Deployment and Distribution Command (SDDC).  The system interfaces with other systems, such as payroll, travel, disbursing, and SDDC non-core accounting support systems. TFMS improved cash management and controls over assets, reduced the time required to obtain financial information. TFMS allows SDDC and Defense Finance and Accounting Service (DFAS) to track on a daily basis cash management, answer vendor payment issues, and address customer billing questions.  PII collected includes Name, Social Security Number, Gender and Date of Birth.
PII is collected to verify data on vouchers submitted for payment via interfacing systems i.e., Defense Civilian Payroll System (DCPS) and Defense Travel System (DTS) and compared against PII in TFMS to ensure payment accuracy of payroll and entitlements.   PII is used in administrative functions to process payroll and entitlements.
Yes
Yes
TFMS collects PII directly from individuals during in-processing using TFMS Form 417.  TFMS interfaces the following DFAS systems:  Defense Travel System, Centralized Disbursing System, Centralized Electronic Funds Transfer,  Department Cash Management System, General Accounting and Finance System-Re engineering, and Defense Civilian Pay System.  TFMS also interfaces with Customer Automation and Reporting Environment (U.S. Bancorp Inc.) and the Treasury Department.
Yes
Systems that have been identified without the proper schedule requirements with NARA will be processed by the Command Records Manager upon further training & resources. This Process will be sent to the Program Manager once established. 
No
Yes
No
IAW the Defense Transportation Regulation, Part I, Chapter 103, paragraph A(4), “the DoD Identification Number (DoD ID) will replace the SSN as the Geneva Conventions serial number for the United States as all DoD identification cards are updated through their natural life-cycle replacements.”  As soon as the legacy systems interfaced by TFMS migrate from the SSN to the DoD ID, TFMS will eliminate the use of the SSN.   USTRANSCOM will check legacy systems annually to see if new regulations have changed requirements for the continued use of the SSN.
Moderate
The identified privacy risks are mitigated/eliminated via (1) placing PIIs in restricted access-controlled facilities, (2) deployed host based security systems including firewall, intrusion detection systems are in place to minimize  exposure and access to the data, and (3) practice periodic review of log files and conducting security audits.
SEE NUMBER 2 BELOW
IAW the Federal Information Security Management Act (FISMA) requirements and DODI 8510.01, DIACAP, the SDDC/G6/IMA IAM conducted an annual security review of all IA controls and performed testing of selected IA controls on 30 Mar 17.  The supporting documents have been accomplished for this review and have been uploaded into eMass.  Also, the annual review date was updated on the TFMS v5.0 SIP in eMass.  This is the second annual review for TFMS v5.0 since the 2.5 year ATO was granted 06MAR2015.We received a six month extension onto our existing ATO.  ATO expires 6 Mar 18.  However, moving to the cloud requires a RMF ATO by 31 Dec 17.  IA submitted the RFM Package submitted to USTC for their review.  Awaiting response; ready to respond.1. Keep in mind that this is a minimal controls RMF package submitted per USTC to cover us going to the cloud.  We did not have to go through all our documents and rewrite to meet/insert RMF controls like we did for DIACAP.  We just did the controls identified as ‘critical’ by USTC.  This was a combined effort between us and CE.  The documents were not updated for this effort.  The 5.1 versions were used that still contain DIACAP references.2. These RMF packages are only going to get a 6-month ATO.  Due to this fact, USTC plans to hold onto our submission until we get close to or are ready to migrate to the cloud.  In the interim we have an ATO until 6 Mar18.  The 6-month ATO is there for us to go through the remainder of the controls and provide answers and updated artifacts and documents (USTC don’t want the 6 month ‘clock’ to start until we are closer to being in the cloud).  We will also eventually receive ‘cloud inheritance’ from USTC which will help TFMS determine what we are responsible for answering. 3. Once we migrate to the cloud, we will have that 6 month ATO (time period) to complete the "FULL BLOWN" TFMS RMF package.  This means rewrite every document we have to fit an all-new set of controls not to mention to now wonder how this will all be related/integrated with the Cloud service package.  This will require an IA professional and a heck of a good writer who has knowledge of TFMS.  All documents will have to be updated to reflect the new reality which will require working closely with SDDC IA (and probably the USTC validators) to ensure we are both meeting the requirements and not doing too much work.  The effort will require a lot of updating of documents and collecting of artifacts.  It is going to take some time because the ‘complete’ package is a large undertaking that will be a combined effort between SDDC IA, USTC, and TFMS
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	1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME: Transportation Financial Management System (TFMS)
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	Privacy Act Statement: 1
	E-mail: 1
	 Official Form: 0
	  (3) Work Telephone: (618) 220-3824
	Paper: 1
	Information Sharing - System to System: 1
	Other: 0
	Command Access Card (CAC)      Yes: 1
	 b. No: 
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	High: 
	Cipher Locks: 0
	Closed Circuit TV (CCTV): 0
	Combination Locks: 0
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	 Virtual Private Network (VPN): 1
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	 Other: 0
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