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DEPARTMENT OF HOMVELAND SECURI TY
Ofice of the Secretary

[ Docket No. DHS-2012-0019]

Privacy Act of 1974; U.S. Custons and Border Protection, DHS/ CBP-
006- - Aut onat ed Targeting System System of Records

AGENCY: Privacy Ofice, DHS.

ACTION: Notice of Privacy Act system of records.

SUMMARY: | n accordance with the Privacy Act of 1974, the Departnent of
Honel and Security proposes to update and expand an existing Depart nent
of Hornel and Security system of records notice titled, U S. Custons and
Border Protection, DHS/ CBP-006--Autonmated Targeting System (ATS) 72 FR
43650, August 6, 2007. The Departnent of Homel and Security (DHS) and
U. S. Custons and Border Protection (CBP) have designed ATS to
efficiently performrisk assessnents on information pertaining to
international travelers and inport and export shipnments attenpting to
enter or leave the United States. ATS uses a rul e-managed technol ogy
that facilitates the targeting of high-risk travelers and cargo

DHS/ CBP i s publishing this System of Records Notice (SORN) to
update ATS and to update and expand the categories of individuals,
categories of records, routine uses, access provisions, and sources of
data stored in ATS. El sewhere in the Federal Register, the Departnment
of Homel and Security is concurrently issuing a Notice of Proposed
Rul emmaki ng exenpting this system of records fromcertain provisions of
the Privacy Act. This updated and expanded systemw || be included in
the Departnment of Honel and Security's inventory of record systens.

DATES: Submit comments on or before June 21, 2012. This systemw || be
ef fective June 21, 2012.

ADDRESSES: You may submit comments, identified by docket nunber DHS-
2012-0019 by one of the foll ow ng methods:

Federal e-Rul emaking Portal: http://ww.regul ati ons. gov.
Fol l ow the instructions for submtting coments.

Fax: (703-483-2999)

Mail: Mary Ellen Callahan, Chief Privacy Oficer, Privacy
Ofice, Department of Homel and Security, Washi ngton, DC 20528.

Instructions: Al subm ssions received nmust include the agency nane

and docket nunber for this rulemaking. Al coments received will be
posted wi thout change to http://ww.regul ations. gov, including any
personal information provided.
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Docket: For access to the docket to read background documents or
comments received go to http://ww.regul ations. gov.

FOR FURTHER | NFORVATI ON CONTACT: For general questions pl ease contact:

Laurence E. Castelli ([202-325-0280)), CBP Privacy O ficer, Ofice of
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International Trade, U. S. Custonms and Border Protection, Mnt Annex,
799 Ninth Street NW, Washi ngton, DC 20229. For privacy issues please
contact: Mary Ellen Callahan ((703-235-0780), Chief Privacy Officer,
Privacy Ofice, U S. Department of Honel and Security, Wshington, DC
20528.

SUPPLEMENTARY | NFORVATI ON
| . Background

In accordance with the Privacy Act of 1974, the Departnent of
Honel and Security proposes to update and expand an exi sting Depart nent
of Honel and Security SORN titled, U S. Custons and Border Protection
DHS/ CBP- 006- - Aut orrat ed Targeting System (ATS) 72 FR 43650, August 6,
2007.

This SORN i s being updated and expanded to informthe public about
changes to the Autonated Targeting System (ATS) categories of
i ndividual s, categories of records, routine uses, access provisions,
and sources of data. DHS/CBP is updating and expandi ng the categories
of individuals, categories of records, and sources of records stored in
ATS because it has certain data that it nust ingest for perfornance
pur poses. The Privacy |npact Assessnment (Pl A), which DHS will publish
on its Wb site (http://ww.dhs. gov/privacy) concurrently with the
publication of this SORN in the Federal Register, provides a ful
di scussi on of the functional capabilities of ATS and its nodul es. DHS
and CBP have previously exenpted portions of ATS fromthe notification
access, anendnment, and public accounting provisions of the Privacy Act
because it is a |law enforcenment system DHS and CBP, however, will
consi der each request for access to records nmaintained in ATS to
det erm ne whether or not information may be rel eased. DHS and CBP
further note that despite the exenption taken on this system of records
they are providing access and anendnent to passenger nane records (PNR)
collected by CBP pursuant to its statutory authority, 49 U S.C 44909,
as inplenmented by 19 CFR 122.49d, Inporter Security Filing (10+2
docunentation) information, and any records that were ingested by ATS
where the source system of records al ready provides access and/or
amendnent under the Privacy Act.

ATS provides the follow ng basic functionalities to support CBP in
i dentifying individuals and cargo that need additional review across
the different means or nodes of travel to and fromthe United States:

Conparison: ATS conpares information on travelers and
cargo coming into and goi ng out of the country agai nst |aw enforcenent
and intelligence databases to identify individuals and cargo requiring
additional scrutiny. For exanple, ATS conpares information on
individuals (identified as passengers, travelers, crewnenbers, or
persons appearing on docunents supporting the novenment of cargo) trying
to enter the country or trying to enter nerchandise into the country

agai nst the Terrorist Screening Database (TSDB), which ATS ingests from

the DHS Watchlist Service (WS), and outstanding wants and warrants.
Rul es: ATS conpares existing information on individuals

and cargo entering and exiting the country with patterns identified as

requiring additional scrutiny. The patterns are based on CBP officer
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experience, analysis of trends of suspicious activity, and raw
intelligence corroborating those trends. For exanple, ATS night conpare
i nformati on on cargo entering the country agai nst a set of scenario-
based targeting rules that indicate a particular type of fish rarely is
i mported froma given country.

Federated Query: ATS allows users to search data across
many different databases and correlate it across the various systens to
provide a person centric view of all data responsive to a query about
the person's identity fromthe sel ected databases.

In order to do the above, ATS pulls data from many different source
systens. In sone instances ATS is the official record for the
information, while in other instances ATS ingests and maintains the
information as a copy or provides a pointer to the information in the
underlying system Belowis a sumary:

Oficial Record: ATS mmintains the official record for
Passenger Name Records (PNR) collected by CBP pursuant to its statutory
authority, 49 U S.C. 44909, as inplenented by 19 CFR 122.49d; for
| mporter Security Filing (10+2 docunentation) information, which
provi des advanced i nformati on about cargo and rel ated persons and
entities for risk assessnent and targeting purposes; for results of
Cargo Enforcement Exans; for the conbination of license plate,
Department of Modtor Vehicle (DW) registration data and bi ographica
data associated with a border crossing; for |aw enforcenent and/or
intelligence data, reports, and projects devel oped by CBP anal ysts that
may include public source and/or classified informtion; and
i nformati on obtained through nenoranda of understandi ng or other
arrangenents because the information is relevant to the border security
m ssion of the Departnent.

I ngestion of Data: ATS mmintains copies of key el enents of
certain CBP databases in order to mininize the processing time for
searches on the operational systens and to act as a backup for certain
operational systens, including, but not limted to: Autonated
Conmer ci al Environnment (ACE), Automated Commercial System (ACS),
Aut omat ed Export System (AES), Advance Passenger |nformation System
(API'S), Border Crossing Information (BCl), Consular Electronic
Application Center (CEAC), Enforcenent Integrated Database (EID)[which
i ncl udes the Enforcenment Case Tracking System (ENFORCE)], Electronic
System for Travel Authorization (ESTA), d obal Enrollnment System (GES)
Non-Inmmgrant Information System (NIIS), historical National Security
Entry-Exit Registration System (NSEERS), Seized Asset and Case Tracking
System (SEACATS), U.S. Immigration and Custons Enforcenent (1CE)
St udent Exchange and Visitor Information System (SEVIS), Soci al
Security Administration (SSA) Death Master File, TECS, Terrorist
Screeni ng Dat abase (TSDB) through the DHS Watchlist Service (WS), and
Webl DENT. |f additional data is ingested and that additional data does
not require anendnment of the categories of individuals or categories of
records in this SORN, the PIA for ATS will be updated to reflect that
information. The updated Pl A can be found at www. dhs. gov/privacy.

Poi nter System ATS accesses and uses additional databases
wi t hout ingesting the data, including, but not linmted to: CBP Border
Patrol Enforcenent Tracking System (BPETS), Departnent of State
Consul ar Consol i dat ed Dat abase (CCD), commerci al data aggregators,
CBP's Enterprise Geospatial Information Services (edS), DHS/USVISIT
| DENT, National Law Enforcenent Tel ecommunicati ons System (N ets),
DQJ)'s National Crine Information Center (NCIC), the results of queries
inthe FBI's Interstate lIdentification Index (I11), and the Nationa
I nsurance Crine Bureau's (NICB' s) private database of stol en vehicles.
If additional data is ingested and that additional data does not
requi re amendnent of the categories of individuals or categories of
records in this SORN, the PIA for ATS will be updated to reflect that
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i nformati on. The updated PI A can be found at www. dhs. gov/ privacy.

DHS/ CBP has reorgani zed the ATS routine uses to provide greater
uniformty across DHS systens. Consistent with DHS s information
sharing mssion, information stored in

[[ Page 30299]]

ATS may be shared with other DHS conponents, as well as appropriate
federal, state, local, tribal, foreign, or international governnment
agencies. This sharing will only take place after DHS determ nes that
the recipient has a need to know the information to carry out functions
consistent with the routine uses set forth in this SORN

DHS has exenpted the systemfromthe notification, access
amendment, and certain accounting provisions of the Privacy Act of 1974
because of the |aw enforcenment nature of ATS. Despite the exenptions
taken on this systemof records, CBP and DHS are not exenpting the
following records fromthe access and anendnent provisions of the
Privacy Act: passenger name records (PNR) collected by CBP pursuant to
its statutory authority, 49 U S.C. 44909, as inplenented by 19 CFR
122.49d, Inporter Security Filing (10+2 docunentation) information, and
any records that were ingested by ATS where the source system of
records already provi des access and/ or anendnent under the Privacy Act.
A traveler nay obtain access to his or her PNR and request anendnent as
appropriate, but records concerning the targeting rules, the responses
to rules, case events, |aw enforcenent and/or intelligence data,
reports, projects devel oped by CBP that may include public source and/
or classified information, infornmation obtained through nenoranda of
under st andi ng or other arrangenents because the information is rel evant
to the border security mission of the Departnent, or records exenpted
fromaccess by the system fromwhich ATS i ngested or accessed the
information, will not be accessible to the individual

1. Privacy Act

The Privacy Act enbodies fair information principles in a statutory
framewor k governing the neans by which the United States Governnent
coll ects, maintains, uses, and disseninates individuals' records. The
Privacy Act applies to information that is maintained in a ~ system of
records.'' A "~ “systemof records'' is a group of any records under the
control of an agency for which information is retrieved by the nane of
an individual or by sone identifying nunber, synbol, or other
identifying particular assigned to the individual. In the Privacy Act,
an individual is defined to enconpass United States citizens and | awful
permanent residents. As a matter of policy (Privacy Policy Guidance
Menor andum 2007-1, nost recently updated January 7, 2009), DHS extends
admi ni strative Privacy Act protections to all persons, regardl ess of
citizenship, where a systemof records maintains information on U.S.
citizens, lawful permanent residents, and visitors. |ndividuals my
request access to their own records that are maintained in a system of
records in the possession or under the control of DHS by conplying with
DHS Privacy Act regulations, 6 CFR Part 5.

The Privacy Act requires each agency to publish in the Federa
Regi ster a description denoting the type and character of each system
of records that the agency naintains, and the routine uses that are
contained in each systemin order to make agency record keeping
practices transparent, to notify individuals regarding the uses to
which their records are put, and to assist individuals with nore easily
finding such files within the agency. Below is the description of the
U S. Custons and Border Protection DHS/ CBP-006 Autonated Targeting
System system of records.
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In accordance with 5 U. S. C. 552a(r), DHS has provided a report of
this systemof records to the Ofice of Managenent and Budget and to
Congr ess.

Syst em of Records

DHS/ CBP- 006.

Syst em nane:
U S. Custons and Border Protection Automated Targeti ng System

Security classification:
Uncl assified, sensitive, classified.

System | ocati on:

Records are maintained at the CBP Headquarters in Washi ngton, DC,
and can be accessed fromfield offices and from | ocati ons abroad where
ATS users are stationed.

Cat egories of individuals covered by the system

ATS handl es information relating to the foll owi ng individuals:

A. Persons, including operators, crew, and passengers, who seek to,
or do in fact, enter, exit, or transit through the United States or
through other | ocations where CBP nmintains an enforcenent or
operational presence by land, air, or sea.

B. Crew nenbers traveling on comercial aircraft that fly over the
United States.

C. Persons who engage in any formof trade or other commercial
transaction related to the inportation or exportation of merchandi se,

i ncluding those required to submt an Inporter Security Filing.

D. Persons who are enployed in any capacity related to the transit
of merchandi se intended to cross the United States border

E. Persons who serve as booki ng agents, brokers, or other persons
who provide information on behal f of persons seeking to enter, exit, or
transit through the United States, or on behalf of persons seeking to
i mport, export or ship nerchandi se through the United States.

F. Omers of vehicles that cross the border

G Persons whose data was received by the Department as the result
of menoranda of understanding or other information sharing agreenment or
arrangenent because the information is relevant to the border security
m ssion of the Departnent.

H. Persons who were identified in a narrative report, prepared by
an officer or agent, as being related to or associated w th other
persons who are alleged to be involved in, who are suspected of, or who
have been arrested for violations of the | aws enforced or adm nistered
by DHS.

|. Persons who may pose a threat to the United States.

Categories of records in the system

ATS contains various types of data to support its targeting
m ssions, incorporating information gernmane to the identification of
i ndividuals, including, but not Iimted to:

Name

Addr esses (hone, work, and/or destination, as appropriate)
Tel ephone and fax nunbers

Tax | D nunber (e.g., Enployer Identification Nunber (EIN) or
Soci al Security Nunmber (SSN), where avail abl e)

Date and place of birth

Gender

Nationality

Country of Residence

https://www.govinfo.gov/content/pkg/FR-2012-05-22/html1/2012-12396.htm
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Citizenship
Ali as
Physi cal characteristics, including bionetrics where avail abl e
(e.g., height, weight, race, eye and hair color, scars, tattoos, narks,
fingerprints)
Fam lial relationships and other contact information
Property information
Cccupation and enpl oynment information
Bi ographi cal and bionmetric information fromor associated wth
online immgrant and non-inmm grant visa applications, including (as
avai |l abl e) :
[cir] US. sponsor's nane, address, and phone nunber
[cir] US. contact nane, address, and phone nunber
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[cir] Enployer nane, address, and phone nunber
[cir] Email address, |P Address, applicant ID
[cir] Marital Status

[cir] Alien number

[cir] Social Security Number

[cir] Tax Identification Nunber

[cir] Oganization Nane

[cir] US Status

[cir] Incone information for Joint Sponsors

[cir] Education, mlitary experience, relationship information

[cir] Responses to vetting questions pertaining to adm ssibility or
eligibility

I nformati on from docunents used to verify the identity of

i ndividuals (e.g., driver's license, passport, visa, alien
registration, citizenship card, border crossing card, birth
certificate, certificate of naturalization, re-entry permt, nmlitary
card) including the:

type

nunber

date of issuance

pl ace of issuance

The system contains travel information pertaining to individuals,
i ncl udi ng:

The conbi nation of license plate, Departnment of Mtor Vehicle
(DW) registration data and bi ographical data associated with a border
crossing
Information derived from an ESTA application including
responses to vetting questions pertaining to adm ssibility (where
appl i cabl e)
Travel itinerary
Date of arrival or departure, and neans of conveyance with
associated identification (e.g., Vehicle Identification Nunber, year
make, nodel, registration)
Passenger Name Record (PNR):
1. PNR record | ocator code
2. Date of reservation/issue of ticket
3. Date(s) of intended trave
4. Nane(s)
5. Available frequent flier and benefit information (i.e., free
tickets, upgrades)
6. Qther nanes on PNR, including nunber of travelers on PNR
7. Al available contact information (including originator of

https://www.govinfo.gov/content/pkg/FR-2012-05-22/html1/2012-12396.htm 11/19/2019
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reservation)

8. Al available paynent/billing information (e.g., credit card
nunber)

9. Travel itinerary for specific PNR

10. Travel agency/travel agent

11. Code share information (e.g., when one air carrier sells seats
on another air carrier's flight)

12. Split/divided information (e.g., when one PNR contains a
reference to another PNR)

13. Travel status of passenger (including confirmations and check-
in status)

14. Ticketing information, including ticket nunber, one way tickets
and Automated Ticket Fare Quote (ATFQ fields

15. Baggage information

16. Seat information, including seat number

17. Ceneral remarks including Gher Service Indicated (CSl),
Special Service Indicated (SSI) and Suppl enmental Service Request (SSR)
i nformation

18. Any collected APIS information (e.g., Advance Passenger
Information (APlI)) that is initially captured by an air carrier within
its PNR, such as passport nunber, date of birth and gender)

19. Al historical changes to the PNR listed in nunbers 1 to 18

Note: Not all air carriers maintain the sanme sets of
information for PNR and a particular individual's PNR likely will
not include information for all possible categories. In addition
PNR does not routinely include information that could directly
indicate the racial or ethnic origin, political opinions, religious
or phil osophical beliefs, trade uni on nenbership, health, or sex
life of the individual. To the extent PNR does include terns that
reveal such personal matters, DHS enpl oys an automated systemthat
filters certain of these ternms and only uses this information in
exceptional circunstances where the life of an individual could be
i mperiled or seriously inpaired.

The system contains information collected for the inportation or
exportation of cargo and/or property, including:
Bill of Iading
Commodity type
Li cense nunber and |license country for Ofice of Defense Trade
Controls registrants
I nspection and examination results

The system contains Inporter Security Filing (I1SF) infornmation,
whi ch nust contain the following itens, in addition to the Vessel Stow
Plan (VSP) and the Container Status Message (CSM:

Manuf acturer (or supplier)

Seller (i.e., full name and address or widely accepted
busi ness nunber such as a Data Universal Numbering System ( DUNS)
nunber)

Buyer (i.e., full name and address)

Ship to party (full nane and/or business nane and address)

Cont ai ner stuffing location

Consol i dator (stuffer)

| mporter of record nunber/Foreign Trade Zone appli cant
i dentification nunmber

Consi gnee nunber (s)

Country of origin

Conmodi ty: Harnoni zed Tariff Schedule of the United States

https://www.govinfo.gov/content/pkg/FR-2012-05-22/html1/2012-12396.htm 11/19/2019
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(HTSUS) nunber

Al ternatively, for shiprments consisting entirely of Freight
Remai ni ng on Board (FROB) or shipnments consisting of goods intended to
nove through the United States, |ISF Inporters, or their agents, nust
submit the following five elements, unless an elenent is specifically
exenpt ed:

Booking party (i.e., nane and address)
Forei gn port of unlading

Pl ace of delivery

Ship to party

Conmodi ty HTSUS nunber

The system contai ns assessnments and other information obtained in
accordance with the terns of nenoranda of understandi ng or other
arrangenent because the information is relevant to the border security
m ssion of the Departnent.

The system al so contains informati on created by CBP, including:

Admi ssibility determn nations

Results of Cargo Enforcenent Exans

Law enforcenment or intelligence information regarding an

ndi vi dua

Ri sk-based rul es devel oped by anal ysts to assess and identify

hi gh-ri sk cargo, conveyances, or travelers that should be subject to
further scrutiny or exam nation

Assessnents resulting fromthe rules, with a record of which

rul es were used to devel op the assessnent

Operational and anal ytical reports and/or projects devel oped
that may include public source information and/or classified

i nformati on obtained by users/anal ysts for reference or incorporation
into the report or project.

Aut hority for maintenance of the system

ATS derives its authority from19 U S.C. 482, 1461, 1496, 1581
1582; 8 U.S.C. 1357; 49 U.S.C 44909; the Enhanced Border Security and
Vi sa Reform Act of 2002 (EBSVRA) (Pub. L. 107-173); the Trade Act of
2002 (Pub. L. 107-210); the Intelligence Reformand Terrorism
Prevention Act of 2004 (I RTPA) (Pub.L. 108-458); and the Security and
Accountability for Every Port Act of 2006 (SAFE Port Act) (Pub. L. 109-
347).

Pur pose(s):
PURPCSES FOR PNR I N ATS: PNR may be used,
(1). To prevent, detect, investigate, and prosecute:
a. Terrorist offenses and rel ated crines, including
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i . Conduct that--

1. involves a violent act or an act dangerous to human |ife,
property, or infrastructure; and

2. appears to be intended to--

a. intimdate or coerce a civilian population

b. influence the policy of a government by intinidation or
coercion; or

c. affect the conduct of a governnment by mass destruction
assassi nation, ki dnapping, or hostage-taking.

ii. Activities constituting an offense within the scope of and as

https://www.govinfo.gov/content/pkg/FR-2012-05-22/html1/2012-12396.htm 11/19/2019
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defined in applicable international conventions and protocols relating
to terrorism

iii. Providing or collecting funds, by any neans, directly or
indirectly, with the intention that they should be used or in the
know edge that they are to be used, in full or in part, in order to
carry out any of the acts described in subparagraphs (i) or (ii);

iv. Attenpting to conmt any of the acts described in subparagraphs
(i), (ii), or (iii);

v. Participating as an acconplice in the comm ssion of any of the
acts described in subparagraphs (i), (ii), or (iii);

Vi. Organizing or directing others to conmit any of the acts
described in subparagraphs (i), (ii), or (iii);

vii. Contributing in any other way to the commi ssion of any of the
acts described in subparagraphs (i), (ii), or (iii);
viii. Threatening to commit an act described in subparagraph (i)

under circunstances which indicate that the threat is credible;

b. Oher crines that are punishable by a sentence of inprisonnent
of three years or nore and that are transnational in nature;

A crime is considered as transnational in nature in particular if:

i. It is coomtted in nore than one country;

ii. It is conmitted in one country but a substantial part of its
preparation, planning, direction or control takes place in another
country;

iii. It is committed in one country but involves an organized
crimnal group that engages in crimnal activities in nore than one
country;

iv. It is conmmtted in one country but has substantial effects in
anot her country; or

v. It is conmitted in one country and the offender is in or intends
to travel to another country;

(2) on a case-by-case basis where necessary in view of a serious
threat and for the protection of vital interests of any individual or
if ordered by a court;

(3) to identify persons who woul d be subject to closer questioning
or exam nation upon arrival to or departure fromthe United States or
who may require further exam nation

(4) for donestic |aw enforcement, judicial powers, or proceedings,
where violations of |aw or indications thereof are detected in the
course of the use and processing of PNR

PURPCSES OF ATS ( EXCEPT for PNR)

ATS uses all other data for purposes |listed above as well as bel ow

(a) To performtargeting of individuals who nay pose a risk to
border security or public safety, nmay be a terrorist or suspected
terrorist, or may otherw se be engaged in activity in violation of U S.
I aw,

(b) To performa risk-based assessnment of conveyances and cargo to
focus CBP's resources for inspection and exami nati on and enhance CBP' s
ability to identify potential violations of US. |aw possible
terrorist threats, and other threats to border security; and

(c) To otherwi se assist in the enforcenent of the | aws enforced or
adm ni stered by DHS, including those related to counterterrorism

Routi ne uses of records mmintained in the system including categories
of users and the purposes of such uses:

Information ingested into this system from anot her source systemis
to be handl ed consistent with the published system of records notice
for the source systemand will continue to be governed by the routine
uses for that source system The routine uses below apply only to
records that are maintained as official records in ATS (i.e., records
which are maintained in ATS that are not covered by other originating
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systens of record, including: PNR Inporter Security Filings; Cargo

Enf orcenent Exans; the conbination of |license plate, Departnent of
Mot or Vehicle (DW) registration data and bi ographical data associ at ed
with a border crossing; |aw enforcenment and/or intelligence data,
reports, and projects devel oped by CBP anal ysts that may include public
source information and/or classified information; and infornmation
obt ai ned t hrough nenoranda of understandi ng or other arrangenents
because the information is relevant to the border security m ssion of
the Department). Wth respect to PNR, DHS only discloses information to
those authorities who intend to use the information consistent with the
pur poses identified above, and have sufficient capability to protect
and safeguard the infornmation. In addition to those disclosures
generally permtted under 5 U. S.C. 552a(b) of the Privacy Act, all or a
portion of the records or information contained in this system may be
di scl osed outside DHS as a routine use pursuant to 5 U S.C. 552a(b)(3)
as follows:

A. To the Departnent of Justice (including United States Attorney
O fices) or other federal agency conducting litigation or in
proceedi ngs before any court, adjudicative or admnistrative body, when
it is necessary or relevant to the litigation and one of the foll ow ng
is a party to the litigation or has an interest in such litigation

1. DHS or any conponent thereof;

2. any enployee of DHS in his/her official capacity;

3. any enployee of DHS in his/her individual capacity where DQJ or
DHS has agreed to represent the enpl oyee; or

4. the United States or any agency thereof.

B. To a congressional office fromthe record of an individual in
response to an inquiry fromthat congressional office made pursuant to
a witten Privacy Act waiver at the request of the individual to whom
the record pertains.

C. To the National Archives and Records Administration or CGenera
Servi ces Administration pursuant to records nanagenent inspections
bei ng conducted under the authority of 44 U S.C 2904 and 2906.

D. To an agency or organi zation for the purpose of performng audit
or oversight operations as authorized by Iaw, but only such information
as is necessary and relevant to such audit or oversight function.

E. To appropriate agencies, entities, and persons when

1. DHS suspects or has confirmed that the security or
confidentiality of information in the system of records has been
conprom sed;

2. DHS has determined that as a result of the suspected or
confirnmed conpronise there is a risk of harmto econonmic or property
interests, of identity theft or fraud, or of harmto the security or
integrity of this systemor of harmto other systens or prograns
(whet her maintained by DHS or another agency or entity) or harmto the
i ndividuals that rely upon the conprom sed information; and

3. The disclosure made to such agencies, entities, and persons is
reasonably necessary to assist in connection with DHS's efforts to
respond to the suspected or confirnmed conprom se and prevent, mninize,
or renedy such harm

F. To contractors and their agents, grantees, experts, consultants,
and others perform ng or working on a contract, service, grant,
cooperative agreenent, or other assignnent for the

[[ Page 30302]]
federal governnment when necessary to acconplish an agency function
related to this systemof records. Individuals provided infornmation

under this routine use are subject to the sane Privacy Act requirenents
and limtations on disclosure as are applicable to DHS of ficers and
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enpl oyees.

G To appropriate federal, state, tribal, local, or foreign
governnental agencies or nultilateral governmental organizations
responsi ble for investigating or prosecuting the violations of, or for
enforcing or inplenenting, a statute, rule, regulation, order, or
i cense, where CBP believes the information would assist enforcenent of
applicable civil or crimnal |aws;

H. To federal and foreign governnment intelligence or
counterterrori smagenci es or conponents where DHS becones aware of an
indication of a threat or potential threat to national or internationa
security, or to assist in anti-terrorismefforts

I. To an organi zation or person in either the public or private
sector, either foreign or donmestic, where there is a reason to believe
that the recipient is or could become the target of a particular
terrorist activity or conspiracy, or where the information is rel evant
to the protection of life, property, or other vital interests of a
person;

J. To appropriate federal, state, local, tribal, or foreign
governnental agencies or nultilateral governmental organizations for
the purpose of protecting the vital interests of a data subject or
ot her persons, including to assist such agencies or organizations in
preventing exposure to or transnission of a comruni cable or
quar anti nabl e di sease or to conbat other significant public health
threats; appropriate notice will be provided of any identified health
threat or risk;

K. To a court, mmgistrate, or adm nistrative tribunal in the course
of presenting evidence, including disclosures to opposing counsel or
wi tnesses in the course of civil discovery, litigation, or settlenent
negoti ations, or in response to a subpoena, or in connection with
crimnal |aw proceedings;

L. To third parties during the course of a |aw enforcenent
i nvestigation to the extent necessary to obtain information pertinent
to the investigation, provided disclosure is appropriate in the proper
performance of the official duties of the officer making the
di scl osure;

M To appropriate federal, state, local, tribal, or foreign
governnental agencies or nultilateral governmental organizations where
CBP is aware of a need to utilize relevant data for purposes of testing
new t echnol ogy and systens designed to enhance ATS;

N. To the news nedia and the public, with the approval of the Chief
Privacy Oficer in consultation with counsel, when there exists a
legitimate public interest in the disclosure of the information or when
di sclosure is necessary to preserve confidence in the integrity of DHS
or is necessary to denonstrate the accountability of DHS s officers,
enpl oyees, or individuals covered by the system except to the extent
it is determned that rel ease of the specific information in the
context of a particular case would constitute an unwarranted invasion
of personal privacy.

Di scl osure to consuner reporting agencies:
None.

Policies and practices for storing, retrieving, accessing, retaining,
and di sposing of records in the system
St or age:

Records in this systemare stored electronically or on paper in
secure facilities in a | ocked drawer behind a | ocked door. The records
are stored on magnetic disc, tape, digital nmedia, and CD ROM

Retrievability:
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Records may be retrieved by any of the data el enents described in
" Categories of Records,'' including by nane or personal identifier
froman el ectroni c database.

Saf eguar ds:

Records in this system are safeguarded in accordance wth
applicable rules and policies, including all applicable DHS automated
systens security and access policies. Strict controls have been inposed
to mnimze the risk of conpromsing the information that is being
stored. Access to the conputer systemcontaining the records in this
systemis limted to those individuals who have a need to know t he
i nformation for the perfornance of their official duties and who have
appropriate cl earances or perm ssions.

Retenti on and di sposal

Oficial Records in this system (Passenger Nanme Records (PNR)
| mporter Security Filings (10+2 docunentation); results of Cargo
Enf orcenent Exans; the conbi nation of |icense plate, Departnent of
Mot or Vehicle registration data, and bi ographical data associated wth
a border crossing; |aw enforcenent and/or intelligence data, reports,
and projects devel oped by CBP anal ysts that nmay include public source
information and/or classified information; and infornmation obtained
t hrough nenoranda of understandi ng or other arrangenents because the
information is relevant to the border security nission of the
Department will be retained and di sposed of in accordance with a
records schedul e approved by the National Archives and Records
Admi ni stration on April 12, 2008. ATS collects information directly,

i ngests information fromvarious systens, and accesses other systens

wi t hout ingesting the data. To the extent information is ingested from
other systens, data is retained in ATS in accordance with the record
retention requirements of those systens, or the retention period for
ATS, whichever is shortest.

The retention period for the official records naintained in ATS
wi Il not exceed fifteen years, after which tine the records will be
del eted, except as noted below. The retention period for PNR will be
subject to the following further access restrictions: ATS users with
PNR access will have access to PNR in an active database for up to five
years, during which time the PNR will be depersonalized foll owi ng the
first six nmonths retention. After this initial five-year retention, the
PNR data will be transferred to a dormant database for a period of up
to ten years. PNR data in dormant status will be subject to additiona
control s including the requirenent of obtaining access approval from a
seni or DHS official designated by the Secretary of Honeland Security.
Furthernmore, PNR in the dormant database may only be repersonalized in
connection with a | aw enforcenent operation and only in response to an
identifiable case, threat, or risk. Such linmted access and use for
ol der PNR strikes a reasonabl e bal ance between protecting this
i nformation and allowing CBP to continue to identify potential high-
risk travelers. Notw thstanding the foregoing, information naintained
only in ATSthat is linked to active | aw enforcenent | ookout records,
CBP matches to enforcenent activities, and/or investigations or cases
(i.e., specific and credible threats; flights, individuals, and routes
of concern; or other defined sets of circunstances) will remain
accessible for the life of the aw enforcenment nmatter to support that
activity and other enforcenment activities that nmay becone rel ated.

The justification for a fifteen-year retention period for the
official records is based on CBP s | aw enforcenent and security
functions at the border. This retention period is based on CBP' s
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hi storical encounters with suspected terrorists and other crinminals, as
wel | as the broader expertise of the | aw enforcenent and intelligence
communities. It is well known, for exanple, that potential terrorists
may nmake multiple visits to the United States in advance of perfornmnng
an attack. It is over the course of tine and nultiple visits that a
potential risk beconmes clear. Travel records, including historica
records, are essential in assisting CBP Oficers with their risk-based
assessment of travel indicators and identifying potential |inks between
known and previously unidentified terrorist facilitators. Analyzing
these records for these purposes allows CBP to continue to effectively
identify suspect travel patterns and irregularities.

Syst em Manager and address:

Executive Director, Automation and Targeting Division, Ofice of
Intelligence and Investigative Liaison, US Custons and Border
Protection, and Director, Targeting and Anal ysis, Systens Program
Ofice, OOfice of Information and Technol ogy, U. S. Custons and Border
Protection, both of whomare |ocated at 1300 Pennsyl vani a Avenue NW,
Washi ngt on, DC 20229.

Notification procedure:

The Secretary of Honeland Security has exenpted this systemfrom

the notification, access, anmendnent, and certain accounting procedures
of the Privacy Act because it is a | aw enforcenent system These
exenptions also apply to the extent that information in this system of
records is reconpiled or is created frominfornmation contained in other
systens of records with appropriate exenptions in place. To the extent
that a record is exenpted in a source system the exenption will
continue to apply. Despite the exenptions taken on this system of
records, CBP and DHS are not exenpting the follow ng records fromthe
access and amendment provisions of the Privacy Act: passenger nane
records (PNR) collected by CBP pursuant to its statutory authority, 49
U S.C. 44909, as inplenented by 19 CFR 122.49d; |nporter Security
Filing (10+2 docunentation) information; and any records that were
i ngested by ATS where the source systemof records already provides
access and/or anendnent under the Privacy Act. Individuals seeking
notification of and access to records contained in this system of
records, or seeking to contest its content, may subnit a request in
witing to the Headquarters or CBP FO A Oficer, whose contact
informati on can be found at http://ww. dhs. gov/foia under ""contacts.'
I f an individual believes nore than one conponent naintains Privacy Act
records concerning himor her the individual nmay subnmit the request to
the Chief Privacy Oficer, Departnent of Homel and Security, 245 Murray
Drive SW, Building 410, STOP-0655, Washington, DC 20528.

When seeking records about yourself fromthis system of records or
any ot her Departmental system of records your request nust conformwith
the Privacy Act regulations set forth in 6 CFR Part 5. You nust first
verify your identity, meaning that you nust provide your full nane,
current address and date and place of birth. You nust sign your
request, and your signature nust either be notarized or subnmtted under
28 U.S.C. 1746, a law that permts statenents to be nade under penalty
of perjury as a substitute for notarization. While no specific formis
required, you nmay obtain forns for this purpose fromthe Director
Di scl osure and FO A, http://ww. dhs. gov or [L-866-431-0486). In addition
you shoul d provide the foll ow ng:

An expl anation of why you believe the Department woul d
have information on you,

I dentify which conmponent(s) of the Departnment you believe
may have the information about you
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Speci fy when you believe the records woul d have been
creat ed,

Provi de any other information that will help the FOA
staff determ ne which DHS conmponent agency nay have responsive records,
and

I f your request is seeking records pertaining to another
living individual, you nust include a statenent fromthat individua
certifying his/her agreenent for you to access his/her records.

Wthout this bulleted informati on the conponent(s) may not be able

to conduct an effective search, and your request nmay be denied due to
| ack of specificity or lack of conpliance with applicable regulations.

Record access procedures:
See ""Notification procedure'' above.

Contesting record procedures:
See " "Notification procedure'' above.

Record source categories

Records are ingested fromother DHS and federal systems, and from
foreign governments (in accordance with the terns of internationa
agreenments and arrangenents), including but not linmted to ACE, ACS
AES, APIS, BCl, CEAC (including Fornms DS-160 and DS-260), ENFORCE
ESTA, GES, N IS, NSEERS, SEACATS, SEVIS, TECS, TSDB-WS, Soci al
Security Administration's Death Master File, and Wbl DENT,
Additionally, PNR is obtained fromtravel reservation systens of
commercial carriers. Information fromlnporter Security Filings is
received frominporters and ocean carriers. Records are accessed from
BPETS, CCD, edS, NCIC, and Nlets. Also, the results of queries in the
FBI's Interstate lIdentification Index (I11), the National I|nsurance
Crime Bureau's (NICB s) private database of stolen vehicles, and
commerci al data aggregators are stored in ATS. Lastly, records are al so
devel oped from anal ysis created by users as a result of their use of
the system

Exenmptions clained for the system

Pursuant to 6 CFR Part 5, Appendix C, certain records and
information in this systemare exenpt from5 U S.C. 552a(c)(3) and (4);
(d) (1), (2), (3), and (4); (e)(1), (2), (3), (4 (G through (1),
(e)(5), and (8); (f), and (g) of the Privacy Act pursuant to 5 U S. C
552a(j)(2). Additionally, the Secretary of Honel and Security has
exenpted this systemfromthe follow ng provisions of the Privacy Act,
pursuant to 5 U S.C. 552a (k)(1) and (k)(2): 5 U S. C. 552a(c)(3);
(d)(1), (d)(2), (d)(3), and (d)(4); (e)(1), (e)(H (G, (e)(4)(H),
(e)(4)(1); and (f).

Despite the exenptions taken on this system of records, CBP and DHS

are not exenpting the follow ng records fromthe access and anendnent
provi sions of the Privacy Act: passenger name records (PNR) coll ected
by CBP pursuant to its statutory authority, 49 U S C 44909, as

i mpl enented by 19 CFR 122.49d; Inporter Security Filing (10+2
docunentation) information; and any records that were ingested by ATS
where the source system of records already provides access and/or
amendnment under the Privacy Act. A traveler nay obtain access to his or
her PNR, but records concerning the targeting rules, the responses to
rul es, case events, |aw enforcenent and/or intelligence data, reports,
and projects devel oped by CBP anal ysts that nmay include public source
information and/or classified information, information obtained through
menor anda of understandi ng or other arrangenents because the
information is relevant to the border security nission of the
Departnment, or records exenpted from access by the system from which
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ATS
[[ Page 30304]]

i ngested or accessed the information will not be accessible to the
i ndi vi dual .

Mary Ell en Cal | ahan,

Chief Privacy Oficer, Department of Homel and Security.
[ FR Doc. 2012-12396 Filed 5-21-12; 8:45 an
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