PRIVACY IMPACT ASSESSMENT (PIA)

PRESCRIBING AUTHORITY: DoD Instruction 5400.18, “DeD Privacy Impact Assessment (PIA) Guidance”. Complate this form for Department of Defense
(DoD) information systems or electronic collections of information (refemed fo as an “electronic collection” for the purpose of this form) that collect, maintain, use.
andior disseminate personally identifiabde information (Pl about members. of the public, Federal employees, contractors, or foreign nationals employed at U5,
military faciities internationally. In the case where no Pl is collecied, the PIA will senve as a conclusive determination that privacy requirements do not apply to
systemn.

1. DOD INFORMATION SYSTEM/ELECTROMNIC COLLECTION NAME:
| Camp Lejeune Historic Drinking Water (CLEDW) Registy
r@mt s Moimy/ Tlmiteel Sy M Corigss H |

a. The Pllis: (Gheck one. Nofe: b‘evgnnabmahammm;ngeneralptmﬁcj

il From members of the general public _| From Federal employees andior Federal confraciors
—lmehcthnmber;su{hgawra]pqﬂlcandFaderaJembyeesﬂm [ NotCob (i chech I to Section 4)

b. The Pl is in a: {Check one)

[] Mew DoD Information System ] Mew Electronic Collection

[x] Exisfing DoD Information System [[] Exsting Electronic Collection

[7] Significantly Mofied Dol Information System

. Describe the purpose of this DoD information system or electroni llection and d ibe the types of personal information about individuals.

collected in the .

Ace for Fiscal Year 2008, The rezistry provides a means for Department of the Navy to provide information to those who may be affected
by the formerly impacted drinking water at Camp Lejerme, as well as provide a methed for the mandated health survey to be mailed.

SEC. 315 NOTIFICATION OF CERTAIN RESIDENTS AND CIVILIAN EMPLOYEES AT CAMP LEJEUNKE, NORTH CAROLINA, OF
EXPOSURE TO DRINEING WATER CONTAMINATION.

(2) Notification of Individuals Served by Tarawa Terrace Water Distnbution System, Including Knox Trailer Park --Not later than 1 year
after the date of the snactment of this Act, the Secretary of the Navy shall make reasonabls efforts to identify and notify directly mdividuals
who were served by the Tarawa Terrace Water Distibution System, including Enee Trailer Park, at Camp Lejeune, Nerth Carolina, during
the years 1958 through 1987 that they may have been exposad to dnnking water contammated wath tetrachlorosthylens (PCE).

(b) Notification of Individuals Served by Hadnot Point Water Distnbution System —Not later than 1 year after the Agency for Texie
Substances and Disease Registry (ATSDR) completes its water medeling siudy of the Hadnot Pemt water disiribution system, the Secretary
of the Navy shall make reasonable efforts to identify and notify directly mdividuals who were served by the system during the period
identified m the study of the drinking water contamination to which they may have been expesed.

(<) Notification of Former Civihian Employess at Camp Lajeums —Not later than 1 vear after the date of the enactment of this Act, the
Secretary of the Navy shall make reasonable efforts to identify and notify directly civilian emplovees who worked at Camp Lejenne during
the period identified in the ATSDE drinking water siudy of the duinking water contanunation to which they may been exposed.

(d) Crreulation of Health Survey.—

{1} Findings --Congress makes the following fimdimgs:
(A) Notification and smrvey efforts related to the drmkmg water contammnation deseribed m this saction are necessary due to the
potential negative health impacts of these contammants.
(B) The Sacretary of the Navy will not be able to identify or contact all former residents and former employees due to the
condition, no-existence, or accesstbility of records.
(C) It is the intent of Congress that the Seeretary of the Navy eontact as many former residents and former employees as quickly
as possible
(2) ATSDR health sorvey—
(A) Development -

(1) In general —Mot later than 120 days after the date of the enactment of this Act, the ATSDE, in consultation with 2 well-
qualified contractor selected by the ATSDR., shall develop a health survey that would voluntanily request of imdividuals deseribed in
subsections (a},{b), and {c) personal health infermation that may lead to scientifically wseful health mformation associated with exposure to
trichloroethylene (TCE), PCE, vinyl chlorids, and the other contaminants identified i the ATSDE. studies that may provide a basis for
further reliable seientific stndies of potentially advers health impacts of exposime to contaminated water at Camp Lejeune.

(1) Fumdmg.--The Secretary of the Navy 15 authorized to provide from availabel fumds the necessary fimding for the ATSDE |
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‘o develop the health suwrvey.
(B) Inclusion with netification --The survey developed under subparagraph (4) shall be distributed by the Sacretary of the Navy
concurrently with the direct notification required under subsection (a), (b}, and (c).
(2) Use of Madia to Supplement Notification --The Seeretary of the Navy may use media notification a5 a supplement to direct
notification of ndividuals desenbed wnder subsections (a), (b), and (c). Media notification may reach those mdriduals not identifiable via
remaming records. Once mdividuals respond to media notifications, the Secretary will add them to the contact list to be meluded m future

The FII on the system inclodes: Name, home address, home phone number, and personal email.

d. Why is the Pll collected andlor what is the intended use of the PN? {e.g, veniication, idenfificafion, aufhenticafion, dafa mafching, mission-relafed use,
administrative use)
Admimstratrve - PII 15 collacted in order to have a means to respond to registrants with information/data as well as provide a way for the
mandated health survey to be mailed
. Do individuals have the opporfunity to object to the collection of their PII? ﬂ Yes _| Mo
(1) ¥ ™¥es,” describe the method by which individuals can object to the collection of PIL

12) "Mo.” state the reason why individuals cannot object to the collection of PIL

In order to be meluded i the regisiry the individual nmst provide at 2 mintmmm name and mailing address. The imdrviduzl may object te the
collection of a phone mumber and/or email address. When using the Marms Corps website to register, the mdividual must enter a telephone
number, however, if the user enters zero it 1s accepted. When registering through the eall center, the indridnal does not have to provide a
telephons mmber. At anytime, individuals can request that their mformation be removed from the system.

. Do individuals have the opportunity to consent to the specific uses of their PII? [] Yes [x] Mo

(1) ¥ ™¥es,” describe the method by which individuals can giwe or withhold ther consent.
{2) i "Mo.” state the reason why individuals cannot gve or withhold their consent.

The Marine Corps 1s mandated by Congress to use the mformation collected to provide mformation and wpdates with regards to the Camp
Lejeune Historie Dnnking Water. Consent is origimally given when the individual provides the information to be meluded in the regisiry.

g When an individual is asked to provide P, a Privacy Act Statement (PAS) andfor a Privacy Advisory must be provided. (Check as appropriate and
provide the sciusl wormling.)
| Privacy Act Statement ] Privacy Advisory [ Mot Appecable
In accordance with the Privacy Act of 1974 (Public Law 93-579), this nofice informs you of the purpose of this data eollection and how the
collected data will be used  Please read it carefully.
AUTHORITY: 10 US.C. 5041. Headguarters, 5. Manne Corps: Funcfion: composition: PL 11(-181, Sec 315, Notification of Certam
Residents and Civilian Employees at Camp Lejeune, Morth Carolina, of Exposure to Diinking Water Contanmmation; and SORW MO5100-6.
SOEN MO05100-6 can be viewed at the followmg: http-('dpeid. defense gov/Privacy/SORN:zIndex DOD-wide-30RN-Article- View'
Article! 5T0632m05100-6/

FPEINCIFLE FURPOSE: Information collected in this databazs will be used to provide notification to persons potentially exposed to
drinking water containing tetrachloroethylene (PCE) or trichlorcethylene (TCE) on MCB Camp Lejexme, NC, 1987 and before

ROUTINE USES: mformation may be disclosed fo:

To the officials and employees of the United States Marme Corps to facilitate the registration of mdividuals and the commumication of the
mformation regarding Camp Lejeune Historic Drmking Water to these registrants.

Also, pursuant to 5 U.S.C. 522a(b)(8) to federal and state pubhic health and environmental agencies m the performance of their official doties
related to the protection and study of human health and the enviromment as affected by petential exposure to toxic contamination.

Farthermore, to the Department of Veterans Affams (DVA) for the pmposs of providing medical care to former service members and
retirees, to determine the elizibility for or entitflement to benefits, to coordinate cost sharing activities, and to facilitate ecollaborative ressarch
activities between the DoD and DVA.

To officials and employess of the Agency for Toxic Substances and Diseases Remstry (ATSDE) to facilitate ATSDR research activities.

A complete list and explanation of the applicable routine nses 15 published in the authorizing SORN available at: http://dpeid defense zow!
Privacy/SORN:Index/DOD-wide-SORN-Article-View/Article/570632/m05100-6/

DD FORM 2930, JUN 2017 PREVIOUS EDITION IS OBSOLETE. fEMDesirer  Page 20f 8




DISCLOSURE: Provide mformation for this database m volmtary. However, fathws to provids the requested mformation may result m

delayed notification regardmg developments concerning the Camp Lejenne Notification Begistry - Pnvacy Notice dunking water issue that
may be of mterest to you or you famuly.
h. With whom will the Pll be shared through data exchange, both within your Dol Component and outside your Component? (Check all that sppiy)

[AECOM- Section 9.1 and subsections -All tasks will be
conducted in full compliance with Dol security regulations. |

[ Within the DoD Component Speciy. [Deparhnenlcd'hNavy |
[} Other DoD Companents Specy. | |
= | Azency for Tome and Dhsease Registry
B Otrer Federl Agencies P | Depatosent 6 s Affairs |
[ State and Local Agendies Speciy. | Environmental/Health agencies |

Contractor (Name of conéracior and describe the langusgs in Confract personnel will be required to access information
the confract that safequands Pl Include whether FAR privasy and data accessed through portals via user accounts and the
B Glauses, ie., 52.224-1, Privacy Aot Nofification, 52 224-2, Bl 71 T T e e B

Privacy Act, and FAR 39.103 are inciuded in the coniract ) | 1 i1 e " wall -
EI:!:lt:ll:gz\m:ll.d checks m order o obtain user accoumt at the IT
level 3. Specific FAR povacy elanses are not included.

[[] Gther (e.q, commercial providers, colleges). Speciy. |
i. Source of the Pll collected is: {Check afl thaf apply and st o information systems if spplicabile)
’?‘] Individuals ‘:] Databases

[[] Other Federal Information Systems

j- How will the information be collected? [Check aif fhat apply and fisf ol Official Form Numbers  appifcabie)

[X| E-mail [] ©Official Form {Ender Form Mumber(s] in the box below)
[] Faceto-Face Contact [X| Paper

[] Fax [%] Tedephone Intendew

[[] Information Sharing - System fo System [X] Website/E-Form

[ Other (if Other, enter the informafion in the bax below)

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic coflection contains information about ULS. citizens or lawful permanent LS. resadents that|
is retrieved by name or other unigue idendifier. P1A and Privacy Act SORN information must be consistent.
[ Yes [ Mo

1f"Yes," enter SORN System ldentifier  [RI05100-6 |

SORN Identfier, not the Federal Regester (FR) Citation. Consult the Dol Component Privacy Office for additional information or hitp:fidpoid defense gow'
Privacy’SORMNs!
or

If a SORM has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency
Diwision (DPCLTD). Consult the Dol Component Privacy Office for this date

I "Mo,” explain why the SORM is not required in accordance with Dol Regulation 5400.11-R: Department of Defense Privacy Program.

I. What is the National Archives and Records Administration (MARA) approved, pending or general records schedule (GRS) disposition authority
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SySIEm of TRAIMINEd 1N e SySTen?

{1) MARA Job Number or General Records Schedule Authority. NT-NU-B9-4/509073, DAA-OT27-2014-0022-0002

(2} If pending, provide the date the SF-115 was submitied to NARA. |

{3) Retention Instructions.

m. What is the authority to collect information? A Federal law or E: itive Order must authorize the collection and maints 1ce of a system of
records. For Pl not collected or maintained in a system of records, the collection or maintenance of the Pl must be necessary to discharge the
requirements of a statue or Executive Order.

{1} If this system has a Privacy Act SORM. the authorities in this PIA and the exssting Privacy Act SORM should be similar.

{2) I a SORM does not apply, cite the authority for this DoD) information system or electronic collection o collect, use, maintain andlor disseminate PIL
(i multiple authorities are cited, provede all that apply).
(a) Cite the spedic provisions of the statute andior EQ that authorizes the operation of the system and the collection of P

(b) if direct statutory authority or an Executve Order does niot exist, indirect statutory authority may be cited i the authority requires the
ioperation or administration of a program, the execution of which will require the collection and maintenance of a system of records.

[z} If direct or indirect authority does not exist, DoD Components. can use their general statutory grants of authority (“intemal housekeeping”) as
the primary authority. The requirement, directive, or mstruction implementing the statute within the DoD Component must be identfied.

SOFN authonties:

10 U5.C. 5041, Headquarters, I7.5. Marime Corps.

PL 110-181, Sec. 315 Notification of Certain Residents and Civilian Employees at Camp Lejeune, North Carelina, of Exposure fo Drinking

Water Contanmnation

n. Daes this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control
MNumber?

Contact the Component Information Management Control Officer or Dol Clearance Officer for this information. This numiber indicates OMB approval to
collect data from 10 or more members of the public in a 12-month peniod regardless of form or format.

] Ves [] No  [] Pending

(1) If "¥es.” bst all applicable OMB Control Mumbers, collection fites, and expiration dates.
() If "No,” explain why OMB approwal is not required in accordance with Do Manual 8810.01, Volume 2. " Dol Information Collections Manual:
Procedures for Dol Pubfz informalion Collections.”
{3) If "Pending,” provide the date for the 60 andfor 30 day nofice and the Federal Repister citation.
OMB Confrol Number: T703-0057
Expires on 12/31/19




SECTION 2 Pll RISK REVIEW
a. What Pll will be collected (3 dsta sfement alone or in combination that can uniquely idenfify an individus))? (Check ail that apply)

[] Biometrics [ BirhDste [] Child Information

[ ] Citzenship [7] Disability Information [] DoD 1D Mumber

[] Driver's License [7] Education Information [ ] Emergency Contact

[ ] Employment Informaticn [ Financial Information || GenderiGender ldentification

[%] HomeiCell Phone [ Lsw Enforcemant Information ] Legal Status

[X] MailingHome Address [ Marital Siztus ["] Medical information

[] Military Records [ Mother's MiddieMaiden Name 3] Mame(s)

[] Official Duty Address [ Official Duty Telephone Phone [] Other 1D Mumber

[] Passpart Information [X] Personal E-mai Address [[] Photo

[[] Place of Birth [[] PositienTite 7] Protected Health Information (PHIj!
[] Race/Ethnicity [] RankiGrade [7] Religious Preference

[ Records [ s ity Inf 2 HWMW(SSN]rmenmy
[[] Work E-mail Address [] 1 Gther, enter the information in the box below

If the S5M is collected, complete the following questions.

(Dol Instruction 1000.30 siafes that all Dol personnel shall reduce or eliminafe fhe use of 35Ms wherever possibfe. S5Ns shall nof be used in spreadsheefs,
thard copy lists, electronic reports, or collected in surveys unfess they meet one or more of the sccepiable use cnifera )

(1) Iz there a current (dated within two (2) years) DPCLTD approved S5M Justification on Memo in place?

[ Yes [ Me
If "Yes,” provide the signatory and date approval. If Mo, explain why there is no 55N Justification Memo.

(2) Describe the approved accepiable use in accordance with Dol Instruction 1000.30 "Reduction of Social Security Mumber (S5N) Use within DoD".

(3) Describe the mitigation efforts to reduce the wse including visibility and printing of 55N in accordance with DoD Instructzin 100030, *Reduction of
Social Security Number {S5N) Use within Dol

{4) Has a plan to elimnate the wse of the 55N or mitigate its use and or visibility been identified in the approved S5M Justification request?

If "Yes,” provide the unique identifier and when can it be eliminated?
I "Ne,” explain.

[] Yes [ Ne

b. What is the Pll confidentiality impact level®? [ Low [ ] Moderate [ ] High

mmummmmmmhmmwwmamummnm
ﬁmmmnﬁ:mﬂnﬂ:l’lmuﬂimﬂlnﬁ.mm!EmdFIMNEI'SPSN-IH Use the Idenified Fil confidendaify Impact level o apply the appropriaie Privacy Cverlay

lioar, moderale, or high. This acthty may be conducted as part of the categorization exercise that occurs under fhe Risk bManagemend Framework (RAF). Mote that calegorization under e RRF Is Goically
conducied using the infonmalion fypes described in NET Special Publicafion (3F) 80040, which are not 2s granuiar s the Fil daia elemenis Bsied I the FiAfabie. Detesmining the PE confidentialily impact leved is
mest efieciive when done in collaboration with e information Owner, information Sysiem Owner, information Sysiem Securily Manager, and nepresentafves from the securfty and privacy crgantzz@ons, such as fhe

infiormation Sysiem Securfy Cficer {1580} and mmmmumwm—mu
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c. How will the Pll be secured?
(1) Physical Controls. (Check aff thaf apply)

[} Cipher Locks [[] Closed Circuit TV (CCTV)
[ Combination Locks [¥] Identification Badges
[[] KeyCands [0 Safes
[]  Securty Guards [] ¥ Other, enter the information in the box below
(2) Administrative Controls. (Ghech all that apply)
[] Backups Secured Off-site
[ 1  Encryption of Backups
[x]  Methods to Ensure Only Authorized Personnel Access to Pl
[ Peredic Security Audits
[X  Regular Monitering of Users' Security Practices
[]  IfCther, enter the information in the box below
{3) Technical Controls. (Gheck ail that apply)
[] Bicmetrics [3] Commeon Access Card (CAC) [3] DD Public Key Infrastructure Certificates
[%] Encryption of Data at Rest [3] Encryption of Data in Transit [3] Extemal Certificate Authority Catificates
[%] Firewsl [] Intrusicn Detection System (I0S) [ Least Privilege Access
[ ] Role-Based Access Controls [ ] Used Only for Privileged |Elevated Roles) [3] User ldentification and Password
[ Virual Private Metwork (VPN) ] I Other, enter the information in the box baiow

d. What additional measures/safeguards have been put in place to address privacy risks for this information system or electronic collection?
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