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PRIVACY IMPACT ASSESSMENT (PIA)    
PRIVACY IMPACT ASSESSMENT
PRESCRIBING AUTHORITY:  DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance".  Complete this form for Department of Defense (DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use, and/or disseminate personally identifiable information (PII) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S. military facilities internationally.  In the case where no PII is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to system.
PRESCRIBING AUTHORITY:  DoDI 5400.16
SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 
  SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 
  a.  The PII is: (Check one.  Note: foreign nationals are included in general public.)
  b.  The PII is in a: (Check one)
  e.  Do individuals have the opportunity to object to the collection of their PII?
 e.  Do individuals have the opportunity to object to the collection of their PII?
     (1) If "Yes," describe the method by which individuals can object to the collection of PII.
     (1) If "Yes," describe method by which individuals can object to the collection of PII.
     (2) If "No," state the reason why individuals cannot object to the collection of PII. 
     (2) If "No," state the reason why individuals cannot object to the collection of PII. 
  f.  Do individuals have the opportunity to consent to the specific uses of their PII?
 f.  Do individuals have the opportunity to consent to the specific uses of their PII?
     (1) If "Yes," describe the method by which individuals can give or withhold their consent.
     (1) If "Yes," describe the method by which individuals can give or withhold their consent.
     (2) If "No," state the reason why individuals cannot give or withhold their consent.
     (2) If "No," state the reason why individuals cannot give or withhold their consent.
  g.  When an individual is asked to provide PII, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided.  (Check as appropriate and 
       provide the actual wording.)
 g.  When an individual is asked to provide PII, a Privacy Act Statement (PAS) or a Privacy Advisory must be provided.  (Check as appropriate and  provide the actual wording.)
  h.  With whom will the PII be shared through data exchange, both within your DoD Component and outside your Component?  (Check all that apply) 
 h.  With whom will the PII be shared through data exchange, both within your DoD Component and outside your Component?  (e.g., other DoD  Components, Federal Agencies)?  (Check all that apply) 
  i.  Source of the PII collected is: (Check all that apply and list all information systems if applicable)
 i.  Source of the PII collected is: (Check all that apply and list all information systems if applicable)
  j. How will the information be collected?  (Check all that apply and list all Official Form Numbers if applicable)
 j. How will the information be collected?  (Check all that apply and list all Official Form numbers if applicable)
  k.  Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?  
 
   A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that 
   is retrieved by name or other unique identifier.  PIA and Privacy Act SORN information must be consistent.
   If "Yes," enter SORN System Identifier  
   SORN Identifier, not the Federal Register (FR) Citation.  Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
   Privacy/SORNs/
             or
 SORN Identifier, not the Federal Register (FR) Citation.Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/   Privacy/SORNs/
    If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency     Division (DPCLTD).  Consult the DoD Component Privacy Office for this date
  l. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority for      the system or for the records maintained in the system?
 l. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority for    the system or for the records maintained in the system?
       (1) NARA Job Number or General Records Schedule Authority.
      (2)  If pending, provide the date the SF-115 was submitted to NARA.
   n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control
       Number?
 
       Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to
       collect data from 10 or more members of the public in a 12-month period regardless of form or format. 
n. Does this DoD information system or electronic collection have an active and approved OMB Control Number?
SECTION 2:  PII RISK REVIEW
SECTION 2:  PII RISK REVIEW
   a.  What PII will be collected (a data element alone or in combination that can uniquely identify an individual)? (Check all that apply) 
    a.  What PII will be collected (a data element alone or in combination that can uniquely identify an individual)? (Check all applicable) 
   If the SSN is collected, complete the following questions.
 
   (DoD Instruction 1000.30 states that all DoD personnel shall reduce or eliminate the use of SSNs wherever possible.  SSNs shall not be used in spreadsheets,
   hard copy lists, electronic reports, or collected in surveys unless they meet one or more of the acceptable use criteria.)
 
         (1)  Is there a current (dated within two (2) years) DPCLTD approved SSN Justification on Memo in place? 
If the SSN is collected, complete the following questions.
         (4)  Has a plan to eliminate the use of the SSN or mitigate its use and or visibility been identified in the approved SSN Justification request? 
 
                If "Yes," provide the unique identifier and when can it be eliminated?
                If "No," explain. 
(4)  Has a plan to eliminate the use of the SSN or mitigate its use and or visibility been identified in the approved SSN Justification request? 
   b. What is the PII confidentiality impact level2?
     b. What is the PII confidentiality impact level2?
   c.  How will the PII be secured?
   c.  How will the PII be secured?
         (1) Physical Controls.  (Check all that apply)
       (1) Physical controls.  (Check all that apply)
         (2) Administrative Controls.  (Check all that apply)
 (2) Administrative Controls.  (Check all that apply)
         (3) Technical Controls.   (Check all that apply)     
(3) Technical Controls.   (Check all that apply)     
SECTION 3: RELATED COMPLIANCE INFORMATION
SECTION 3: RELATED COMPLIANCE INFORMATION
   a. Is this DoD Information System registered in the DoD IT Portfolio Repository (DITPR) or the DoD Secret Internet Protocol Router Network   
       (SIPRNET) Information Technology (IT) Registry or Risk Management Framework (RMF) tool3?
   a. Is this DoD Information System (IS) registered in the DITPR or the DoD Secret Internet Protocol Router Network (SIPRNET) Information Technology (IT) Registry or Risk Management Framework (RMF) tool3?
   b.  DoD information systems require assessment and authorization under the DoD Instruction 8510.01, “Risk Management Framework for DoD 
        Information Technology”. 
 
        Indicate the assessment and authorization status:
b.  DoD information systems require assessment and authorization under the DoD Instruction 8510.01, “Risk Management Framework for DoD Information Technology”.
   c.  Does this DoD information system have an IT investment Unique Investment Identifier (UII), required by Office of Management and Budget (OMB)
        Circular A-11?       
    c.  Does this DoD information system have an IT investment Unique Investment identifier (UII), required by Office of Management and Budget (OMB) Circular A-11?       
         If "Yes," Enter UII 
 If unsure, consult the component IT Budget Point of Contact to obtain the UII 
3Guidance on Risk Management Framework (RMF) tools (i.g., eMASS, Xacta, and RSA Archer) are found on the Knowledge Service (KS) at https://rmfks.osd.mil.
3Guidance on Risk Management Framework (RMF) tools (i.g., eMASS, Xacta, and RSA Archer) are found on the Knowledge Service (KS) at https://rmfks.osd.mil.
SECTION 4:  REVIEW AND APPROVAL SIGNATURES
 
Completion of the PIA requires coordination by the program manager or designee through the information system security manager and privacy representative at the local level.  Mandatory coordinators are: Component CIO, Senior Component Official for Privacy, Component Senior Information Security Officer, and Component Records Officer. 
SECTION 4:  REVIEW AND APPROVAL SIGNATURES
 
Publishing:  Only Section 1 of this PIA will be published. Each DoD Component will maintain a central repository of PIAs on the Component's public Web site.
                     DoD Components will submit an electronic copy of each approved PIA to the DoD CIO at: osd.mc-alex.dod-cio.mbx.pia@mail.mill.
 
                     If the PIA document contains information that would reveal sensitive information or raise security concerns, the DoD Component may restrict the 
                     publication of the assessment to include Section 1.
Publishing
9.0.0.2.20120627.2.874785
DD 2930, Privacy Impact Assessment (PIA), Jun 2017
From both members of the general public and Federal employees and/or Federal contractors
1
The Air Force Safety Center's (AFSEC) world-wide mishap prevention program provides senior leaders, both in the field and at Headquarters Air Force, rapid access to information necessary to make informed decisions regarding safety improvements to weapons systems and mission operations.  The AFSEC Enclave is designed to securely and cost-effectively host systems in support of that mission.  In support of that mission and effort, AFSEC developed the web-based Air Force Safety Automated System (AFSAS), which is a proven system that provides mission-essential capabilities to investigators and safety professionals from initial reporting through final hazard mitigation disposition across all safety disciplines (Flight, Ground, Weapons, and Space).  AFSAS will reside within the AFSEC Enclave as a constituent system.Information is collected from those involved in mishaps and witnesses (potentially members of the general public) to include Name, DoD Identification number (DoD ID), grade, gender, age, assigned organization base, employment information, to include official email, and medical information such as type of injury for Military (Active Duty, Guard and Reserve), DoD civilians, and DoD contractors.The system will collect Name, Address and a contact phone number, for non-DoD civilian personnel designated as witnesses to a mishap.
PII is collected for mission-related and administrative use. The information is collected to compare Air Force Safety mishap reports with injury reports logged at USAF Clinics.  AFI 91-204 and DoDI 6055.7 both require that all injuries and illnesses reported at AF Clinics must be reported and used for mishap prevention and analysis purposes.The USAF Safety Center requires collection of PII for mishap prevention and safety purposes as part of mission-related use.
No
No
AF Form 978, Supervisor Mishap/Incident report
Yes
Draft SORN submitted with PIA
Penidng
Age; Medical information refers to injuries related to the mishap or incident.
No
Moderate
Privacy risks include inadvertent/unintentional disclosure, alteration, or deletion of Privacy Act protected data.  The likelihood of that risk being realized is minimal and risks are mitigated via the following system controls:1. Two-Factor, Common Access Card (CAC)-based authentication is required for system access,2. AFSAS user accounts are reviewed and approved by Headquarters, MAJCOM, and Wing level reviewers,3. Authorized use statements and system monitoring notifications are presented to deter unauthorized use,4. The AFSEC Enclave uses state-of-the-practice firewalls,5. The AFSEC Enclave mandates best practice and regulation-compliant system hardening (e.g. STIGs)6. The AFSEC Enclave enforces a hardened network topology to logically segregate operational and administrative data flows,7. The AFSEC Enclave mandates encryption at rest for all data storage locations, 8. The AFSEC Enclave maintains an approved Authorization to Operate (ATO) to monitor and prove compliance with CJCS, CNSS, NIST, DoD, and USAF policy and guidance.To ensure AFSAS and other constituent systems are only used for lawful purposes, the activities of individuals are electronically monitored at all times.  Pursuant to monitoring, information may be examined, recorded, copied, and used for authorized purposes.  Evidence of unauthorized use collected during monitoring may be used for administrative, criminal, or other adverse actions.
ITIPS #: BI0007NFEMASS #: ID #2615 (AFSEC)
This application is hosted on GovCloud (Amazon Web Services).ATOwC for host system 'AFSEC' was granted 11/21/2019 & expires 7/31/2020.Verified eMASS by Daniel Lozares, HAF Cybersecurity, on 1/27/2020.
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	1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME: Air Force Safety Automated System (AFSAS)
	 2. DOD COMPONENT NAME: United States Air Force
	3. PIA  APPROVAL DATE: 
	(2) If an assessment and authorization is not using RMF, indicate the projected transition date.: 
	         If "Yes," UII : 007-57-01-03-01-8064-00
	Low: 1
	Moderate: 
	Privacy Act Statement: 1
	E-mail: 1
	 Official Form: 1
	  (3) Work Telephone: 571-256-2652
	Paper: 1
	Information Sharing - System to System: 1
	Other: 1
	Command Access Card (CAC)      Yes: 1
	 b. No: 
	     (2)  Retention Instructions.individuals' privacy?: T 91-03 R 01.00-Nuclear Weapon Accident/Incident Deficiency Analyses and Summaries with Accident/Incident Deficiency Report: Destroy with related reports; T91-03 R 03.00-Nuclear Weapon Accident/Incident Deficiency Report: Destroy after microfilm or automated data is determined adequate substitute; 12 T91-05 R 01.00-Aircraft, Space, Missile, Explosives and Nuclear Mishap Reports: Disposition Pending; 91 - 05 R 04.00 Ground Mishap Reports: Destroy after 5 years; T91-05 R 07.00 Automated Mishap Data: Destroy when no longer needed; T 91-05 R 09.00: Destroy after 2 years; Mishap/Incident Reference Sheets; T 91-05 R 12.00-Occupational Injuries and Illnesses: Destroy after 5 years. Note: Among the disposition(s) cited in this field, the one with the longest retention time will be used on the system’s records data.
	m.  Authority to collect information.: 10 U.S.C. 9013, Secretary of the Air Force; 10 U.S.C. 3013, Secretary of the Army; 10 U.S.C. 5013, Secretary of the Navy; E.O. 12196, Occupational Safety and Health Administration’s reporting requirements, Occupational safety and health programs for Federal employees; 29 CFR 1960, Basic Program Elements for Federal Employee Occupational Safety and Health Programs and Related Matters; Department of Defense Directive 5134.01, Under Secretary of Defense for Acquisition, Technology, and Logistics (USD(AT&L)); Department of Defense Instruction 6055.07, Mishap Notification, Investigation, Reporting, and Record Keeping; Air Force Policy Directive 91-2, Safety Programs; Air Force Instruction 91-204, Safety Investigation and Reports; Air Force Instruction 91-207, and The U.S. Air Force Traffic Safety Program.
	High: 
	Cipher Locks: 1
	Closed Circuit TV (CCTV): 0
	Combination Locks: 0
	Identification Badges: 1
	Key Cards: 1
	Safes: 0
	Security Guards: 1
	If "Other," describe how the PII will be secured.: The AFSEC Enclave provides a state-of-the-practice suite of technical controls, which include, but are not limited to the following capabilities: patch management, security information and event management (SIEM), malware protection, STIG-hardened host operating systems, host-based intrusion prevention (HIPS), vulnerability management, integrity monitoring, CAC-based multi-factor authentication, intrusion detection, and automated compliance monitoring and management.  Additionally the AFSEC Enclave does not support, use, or maintain user-level systems or access, which drastically reduces the threats exposed from traditional operating environments (e.g. no casual internet browsing, no email, no user-based connections established, etc.).
	Backups Secured Off-site: 1
	 Encryption of Backups : 1
	Methods to Ensure Only Authorized Personnel Access to PII: 1
	Periodic Security Audits: 1
	Regular Monitoring of Users' Security Practices: 1
	Biometrics: 0
	 Virtual Private Network (VPN): 1
	 Encryption of Data at Rest: 1
	 Encryption of Data in Transit : 1
	 Firewall: 1
	 Userd Only for Privileged (Elevated Roles: 0
	 Role-Based Access Controls : 1
	 Other: 1
	Yes, DITPR : 1
	DITPR System Identification Number: 170
	Yes, SIPRNET: 0
	SIPRNET Identification Number: 
	No: 0
	RMF tool Identification Number: 
	Interim Authorization to Test (IATT): 0
	Date Granted:: 11/21/2019
	 a. Program Manager or Designee Name : Douglas Scott MacCurdy
	 (1) Title: CIO
	     (2) Organization: SAF/AAII
	     (4) DSN: 260-2652
	 (5) E-mail address: daniellee.p.lozares.civ@mail.mil
	 (7) Date of Review: 2019-04-30
	     (6) Signature: 
	 b. Other Official (to be used at Component     discretion) : Mary Jane McGee, GS-14
	     (6) Official Signature: 
	 c. Other Official (to be used at Component discretion) : Daniel Lozares, GS-13, DAF
	 (7) Date of Review: 1/27/2020
	(6) Official Signature: 
	  d. Component Privacy Officer (CPO): 
	       (6) CPO Signature Signature: 
	 e. Component Records Officer: 
	      (6) Signature: 
	  f. Component Senior Information Security or Designee Name: 
	         (6) Signature: 
	  h. Component CIO Reviewing Official Name: 
	     (6) Component CIO Signature: 
	 (7) Date of Review: 



