https:

dibnet.dod.mil/portal/intranet

Welcome to the DIBNet portal

DoD’s gateway for defense contractor cyber incident reporting and voluntary participation in DoD’s Cybersecurity Program

Report a Cyber Incident

A DoD-approved Medium Assurance Certificate is required to
access the reporting module. To obtain a DoD-approved Medium
Assurance Certificate, please

Do you know what to report?

Need assistance?
Contact DoD Cyber Crime Center (DC3)
Q

R, Hotline: (410) 981-0104
L, Toll Free: (877) 838-2174

Reporting a Cyber Incident

DoD’s DIB Cybersecurity (CS)
Program

The DIB CS Program is a voluntary cyber threat information
sharing program established by DoD to enhance and supplement
DIB participants' capabilities to safeguard DoD information that
resides on or transits DIB unclassified networks or information
systems.

To apply to the DIB CS Program, a DoD-approved Medium
Assurance Certificate is required. To obtain a DoD-approved
Medium Assurance Certificate, please

Apply Now!

Need assistance?
Contact the DIB CS Program Office
Q
. (703) 604-3167

&, Toll Free: (855) DoD-IACS
18 Fexc (571) 372-5434

About the DIB CS Program
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DoD Information System Standard Notice and Consent

You are accessing a U.S. Government ided for US

By using this IS {which includes any device atfached to this 1S), you consent to the following conditions:

+ The USG routinely intercept on this 1S for but not imited fo, , COMSEC monitoring, network aperafi d defe (LE), (C1) invesfigaions

+ Atanyfime, the USG may inspect and seize data stored on this IS.

+ Communications using, or data stored on, this IS are not private, are subject to roufine monitoring, interception, and search, and may be disclosed or used for any USG authorized purpose.

+ This IS includes securty measures (.., authenticafion and access controls) fo protect USG interests-not for your personal benefit or privacy.

. the above, using ot constitut it P, LEor CI g or monitoring of the content of p o work product, P D ‘senices by attomeys, psy pists, o clergy, and fheir assistants. Such communications and work product are private and confidential. See User Agreemen for
Gelals
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Defense Industrial Base (DIB) Cyber Security (CS)
Information Sharing Program

0704-0490

XXXXXXXX

Privacy Statement
Authorities: 10 U.S.C. 331, “Reporfing on Cyber s Operationally Other Contractors;” 10 U.S.C. 383, “Reporting on Penetrations of Nefworks and Informafion Systems of Certain Contractors:* 10 U.S.C. 2224, rogram;” 50 U.S.C. 3330,
Community on Penetrations of Networks Systems of C " 32 Code of Federal ) part 236, Activities;” and DoDI 5205.13, “Defense Industrial Base (DIB) Cyber Security/information Assurance (CSA) Activities.”
Purpose: ‘the DIB CS Personal D SORN DCIO 01, Defense Industrial Base (DIB) Cyber Records, available at -2015-05-21/pdfi2015-12324 pdf
per under 5 U.S.C. 552a(b) of the Privacy Act of 1874, as amended, i specifically be disclosed a 105 U.S.C. 52a(b)(3) as follows:
+ DIB company point information may ! i information and expertse relaed fothe DI and best pracices,
« Law Enforcement Routine Use: If a system of a DoD Comp violation or poten ‘whether civil, criminal, or regulatory in nature. and whether g by by regulation. rule, or order issued the records may be referred, ti tothe
agency concered, whether federal, state, local, or foreign, charged vith the responsibifty or prosecuting rge implementing the statute, rule. regulation, or order issued pursuant therefo.
« G Use: A record fror maintained by a DoD Component may be disclosed as a routine use outside the DoD or the U.S. Government for activities US. Law or Executive Order or for the purpc pr ‘the United States.
. Archi ind Records Administration Routine Use: A record from a system of i by a DoD C Archi ind Records for authority of 44 U.S.C. 2904 and 2906.
The DoD Blanket Routine Uses set forth at the beginning of the Office of the Secretary of Defense/Joint ystem apply to this system at: http:lie asp)
Any i for which the
Disclosure: Voluntary. However, failure to provide requested information may limit the ability of the DoD to contact the individual or provide other information necessary to facilitate this program.
Privacy IA). The PIA by D incidents. The PIA for the Defense Industrial Base (DIB) Cybersecurity Activities is available at
hitp:/i A_DIB%20CS%2( _Aug%202015_corrected pdf?ver=2016-09-22-113831

received fr

Freedom of Information Act (FOIA). Agency records, vhich may includ are subjectfo request under the Freedom of Information Act (5 U.S.C. 552) (FOIA), which

established procedures and il

| D and 5400.7-R (see 32 C.FR. Parts 285 and 286, respeciively). Pursuantfo

under this P asserting applicable

source or submiterfo support the withholding of or pursue any other

Agency Disclosure Notice:
OMB CONTROL NUMBER: 07040490
OMB EXPIRATION DATE: 113012019

source or submitter (e.g., DIB participants) of any such information that may be subject to release in response to a FOIA reques, to permit the.

“The publicreporing burden for this collecion ofinformaton i esfimated o average 20 minutes per response, inciuding the time for reviewing instructons, searching existing data sources, gathering and maintaining the data needed. and completing and revieving the coliecton of information. Send comments regarding tis burden estimate or any other aspect ofthis collecion o information,

inclucing suggestions for reducing the burden, o the Department of Defense, 6000 Defense Pentagon ATTN: DIB CS Program, Washington, DC 20301-5000 {0704-0490] Respondents shotid be aware that nofvithstanding any afher provision o law, no person shalbe subject o any penaity for faiing o comply vith a colecton of information it does not display 2 curently vaid OMIB control
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Company Application Process

Welcome to the Defense Induskial Base (DIE) Cyber Securily (GS) Program

Company Appiication Form

Please provide information about your rganization and points of contact (POCs) below Fiekds marked an * are required. Please review the summary page and check "Cerlify Appication” before affempting fo submt. Once your application has been submitted, DoD villverify data vith the ChieFacilty Security Offcer (CSOIFSO).
*=Required Fiskd

Company ~ CompanyRepresentative CEO  CIO  CISO  Additional POC  Summary

Company Infermation
Company Name *-
CAGE Code *:

Company Location and Contact Information

Strest1°:
Street 2
City*:
State *:
Zip Code*:
Fax:

Phone -

Additional Company Information

Addiitional Information :
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Company Application Pracess

Welcome to the Defense Industrisl Sase (DIE) Cyber Securty (CS) Program

Company Application Form

Please provide informaton about your organization and points of contact (POCs) below. Fields marked an * are required. Please review the summary page and check “Certify Application” before attempting to submit. Once your appiication has been submited, DeD will verily data with the ChizfFacilty Security Officer (CSOIFSO).

* =Required Fiekd

Company ~ Company Representative |~ CEG  CIO  CISO  Additional POC  Summary

Company Representative Information

First Name* :
Middle Initial
Last Name* :
Title®:
US Cifizen : v

Clearance v

Work Contact Information

Street 1
Street 2
City™:
State™: v
Zip Code™ :

Wark Phane * :

Fax:

Email Address
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Company Application Pracess

Welcome to the Defense Industrial Sase (DIB) Cyber Security (CS) Program

Company Application Form

Please provide information about your erganization and points of contact (POCs) below. Fields marked an * are required. Please review the summary page and check "Certify Application” before attempting to submit. Once your apglication has been submitied. Dol will verify data with the Chief/Facilty Security Officer (CSO/FSO).
* =Required Field

Company  Company Representatve =~ CEQ | CIO  CISO  Additional POC  Summary

Same as Company Represe;

ve
CEO (or equivalent) Information

First Name * ©
Middle Initial :
Last Name * :

Title

Work Contact Information

Work Phone :

Email Address * :

Executive Assistant (EA) Work Contact Information

EA First Name :
EA Middle Initial :
EA Last Name :

EA Phone :

EA Email :
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Company  Company Representaive ~ CEG | CIO | CISO  Additional POC  Summary

Same as Company Representative

CIO (or equivalent) Information

First Name *
Middle Initizl
Last Name*
Title*
Work Contact Information

Street 1
Street 2
City

State v
Zip Code

Phone

Email Address *

Executive Assistant (EA) Work Contact Information

EA First Name
EA Middle Initisl
EA Last Name

EA Phone

EA Email

o N



Company  Company Representative ~ CEC CIO | CISO | Addifional POC  Summary

Same == Company Represeniatue

Chief Information Security Officer (C150) {or equivalent) Information

First Name* :

Middle Initial :

Last Name* :

Title*:

Work Contact Information

Street1:

Street2:

City :

State :

Zip Code :
Phone : === === mmmms

Email Address*:

Executive Assistant (EA) Work Contact Information

EA First Name :

EA Middle Initial :

EA Last Name :
EA Phone : IR

EA Email :

9
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Company  CompamyReprscenisfive  CEO  CI0 CIB0 | AddMcamPOC | Summary

Chief Privacy Officer or equivalent) Chief Security Officer (C50)Facility Security Officer (FSO)
Firct Nema# © Firet Nama *:
waale i : RS
LactHams Lact tams =

Titia® Titie *:
‘Wiork Emall* : ‘Work Email +:
ot Applicabls

‘General Counsel Representative

Frct Hamas -
Necils intie -
LactNems s :
T
wiark Emails :
Additional POCs
Administrative Personnel Policy Personnel
Frct tiame -
Farct seams -
necae it -
Wecils itz -
Lact Hame -
Lact Hame :
T :
Tite :
Wer Eman -
Work Ema :
Ut cten: v
U oz
GCisaranos : v
Ciearznos :
Authorized Incident Report Submitter Technical Personnel
Fct tiame - Frst teame -
Ncicls Intie : Wucile intiet -
Lact Hame - Lact Hame :
T : Tite :
Wiers Emen : Wors: Emam -
urcen: v urchma:
Clearanos : v Clearznos :




Company Company Representative CEOQ Clo CI50

Summary

Application Status:

Company Information  [E4i
Company Name

Street 1

Strest 2

City

State

Phone

Additional Information

Company Representative Information  [Eqi

First Name

Middle Initial

U5 Citizen
Clearance

Work Email Address

CEO Information  [Edi]

First Mame

Middle Initial

Work Phone

‘Work Email Address
EA Last Name

EA Phong

CIO Information  [=dif

First Mame
Middle Initial
Streat 1

Sfrest 2

Work Zip Code

Work Phone

11
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Application not yet saved

CAGE Code

Fax

Zip Code

Last Mame

Title

Work Phone

Fax

Last Mame

Title

EA First Mame

EA Middle Initial

EA Email

Last Mame

Title

Work City

Work State

Work Email Address

EA First Name



EA Middle Initial

EA Last Mame

Additional POC Information

Chief Privacy Officer Information  [Edi]

First Name
Middle Initial
Work Email

Chief Security Officer Information  [Edi

First Name
Middle Initial
Work Email

General Counsel Representative Information

First Marne
Middle Initial
Work Email

4dministrative Personnel Information  [Edig

Firet Marne
Middle Initial
Work Email
U5 Citizen

Policy Personnel Information  [=4iy

First Marne
Middle Initial
Work Email

U5 Citizen

duthorized Incident Report Submitter Information

First Name

Middle Initial

Work Email

EA Phone

EA Email

Last Mame

Title

Last Mame

Title

Last Marme

Title

Last Mame

Title

Clearance

Last Marme

Title

Clearance

Last Mame

Title

Clearance

12
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US Citizen

Technical Personnel Information  [=&i

First Name Last Name
Middle Initial Tithe
Work Email Clearange
U5 Citizen

| certify that the information provided s accurate to the best of my knowledpe. | understand that DoD will confirm the sccuracy of the information, including with my company and the Defense Sscurity £

Certify Application =






