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1.0 Introduction

Title 21, Code of Federal Regulations (21 CFR), Section 1301.74(b) requires registrants to report
suspicious orders of controlled substances. Sellers shall inform DEA when an order(s) from a
purchasing registrant is considered suspicious. Suspicious orders include orders of unusual size,
orders deviating substantially from a normal pattern, and orders of unusual frequency.

The Suspicious Orders Report System (SORS) Online allows registrants to submit Suspicious Order
Reports to DEA via the Internet. Reports of a single order transaction can be individually typed and
transmitted to the DEA host webpage as explained in Section 4.1 Add a Transaction. Alternatively,
text files containing multiple order transactions can be uploaded as explained in Section 6.0 Upload
Report. See Section 6.5 for the file format.

Registrants are able to make edits to submitted transaction records and withdraw transaction
records from the database system. An explantion for the change is required, however. Users are
able to download their submitted transaction records to PDF files or text string files. SORS Online’s
filter allows users to search and locate their submitted records efficiently. SORS Online is login
protected requiring users to enter a username and password. The system facilitates reporting by
both Central SORS Reporters and individual SORS Reporters.

Please note DEA Registration numbers have been redacted.
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2.0 Registration/Login/Forgot Password/Change

Password/Reports

All of these functions are accessed from the Login Screen.

Click on https://app2.deadiversion.usdoj.gov/arcos-online to open the Login Screen shown below.
If this link does not work, follow the instructions in the next paragraph below.

Alternatively, you can go to https://www.deadiversion.usdoj.gov, the DEA Diversion Homepage.
Then hover over (do not click) the Registration tab to open a dropdown list and click on SORS. This
opens the SORS Homepage which gives an explanation of reporting requirements as well as the
clickable link Suspicious Orders Reports System (SORS) to open the Login Screen.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

ARCOS/SORS Online Reporting:
Login

Login Information

User:

Password:

" — :

SORS Registration {for Mon-ARCOS Reporiers)

Forgot Password (S0RS Mon-ARCOS Reporters)

Figure 1: Login Screen

Registration: If you are not an ARCOS Registrant and need to register for SORS, see
Section 2.1 Registration.

Login: If you have a SORS registration, see Section 2.3 Login.

Forgot Password: If you have forgotten your password, see
Section 2.4 Forgotten Password.

Change Password: If you want to change your password, see Section 2.5 Change Password.

Reports: If you want to manage or add a Report or a transaction, see
Section 2.6 Reposts/Transactions.
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2.1 Registration

DEA registered individuals and organizations that are required to submit SORS Reports must
register in SORS before submitting their first Report.

To register, click on the link SORS Registration (for Non-ARCOS Reporters) on the Login Screen
(Figure 1). The data entry form below displays.

SORS Registration: Login Information

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

This registration page is for *“NOMN*-ARCOS Reporters who are DEA Regstrants reparting S0RE tmnsaclions.

ARCOS Reporiers, use your pimary ARCOS-0ONLINE account login (o repart SORS ransactions.

¥ will need information froen your feglatration certieats in order o regisier for SORS.

g

DEA Humber or Control Humber (*“Required - Hot Cass Sansitive]

Last Mame or BusINsss Name [Regquired - Not Cazs Sanartive)
i appears on your regisiration. Example: IF*Smith, John O MO is on your registralionfag
ey ! registralion/applicaian, then enter: Smith's 7 "Smith's P

f's Phamacy

§5M [Required If pravided on previous application)

Tax 1D [Required If provided on previcus application)

Zip {trom regiatersd BUSINESS addrass) {*Requirsd)

r- ¥ |Cument Expiration Data (*Raquired - Liated on raglatration certmcate)

Having Troubls Logging in?

Emall Usa: DEA Raglatration Halp@usdol.gov

Pizase incluce the name on your Regisiration and your DEA Numbes

Telaphona Us Toll Free: (E00) B82-9533

Figure 2 - Non-ARCOS SORS Registration Data Entry Form

Enter information as required. Click on Login. The figure below displays.
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U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

- DIVERSION CONTROL DIVISION

Welcome, B3 | Logout

ARCOS/S0RS Online: Registration Introduction
This registration form is for persons who intend to fill the role of SORS Reporter on the ARCOS/SORS Online system. SORS Reporters will be responsible
for submitting SORS reports for all DEA numbers specified in the registration.
User Agreement
1 certify that I will protect the username that I receive from disclosure to unauthorized persons, and the password from disclosure to ANYOME. T will
notify DEA immediately if I suspect a compromise of my username or password. I will also notify the DEA promptly of changes in personnel that affect
account information or if I no longer need access to the ARCOS/SORS Online system. I understand that failure to comply with this agreement may result
in unauthorized disclosure of SORS Participant information, and termination of my account.

I Agree.

You will be sent an email to the address you specify in the registration in order to confirm your email address. Follow the link in the

email to verify your registration. Once registration is verified, the DEA will review your registration, and if access is granted, an email
will be sent to the email address you provide with your temporary login information.

=+ Proceed @ Cancel

Figure 3 - SORS Reporter Registration Introduction.

Read this form and click in the checkbox to agree. Click on Proceed. The screen below displays.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FO0251859 | Logout

ARCOS/SORS Online: Registration Form

User Information

* denotes Required Fields

Reporter DEA Number F
| * Are You Reporting for multiples DEA rNC'_ = n

registrations?

* Email

* First Name
. Middle Name

* Last Name

* Phone

- Proceed @ Cancel

Figure 4 - ARCOS/SORS Online Registration Form

If you are registering to report for multiple DEA Registrations (i.e., a Central Reporter), click on the
down arrow to display Yes. Go to Section 2.1.2

If you are registering to report for a single DEA Registration go to Section 2.1.1 below.
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2.1.1 Registering a single DEA Registration

Enter the required information as shown in the example figure below.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

| DIVERSION CONTROL DIVISION

ol 1 ot D )
welcome, I 259 | Logout

ARCOS/SORS Online: Registration Form

User Information

* denotes Required Fields

| Reporter DEA Number | E
* Are You Reporting for multiples DEA e Lz
registrations? L
* Email mmdc@gmail.com
* First Name Test
Middle Name
* Last Name Reporter
* Phone

Figure 5 - Registration Form Complete

When the form is complete, click on Proceed. The screen below displays.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

I DIVERSION CONTROL DIVISION

g

Welcome, IR 359 | Logout

ARCODS/SORS Online: Review Registration Information

User Information

Reporter DEA Number -

* Are You Reporting for multiples DEA registrations?

* Email | EocecmaiL.com
|« First Name TEST

Midl‘ile I‘isme ._ -
| * Last Name " reporTER
E Phone —746

#® Confirm # Revise 2 Cancel

Figure 6 - Review Registration Information.

Review the information displayed. If everything is correct, click on Confirm. The screen below
displays.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

I DIVERSION CONTROL DIVISION

|
859 | Logout

Welcome,

ARCOS/SORS Online: Registration Complete

Reporter DEA Number |t
* Are You Reporting for multiples DEA registrations?

_' * Email  EECCEGMAIL.COM
K First Name I TEST

! Middle Name i

" Last Name ' REPORTER

| * Phone  —7ic

%)’ SORS Registration successfully saved.
We have received your registration request. A verification email will be sent to the email address provided. Please check your
email and respond to the verification request.

Figure 7 -Registration Complete, Check Your Email.

You will receive an email similar to the one below.

From: <kr8.472@gmail.com>
Date: Thu, Oct &, 2020 at 4:09 PM
Subject: DEA SORS Registration: Verification Required for I 859

To: <EEEDC@gmail.com>

Greetings Test Reporter,
Thank you for registering for SORS reporting for DEA Number(s): [N S59 .

Please verify yvour email by following the link below. If yvou prefer to cut/paste the link, please ensure you
copy the entire link.

This link will only be active for a few days.

Verify

https://apps2.deadiversiontest.usdoj.gov:443/arcos-online-jboss-test/spring/sorsRegistration?
verificationToken=6961{910-90cb-d544-c113-be0cd7cefe 1 2&repDeaNum=1NNN 8§59

Figure 8 - Registration Approval Email

Click on the link to verify your email address. You will receive an email similar to the one below.
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From: <kr8.472@gmail.com=>
Date: Thu, Oct 8, 2020 at 4:20 PM
Subject: DEA SORS Registration Approved [N

To: <HEADC@gmail.com>

Greetings Test Reporter,

Your SORS registration for reporting for DEA Number(s): [l 859 has been approved.

You may login at the following link. Your username is: JIIIlll359 and vour temporary password is:
PeR33reR™ This temporary password will be valid for 10 days, so please login and set your real password as
soon as possible.

https://apps2.deadiversiontest.usdoj.gov:443/arcos-online-jboss-test/

Figure 9 - Email with your username and temporary password.

The link will be different but similar. You should click on it to sign in with the temporary password
and create a password to use each time you sign in.

This person is the SORS Reporter for this DEA Registration Number and that their Username will be
the DEA Registration Number entered in Figure 5.

Note: This SORS Reporter may add otherindividual users to assist in the SORS Reporting
function. See Section 8.1.1 Add User to Single Reporter.
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2.1.2 Registering to report for Multiple DEA Registrations

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FK8185588 | Logout

ARCOS/SORS Online: Registration Form

User Information

| * denotes Required Fields

Reporter DEA Number =]

* Are You Reporting for multiples DEA F -
registrations?

* Email RO & S, COM
* First Name BOB

Middle Name

* Last Name JONES

* Phone 4447654321

Other DEA Registration Numbers Please enter !”“"
the DEA numbers for which reports will be made. K Add DEA Number

~ Proceed | & Cancel

Figure 10 - Registering to report for multiple DEA Registrations.

Note: We will refer to a SORS Reporter that reports for multiple DEA Registrations as a
Central Reporter.

With Yes displaying in the dropdown box, enter your email address, First Name, Last Name, Phone,
number, and a DEA Registration Number for which you will also make Reports.

Click on Add DEA Number. Click on Proceed. A screen similar to the one below displays.

Note: The Add DEA Number data entry box is too small to display FK, the initial to letters of
this DEA Number. In the screen below, only the F displays. The K and the remainder
of this DEA Number is redacted.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

Welcome, FK8185589 | Logout

ARCOS/SORS Online: Registration Form

User Information

* denotes Required Fields

Reporter DEA Number A

* Are You Reporting for multiples DEA f? -
registrations?

* Email R B COM
* First Name BOB

Middle Name

* Last Name JONES
* Phone 4447654321
i —
h b 1 R n
Other DEA Registration Numbers Please enter IARMAE .S
the DEA numbers for which reports will be made. KIS > | Add DEA Number

Remove DEA Number

~ Proceed | & Cancel

Figure 11 - A second DEA Registration added.

The second DEA Registration Number added in Figure 10 displays in the box at the bottom right of
the screen above.

Add additional DEA Registrations Numbers to this SORS Reporter by repeating this procedure.

Enter the additional DEA Registration Numbers, one at a time, in the box to the left of
Add DEA Number.

Click on Add DEA Number for each one, and click on Proceed.

See the screen below.
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U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FK8185589 | Logout

ARCOS/S0RS Online: Registration Form

User Information

* denotes Required Fields

Reporter DEA Number E |
| * Are You Reporting for multiples DEA |

registrations? Yes &
* Email R o el COM
* First Name BOB
Middle Name
* Last Name JONES
* Phone 4447654321
T ——
1
PHARMACY #5M
F I
h b | I -
Other DEA Registration Numbers Please enter PHARMACY. Foilm
the DEA numbers for which reports will be made. Add DEA Number F
3

PHARMACY #SHE

Remove DEA Number

~ Proceed | & Cancel
Figure 12 - Three additional DEA Registration Numbers
The screen above show the initial DEA Registration Number and three additional Registrations.

Note: Ifyouneed to remove one of the additional Registrations, click on it to
highlight it. Then click on Remove DEA Number.
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U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FKE185589 | Logout

ARCOS/SORS Online: Registration Form

User Information

* danotes Required Fields

Reporter DEA Number =]

* Are You Reporting for multiples DEA

registrations? es

* Email Ry = . COM
* First Name BOB

Middle Name

* Last Nama JONES

* Phene 4447654321

Other DEA Registration Numbers Plezse anter

the DEA numbers for which reports will be made. Add DEA Number

= Proceed | 2 Cancel

Figure 13 - Delete a DEA Registration for reporting.

!‘\

PHARMACY =5

=
=
=
]
=
=
ﬁ

L]
=
=
=
=
B
4

==l

MEDICINE SHOP

| PHARMACY, INC

o

=

RP

Remave DEA Number

The deleted DEA Registration no longer displays in the Addition DEA Number list.

See the figure below.
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U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FKB125580 | Logout

ARCOS/S0ORS Online: Registration Form

User Information

* denotes Reguired Fislds

Reporter DEA Number [ A

* Are You Reporting for multiples DEA | Ves

registrations?

* Email A oM

* First Name BOB

Middle Name

* Last Nama JONES

* phone 4447654321
pHarmacy =5
E ]
B
PHARMACY =5l
1

Other DEA Registration Numbers Flezase entar "

the DEA numbers for which reports will be made. Add DEA Number EHARM&O{ =:il

|

]

MEDICINE SHOP

| PHARMACY, INC

Remove DEA Number

= Proceed | @ Cancel

Figure 14 - Deleted DEA Number no longer displays.

If the screen displays all the Registrations you want to report for, click on Proceed.

A screen similar to the one below displays.
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U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

{iocries ool Divkine |
Welcome, FK2185589 | Logout

ARCOS5/S0RS Online: Review Registration Information

User Information

| Iigpnﬂer DEA ﬁn mi:er :_ E
* Are You Reporting for multiples DEA registrations?
[* Email N -0
[* First Name | eoe
[ Middle name .
[ ".Lasl: Na;m-am | JONES
* Phone | 4247654321
[ Other DEA Numl;els List c‘vF o;:her DEA numbers for which reports w‘iII be subl.'nh:ted P F_ & J3 | F_
M Confirm # Revize 2 Cancel

Figure 15- Review Registration Information.

Review the information displayed in the screen above.

If any information in the screen needs to be corrected, click on Revise. A screen similar to
Figure 12 displays to allow you to make corrections.

If everything is correct, click on Confirm. A screen similar to the one below will display.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

| DIVERSION CONTROL DIVISION

Welcome, FKB125580 | Logout

ARCOS/SORS Online: Registration Complete

| Reporter DEA Number I
* Are You Reporting for multiples DEA registrations?
* Email ': o cECOM
* First Name BOB
Middle Name |
| * Last Name | JoNES
| * Phone | 4447654321

Other DEA Numbers List of other DEA numbers for which reports will be submitted FE - e e N |

W) S5ORS Registration successfully saved.
We have received your registration request. A verification email will be sent to the email address provided. Please check your
email and respond to the verification request.

B Confirm # Revisa @ Cancel

Figure 16 - SORS Registration successfully saved.
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You will receive an email similar to the one below.

From: {_@-.co‘;n}
Date: Wed, Sep 30, 2020 at 2:30 PM
Subject: DEA SORS Registration: Verification Required for F IR

To: <R DN Wl com=>

Greetings Bob Jones,

Thank you for registering for SORS reporting for DEA Number(s): FENiil F I
FI F N I

Please verify your email by following the link below. If you prefer to cut/paste the link, please ensure you
copy the entire link.

This link will only be active for a few days.

Verify

https://apps2.deadiversiontest.usdoj.gov:443/arcos-online-jboss-test/spring/sorsRegistration?
verificationToken=febed40be-161b-60c5-6645-b77b98b43bc 1 &repDealNum=F N

Figure 17 - Verify your email address.

Click on the link to verify your email address. The screen below displays.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

ARCOS/S0RS Online: Registration Verification

Your registration has been verified. DEA will evaluate your information and if approved, you will receive a confirmation email with login instructions.

Figure 18 - Registration approval

Your registration will be evaluated. If approved you will receive an email similar to Figure 10 with
login instructions including your username and temporary password

Note: This SORS Central Reporter may add individual users to assist in the SORS Reporting
function. iSee Section 8.1.2 Add a User to a Central Reporter.
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2.2 Users and Roles

SORS Reporters may add users to assist in the SORS Reporting Function at their organization.

All users will have either an Admin Role or a User Role. SORS Reporters will automatically have the
Admin Role. When a SORS Reporters add users, they will assign each user an Admin Role or a User
Role. See Section 8.1 for the procedure to add users.

An Admin can make Reports and add users at their organization. An Admin will assign these
additional users an Admin Role or a User Role. Those with a User Role will only be able to make
Reports.

2.3 Login/Main Menu

To open the Login Page, see Section 2.0

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

ARCOS/SORS Online Reporting:
Login
Login Information

[ Login |

SORS Registration {for Mon-ARCOS Reporiers)

Forgot Password (S0RS Mon-ARCOS Reporters)

Figure 19 - Login Page

Enter your username and password. When you click on Login, the Main Menu will display below.
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U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FI5520970 | Logout

S50RS User Manual

ARCOS/SORS Online: Main Menu

SORS MENU L = Manage S0ORS Transactions
-+ Uplead and Manage SORS Repert Files
Change Password + Manage Users
—_——
Motice: =

Please read regarding new SORS features:
Users may enter SORS Transactions manually: Select "Manage SORS Transactions” from the SORS menu.
Users may enter S0RS Transactions via an uploaded file: Select "Upload and Manage SORS Report Files" from the SORS menu.

+ File Uploads will be validated immediately for most errors,

s Uploads with errors (other than unknown NDC numbers) must be corrected before being submitted.

s Uploads with no errors {other than unknown NDC numbers) will display a Submit button allowing submission.

» Submitted files will be gueued for processing, and a summary email will be sent upon completion to the contact email address on file for the
reporter.

» Please see the SORS User Manual linked at the top of this page for the proper formatting of transactions for SORS Online file uploads.

Users shall be able to download the results of their submitted transaction records to POF files or text string files. SORS Online filter features help users
search and locate their submitted records efficiently.

Users may contact DEADIversionWebmaster@usdej.gov with technical inguiries pertaining to SORS Online.

Registrants who were reporting to the previous version of SORS Online via automated upload should begin reporting using the new file format
immediately, using the same upload process. If you are a registrant that was reporting to a previous versien of SORS and have not yet updated your
reporting format to the format described in the SORS User Manual above { to include a description of why the order was deemed suspicious), any

transaction you report to SORS Online will be held as an error and will need to be corrected manually using this application. Registrants will be required to
correct these errors not later than November 30, 2019,

Figure 20: SORS Main Menu for a SORS Reporter and or a user assigned the Admin Role.

Note: The User Role will not have the Manage Users function on its Main Menu below.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

g DIVERSION CONTROL DIVISION

Welcome, sors.user@yahoo.com | Logout

SORS User Manual

ARCOS/SORS Online: Main Menu

| SELEIIEY * || -+ Manage SORS Transactions

-+ Upload and Manage SORS Report Files

Change Password

Figure 21 - SORS Main Menu for the User Role

17 | Suspicious Orders Report System Online, Unlimited Distribution



User Manual, Version 1.2 | September 17,
2020

e (Click on Manage SORS Transactions, and the Manage SORS Transactions Screen will display.
See Section 4.0 Manage Individual Transactions.

¢ C(Click on Upload and Manage SORS Report Files, and the Upload SORS Report Screen will
display. See Section 6.0 Upload Report Files

¢ (Click on Manage Users and the Manage Users Screen will display.
See Section 8.0 Manage Users.

2.4 Forgotten Password
If you have forgotten your password, click on the Forgot Password (SORS Non-ARCOS Reports) link
on the Login page below.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

ARCOS/S80RS Online Reporting:
Login

Login Information

User:

Password:

| Login

SORS Registration (for Mon-ARCOS Reporters)

Fargot Password (SORS Mon-ARCOS Reporters)
Figure 22 - Login Page

The SORS Password Recovery Page displays below.
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U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

ARCOS/SORS Online: Recover Password

SORS Password Recovery

Note: This process is not currently enabled for primary ARCOS accounts.

User Information

Username:
Email (If different form Username):
First Name:

Last Name

- Proceed | @ Cancel

Figure 23 - SORS Password Recovery

Enter the required information. You will receive an email with the title: ARCOS/SORS Reset
Password Notice. It will contain text with a link similar to the one below to reset your password.

Greetings,
You have requested a password reset on the ARCOS/SORS Online system.
Please click the following link: https:/fapps2.deadiversiontest. usdoj.gov-443/arcos-online-jboss-test/

spring/processResetRequest?resetToken=5AFFE7AS4CE4B0E3CFBDFCA43250E20
F5B1CFEDSESFADBETT5B2ACBI5FE1D2B00D5SEIEFS2A3&username=FT-W1 to reset your password.

Figure 24 - Reset Password Email

Click on the link. A change password screen will display to allow you to set a new password.

Click on Proceed and a screen with a banner confirming successful password reset will display.

2.5 Change Password

On the Main Menu once you have logged in, click on the Change Password link. (Figure 20 or
Figure 21) The Change Password Screen displays below.
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U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

SORS User Manual

ARCOS/SORS Online: Change Password -

0Old Password:
New Password
New Password (retype)

-+ Change Password = @ Cancel

Figure 25 - Change Password Screen

Enter your old password and then the new password and retype it. Click on Change Password.

The screen below will display.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FT5569061 | Logout

SORS User Manual

| ARCOS/SORS Online: Main Menu

W) Password Changed Successfully.

| SORS MENU v

Change Password

Figure 26 - Password Changed

2.6 Reports/Transactions

A transaction will contain information about the transfer of a single controlled substance between
two DEA Registrants. See Section 4.0 Manage Individual Transactions

Section 4.1 explains how to report a transaction.
Section 4.2 explains how to amend a reported transaction.
Section 4.3 explains how to with withdraw a reported transaction.

Note: A reason is required when amending or withdrawing a transactiont.
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A Report will contain the details of multiple transactions.

3.0 Transaction Filters

The SORS Online application has a filter capability to allow you to sort through a large volume of
transaction records to efficiently find a specific record. This section details the different filtering
options.

On the SORS Main Menu, click on Manage SORS Transactions.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Weilcome, FT5569061 | Logout

SORS User Manual

| ARCOS/SORS Online: Main Menu

SORS MENU L2 -+ Manage SORS Transactions

-+ Upload and Manage SORS Report Files

Change Password | ~ Manage lsers

Notice: =

Please read regarding new SORS features:

Figure 27 - SORS Main Menu

The Manage SORS Transaction Screen displays below.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FT5569061 | Logout

SORS User Manual

ARCOS/SORS Online: Manage SORS Transactions

0 Help .

* Back

# Add Transaction

Show Errors Only

Start Trans. Date End Trans. Date -+ Refresh

SORS Transactions

TransID & Assoc. Reg. £ NDC &
Reporter Errors Qty ¢ Trans. Date & Options

FrI 1 F 1 S— 00008032605 10,000 Nov 01 2018 ~ Restore

(1 of 1) 1o - | -Page- x eHe!p

}_ Download To PDF
.

4 Download Text File

NOTE: Transations with invalid reporter DEA numbers must be witndrawn and then re-uploaded or inserted manually. To insert manually: From the main page, go to SORS menu -> Manage SORS
Transactions and select the appropriate reporier.

+ Back

Figure 28 - Manage SORS Transactions Screen

The filtering capability is accessed on the Manage SORS Transactions Page above. The use of the
filters is described below. Filtering operates the same for all users.

Note: Only those transactions reported by you (a SORS Reporter) or by users you added to the
system (see Section 8.1 Add User) will display. In the above example, only one transaction
has been reported.

3.1 Dates

Transaction information can be filtered by dates.

Start Trans. Date | End Trans. Date | + Refresh

Figure 29: Filter Dates

1. Click on the Start Trans. Date field. A calendar and time tool will display.
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g 1 a0 v @

v 0 1 B S e S50 R ISR I
15/ 17| 18 19| 20/ 21| 22
23| 24 25 26 27 28 29
30l 31
Time o0:00
Time

Minute

Figure 30: Calendar Tool

Navigate to the start month using the dropdowns. Click on the start date. The date will
populate the field. Repeat for the End Trans. Date field.

If necessary for the start or end date, click on the Time bar, and scroll to adjust the hour
filter to the specific time or time range to search.

If necessary for the start or end date, click on the Minute bar, and scroll to adjust the
minutes filter to the specific time or time range to search.

Click on Refresh. Those transactions within the date/time range you entered will display,
one transaction per row.

If you enter a date in the Start Trans. Date field and leave the End Trans. Date field blank
and click Refresh, all transactions from the Start Trans. Date to the most recent
transaction will display.

If you leave the Start Trans. Date field blank and enter a date in the End Trans. Date field
and click Refresh, all transactions from the earliest transaction until the End Trans. Date
will display.

Clear both date fields, click on Refresh, and all entered transactions will display.
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3.2 Column Heading Filters

The blank fields beneath a column heading is used to filter transaction records.

TransID Assoc, Reg. & NDC =

Type an NDC in its blank field, and all transaction records with that NDC will display on a screen
similar to the one below.

SORS Transactions
TranslD = Aszoc. Reg. NDC ” - .
Reporter iSSR0 36703 Qty = Trans. Date * Qpticns
21 F-07- ~ Edit
WWASESERE 5 COS5S5076T02 10 )l: sl
elh: D0-00.0 ~ ‘Withdraw
G- ~ Edit
WINESE0R0R T OOS55076702 5 motih
00:00:00.0 - Withdraw

Figure 31: Column Search Field Example

Type an Assoc. Reg. number in its blank field, and all transaction records with that Assoc. Reg.
number will display.

If you know the Transaction ID you can enter it in the TransID field. That transaction will display as
a single line.

Note:

3.3 Wild Cards

3.4 Column Arrows
Click the * (arrows symbol) within a column heading to rearrange the order of the data within the
column. The first time you click on © the lowest value in that column will appear at the top. Click

on © again and the highest value in that column will appear at the top. Additional clicking on the *
will toggle the display of information between the two states.

3.5 Show Errors

Transaction data that are uploaded may display errors. Errors can be filtered by clicking in the
Show Errors Only checkbox. Only transactions with errors will display.
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4.0 Manage Individual Transactions
On the SORS Main Menu, click on Manage SORS Transactions.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FT5569061 | Logout
SORS User Manual

| ARCOS/SORS Online: Main Menu

SORS MENU L + Manage SORS Transactions

-+ Upload and Manage SORS Report Files

Change Password + Manage Users

Notice: |

Please read regarding new SORS features:

Figure 32 - SORS Main Menu

The Manage SORS Transaction Screen displays below.

All previously submitted transactions will display below or on following pages.
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ARCOS/S0RS Online: Manage SORS Transactions

Y © Helo

# Add Transaction

Show Errars Only

Start Trans. Date End Trans. Date -+ Refrash
SORS Transactions
TransID Assoc, Reg. © NDC

Reporter Errors Qry + Trans. Date & Options
~ Edit

g% E 54 T 0D00BO32E05 207 Oc 0% 2018 ~ Withdraw
~ Edit

FI- 4 A< — OORDSO01Z01 2,735 Oct 0% 2019 ~ Withdraw
~ Edit

@ il 5 22— 15082026282 3,222 Oct 0% 2019 ~ Withdraw
~ Edit

FISE— 3 Fas— 00805142812 361 Oct 03 2019 ~ Withdraw
~ Edit

36 I 7 s3I 52939038050 433 Oct 0% 2019 ~ Withdraw
~ Edit

FrsE ] an SN 00805142815 161 Oct 0% 2019 ~ Withdraw
~ Edit

Fri 9 54 a— 00008032707 3 Oct 0% 2019 ~ Withdraw
~ Edit

I 10 ZE 00008032707 3,857 Oct 0% 2019 ~ Withdraw
~ Edit

1 11 oo Nz 16550089930 4,594 Oct 0% 2019 — )

Withdraw
~ [Edit

GE ] 12 ras R 00805142815 2,865 Oct 0% 2019 ~ Withdraw

(1 of 200) E¥zlz|4lslelzlalalinll==]|~]|10 - | -Page- = ig) Help

.| Downlozd To PDF

4+ Download Text File
Figure 33 - Manage SORS Transactions Page

Each row displays the basic information of a transaction.

Note: Only those transactions reported by you (a SORS Reporter) or by users you
added to the system (see Section 8.1 Add User) will display.

The Manage SORS Transaction Page allows you to access the following transaction activities:
1. Add an individual transaction

2. Edit an individual transaction
3. Withdraw an individual transaction
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4.1 Add a Transaction
On the SORS Main Menu (Figure 32), click on Manage SORS Transactions.

The Manage SORS Transaction Screen displays. (Figure 33 above)

Click on Add Transaction. Transaction fields will display.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FTHEEEEE | Logout
]

SORS User Manual

ARCOS/SORS Online: Manage SORS Transactions

I < MACY)

ARCOS/SORS Online: Transaction

(Enter '=' to set a field to the value from the most recently entered transaction, which, if present, is shown next) 0 Help
| Trans. ID NDC Number Quantity Unit Code Strength Assoc. Reg. # Order Form # Trans Date
I optional- V] !

Enter Reason(s) for reporting this order as suspicious

*
Reason®* _gojact -

Add Reason Explanation*
200 characters remaining

Entered Reasons (At least one is required):

- Submit Transaction -+ Cancel

Figure 34: Transaction Fields Display

1. Enter transaction information into the blank fields. If an NDC number is not in the system,
you will see an option appear to add a temporary NDC number entry.
See Section 7.1 for more information about new NDCs.

Click the Help icon for additional guidance.

2. Click on Submit Transaction. A confirmation message will display and the
transaction will be added to the system.

W) Transaction successfully saved.

An alert with correction information will display if an adjustment(s) needs to be made to the data.
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3. Additional transactions may be added to the Report by clicking Add Transaction on the
Manage SORS Transactions Page. (Figure 33)

4. Click on Back to return to the Manage SORS Transactions page. The newly submitted
transaction line item will display.

Note: When entering another transaction, the “=” symbol can be entered in a field(s) to

repeat a value(s) from the previous transaction. Furthermore, entering “=” in the
first (5-digit) field of the NDC Number will fill in the entire NDC number field.

Once a transaction is created (and hasn’t been withdrawn), it will remain in the system,
available to be filtered and viewed. See Section 3.0, for filter information.

4.2 Edit a Transaction
On the SORS Main Menu (Figure 33), click on Manage SORS Transactions.

The Manage SORS Transaction Screen displays below.

SORS Online allows you to make edits to transactions.
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— : Manage SORS Transactions

o Help .

& Add Transaction

Start Trans. Date End Trans. Date Show Errors Qnly

S0ORS Transactions

TransiD % Assoc, Rag. HDC &

Repaorter Qty Transf.‘ Date options
2017-07-06 ~ Edit
WIWBOE0208 Z 004063003 2 e
00:00:00.0 T
-7~ ~ Edit
wwaosesss 1 WW1212121 | 001151328=* 1 20TT07: 28
00:00:00.0 ~ Withdraw
e ~ Edit
Wwa989808 3 PP 5 2017-07-26
00:00:00.0 o
I (1of1) 10 | T -Page-| T eHalp

-_L;JD_anﬂaﬂ_ILEQE

4 Download 80 Char String File

Figure 35: Manage SORS Transactions Page

Click on Edit above for the preferred transaction. The requested transaction page will display.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

-]

E DIVERSION CONTROL DIVISION

ARCOS/SORSE Online: Manage SORS Transactions

| i, <)

ARCOS/SORS Online: Transaction

© Help

{Enter '=' to 52t & figld to the value from the mast recently entered transaction, which, if present, is shown nesz)

L';’"" NDC Number Quantity Unit Code Strength | Assoc. Reg. # Order Form # | Trans Date
1 00008 0326 HOS 10000 [Opticnal- [~ [FEEE | xi2345675 1/1/19  [Nov 01
2019

Enter Reazon(s) for reporting this order a5 suspicious
Explanation®
200

Reason*
[-Selact-

Add Reasan
| characters remaining

[ Entered Ilﬂeasnns.(ﬁ.tlleast one islrEqu:irEdl:I:
Delate

| LARGE ORDER SIZE
| ORDER THIS SIZE EVERY MONTH
OTHER REASON Delete

CORRECCT AN ERROR

Explanation for change (required)

*
500 characters remaining

- Submit Edit = Cancel

Figure 36: Report Available for Edits

1. Make necessary edit(s) to the selected transaction.

2. Provide an explanation for the change(s) in the available field. This is required.

3. Click the Submit Edit button. A message will confirm the submission.

WY Transaction successfully saved.

4.3 Withdraw Transaction

A Report transaction that was entered can be withdrawn from the Report.

On the SORS Main Menu (Figure 20 or Figure 21), click on Manage SORS Transactions.
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The Manage SORS Transaction Screen displays. (Figure 35)

1. On the SORS Transaction screen, click on Withdraw for the desired Report. The
requested transaction page will display below.

U.S. DEPARTMENT OF JUSTICE R DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

i
i

Welcome, FTIE Looout

ARCOS/SORS Online: Manage SORS Transactions

Fr - .11 )

ARCOS/SORS Online: Transaction

Trans Code/ID | NDC Number | Quantity | UnitCode | Strength | Assoc. Req.# | Order Form# | Trans Date
Jli:.'ﬂod; = | oososozzsos | 10,000 | | rr | %12345678 2019-11-01 00:00:00.0

Explanation for change (required)

*

500 characters remaining

- Withdraw Transaction - Cancel

Figure 37: Withdraw a Transaction

2. Enter the required explanation in the Explanation for change field . This is required.

3. Click on Withdraw Transaction. The transaction will be withdrawn with the opportunity
to be reinstated by clicking on Restore.
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5.0 Download Reports
— ARCOS/SORS Online: Manage SORS Transactions
= Back 0 Help
| # Add Transaction |
S N Shaw Errors Onl
Start Trans. Date End Trans. Date - Refresh ovrErrers Bty
| S0RS Transactions
TransID % Azzoc, Reg. & NDC 3
Reporter Errors I Qry @ Trans. Date & Options
~ Edit
£ E B 00008032605 207 Oct 0% 2013 ~ Withdram
~ Edit
£ 4 A — 0ORDS001801 2,735 Oct 0% 2013 ~ Withdram
~ Edit
B i 5 52— 15082026283 3,248 Oct 0% 2018 ~ Withdraw
~ Edit
FL5M— 3 £ 5 IE—_— 00805142812 S Qct 09 2019 ~ Withdraw
~ Edit
rri 7 ] 52955038050 433 Oct 0% 2019 ~ Withdraw
~ Edit
rrsio 8 An A—_— 00805142815 161 Oct 0% 2019 ~ Withdraw
~ Edit
F1 - 9 B2 il & 00008032707 3 Oct 0% 2015 ~ Withdraw
~ Edit
Fri- 0 ras 00008032707 3,857 Oct 0% 2019 ~ Withdraw
~ Edit
FI—- 11 ooz 16590089930 4,534 Oct 0% 2019 ~ Withdraw
~ Edit
F1 - 12 ras I 00805142813 2,863 Oct 09 2019 ~ Withdraw
- I
| (1 of 200) BEY:lzl2lslel7lelall10] =1~ 10 - Page | - | g Help |
'L Downlozad To FDF
—_
+ Download Tex File

Figure 38 - Manage SORS Transactions Page

5.1 Download to PDF

Reports can be downloaded to PDF files.

1. On the Manage SORS Transactions page (above), click on the Download To PDF link.

2. The popup below displays at the bottom of your screen
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(Lot1) »3 10 * |-vage- © g Help

| Download To POF

4 Download Text File

NOTE: Transafions with inwalid reporter bers must be wil then re-uploadd or i To in page. go fo SORS menu -+ Manage SORS
Transactions and select the appropriste reporter.

~ Back

Do you want to open or save SORS-FT5569061.pdf (2.35 KB) from apps2.deadiversiontest.usdoj.gov? Open Save - Cancel

Figure 39 - Download to PDF popup

3. Click on the down arrow next to Save.

4. The popup below displays.

Save

Save as
Do you want to open or save SORS-FT5569061.pdf (2.35 KB) from apps2.deadiversiontest.usdoj.gov? Open Save and open

Figure 40 - Save PDF popup

5. In the popup above, click on Save to save the file name shown to the download file or click
on Save as to allow you to rename the file and or specify where the file is to be saved.

5.2 Download Text File
Reports can be downloaded to text files.

1. On the Manage SORS Transactions page (Figure 38), click on Download Text File.

2. The popup below displays at the bottom of your screen

| Download To POF

& Download Text File

NOTE: Transations with invaiid reporter DEA numbers must be withdrawn and then re-uploaded o inserted manually. To insert manually: From the main page, go to SORS menu > Manage SORS
Transactions and select the appropriate reporter.

“ Back

Do you want to open or save SORS-FT5569061-FT5569061.txt from apps2.deadiversiontest.usdoj.gov? Open Save |™ Cancel

Figure 41 - Download to Text File popup

3. Click on the down arrow next to Save.
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4. The popup below displays.
Save
§ § Save as
Do you want to open or save SORS-FT5569061-FT5569061.txt from apps2.deadiversiontest.usdoj.gov? Open Save ~ Save and open

Figure 42 - Save as Text File popup

5. In the popup above, click on Save to save the file name shown to the download file or click
on Save as to allow you to rename the file and or specify where the file is to be saved.
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6.0 Upload Report Files

Report Files contain information about multiple transactions.

The files must be .txt files and must follow the format explained in Section 6.5 below.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

E DIVERSION CONTROL DIVISION

Welcome, FIS520870 | Logout

30R 5 Usar Manual

TEST ARCOS/SORS Online TEST: Main Menu

SORS MENU ' || +Manage SORS Transactions

| - Upload and Manage S0RS Report Files

Change Password » Mamage: Users

Figure 43: Upload SORS Report Files Options on the Main Menu

1. Click on Upload and Manage SORS Report Files on the Main Menu. The Upload SORS
Report page will display below.

Note: DEA Registration numbers are redacted.
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Welcome, FISSHEED | Logout

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

SORS-ONLIME: Upload SORS Report

SORS User Manual

Upload Report ﬂ Helo

+ Choose

Current File: File Not Uploaded, please Upload the file.

~ Back

File Processing. Status: Errors Found

Line # Error Source Line
! Mo Report Errors |
— Uploaded SORS Reports
- Linas .
Filename Upload Date e Status Action
! Mo records found. |
| {1o0f1) 10 * | -Page- * @ Help

-

Back

2. Click on Choose. A screen will open to allow you to navigate to the desired file.

L5, » Libraries » Documents »

l

~ |44 | Search Documents pel
Organize ~ New folder = ﬁ
W Microsoft Word i
W] Microsoft Wor Documents library P by ol
Includes: 2 locations
§ sovorites 3 Name Date modified Type
M Deskto, E
B B My Videos 3/18/2015 821 AM  File fol
J¢ Downloads & ;
.2 My Shapes 11/6/2013 1221 PM  File fol
&» Recent Places ) _ )
E My Pictures 3/18/2015 8:21 AM  File fol
L ¥ My Music 3/18/2015 821 AM  File fol
=l Libraries 5
. . My eBooks 11/20/2006 8:29 A...  File fol
. *,. Documents B
@ My Data Sources 10/22/2013 239 PM  File fol
. Music iy
I JPLITISS 2/25/201311:43 A, File fol
&5 Pictures S DI
B videne ~ | 1 | "
File name: - IAII Files Vl
Tools - [ Open |VI [ Cancel ]

£l

Figure 45: Choose File
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3. Click to select the file. The file name will display in the “File name” field.

4. Click on Open. The system will upload the selected file. The name of the file will now display
below Choose.

U.S. DEPARTMENT OF JusTicE X DRUG ENFORCEMENT ADMINISTRATION

JE DIVERSION CONTROL DIVISION

ARCOS/SORS Online: Upload SORS Report

Upload Report 2] Help

| 4+ Choose

- Walidate File
current File: PR -seed-
2200-~50RS5~_delimmited. bt
+ Back
ARCOS/SORS Online: Uploaded SORS Reports
Filename Upload Date I;r'::i__s Status Aition
: Mo records found,
(1ef1) 10 = |-Page- ~ @) Help

Figure 46 - Validate File

5. The next step is to click on Validate File to check it for errors.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

SORS User Manual

SORS-OMLINE: Upload SORS Report

Upload Report 0 Help

|| # Choose

=+ Submit File

current File: FISENID-seed-2200-
~SORS~_delimmited.txt

* Back
File Processing. Status: Errors Found

Line # Error Source Line

Mo Report Errors

Uploaded SORS Reports -

Filename Upload Dats biges Status Action
Proc.

Mo records found.

(1of1) 10 * -Page- - 0 Help
+ Back
Figure 47 - Submit File

6. Ifno errors are found, Validate File will change to Submit File. Click on this button to
proceed. A screen similar to the one below will display.

Note: If there are errors, a screen similar to that in Section 6.4 below displays.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

Welcome, FI

SORS User Manual

— SORS-ONLINE: Upload SORS Report

Upload Report o Help
| + Chooss |
| |
Current Filz: File Not Uploaded, please Upload the file.
* Back
| File Processing. Status: Errors Found |
Line # Errar Source Lina
| Mo Repart Errors |
— Uploaded SORS Reports
Filename Upload Date Lies Status Action
Proc.
View/Edit
Pl <cec- d
2200- 10-17-2015
~SORS~_delimmite | 05:34:35 PM 2000 | EEROREACCERIED Dawnlaad
d.ixt Error Report
|
| (10f1) 10 Page © Help
+ Back

Figure 48 - File Uploaded
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6.1 Download Error Report

Click on Download Error Report in the figure above. A text file similar to the one below will
display. As there are no errors, in this case the Report acts as a transmittal receipt.

DATE: 10/24/19 DEPARTMENT OF JUSTICE
DRUG ENFORCEMENT ADMINISTRATION
SORS ERROR REPORT
SORS TRANSACTIONS PROCESSING
FISXXXXX0
File: FISXXXXX0-seed-2200-~SORS~_delimmited.txt
Uploaded: Thursday, October 17,2019 - 5:34PM
TOTAL INPUT RECORDS = 2001
TOTAL ERROR RECORDS =0

Input Data | Error Codes
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6.2 View/Edit
Click on View/Edit in Figure 48. A screen similar to the one below displays.
ARCOS/S0RS Online: Manage S0RS Transactions
* Back @ H=r
# Add Transaction
Shaw Errors Onl
Start Trans. Date End Trans. Date -+ Refrash ow Errers By
SORS Transactions
TransID Assoc. Reg. & NDC =
Reporter Ermrors F 1 Qty * Trans. Date # Options
~ Edit
I 3 55 T 00008032605 207 Oct 03 2019 ~ Withdraw
~ Edit
1 - - 54— 00RDS001801 2,735 Oct 02 2019 ~ Withdraw
~ [Edit
F1 - 5 54 —_—_ 15082026289 3,249 Oct 09 2019 ~ Withdraw
+ Edit
FISE— 3 ] 00805142812 361 Oct 09 2019 ~ Withdraw
~ Edit
g 1] 7 R 52955033050 422 Oct 02 2019 « Withdraw
~ [Edit
s 8 2 T 00805142815 161 Oct 0% 2019 ~ Withdraw
+ Edit
FI i 9 54— 00008032707 3 0Oct 09 2019 ~ Withdraw
~ Edit
Fr— 10 EE 00008032707 3,857 Oct 09 2019 ~ Withdraw
~ Edit
BE 11 co7 Iz 16550089530 4,694 Oct 09 2013 ~ Withdraw
+ Edit
FI— 12 o5 I 00805142815 2,865 Oct 0% 2019 ~ Withdraw
(1 of 200) 23] a5 6]z ] alo)zo Wl =)= |10 - -Pzge- - (@ Help

'}‘ Daownlozd To BDF

+ Download Text File

Figure 49 - Manage SORS Transactions

The SORS Online application has a filter capability to allow you to sort through a large volume of

transaction records to efficiently find a specific record. (See Section 3.0)

Click on the Edit button for a transaction. A screen similar to the one below displays.

41 | Suspicious Orders Report System Online, Unlimited Distribution



User Manual, Version 1.2 | September 17,
2020

U.S. DEPARTMENT OF JUsSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

SORS User Manual

ARCOS/SORS Online: Manage SORS Transactions
BEe———  Jpropeee

Limited to Transactions Uploaded From File: FIJ0-s=ed-2200-~S0RS~_delimmited. txt
Uploaded: 2019-10-17 17:34:35,481
Status: REPORT ACCEPTED

ARCOS/SORS Online: Transaction

[Enter '=' to sat a field to the value from the most recently entered transaction, which is shown below) o Help
| Trans. ID | NDC Mumber | Quantity | Unit Code | Strength | Assoc. Reg. # | Order Form # | Trans Date |
2 | — e | 10/3/15
k2 ooeos |-1428 |12 1265 [-Optianal- v i 2 H12345678 A0 1
| Qct 032 2019
i Enter Reason(s) for reporting this ordar as suspicious
| Explanation
Reason Add
-Select- v Reason
| 200 characters remaining
| Reasons:
LARGE ORDER 5IZE Delete
| EXP 3 IS NOT LONG |
OTHER REASON Delete
| ExP 4 15 NOT LONGER S
UNUSUAL ORDER FREQUENCY Delate

| EXP 3 IS NOT LONG

~ Submit Edit ~ Cancel

Figure 50 - Edit Uploaded Transaction.

Make the necessary edits. Then click on the Submit Edit button. The transaction will redisplay in a
screen similar to Figure 49, but its location on the screen may change.
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6.3 Withdraw a Transaction

Click on the Withdraw button in Figure 49 and the screen below displays.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FISHENO | Logout

SORS User Manual

ARCOS/SORS Online: Manage SORS Transactions
FIS520370 (INFINITY LTC PHARMACY INC)

Limited to Transactions Uploaded From File: F15 N0 -seed-2200-~SCRS~_delimmitad.txt
Uploaded: 2019-10-17 17:34:35.481
Status: REPORT ACCERTED

ARCOS5/SORS Online: Transaction

Trans Code/ID NDC Number Quantity Unit Code Strength Assoc. Reg. # Order Form # Trans Date
R 00805142812 9,876 ] X12345678 2015-10-0% 00:00:00.0

Code: 5

Enter Reason(s) for reporting this order as suspicious
Explanation
i QUANTITY CHANGED
eason add
UNUSUAL ORDER PATTERN - Rk

184 characters remaining

Reasons:

LARGE ORDER SIZE Cizlete
EXP 2 IS NOT LONG =
OTHER REASON Dizlets
EXP 4 IS NOT LONGER £
UNUSUAL ORDER FREQUENCY Deleta

| EXP 3 IS NOT LONG

Explanation for change (required)
*

304 characters remaining

~ Withdraw Transaction -+ Cancel

Figure 51 - Withdraw a Transaction

Carefully review the data displayed above to confirm this is the transaction you want to withdraw.
If you confirm the desired transaction, click on the Withdraw Transaction button.

Figure 49 will redisplay with the Edit and Withdraw buttons replaced with a Restore button.
Again, the transaction my display on screen in a different location.
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6.4 Report with Errors

If errors are detected when uploading a SORS Report file (see Section 6.0), a screen similar to the
one below displays.

U.S. DEPARTMENT OF JUSTICE W DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

SORS User Manual

SORS-ONLIME: Upload SORS Report

Upload Report 0 Help
+ Choose

Errors Found. Please see below.Reports cannot be submitted with errors, with
the exeption of E7& {NDC Mot Found) errars.

Current File: FISITAD-seed-3200-
~SORS~_delimmited.txt

+ Back
File Not Processed: Errors Found
Line & Error Source Line
1 : ) ] ] | F1smmm—|s||c000s032701 00000568 |Fazll |
2 E48: Associate regiztrant numbgrls not in the B | 1 73456785] 10052012 | |0000000002]
CSA master file. : [ F 5
SIZE|Exp 2 is not Long
: 3 ; : - [ F1sH | S| |00008022707 00003042 | |[BATE |
s E;i' n’::ss?;;aéfemlgl'sgfgt number is notin the | g o0 7e54301[1009201]||0000000004]
[ i | oTHER|Exp 1
| FISHEEEMG|S||16530085920]00002745 ] [EAsE
c E48: Associate registrant number is not in the = |1224567289(1009201%| | |0000000005]
CSA master file, : [ 24N | SIZE|Exp 32 is not Long|PATTERN|Exp 4 is not
Longer

Figure 52 -SORS Report with errors (top)
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T I v

Fis Mo | =| |oooo20zz707 00004168 [Fazll

1779 ESrzr:eEtlrd ‘:’HEE“?T:;;&E‘;;?]*“ W |00 10092015 | |00000017 78|
¥ o SIZE|Exp 4 is not Longer

FisHI = | |00805142812| 00004444 [2asl

e S05: SORS: Duplicate Reason. Only ane W | 587654321 |10092015] || 0000001781
reason of each type may be provided. SIZE|Exp 2 is not Long|OTHER|Exp 3 is not
Long|SIZE|Exp 4 is not Longer
The uploaded file has too many errors o
2002 enumerzte. Some arrors may not be shown in

this message. Total Lines processed: 2,002
Total Errors: 162

Download Report Errors e

—  ARCOS/SORS Online: Uploaded SORS Reports

@ Refresh
Filenams Upload Date I';Ir:f Status Action
Viev/Edit
Fr5E O -s<=d-
2200- 10-17-201%
~S0RS~_delimmite | 05:24:35 PM 2000 | REPORT ACCEPTED Download
d.txt Error Report
(1 of1) 10 < -page- ~ g Help

Figure 53 - SORS Report with errors (bottom)

Clicking the Download Error Report button will download a PDF of the screen above showing
errors.
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6.5 Formatting of Transactions for SORS Online File Uploads

SORS pipe delimited text file format with reasons

Filename:

Must contain “~SORS~” in the file name not including the double quotes

Header Format:

Column | Element Example Required Notes
0 Data Type SORS Y Always SORS
1 Reporter DEA No AA1234567 Y Must be a reporter associated with the user uploading the file
2 Report Date 03212019 Y MMDDYYYY
Example
SORS|AA1234567|03212019
Transaction Format:
Column | Element Example Required | Notes
Reporting Registrant DEA
0 No AA1234567 Y
1 Trans Code S Y Always S
2 Action Indicator Always Empty
3 NDC Number 12345121234 Y
4 Quantity 1256 Y Must be greater than 0, maximum 8 digits, no commas
5 Unit Code 1 Arcos Allowed Unit Code, NDC dependent. Unit Codes below.
6 Buyer DEA No AA9876543 Y
7 DEA Order Form No 123456789 Y* Required for schedule 1, 2, 2n drugs
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Column | Element Example Required | Notes
8 Transaction Date 09272019 Y MMDDYYYY
9 Correction Number W1234567 For correcting errors
Must be four digits, left pad with 0. Percentage. Implied
10 Strength 1000 decimal after third digit, e.g. 1000 = 100.0%, 0074 = 7.4%
11 Transaction ID 123456 Maximum 10 digits
12 First REASON Code 1 Y Reason Codes are below. Must be a valid reason code
Explanation of why this order is
13 First REASON Explanation suspicious for this reason code Y Explanation limited to 200 characters
14 Second REASON Code 3 Optional
Second REASON Explanation of why this order is Required if reason code given
15 Explanation suspicious for this reason code Y* Explanation limited to 200 characters
16 Third REASON Code 4 Optional
Simple explanation of why this order Required if reason code given
17 Third REASON Explanation | is suspicious for reason code given Y* Explanation limited to 200 characters
18 Fourth REASON Code 2 Optional
Fourth REASON Simple explanation of why this order Required if reason code given
19 Explanation is suspicious for reason code given Y* Explanation limited to 200 characters
Examples

AA1234567(5]|52959038090|00002440 | |004978IEZ|X12345678|09272019| | | 0000000008 | 1|Explanation 1 goes here

FB0987644|5S||52959038090|00001546 | |BA8220991|123456789|09272019| | |0000000030 | 3| Explanation 1 |2|Explanation 2 | 1|Explanation 3 |4|Explanation 4
goes here

Note: Unit and Reason Codes listed on next page.
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Unit Codes

CODE DESCRIPTION
1 MICROGRAM
2 MILLIGRAMS
3 GRAMS
4 KILOGRAMS
5 MILLILITERS
6 LITERS
D DOZEN
K THOUSANDS

Reason Codes

CODE DESCRIPTION
1 LARGE ORDER SIZE
2 UNUSUAL ORDER FREQUENCY
3 UNUSUAL ORDER PATTERN
4 OTHER REASON
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7.0 Additional Information

7.1 New NDCs

If you enter an NDC in a transaction that the system does not recognize, you will be prompted to
have it added to the system as a temporary NDC. The temporary NDC will be verified by DEA.
Although transactions with temporary NDC entries will be accepted, they will generate errors
which must be corrected if the NDC has not been accepted by the ARCOS system at the time the
Report is submitted.

The screenshot below displays the Add NDC button that appears when an NDC Number is entered
and is not recognized by SORS Online.

: Transaction

9 Trans Code Key (Enter *=" to set a field to the valug from the most recently entered bransaction, which is shown below) 9 Help
Trans. ID NDC Number Quantity unit Code Strength Assoc. Reg. Order Form # Trans Date
12345 -6789 -01 f—

7 | -Optional- [+l

= Add NDC |-oR- ™l

= Submit Transaction = Cancel

Figure 54: Add NDC Button

1. Click Add NDC to request that the new NDC be added to the system. The Add NDC Form
page will display below.
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ARCOS-WEB: Add NDC Form

The DEA uses 11 digit NDC numbers, in the 5-4-2 fermat (e.qg. 12345-6789-01)
Shorter forms should pad zeres to the LEFT.

Examples of properly formatting an NDC:

Originsl = 1234-0123-01 Original = 1234E8-123-01 Original = 1234E8-0123-1
RRCOS = 01234-0123-01 RRCOS = 12345-0123-01 RRCOS = 12345-0123-01

Upload Scanned Label 9
Upload Help

a Trnpartant Tnformation

about Scanned Labels contant

MNDC Number 12345 |- 6789 - 01

+ Choose

=+ Submit 2 Cancel

Current File: File Mot
Uploaded, please Upload the
file.

Figure 55: Add NDC Form

2. A PDF of a scanned NDC label or a PDF that provides product information must be
uploaded. Click the Choose button. A screen will open allowing you to navigate to the PDF.

. » Llibraries » Documents » v | 3 | Search Documents &)
Organize ~ New folder = 0
I
W Microsoft Word i
=i Microsoft Wor Documents Ilbrary Arrange by:  Folder
Includes: 2 locations
K avorites = Name Date modified Type
M Desktop ) _ } =
B My Videos 3/18/2015 821 AM  File fol
I3 Downloads ¥ -

) My Shapes 11/6/2013 1221 PM  File fol

<» Recent Places ) _ )

& My Pictures 3/18/2015 821 AM  File fol
=3 ¥ My Music 3/18/2015 821 AM  File fol
=l Libraries ,

). My eBooks 11/20/2006 8:29 A...  File fol

., Documents )
@I My Data Sources 10/22/2013 239 PM  File fol
4. Music iy
k. JPLITISS 2/25/2013 1143 A..  File fol
5. Pictures . U
B videne adl | 71 UL | r
File name: - IAII Files 'l
Tools - [ Open |VI [ Cancel ]
|

Figure 56: Navigate to PDF
Figure 57 below displays guidance in uploading a PDF scanned label for the new NDC.

If a scan of the label for the new NDC is not possible, Figure 58 provides guidance of the alternative
PDF.
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-0123-01 Original = 12345-123-01 Original = 12345-0123-1
4-0123-01 RRCOS = 12345-0123-01 RRCOS = 12345-0123-01

d NDC Label Upload Help

* You must upload a scanned copy of the NDC label in order for it to be added to our system.

tInfe e Use the Choose Button to select the scanned file. Supported file type is Adobe(tm) PDF (.pdf) .

abels  « Maximum file size is 20MB

|

Figure 57 - NDC Label Upload Help

=

1 o Cenired Division

el

Welcome, FT5569061 | Logout

1 Scanned Label Help

* Please provide a scanned commercial label in .PDF format

The -0R- Please provide(in a .POF file) the following product information from the Manufacturer if a
Sh commercial label is not available
Exz = Genenc or Brand Name
» Controlled Substance and Other Active Ingredients
ord + Concentration or Strenagth
+ [Dosage Form
A * Package Size
] Example #1:
u * Generic
U # Onwycodone HCI wf Acetaminophen
+ 10mg / 325mg
+ Tablet
3 * X100

* Roxicet

» Oxycodone HCl wi Acetaminophen
= 5mg / 325mag per 5ml

» Solution

» x20ml

}; Example #2:

Figure 58 - Format of a file uploaded in lieu of a NDC label.

4. Locate and click on the PDF file. .

5. Click the Open button. A successful file upload message will display.

File(s) uploaded
successfully.

6. Click Submit to send the drug information to DEA. A successful NDC entry message will

display.
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: Transaction

B Trans Code Key [Enter "=' to set a field to the value from the most recently entered transaction, which is shown below) a Help
Trans., 1D NDC Number Quantity Unit Code Strangth Assoc, Reg. & order Form & Trans Date
i f— —
7 12345 -67E% 01 I -Dpticnal- ]
-0R- |

W NOC Entry successfully saved.

= Submit Transaction = Cance|

Figure 59: NDC Confirmation

7. Complete the transaction fields and click the Submit Transaction button. See Section 4.1
for more information.

7.2 Central Reporter

Central Reporters that manage multiple registrant accounts can submit and manage transaction
information through SORS Online. A Central Reporter account with SORS Online is required.
See Section 2.1.2.

1. Loginto SORS Online as described in Section 2.3. The Main Menu page will display.

2. Click the SORS Menu option. Two options will display.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FT5569061 | Logout

SORS User Manual

| ARCOS/SORS Online: Main Menu

SORS MENU L/ ~+ Manage SORS Transactions

-+ Upload and Manage SORS Report Files

Change Password +Manage Users

Figure 60: SORS Menu Options

3. Select Manage SORS Transactions. Each registrant account that the Central Reporter is
responsible for will display.
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Salect User
WW2323232 + Manage SORS Transactions
WW45454549 # Manage SORS Transactions
WwWeareTeve 4 Manage SORS Transactions

= Back

Figure 61: Registrant Accounts for Central Reporter
4. Click Manage SORS Transactions of the preferred registrant. The transaction page for that

registrant will display.

5. At this point, the Central Reporter section within SORS Online operates like an individual
registrant. Follow the previous sections of this User Manual for guidance as necessary.
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8.0 Manage Users

This section is only applicable to SORS Reporters or those individuals having an Admin Role. All
persons with the SORS Admin role can perform any of the functions described in this section..

Only a user with the SORS Admin Role will see Manage Users option on the Main Menu below

U.S. DEPARTMENT OF JUSTICE %X DRUG ENFORCEMENT ADMINISTRATION

il

i DIVERSION CONTROL DIVISION

Welcome, FTIEEEER | Logout

S0RS User Manual

| ARCOS/SORS Online: Main Menu

S0ORS MENU : + Manage S0RS Transactions

=+ Upload and Manage SORS Report Files

Change Password + Manage Users

Figure 62 - Main Menu for Admin Role

Clicking Manage User on the Main Menu will display the Manage Users Page. The first time an
organization registers for SORS, only the SORS Reporter, who registered in Section 2.1 will display
in the Manage Users Page as shown below.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, FTHEEEEEE | Logout

SORS User Manual

* Back
: Manage Users
10 v (1of1)
Role = Username = Name = Enabled? Action
ROLE_SORS_ADMIN | F7 I ADMIN, JOHN | Yes # Edit Reset Pwd
0r (1of1)

+ Add User | = Back

Figure 63 - Initial Manage Users Page
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8.1 Add User

The SORS Reporter may add users to assist with making Reports for their organization.
To add a user, click on + Add User in the Manage Users Page above.

e Ifyou report for a single registrant, go to Section 8.1.1 below.

e Ifyouare a Central Reporter and report for multiple DEA Registrants,

8.1.1 Add User to Single Reporter
The blank form below displays.

Note: As shown below, the role of SORS User or SORS Admin is assigned on the Add/Edit
User Form. Also, the term “Individual” may be used to describe an action applicable
to both roles.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

B

Welcome, FTHEEE | Logout

S0RS User Manual

: Add/Edit User Form

* denotes Required Fields

* Email (username)

* Role [ROLE_SORS_USER =
ROLE_SORS_ADMIN ~

* First Name

Middle Name

* Last Name

* Enabled? Yes No

= Proceed @ Cancel

Figure 64 - New User Add/Edit User Form

In this form the Admin clicks on either ROLE_SORS_USER or ROLE-SORS_ADMIN to assign the role.
Also, the Admin will click in the Yes radio button to enable the Individual. If the Admin clicks in the
No ratio button, the Individual will not be enabled. See Section 8.3 Adding a Not Enabled User.

Below is an example of adding a new Admin User.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

ruin Camirod Diyision

\Welcome,
S0RS User Manual

: Add/Edit User Form

* denotes Required Fields n

* Email (username) sors2a@yahoo.com

Tl [ROLE_SORS_USER =~
|ROLE_SORS_ADMIN ~

* First Name e

Middle Name

* Last Name 5

* Enabled? . Yes No

= Proceed @ Cancel

Figure 65 - Example New Admin

Having a second Admin user provides a backup capability if the other admin is not available.

Click on Proceed and the screen below displays.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

[ ineris Cosiru Dt
Velcome, F TSN | | ogoLt

S0RS User Manual

ARCOS/SORS Online: Review User

Username: sors2a@yahoo.com
Role ROLE SORS_ADMIN
First Name: S0RS5Z2

Middle Name:

Last Name A

Email sors2a@yahoo.com
Enabled? Y

B Confirm # Revise @ Cancel

Figure 66 - Review User Information

Review the information displayed above. If everything is correct, click on Confirm. The screen
below displays.
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If anything above needs to be changed, click on Revise. A screen similar to Figure 65 to enable
editing.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

SORS User Manual

W) sors2a@yahoo.com successfully added. The temporary password is: fAdd37nam%

+ Back

[ : Manage Users

wr (1of1)
Role & Username = Name Enabled? Action

| ROLE_SORS_ADMIN E FTI : ADMIN, JOHN E Yes : & Edit Reset Pwd

= 1o - I i do -

| ROLE_SORS_ADMIN sors2a@yahoo.com A, SORS2 Yes # Edit Reset Pwd
wr (1of1)

+ Add User | = Back

Figure 67 - New Admin User Displays
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8.1.2 Add a User to a Central Reporter
Note that Central Report XXNNNN859 is registered to report for six additional DEA Registrants.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

J DIVERSION CONTROL DIVISION

Welcome, INIEEESSS | Logout
S0ORS User Manual

: Add/Edit User Form

* denotes Required Fields

* Email (username) Assign Reporters (g} Help
*Rale @ Help ROLE_SOR5_USER 787
ROLE_SORS_ADMIN 707
B33
* First Name 589

Middle Name

* Last Name

* Enabled? ® ves No

-+ Proceed @ Cancel

Figure 68 - Add/Edit User Form for Central Reporter XXNNNN859.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, ENEEESE9 | Logout

SORS User Manual

: Add/Edit User Form

# denotes Required Fields

) Assign Reporters Help
*
Email (username) sorsuser@yahoo.com e

* Role (@ Help ROLE_SORS_USER
ROLE_SORS_ADMIN

* First Name

TOM

Middle Name

* Last Name JOMNES

* Enabled? ® ves No

- Proceed 2 Cancel

Figure 69 - Add user with authorization to report for two DEA Registrants

In this example, Central Report XXNNNN859 is adding the new user Tom Jones, with reporting
authority limited to the two highlighted DEA Registrants. The new user is assigned the User Role.
The new user could be assigned the Admin Role.

Click on Proceed. A screen similar to the one below displays.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Nelcome, 589 | Logout

S0RS User Manual

ARCOS/SORS Online: Review User

Username: R o com
Role(s) ROLE_SORS_USER
Participant(s) 01 .57
First Name: TOM

Middle Name:

Last Name JONES

Email P com
Enabled? Y

# Confirm # Revise @ Cancel

Figure 70 - Review User

Review the information displayed above. If accurate click on Confirm.
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A screen similar to the one below displays.
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8.2 Edit User

In this section, we use the edit function to correct an Admin user’s last name. A single letter last
name, although registered, will not function properly.

Click on Edit for sors2a@vahoo.com

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

E DIVERSION CONTROL DIVISION

Welcome, i1 | Logout

SORS User Manual

: Add/Edit User Form

* denotes Required Fields n

* Email (username) sors2a@yahoo.com

* Role [ROLE_SORS_USER =«
|ROLE_SORS_ADMIN ~

* First Name Sors2

Middle Name

* Last Name Iy

* Enabled? ® ves No

-+ Proceed | @ Cancel

Figure 71 - Add/Edit User Form

In this example we use the Add/Edit User Form to edit the user. We correct/edit the last name
from “A” to “Adm.” Then, click on Proceed.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

E DIVERSION CONTROL DIVISION

Velcome, FTINNRRINN | oot

0o Uar Maral

ARCOS/SORS Onling: Review User

LIsermanse: sorsTa DAk oom
Role ROLE_SORS_ADMIN
First Nanwe: SORSY

Middle Hanse:

Last Mamee A

Ermail sara2alvabsa oo
Enabded? ¥

A Confam # Rense & Cancel

Figure 72 - Review User Screen Displays New Last Name

Click on Confirm to record the edit.
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Note: The Username cannot be changed.

U.S5. DEPARTMENT OF JUSTICE * DrRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome. F TN | Lo0oud

5 Usar Maniial

Wy sors2a@yahoo.com successfully updated.

- Back
: Manage Users
wr (1 of 1)

Role = Username & Hame Enabled? Action
ROLE_SORS_ADMIN FTS565061 ADMIN, JOHN Yes ~ Edit  Reset Ped
ROLE_SORS_aDMIN sors2a@yahoo. com ADM, SOR52 . Ties # Edit Reset Pwd

10T {1ofi)

+ Add User = Back

Figure 73 - Successful update

The above screen confirms the edit.
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8.3 Adding a Not Enabled User

There are some issues when making add a user that is not enabled.

If you complete the process as in Section 8.2 to add a User (or Admin) you will get a screen similar
to the one below.

U.S. DEPARTMENT OF JUSTICE WX DRUG ENFORCEMENT ADMINISTRATION

E DIVERSION CONTROL DIVISION

WY sors.user@yahoo.com successfully added. The temporary password is: JUACH23BAp#

- Back
H H-.l.l'lag-e: Users
wr (10f1)

Rele = Username - Name - Enabled? Action
ROLE_SORS_ADHIN FTI— ADMIN, JOHN Yeu # Edit  Reset Ped
ROLE_SORS_UISER sors.user@yahoo.com USER, SORS Mo & Edit Reset Pwd
ROLE_SORS_ADMIN sersZa@yahoo.com ADM, SORS2 Yo # Edit  Reset Pwd

my (1of1)

+ Add User = Back

Figure 74 - User Added as Not Active

If you this User tries to login, the screen below will display.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

E{ DIVERSION CONTROL DIVISION

Unskbie to login

There was an unexpected ermor processing this login. The problem has been
fogged and we are looking into i. I the problem persisis, please try back
Iatar.

ARCOS/SORS Online Reporting:
Login

Login Information

User:

Password:

SORS Registration (for Mon-ARCOS Reporters)

Forgot Password {SORS Non-ARCOS Reporters)
Figure 75 - Not Enabled Login Problem
The User (or Admin) must be enabled to get a password. See the next section below.

8.4 Enable Not Enabled User

Click on Edit for the Not Enabled User in the Manage Users Screen below.
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U.S. DEPARTMENT OF JUSTICE W DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

- Back
: Manage Users
1w {10f1)

Role = Usermname = Name = Enabled? Action
ROLE_SORS_ADMIN 7 ADMIN, JOHN s # Edit Reset Pwd
ROLE_SORS_USER sors.userfyahoo.com USER, SORS Ho & Edit  Reset Pwd
ROLE_SORS_ADMIMN Sors 2 afyahoo. oom a0, SORSZ ies # [Edit Reset Pwd

0T {10f1)

# Add User * Back

Figure 76 - User is Not Enabled

Click on Edit for the Not Enabled User in the Manage Users Screen above. The Add/Edit User Form
for this user display.

Figure 77 - Not Enabled User

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

S0RS User Manual

: Add/Edit User Form

* denotes Required Fields

- .
Email (username) sors. user@yahoo.com

* Rele |ROLE_SORS_USER _ »
|ROLE_SORS_ADMIN ~

* First Name SORS

Middle Name

* Last Mame USER

* Enabled? ® ves No

=+ Proceed @ @ Cancel

Figure 78 - Yes Enabled Clicked

Click in the Yes radio button so it displays as above. Click on Proceed. The screen below displays.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

i ersinn Cantrad Division

. S

Welcome, FTIHEEE1 | Logout

50R S User Manual

ARCOS/SORS Online: Review User

Username: sors.user@yahos.com
Role ROLE_SORS_USER
First Name: SORS

Middle Mame:

Last Name USER

Email sors.user@yahos.com
Enabled? o

@ Confirm # Revise @ Cancel

Figure 79 - Review User Screen for Enabled User

Click on Confirm to save the User as enabled. The Screen below displays.

U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

mrred [ s

Wedcorr, FTIER | | o000

FON S Vet Manual
WY sors.user@yahoo.com successfully updated.
= Back
: Manage Users
0T (1of 1)

Raole - Usermame - Hame - Enabled? Action
ROLE_SORS_ADMIN Fr i ADMIN, JOHN Yog # Edit  Resst Pwd
ROLE_SORS_USER sors.userfyahoo.com USER, S0RS Yes & Edit Reset Pavd
ROLE_SORS_ADMIN Sore2nPyahos. com ADM, SORS2 Vg & Edit Redat Pwd

wr {1of 1)

+ Add User = Back

Figure 80 - User Displays as Enabled.

The previously not enabled User displays as enabled above.
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8.5 Reset Password

An Admin can reset any user’s password. In this example we will reset the password of the user
sors.user@yahoo.com.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

.

Welcoms, FTIEEEEN | Logout

SORS User Manual

« Back
- : Manage Users
10[v| (1of1)

Role & Username & Name & Enabled? Action
ROLE_SORS_ADMIN : FT - : ADMIN, JOHM | ves | [ # Edit | Reset Pwd
ROLE_SORS_USER sors.user@yahoo.com USER, SORS Yes # Edit Reset Pwd
ROLE_SORS_ADMIN | sors2a@yahoo.com | ADM, SORS2 Yes | | Edit Reset Pwd

10| (10of1)

+ Add User | * Back

Figure 81 - Manage Users Page.

Click on Reset Pwd for this user. This popup displays.

User password RESET ]

& This will reset the user's password. the user will be unable to login until they are given the new password. Continue?

# Reset Pwd Cancel

Figure 82 - Reset Password Popup

Click on Reset Pwd. Note the banner in the screen below.
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U.S. DEPARTMENT OF JUSTICE X DRUG ENFORCEMENT ADMINISTRATION

Eﬁ DIVERSION CONTROL DIVISION

Welcome, FT ISR | Logout

SORS User Manual

W) User sors.user@yahoo.com: password successfully reset. The temporary password is: teuM37ZeoDD!

“ Back
: Manage Users
10[v| (1 of 1)
Role = Username & Name & Action
ROLE_SORS_ADMIN | Fri—— ' ADMIN, JOHN | Yes # Edit = Reset Pwd
. ROLE SORS_USER -sors.user@vahoo.com USER, S0ORS .Yes # Edit Reset Pwd
ROLE SORS_ADMIM "surs2a@yahou.com ADM, SORS2 -:..Yes # Edit Reset Pwd
10[v| {1of1)

+ Add User e Back

Figure 83 - Password Successfully Reset

Record the temporary password and give it to the affected user.

This user will open the Login Page and enter the username and temporary password as shown
below.

U.S. DEPARTMENT OF JusTiICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

ARCOS/SORS Online Reporting:
Login
Login Information

User:

s0rs.useri@yahoo.com

Passwond:

Login

Forgot Password (SORS Mon-ARCOS Reporters)

Figure 84 - Login Page with Temporary Password.

68 | Suspicious Orders Report System Online, Unlimited Distribution



User ManDelcemben 20}
2019

This user clicks on Login and the Change Password Page.

U.S. DEPARTMENT OF JUSTICE * DRUG ENFORCEMENT ADMINISTRATION

ﬁ DIVERSION CONTROL DIVISION

Welcome, sors.user@yahoo.com | Logout

ARCOS/SORS Online: Change Password

Old Password: ssessnssnnee

New Password FENERRR RN

Mew Passmord (retype)

-+ Change Password @ Cancel

Figure 85 - Change Password

The user enters the old password, the new password, repeats the new password, and then click on
Change Password.

U.S. DEPARTMENT OF JusTICE X DRUG ENFORCEMENT ADMINISTRATION

DIVERSION CONTROL DIVISION

Welcome, sors.usen@yahoo.com | Logout

SORS User Manual

ARCOS/SO0RS Online: Main Menu

W) Password Changed Successfully.

S0RS MENU 4

Change Password

Figure 86 - Main Menu with Banner

The banner notes that the password was successfully changed.
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