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Privacy Act Statement

Authority:10 U.S.C. 7013, Secretary of the Army; 10 U.5.C. 8013, Secretary of the Navy; 10 U.S.C. 9013,
Secretary of the Air Force; 22 U.S.C. 4801, Findings and purpose; 22 U.S.C. 4802, Responsibility of Secretary of State;
and 22 U.5.C. 4805, Cooperation of other Federal Agencies; Public Law 99-399, Omnibus Diplomatic Security and
Antiterrorism Act of 1986; Department of Defense Directive 4500.54E, DoD Foreign Clearance Program; DoD Directive
5400.11, Privacy Program; NIST.SP.800-53r4, Security and Privacy Controls for Federal Information Systems and
Organizations; Privacy Act of 1974.

Purpose: This system is a web-based application operated by the U.S. Air Force due to the Secretary of the Air Force.
being designated as the Department of Defense (DoD) Executive Agent for the DoD Foreign Clearance Program. It is
designed to aid DoD mission planners, aircraft operators and DoD personnel in meeting host nation aircraft diplomatic
and personnel travel clearance requirements outlined in the DoD Foreign Clearance Guide. APACS provides requesting,
‘approving, and monitoring organizations (i.e., country clearance approvers at U.S. Embassies, Geographical Combatant
Commands (GCC) theater clearance approvers, and Office of the Secretary of Defense (OSD) special area clearance
‘approvers) access to a common, centralized, and secure database that contains all the information required to
process/approve foreign travel clearances.

Routine Use:

a. To the appropriate Federal, State, local, territorial, tribal, foreign, o international law enforcement authority or
other appropriate entity where a record, either alone or in conjunction with other information, indicates a
violation or potential violation of law, whether criminal, civil, or regulatory in nature.

b. To any component of the Department of Justice for the purpose of representing the DoD, or its components,
officers, employees, or members in pending or potential litigation to which the record is pertinent.

c. In an appropriate proceeding before a court, grand jury, or administrative or adjudicative body or official, when
the DoD or other Agency representing the DoD determines that the records are relevant and necessary to the
proceeding; or in an appropriate proceeding before an administrative or adjudicative body when the adju
determines the records to be relevant to the proceeding.

d. To the National Archives and Records Administration for the purpose of records management inspections
conducted under the authority of 44 U.S.C. 2004 and 2906.

&.To a Member of Congress or staff acting upon the Member's behalf when the Member or staff requests the
information on behalf of, and at the request of, the individual who is the subject of the record.

. To appropriate agencies, entities, and persons when (1) the DoD suspects or has confirmed that there has been
a breach of the system of records; (2) the Do has determined that as a result of the suspected or confirmed
breach there is a risk of harm to individuals, the DoD (including its information systems, programs, and
operations), the Federal Government, or national security; and (3) the disclosure made to such agencies,
entities, and persons is reasonably necessary to assist in connection with the DoD's efforts to respond to the
suspected or confirmed breach or to prevent, minimize, or remedy such harm.

9. To another Federal agency or Federal entity, when the DoD determines that information from this system of
records is reasonably necessary to assist the recipient agency o entity in (1) responding to a suspected or
confirmed breach or (2) preventing, minimizing, or remedying the risk of harm to individuals, the recipient
agency or entity (including its information systems, programs and operations), the Federal Government, or
national security, resulting from a suspected or confirmed breach.

h. To contractors, grantees, experts, consultants, students, and others performing or working on a contract ,
service, grant, cooperative agreement, or other assignment for the federal government when necessary to

ish an agency function related to this system of records.

. To appropriate Federal, state, local, territorial, tribal, foreign, or international agencies for the purpose of
counterintelligence activities. This routine use complies with U.S. law or Executive Order, or for the purpose of
‘executing or enforcing laws designed to protect the national security or homeland security of the United States,
including those relating to the sharing of records or information concerning terrorism, homeland security, or law
enforcement.

j. To a domestic or foreign entity entering into 3 public-private partnership with the Defense POW/MIA Accounting

Agency (DPAA). This routine use complies with 10 U.S.C. 1501a, when DPAA determines such disclosure is
necessary to the performance of services DPAA agrees shall be performed by the partner.

Disclosure: User disclosure of PIL is voluntary. However, failure to furnish the requested information may result in
denial of aircraft and/or personnel travel clearance requests.

System of Records Notic
FR 94).
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Welcome to the Aircraft and Personnel Automated
Clearance System (APACS)

Use APACS to Create, View and Submit Aircraft or Personnel travel requests

-->Two-Factor Authentication (27) Sign-in Implementation scheduled for 15 August 2021.<--

NEW: Read SECDEF's 15 Mar 2021 Memo, Subi: Uodate to Conditions-based Approach to Coronavirus Disease 2019 Personnel
Movement and Travel Restrictions, superseding all previous DoD COVID-19 travel guidance/restrictions. See individual FCG country.
pages for speciic travel restrictions/quarantine requirements. Also, review FHP guidance regarding Travel, Deployment and
Redeployment, CDC Travel Health otices and DOS COVID-18 Traveler Information sites for their latest guidance.

Weekly Outages:
‘Wednesdays from 0800-0910 ET for approx. 10mins.
The 2nd Wednesday each month from 09001300 ET.

Sign in to Your Account

IEm©  EmEme

Password Sign in dissbled 15 August 2021

Set Up Two-Factor Authenticat

Account Sign up @

Login Assistance. Notices Contact Us EAQ
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> Tuo-Factor Autbertication (2F4] Siga-in Implementation scheduled for 15 Auguss 2021,

NEW: Resd SECDEF': 55 Mar 2021 Meme, Suby: Update to Gongitons-bssed Aporoach to Coronsuirus Disesse 2055 Bersonrel
ovemant and Trave Resrictons, supersding sl previous Do COVID-15 travel quidance/resrctons. See indwidual G country
pages for spacic wavel restctons/quaranting requiramans, Ao, revis FHP quidance regarding Tatel, Desloyment and
Reeoloyrmins, COC Trave Health Notcas and DOS COVID-15 Travelar Information sts for hei st gidance.

‘Weekly Outages:

Wadneadays ram 0500-0910 ET for sporax. 10mins:
The 2nd Wednascay cach monch from 0900-1300 ET-

Welcome to APACS

(Chack the applicable country(es) i the Forsian Clsarance Guide (FCG) to datermine.
cradantial ragquirements (1.2, CAC/orders, passport/visa) and to find out f an APACS request
Submission i required.

Get Help Using APACS:

iorat Rsquaster Help . Parsornel Regueste Help Personnel Approver Helg . Holp

Release Update:
T lstes reesss of APACS insudes th flloning ennincements:

- FG notes for certain countries il now be displayed on APACS itnerary regardless of
claarance requirements.

- Added the capabllty to allow Department of State PIV card to be used to authenticate to
APACS. Sea FAQ #D.1 for enabling PIV instructions.

- Configured APACS to cissble usar's account sftar 35 days inactivity in order to bs
‘comliant with the applicable sacurity contrls.

+ Modfied wordings in the APACS Registration page to provids batter guidanca.

To view pravious and latest st of fxes, enhancements and new features of APACS click on
Relesse 63 (07/06/2020)
Accessibilty/Section 505

The USS. Depariment of Defense s commited o making s ectorc and nfrmation technologes
ScoREE D 0 VLA Wih G418 1 SecorSanos i Sacon 506 of e Benatiaton A (28 LS.
7542 mencac n 1000, San eacostc o oance ‘el o the ssceseb iy o 13 webeta e

DoniSesionios omd . For more niomtan sho Secien 502, esce vt e Do Secion S0
Ssbaie Lost Usdated 081092013

System of Records Notice (SORN):
o view the DoD Foreign Clsarance Program - System of Racords Ntis (SORN) ok here.
Office of Mansgement and Budgst (OMB) Registration:
o viewtha N of Offca of Management and Suciget Acion (OMS 0701.0160) lck hare.
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You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized
use only.

privacy

t Statement

‘agency bisdosure Notice:
‘OB Control Number: 0701-0160, Arcrat and Personnel Automated Clearance System (APACS)

0B Expiration Date: 06/30/2021

‘The public eporting burden for this collection of nformation, 0701-0160, Is estimated to average 30 minutes per
response, incuding the time or reviewing Instructions, searching existing data sources, gathering and maintaining the
data needed, and completing and reviewing the collcton of information. Send comments regarding the burden
estimate or burden reduction suggestions t the Department of Defense, Washington Headquarters Services, at
‘whs.mc-alex.esd.mbs. dd-dod-Information-colections Gmail.mil. Respondents should be aware that notwithstanding any
other provsion oflaw; 1o person shall be subjec to any penalty for faling to comply with a collecton of information f
it does not display 3 currenty valid OMB control number.

By using this 15 (which Includes any device attached to this IS), you consent to the following conditons:
The USG routinely intercepts and moritors communications on this 1S for purposes including, but not lmited to,
penstration testing, COMSEC moritoring, netwiork operations and defense, personnal misconduct (PH), law
enforcement (LE), and counterintellgence (C1) investigations.

it any time, the USG may inspect and seize data stored on this 15.

=" Communicatins using, or data stored on, this IS are not private, are subject to routine monioring, nterception,
and search, and may be disdosed or used for any USG authorized purpose.

« Tis 15 Includes security measures (6.9, authentication and access control) to protect USG nterests - not for
your personal benefi or privacy.

« Notwithstanding the above, using this 15 does not constitute consent to PH, LE or CI investigative searching or
monitoring of the content o prvileged communications, or work product, related to personal representation or
services by attoreys, psychotherapists, o clergy, and their asistants. Such communications and work product
are private and confidential. See User Agreement for detals

D1 agree to the terms ofthe User Aqresment
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