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. Anzwat - :
B 3 Additional Information
Csstion £ Cuestion [¥esNa)

Pipeline Cyber Asset Security Measures

1.00 Do your cybersecurity plans incorporate any of the following approaches?

Mational Institute of Standards and Technology (NIST).
1004 Framework for Improving Critical Infrastructure |{5.:_||.:_|¢p -
Cybersecurity

U.S. Department of Energy, Office of Electricity and
Energy Reliability. Energy Sector Cybersecurity I{Epel-ect} - I
Framework Implementation Guidance

1.00B

U.5. Department of Homeland Security, Transportation

1.00C Systems Sector Cybersecurity Framewaork |“-'-5E|Ed.‘r’ -
Implementation Guidance

Industry-specific methodologies
L.00D | (See 2018 T5A Pipeline Security Guidelines, Section 7.4 [«Selecs - I
for partial listing.)

1.00E |Other [if checked, slaborate] |{Seled} -

Asset Management

Information that is controlied under 46 CFR parts 16 and 1620 No part of this moord may
1320, except with the: written 1 of the Administrator of tha Tran:
of ather actian. For U.3. govemmenl agent

alian, Unauthorized relesse may st in cidl p
1 CFHR parts 15 and 1520
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Sensitive Security Information

100 Has your corporation established and documented policies and procedures for the following?
2004 |Assessing and maintzining configurstion information. |{5E|Ed? - I
208 |Tracking changes made to pipeline cyber assets. |“-'-SEIEII3=‘ -
2.00C |Pauching/upgrading operating systems and applications. <Select> -
200D En.su!'mgthatthzcl.\:nge:dnnnt?dueruhrmp:ct = o i
existing cybersscurity controls.
2.DOE Other (if checked, elaborate) <Selects -
201 Does your corporation evaluzte and dassify pipeline cyber assets using the following oriteriz?
Critical pipeline cyber assets are operational
2.014 | technologies {OT) systems that can control operations || <Salect -
on the pipefine.
2018 Nnn-.ﬂ'rtlui plpf:lme L'"tlEFi'.':SE“B are OT systems that Serts | -
maonitor operations on the pipeline.
Has your corporation developed and maintained a
comprehensive setof networksystem anchitecture
202 diagrams or other documentation, including nodes, <Selech> -
interfaces, remote and third-party connections, and
information flows?
For critical pipeline cyber assets, does the OT
203 |environment have 3 detziled software and hardware <Select> A
inventory of cyber asset endpoints?
For critical pipeline assets, has an inventory of the
components of the operating system been developed,
o documented, and maintained that accuravely reflects |{SEIE$ a
the current OT system?
WARNIMG: This recond cortains Senslive Secunty Indarmration sl & controlied under 4% CFR pans 15 and 1520, No part of this record may be disckased 1o
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Sensitive Security Information

205

For
corporation review network connections periodically,
including remote sccess and third-party connections?

oritical pipeline cyber aszets, doss  your

|<Selecr>

206

Faor critical pipefine cyber assets, has your corporation im|

plemented the foll

owing measures?

2064

Restrict user physical access to control systems
and control networks by using approprizte
controls.

2 068

Employ more stringent identity and access management
practices (e.g.. authenticators, password-construct,
socess control).

207

For critical pipeline cyber assets, does your corporation

review, assess, and update a5 necessary all cybersecurity
policies plans, processes, znd supporting procedures at
least every 12 months, or when there is & significant
organizational change?

<Select>  ~

208

Dioes your corporation review and assess pipeline
cyber asset classification as critical or noncritical at
least every 12 months?

-

|«:5e|eet:-

Business Environment

j.00

Dioes your corporation have a designated individuwal
solely responsible for oyber/SCADA security?

EXEES

Dioes your corporation ensure that any change that adds
control operations to @ non-critical pipeline cyber asset
results in the system being recognized as & critical cyber
pipeline asset and enhanced security measures being
applied?

Gover

4.00

Does your corporation have 3 designated individueal
solely responsible for oyber/ [T/ OT f SCADA security?

-

4.01

Has your corporation established and distributed
cybersecurity policies, plans, processes, and supporting
procedures commensurate with the current regulatory,
risk, legal, and operational environment?

<Select>  ~
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Is your company formally sddressing ALL 2018 Pipeline
Security Guidelines cyber security measures detailed in
Section 7 of the Guidelines and formally detailing these |¢SE|-EIIP ;I
measures in overarching corporate security and IT/OT

4.0

sequrity plans?

Does your corporation review, assess, and update as

necessary all cybersscurity policies plans, processes,
403 and supporting procedures 3t least every 36 months, |“="-5-E1Em' ;I
or when there is @ significant organizational or
technolozical change?

Risk Management Strategy

Has your corporation developed an operations
framework to ensure coordination, communication, and

5.00 .. . . - |¢SEIEW' ~ |
accountability for infermation seourity on and between

the control systems and enterprise networks?

Risk Assessment

For critical pipeline cyber assets, does your corporation

600 use independent assessors to conduct pipeline | el - |
cybersecurity assessments?

Has your corporation established a process to identify
601 and evaluate vulnerabilities and compensating security |¢E-eie-::t3= - |

controls?

Does the process address unmitigated,acce phed
.02 |¢E-Elec:3= - |

wulnerabilities in the IT and OT environment?

Access Control

7.00 |Hasyour corporation implemented the following mezsures?

Estzblish and enforce unigue accounts for each

7.004 |.-;se|ed;, -
individuzl user and administrator.
Estzblish security requirements for certain types of

7.008 privileged sccounts. |{E’EI’E'I: i |

T.00C  |Prohibit the sharing of these acoownts.

Are quthentication methods and specific standards

such zs strong credential management, Active
Directory monitoring, empleyed throughout your
company’s cyber access control environment and

15 @ 1530, Mo pderl o This recoid may be dscioiss

i of s Acdminsiraion of i

atlan, Linaul . susl in ehil panadty or alther actian, For U5, gover
CFR parts 15 and 1520
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Sensitive Security Information

Where systems do not support unigue user accounts,
702 are appropriste compensating security controls (eg. ||<Select> -
physical controls) implemented?

Does your COrporstion ensure user =CCOUNtS are
modified, deleted, or de-activated espeditiously for |<oelect= -

-
703 personnel who no longer require access or are no
longer employed by the company?
7.04 Has your corporation implemented the following measures?
7048 Establish and enforce access control policies for local |“-'-5E| . -
and rermote users.
7048 Have procedures and controls in place for spproving |{E’EI'E'1} - |
' and enforcing remote and third-party connections.
705 Are aocess control levels of permission and privileges |“-'-5E|Ed? -

defined in the [T/ OT secwrity plan?

Does your corporation ensure appropriate segregation
706 of duties iz in place and, where this is not feasible, |“-'-SE|'EIIQ=‘ - |
apply approprizte compensating security contnols?

Dvoes your corporation change all default passwords for
new software, hardware, etc., upon installation and.
where this is not feasible |e.g., a control system with 2

707 <Select> -
hard-wired password], implement approgriate
compensating security controls (e.g.. administrative
controls]?

T 08 Do email and communications systems have features |{5E¥EIZIF - |

that automatically download attachments tumed off?

Do systemns only allow the execution of programs known

709  |and permitted by security policy (i.e.. whitelist or allow “Select> h

lis57)

Awareness & Training

Do all persons requiring access to the company’'s
800 |pipefine oyber assets receive cybersecurity awareness <Select= T

training?
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For critical pipeline cyber assets, does your corporation

ED1 provide role-based security training on recognizing and

reporting potential indicators of system compromise
prior to granting access to critical pipeline cyber assets?

502 Is there a cyber-threat awareness program for |{5|:_4E._-;p - |
) employees that indudes practic| exercises/testing?

Data Security & Information Protection

Has your corporstion established and implemented policies and procedures to ensure data protection mezsures are in

LoD

place, including the following?

Identifying critical data and establishing classification of
2.004

different types of data. <Selact> l
9.008 |Estmblishing specific data handling procedures. <Selack -

o0 |Estzblishing specific data disposal procedures.

<Select> -
Protective Technology

Are pipeline cyber assets segrepated and protected |{5E|
eol> -

1000 |from enterprise networks and the internet by use of

physical separation, firewalls, and other protections?

Do ITS OT s?(r.em: muonitor and mana ge.l:n'nmunn::t-n'i: | <Selact> - |
at appropriate [T/ OT network boundaries?

10.01

Does your corporation employ mechanisms |e.g., sctive

10,02 |directory) to support the management of acoounts for
criticzl pipeline cyber assets?

Does your corporation regularly validate that technical
10.03 m'l.:'.\ols comply with the company’s cybersecurity eSalack: - |
policies, plans, and procedures, and report results to

senior management?

Has your corporation implemented technical or

10,04  |procedurs] controls to restrict the use of pipeline cyber |{SEIE¢ -

asoets to only spproved activities?

Anomalies & Events

il M i

wibbc disdosiiie & R paits 15 aid 1521
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11.00 |Has your corporation implemented processes to respond to anomabeus activity through the following?

Generating slerts and responding to them in a timely

11.008
manner. <Select>

11.00B |Logging cybersecurity events and reviewing these logs. o -

Security Continuous Monitoring

Does your corporation monitor for unauthorized

1200 | access or the introduction of malicious code or <Zelect= -
communications?

1201 Dioes your corporation monitor physical and remote =Salects -

user access to critical pipeline cyber assets?

For critical pipeline cyber assets, does your
1202 |corporation employ mechanisms to detect <Select> v
unzuthorized components?

Does your corporation conduct cyber vulnerability
1203 |=ssessments as described in your risk assessment |{5E¥El:ﬂ' - I

process?

Detection Processes

Has your corperation established technical or

13.00 |procedursl controds for oyber intrusion monitoring and | <Salact> -

detection?

Does your corporation perform regular testing of

33,01 [|intrusion and malware detection processes and <Salacts -

procedures |e.g., penetration testing)?

Response Planning

Has your corporation established policies and

procedures for cybersecurity incident handling, <Celact -

analysis, and reporting, including assignments of
specific roles/tmsks to individuzls znd tezms?

For critical pipeline cyber assets, are cybersecurity

1401

incident response exercises conducted periodiclly?

For critical pipeline cyber assets, has your corporation

1407 |established and maintained a process that supports |“-'-5E|'El::t3=‘ -

24/7 cyber-incident response?

1 rifcrurlion (el @ controlied under 48 CFR parts 19 and 15200 Mo parl of ihls mcond may be dis
wiEhaul a “nesd 10 know,” as Nl ir FH parts 13 and 1320, except with the wiities n of Bha Admi Transpatation

curity Adminisiratian or the Seceatary of Transportation, Unauthorized relesse may result in chdl panalty or other actian, For U S govemimant agencias

trator

public dscoaurs s gowemesd by B LSE # and 43 CFR pawrtn 15 and 1
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Has your corporation established and maintained &
14.03 "' : I{SEJEGP =

cyber-incident response capability?

Communications

Does the corporation hawve procedures in place for
reporting to CI54 Central {formerky the National
Cybersecurity and Communications Integration Center
{NCCIC)) in sccordance with 5D Pipefine 2021-01 for
actual or suspected cyber-attacks that could impact A

pipeline industrial control systems |SCADA, PCS, DCS) “Zelect= =
measurement systems and telemetry systems or

15.00

enterprise-associzted IT systems? [Appendix B - T5A
Notification Criteriz, 2018 T34 Pipeline Security

Guidelines.}

Mitigation

Do your corporation’s response plans and procedures
1600 |indude mitigation measures to help prevent further |{Select} -
impacts?

Recovery Planning

Has your corparation established a plan for the
recovery and reconstitution of pipeline cyber assets I

17.00 R . _ <Select> v
within a time frame to zlign with the company’s safety |

and business continuity objectives?

Does the company have documented procedures
in place to coordinate restoration efforts with internal

1701 |<Select>  ~

and externa stakeholders  (coordination oenters,

Internet Service Providers, victims, vendors, eix.)?

Continuous Improvement

Dioes your corporation review its cyber recovery

18.00 <Select> -+

plan annually and update it 25 necessary?

Sulbmit information fo:
|There are two methods to Submit this TSA Pipeline Cyoersecurity Sef-Assessment as the information is considered Sensithie Security Insommation
(551} once completed.

The first is via email and a passwond protected document with the passwoed being sent in a separate email io; SurfOps-50i@tsa.dhs gov. Please
refer 10 S0 FAQS for 551 passeond PRQuUIFEMENtS.

The second is io upload the document on a Specific secure portal that TSA has establisned on HSIN-C1 under the ONG subsector. File name fommat
r:muﬁmmmmmuasmmmmsummw,mmmsmumuﬁsm i

you 9o not have access 1o HSIN, please contact SurfOps-SDiEsa.dhs.gov for assis@nce.

§ 1520, Mo parl of
he Bomirisiral
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Paperwork Reduction Act Statement

! PAPERWORK REDUCTION ACT STATEMENT: TSA is collecting this
information in order to address cybersecurity threat to pipeline systems
and associated infrastructure. This is a mandatory collection of
information. TSA estimates that the total average burden per response
associated with this collection is approximately 6 hours. If you have any
comments regarding this form, you may write to: ATTN: TSA PRA Officer,
TSA-11, PRA 1652-0055, 6595 Springfield Center Drive, Springfield, VA
20598-6011. An agency may not conduct or sponsor, and persons are
not required to respond to, a collection of information unless it displays
a currently valid OMB control number. The OMB number for this for is
1652-0050, which expires 01/31/2022.
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