Security Self Assessment Template 2021 Clearance Version

Annual Self-Assessment Template Completion Guidance

Template last updated on: March 6, 2014

The annual self-assessment template was developed to support FIPS 199 categorization for MODERATE impact systems. The
controls in the template are compliant with the National Institute of Science and Technology (NIST) Special Publication (SP) 800-53
Revision 4, including errata changes through April 2013.

Disclaimer: As of the date this template was revised; NIST has not yet issued a final NIST Special Publication 800-53A associated with
the Revision 4 controls. Consequently, the column that describes NIST 800-53A Assessment Steps Used may be outdated.

Information System Security Officers (ISSOs) may conduct their 2014 annual self assessments using NIST Special Publication 800-53
Revision 3 controls. ISSOs are encouraged, however, to use the NIST 800-53 Revision 4 template.

[Assessment of Controls:

ISSOs need not assess “common” controls, nor do they need to assess the common portion of a “hybrid” control. 1SSOs should focus
their review on “system-specific” controls and the system-specific portion of a “hybrid” control. The ISSO is responsible for determining
\whether a control is actually common, system-specific or hybrid for the given application/system under review.

Note: For systems external to Federal Student Aid general support system (VDC) - the general support system common
controls need to be evaluated as part of the annual self assessment.

OMB Approved Form 1845-0134
Expiration Date In Clearance

PRA Burden Statement

According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless such
collection displays a valid OMB control number. The valid OMB control number for this information collection is 1845-0134. Public
reporting burden for this collection of information is estimated to average 316 hours per response, including time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection
of information. The obligation to respond to this collection is mandatory (428(c) of the Higher Education Act of 1965, as amended). If
you have comments or concerns regarding the status of your individual submission of this form/application/survey, please contact the
FSA Technology Office at FSA_GAsecurity@ed.gov directly.

[Assessment Template Column Descrjptions

Column Name Field Completion Instructions |Description

Security Control Information

NIST Security Control Number No updates required NIST SP 800-53 Revision 4 Control ID
Security Control Name No updates required Name of security control

The NIST designated priority codes: PO, P1, P2 or P3 and
the baseline allocation for the appropriate system
categorization. NIST recommends using the priority codes
Priority / Baseline Allocation No updates required when making sequencing decisions on control
implementations. Baseline allocation is the minimum set
of security controls and associated enhancements that
should be implemented for a given categorization.

Describes the security controls and the enhancements
that are applicable at the template's specified
categorization. These are pulled directly from NIST SP
800-53 Revision 4.

Security Control and Enhancements No updates required

Identifies whether the control is common, hybrid, system
level or not applicable. Any controls that are generally
Security Control Type Verified by Assessor / ISSO common for systems at the VDC are marked as such in
the template, however this type should always be verified
by the ISSO.

Control Assessment Information

Last date the control was assessed - either by self-

Last Date Security Control Assessed |Entered by Assessor assessment or security authorization (SA)

IAssessor Information Entered by Assessor Documents the assessor name, role and email
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Control Assessment Information

Assessed Security Control
Effectiveness

Entered by Assessor

Choose from the following:
1. Satisfied: Control is implemented and operating
effectively, no issue founds

2. Partially satisfied: Part of the control is met, but some
issues were found; issues found described in
"Findings/Deficiencies Found" column

3. Not satisfied: The control is not implemented or
operating effectively; issues found described in
"Findings/Deficiencies Found" column

4. Not applicable: The control is not applicable to this
system,; justification for status included in "Scoping
Guidance/Risk Based Decision Justification" column.

5. Risk-based decision not to implement: The control
was not implemented due to a risk-based decision; details
on OVMS ID and Accepted Risk documentation developed
included in "Scoping Guidance/Risk Based Decision
Justification" column.

Findings / Deficiencies Found

Entered by Assessor

Describes the issues found when assessing the control.
Should list details of issues found in sampling, scans,
documentation or screen shots.

Scoping Guidance / Risk Based
Decision Justification

Entered by Assessor

Describes the justification for the control being identified
as not applicable or the justififcation that was made for the
control to not be implemented based on a risk-based
decision. Risk based decisions should be supported by
Accepted Risk documentation.

NIST 800-53A Assessment Steps Used

Modified by Assessor if additional
steps used

Lists the assessment steps to be used to verify the
imlementation status and implementation effectiveiness of
each control. Verbiage is pulled from latest version (as of
template last update date) of NIST SP 800-53 A.

Assessment Evidence

Entered by Assessor

Describes the evidence gathered and reviewed by the
assessor in testing the control. Assessor should include:
1. Any documentation or scans reviewed, such as the
SSP, procedures or Qualys scans

2. Description of samples obtained, such as review of a
user account creation to verify following procedures

3. Description of any screen shots, such as screen shots
obtained after testing audit log contents
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Security Control Information

Control Assessment Information

Last Date P id. | Risk -Based D
NIST Security Security Control Priority | Security Control Security PR Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (R i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AC-1.1 Examine organizational records or documents to determine if access
control policy and procedures: (i) exist; (i) are documented; (iii) are disseminated
Control: The organization: to appropriate elements within the organization; (iv) are periodically reviewed by
a. Develops, documents, and disseminates to [Assignment: responsible parties within the organization; and (v) are updated, when
organization-defined personnel or roles]: Common lorganizational review indicates updates are required.
1. An access control policy that addresses purpose, scope, Satisfied
roles, responsibilities, management commitment, coordination |If additional bartially satisfied /AC-1.2 Examine the access control policy to determine if the policy adequately
ACCESS CONTROL P1 lamong organizational entities, and compliance; and system/application Not sat)llsfled laddresses purpose, scope, roles, responsibilities, management commitment,
AC-1 POLICY AND MOD AC-1 2. Procedures to facilitate the implementation of the access policy/procedures Not applicable coordination among organizational entities, and compliance.
PROCEDURES control policy and associated access controls; and are in place, this is a Risk gp 4 decision not t
b. Reviews and updates the current: hybrid control. |ms I;en?esr?t ecision not to IAC-1.3 Examine the access control procedures to determine if the procedures are
1. Access control policy [Assignment: organization-defined P sufficient to address all areas identified in the access control policy and all
frequency]; and lassociated access controls.
2. Access control procedures [Assignment: organization-
defined frequency]. IAC-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions
to ensure that the access control policy and procedures control is implemented.
Control: The organization:
a. Identifies and selects the following types of information
fsgsé‘:?nzf:ﬁs;lgsnl:‘:#ﬁ %?;;Jg:ﬂgiz%?i?‘lerg'isnsf'grnmsg?iléf""ess IAC-2.1 Examine organizational records or documents to determine if the
system a;:counl types]‘. grganlz;tlon establishes, actl\_/ates, modifies, reviews, disables, and removes
b. Assigns account me{nagers for information system accounts; information system accounts in accordance with documented account
c. Establishes conditions for group and role membership; management procedures.
:ngglcel fﬁlz;z‘:;ﬂf;da\:;e;:ef;223;0;:12?";?]:){?:”1’ group AC—Z._Z Examine organ_izalional_ records or documents to delgrmine if the )
privileges) and other l:mnbutes (as required) for ea(’:h”account' organization conducts information system account reviews within the prescribed
e. Requires approvals by [Assignment: organization-defined ' org_anlzatlon-defmed fre_quency and any requlred_acuons as a result of the
pérsonnel or roles] for requests to creéte information system reviews have occurred in accordance with established procedures.
accounts;

i o . IAC-2.3 Examine selected active user accounts to determine if the organization
ifhgfnaalgihe;ya;l:ni’angS:zig':gloerZ;gg \r:imo[‘;\esssignment' - followed procedures to establish and activate the user accounts and completed
organization-defined procedures or conditions]; i g:ﬁ?:l?fsatisfied jany organization-required documentation.

P1 " h 8 X
AC2 ACCOUNT MOD AC-2 (1) (2) E mg[?f'ileosrSa?;ﬂilen(:;r:gggg_a“o" system accounts; ICommon, Hybrid, Not satisfied /AC-2.4 Examine a list of recently disabled information system accounts and
MANAGEMENT (3)(4) - -

1. When accounts are no longer required;

2. When users are terminated or transferred; and

3. When individual information system usage or need-to-know
changes;

i. Authorizes access to the information system based on:

1. A valid access authorization;

2. Intended system usage; and

3. Other attributes as required by the organization or
associated missions/business functions;

li. Reviews accounts for compliance with account management
requirements [Assignment: organization-defined frequency];
and

k. Establishes a process for reissuing shared/group account
credentials (if deployed) when individuals are removed from the|
group.

System-Specific

Not applicable
Risk-based decision not to
implement

compare to selected system-generated records with user IDs and last login date
for each account to determine if the last log-in date is beyond the date that the
laccount is disabled.

IAC-2.5 Examine a list of recently separated or terminated employees to
determine if the organization removed accounts for these individuals according to
lestablished procedures and completed any organization-required documentation.

IAC-2.6 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions
to ensure that the account management control is implemented.
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Security Control Information

Control Assessment Information

Last Date P id. | Risk -Based D
NIST Security Security Control Priority | Security Control Securit PR Assessed Security Control Justification
Control thme Baseline Security Control and Enhancements Type Contm{ (R i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IControl Enhancements:
: IAC-2(1) Examine organizational records or documents to determine if the
Control Enhancements:
(T organcaton oy utomaed mecarisms o
support the management of information system accounts. .
(2) The information system automatically [Selection: removes;
" - IAC-2(2) Examine organizational records or documents to determine if temporary
disables] temporary and emergency accounts after Satisfied N . Sl -
o [ASSIGNMENT: organization-defined time period for each type Partially satisfied :;deergfl;%??g?’ accounts 2}22;‘;‘;??“““" terminated after [organization defined
AC2 ACCOUNT MOD AC-2 (1) (2) |of account]. [Common, Hybrid, Not satisfied P yp "
MANAGEMENT 3) (4 i i i i inacti R ifi i
R gg;:ﬁg?{gﬁi?géﬂ?wnéEﬁog:agﬁizlg':%lzﬁs;giﬂf System-Specific g?s‘k?ggggzbcﬁclslon not to IAC-2(3) Examine organizational records or documents to determine if inactive
period] - 09 implement laccounts on the information system are automatically disabled after [organization-
(4) The information system automatically audits account defined time period].
creation, modification, enabling, disabling, and removal actions,| . . . " N " L
and notifies [ASSIGNMENT: organization-defined personnel or IAC-2(4) Examine the information system configuration settings to determine if
roles] the_set‘lln_gs are _set to automatically disable inactive accounts after [organization-
. defined time period)].
/AC-3.1 Examine organizational records or documents to determine if user access
to the information system is authorized
IAC-3.2 Examine access control mechanisms to determine if the information
system is configured to implement the organizational access control policy.
IAC-3.3 Examine the user access rights on the information system to determine if
user privileges on the system are consistent with the documented user
Satisfied authorizations.
Control: The information system enforces approved Partially satisfied
AC3 ACCESS LovslAcra authorizations for logical access to information and system Common, Hybrid, Not satisfied /AC-3.4 Examine organizational records or documents to determine if the
ENFORCEMENT resources in accordance with applicable access control System-Specific Not applicable lorganization assigns responsibility to specific parties and defines specific actions
policies. Risk-based decision not to to ensure that the access enforcement control is implemented.
implement
IAC-3.7 Examine organizational records or documents to determine if the
organization explicitly defines security functions for the information system.
IAC-3.8 Examine organizational records or documents to determine if the
organization properly authorizes personnel granted access to security functions
land information in accordance with organizational policy.
IAC-4.1 Examine information system interconnection agreements to determine if
the agreements address: (i) the types of permissible and impermissible flow of
information between systems; and (ii) the required level of authorization
to allow information flow as defined in the information flow enforcement policy and
. procedures.
Control: The information system enforces approved g:ﬁ?:l‘lefsalisﬁed
P1 authorizations for controlling the flow of information within the . l IAC-4.2 Examine information system configuration settings to determine if controls
AC-4 INFORMATION FLOW | yviop ac-a |system and between interconnected systems based on Common, Hybrid, Not satisfied

ENFORCEMENT

[ASSIGNMENT: organization-defined information flow control
policies].

System-Specific

Not applicable
Risk-based decision not to
implement

lare in place to restrict the flow of information within the system and between
interconnected systems in accordance with the applicable policy, procedures, and
assigned authorizations. AC-4.3 Examine organizational records or documents to
determine if the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the information flow enforcement control is
implemented.
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Security Control Information

Control Assessment Information

Last Date P id. | Risk -Based D
NIST Security Security Control Priority | Security Control Securit PR Assessed Security Control Justification
Control thme Baseline Security Control and Enhancements Type Contm{ (R i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IAC-5.1 Examine organizational records or documents to determine if the
information system enforces separation of duties.
/AC-5.2 Examine organizational records or documents to determine if personnel
duties requiring the use of the information system, involve functions of significant
criticality or sensitivity that should be subject to control by more than one
individual.
Controt: The orgenizstin: Satisfed s 2ocess authorzatons o pieges hat may allow he user 1o perform mutile
SEPARATION OF PL iﬁltd?veig:;?;s [ASSIGNMENT: organization-defined duties of (Common, Hybrid ll:\’lz??a“t)i/s?iaet:ﬁed conflicting security functions (e.g., (i) mission functions and distinct information
ACS DUTIES MOD AC-S b. Documents separation of duties of individuals; and System-Specific Not applicable Z{f?é?gfil:]%?\zg\gg/::ﬁgss'S(E;jgilgfebrzﬁl\i/lﬁj?\zdimagngerform information system
géDae:;::;'g?nglson system access authorizations to support :?“'s‘f:::nef decision not to support functions such as system management, systems programming, quality
P P lassurance/testing, configuration management, and network security; and (iii)
isecurity personnel who administer access control functions should not administer
laudit functions).
IAC-5.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions
to ensure that the separation of duties control is implemented.
IControl Enhancements:
Control: The organization employs the concept of least IAC-6(1) Examine organizational records or documents to determine if: (i) the
e alowi oy Uz aceiss o Usrs (o cranizaion dfnes e secuty nciors el 1 arvre scvere, o
z:;?:f)ems;ﬁsshagggi%sg dbt:\:i\g g;g;;%;ﬂghwif Qg;s;:& :l?al lauthorized; and (i) the organization explicitly authorizes access to the
Imissions and business functions. organization-defined security functions and security-relevant information.
Control Enhancements: Satisfied IAC-6(2) Examine organizational records or documents to determine if: (i) the
AR S . Partially satisfied organization defines the security functions or security-relevant information to
P1 (1) The arganization explicitly authorizes access to Common, Hybrid, Not satisfied \which users of information system accounts, or roles, have access; and (i) the
ACS LEASTPRIVILEGE | MODAC6 (1) (2) EQESSILGSME’;‘\;;\L%?E“Izs?m;:flgsg ;llfrtn%asrz():g% tsue'::?lr(ljt;s System-Specific Not applicable lorganization requires that users of information system accounts, or roles, with
rele‘:/azt information] ' ’ Risk-based decision not to laccess to organization-defined security functions or security-relevant information,
it . . . implement use non-privileged accounts, or roles, when accessing other system functions;
;i)cz:ﬁt:r%?r:gézo:,;;iq:&?;shfg FASErSSIgI\Imegm'a}"OH system land (iii) the organization, if deemed feasible, audits any use of privileged
organizatio-defined lst of securty funcions or securiy: ecurtyeevant nformaton. when Seceasing oher sysm fncions.
relevant information], use non-privileged accounts, or roles, ' 9 4 :
when accessing nonsecurity functions. IAC-6(3) Examine organizational records or documents to determine if (i) the
lorganization defines the privileged commands to which network access is to be
lauthorized only for compelling operational needs; (i) the organization authorizes
network access to organization-defined privileged commands only for compelling
IAC-7.1 Examine organizational records or documents to determine if the
information system in accordance with access control policy and procedures: (i)
Common, Hybrid lenforces the maximum number of consecutive invalid access attempts within a
certain period of time; (i) automatically enforces a limit of an organization-defined
IF SYSTEM USES number of consecutive invalid access attempts by a user during an organization-
AIMS, COMMON. defined time period; and (jii) enforces automatic locks on the account/node for an
Control: The information system: organization-defined time period or delays the next login prompt according to an
a. Enforces a limit of [ASSIGNMENT: organization-defined IF SYSTEM USES organization defined delay algorithm when the maximum number of unsuccessful
number] consecutive invalid access attempts by a user during |PIN, MAY ALSO BE Satisfied attempts is exceeded
a [ASSIGNMENT: organization-defined time period]; and ICOMMON (if PIN Partially satisfied
ACT UNSUCCESSFUL MOSZACJ b. Automatically [Selection: locks the account/node for an outside of Not satisfied /AC-7.2 Examine the information system configuration settings to determine if the
LOGON ATTEMPTS [ASSIGNMENT: organization-defined time period]; locks the boundaries). Not applicable information system enforces organizational policy and procedures for
account/node until released by an administrator; delays next Risk-based decision not to unsuccessful login attempts.
logon prompt according to [ASSIGNMENT: organization- ELSE HYBRID implement

defined delay algorithm]] when the maximum number of
unsuccessful attempts is exceeded.

(system specific, but
'VDC provided for
"backend" accounts).
This common control
is provided by the
VDC.

IAC-7.3 Test the account lockout policy on selected user accounts by exceeding
the maximum number of invalid login attempts within the organization-defined
time period on the information system to determine if the information system locks
the account/node.

/AC-7.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions
to ensure that the unsuccessful login attempts control is implemented.
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Security Control Information

Control Assessment Information

. . q Last Date q ping Guid | Risk -Based D
NIST Security Security Control Priority | Security Control Security PR Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (R i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The information system:
a. Displays to users]ASSIGNMENT: organization-defined
system use notification message or banner] before granting
access to the system that provides privacy and security notices
consistent with applicable federal laws, Executive Orders, IAC-8.1 Examine the information system use notification message to determine if
directives, policies, regulations, standards, and guidance and Common, Hybrid the message includes the following topics: (i) the user is accessing a U.S.
states that: Ay IGovernment information system; (ii) information system usage may be monitored,
1. Users are accessing a U.S. Government information system; |E SYSTEM USES recorded, and subject to audi i) unauthorized use of the information system is
2. Information system usage may be monitored, recorded, and AIMS. COMMON prohibited and subject to criminal and civil penalties; (iv) use of the information
subject to audit; ' ) system indicates consent to monitoring and recording; and (v) appropriate privacy
3. Unauthorized use of the information system is prohibited and |E SYSTEM USES Satisfied land security notices (based on associated privacy and security policies or
subject to criminal and civil penalties; and PIN. MAY ALSO BE Partially satisfied lsummaries).
ACs SYSTEM USE Mobacg |4 Use of the information system indicates consent to COMMON (i PIN Not satisfied
NOTIFICATION monitoring and recording; outside of Not applicable IAC-8.2 Interview organizational personnel with access control responsibilities and
b. Retains the notification message or banner on the screen boundaries) Risk-based decision not to lexamine organizational records or documents for approval of the information
until users acknowledge the usage conditions and take explicit . implement isystem use notification message before its use.
actions to log on to or further access the information system; ELSE HYBRID
and (system specific, but IAC-8.3 Examine organizational records or documents to determine if the
c. For publicly accessible systems: V%C rovﬁied fdr lorganization assigns responsibility to specific parties and defines specific actions
1. Displays system use information [ASSIGNMENT: "backZHd" accounts) to ensure that the system use notification control is implemented.
organization-defined conditions], before granting further .
access;
2. Displays references, if any, to monitoring, recording, or
auditing that are consistent with privacy accommodations for
such systems that generally prohibit those activities; and
3. Includes a description of the authorized uses of the system.
PREVIOUS LOGON
AC-9 NOT SELECTED [Not Selected
NOTIFICATION
Control: The information system limits the number of g::lz?:ﬁfsansﬁed
concurrent sessions for each system account to [Assignment: . 2
CONCURRENT SELECTED FOR ot : Common, Hybrid, Not satisfied
AC-10 SESSION CONTROL HIGHONLY  |organization-defined number]. System-Spelf:lflc Not applicable
Risk-based decision not to
implement
'Common, Hrbyrid
Control: The information system: IF SYSTEM USES
c. Prevents further access to the system by initiating a session |AIMS, COMMON. IAC-11.1 Examine the configuration settings of the information system to
lock after [ASSIGNMENT: organization-defined time period] of Satisfied determine if the system initiates a session lock until the user reestablishes access
inactivity or upon receiving a request from a user; and IF SYSTEM USES partially satisfied using appropriate identification and authentication procedures.
P3 d. Retains the session lock until the user reestablishes access |PIN, MAY ALSO BE Not satisfied
AC-11 SESSION LOCK MOD AC-11  |using established identification and authentication procedures. [COMMON (if PIN Not applicable IAC-11.2 Examine organizational records or documents to determine if the
outside of Risk-gé\)sed decision not to lorganization assigns responsibility to specific parties and defines specific actions
Control Enhancements: boundaries). implement to ensure that the session lock control is implemented.
(1) The information system conceals, via the session lock, P
information previously visible on the ELSE HYBRID
display with a publicly viewable image. (system specific, but
'VDC provided for
"backend" accounts).
Satisfied
. Partially satisfied
SESSION 2 Control: The information system automatically terminates a . Not satisfied AC-12 Examine the information system configuration settings to determine if the
AC-12 TERMINATION MODAC-12  |USer session after [ASSIGNMENT: organization-defined Hybrid information system automatically terminates a user session after organization-

conditions or trigger events requiring session disconnect].

Not applicable
Risk-based decision not to
implement

defined conditions or trigger events requiring session disconnect.
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Security Control Information

Control Assessment Information

NIST Security
Control
Number

Security Control
Name

Priority |
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date
Security
Control
Assessed

Assessor
Information

Assessed Security Control

(select one of the following)

g

Found

| Risk -Based D

(must be completed if Assessed Security
Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

Justification

NIST 800-53A Assessment Steps Used

Assessment Evidence

AC-14

PERMITTED ACTIONS
WITHOUT
IDENTIFICATION OR
AUTHENTICATION

P1
MOD AC-14

Control: The organization:

a. Identifies [ASSIGNMENT: organization-defined user actions]
that can be performed on the information system without
identification or authentication consistent with organizational
missions/business functions; and

b. Documents and provides supporting rationale in the security
plan for the information system, user actions not requiring
identification and authentication.

‘Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

IAC-14.1 Examine organizational records or documents to determine what specific
user actions can be performed on the information system without requiring
identification and authentication.

IAC-14.2 Examine the configuration settings of the information system to
determine if the system allows users to perform certain actions on the system
\without identifying and authenticating to the system in accordance with access
control policy and procedures.

IAC-14.3 Test the information system by attempting to perform actions that are
permitted without identification and authorization to determine if those actions can
be performed in accordance with access control policy and procedures.

IAC-14.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions
to ensure that the permitted actions without identification and authentication
control is implemented.

IAC-14.8 Examine organizational records or documents to determine if the
lorganization limits specific user actions that can be performed without
identification and authentication to only the actions required to accomplish
mission objectives.

IAC-14.9 Examine the configuration settings of the information system to
determine if the system allows users to perform certain mission related actions
\without identifying and authenticating to the system.

AC-16

SECURITY
ATTRIBUTES

NOT SELECTED

Not Selected

AC-17

REMOTE ACCESS

PL
MOD AC-17 (1) (2)
3) @)

Control: The organization:

a. Establishes and documents usage restrictions,
configuration/connection requirements, and implementation
guidance for each type of remote access allowed; and

b. Authorizes remote access to the information system prior to
allowing such connections.

Common

Provided by VDC
and/or EDUCATE

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

[AC-17.2 Examine organizational records or documents to determine If remote
laccess activity is being recorded in logs and reviewed periodically in
laccordance with the organizational policy and procedures.

IAC-17.3 Examine organizational records or documents to determine if remote
laccess is documented and authorized by the appropriate organization
officials.

/AC-17.4 Examine the configuration of the information system to determine if
controls are employed to restrict remote access to the system.

IAC-17.5 Examine a system-generated list of user accounts with remote access
land

determine if the established procedures are followed to authorize remote
access for the accounts.

/AC-17.6 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the remote access control is implemented.

IAC-17.7 Test the remote access controls by attempting to gain remote access to
the

information system using a valid system account that does not have remote
laccess permissions.

IAC-17.10 Examine organizational records or documents to determine what
lautomated mechanisms and functions are employed to support and
facilitate the monitoring and control of remote access methods.

IAC-17.11 Examine organizational records or documents to determine if the
lautomated mechanisms supporting the monitoring and control of remote
laccess are effectively employed in accordance with organizational policy
land procedures.

IAC-17.13 Interview selected organizational personnel with access control
responsibilities and examine the configuration of the information system to

determine if the organization uses encryption to pratect the confidentialit
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Security Control Information

Control Assessment Information

Last Date P id. | Risk -Based D
NIST Security Security Control Priority | Security Control Securit PR Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Contm{ (R i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
allow privileged access based on compelling operational needs.
IAC-17.2 Examine organizational records or documents to determine if remote
laccess activity is being recorded in logs and reviewed periodically in accordance
with the organizational policy and procedures.
IAC-17.3 Examine organizational records or documents to determine if remote
laccess is documented and authorized by the appropriate organization officials.
Control Enhancements: IAC-17.4 Examine the configuration of the information system to determine if
(1) The information system monitors and controls remote controls are employed to restrict remote access to the system.
access methods. . . .
IAC-17.5 Examine a system-generated list of user accounts with remote access
(2) The information system implements cryptographic PR h :
mechanisms to protect the confidentiality and integrity of 222;??;?1‘::E':CT:uizab“Shed procedures are followed to authorize remote
remote access sessions. Satisfied .
p1 ggg?g,'\?,&%m?‘_'%? ?/nsitzeargorr?ﬁ:;naelgrsan"c::)eegc;easnsaesegwmugh Common Partially satisfied /AC-17.6 Examine organizational records or documents to determine if the
AC-17 REMOTE ACCESs | MODACLT (1) () |1 v access-cor?trol oints 9 Not satisfied lorganization assigns responsibility to specific parties and defines specific actions
(©XC) (4) The organization: P Provided by VDC Not applicable to ensure that the remote access control is implemented.
i and/or EDUCATE Risk-based decision not to
a. Authorizes the execution of privileged commands and i
Cecss sty ol Homaion a et acess oy
for [ASSIGNMENT: organization-defined needs]; and laccess ermissioyns 9 4
b. Documents the rationale for such access in the security plan P .
for the information system. /AC-17.10 Examine organizational records or documents to determine what
lautomated mechanisms and functions are employed to support and facilitate the
monitoring and control of remote access methods.
IAC-17.11 Examine organizational records or documents to determine if the
lautomated mechanisms supporting the monitoring and control of remote access
lare effectively employed in accordance with organizational policy and procedures.
IAC-17.13 Interview selected organizational personnel with access control
responsibilities and examine the configuration of the information system to
determine if the organization uses encryption to protect the confidentiality of
remote access sessions.
IAC-18.1 Examine organizational records or documents to determine if the
lorganization: (i) establishes usage restrictions and implementation guidance for
\wireless technologies; (i) documents, monitors, and controls wireless access to
the information system; and (iii) authorizes the use of wireless technologies.
IAC-18.2 Examine organizational records or documents to determine if the access
control policy and procedures are consistent with NIST Special Publication 800-
Control: The organization: 48 and address usage, implementation, monitoring, and authorization of wireless
a. Establishes usage restrictions, configuration/connection technologies.
requirements, and implementation guidance for wireless Satisfied
access; and Common bartially satisfied IAC-18.3 Examine organizational records or documents to determine if the
P1 b. Authorizes wireless access to the information system prior to Not sat)ilsfied lorganization tracks and monitors wireless access and usage in accordance with
AC-18 WIRELESS ACCESS | MOD AC-18 (1) [allowing such connections. lorganizational policy and procedures.

Control Enhancements:

(1) The information system protects wireless access to the
system using authentication of [Selection (one or more): users;
devices] and encryption.

Provided by VDC
and/or EDUCATE

Not applicable
Risk-based decision not to
implement

/AC-18.4 Examine organizational records or documents to determine if wireless
users have been authorized to access the information system.

IAC-18.5 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific actions
to ensure that the wireless access restrictions control is implemented.

Control Enhancements:

IAC-18(1) Examine the configuration of the information system to determine if
wireless access to the system is only permitted through the use of authentication
\with encryption
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Security Control Information

Control Assessment Information

. . q Last Date q b id | Risk -Based D
NIST Security Security Control Priority | Security Control Security PR Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (R i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AC-19.1 Examine organizational records or documents to determine if: (i) the
lorganization establishes and documents restrictions and implementation
. PR, idance for portable and mobile devices; (ii) the organization monitors and
Control: The organization: gg:'nrols the use of N
. L N . . portable and mobile devices; and (iii) appropriate
g&s:;i?;hrees qﬂ?ri?neel;lelztr:#gT:\’ptl:gzégnl:;ﬁ;?wngﬁg:x:fe; s, orggnizational officials aulhorize_lhe use‘of portable and mobile devices and
organization-controlled mﬁbile devices; and device access to organizational information systems.
g}{;ﬁ&;‘éﬁ:r?&;ﬁ;ﬁ:‘)S';lsoémgb'Ie devices to IAC-19.2 Interview selected organizational personnel with access to the
. Satisfied information system and examine organizational records or documents detailing
. Common Partially satisfied the use of portable and mobile devices to determine if personnel are complying
AC10 ACCFE?QSMCOOE;\“ESOL MOD ;,(1:719 ) at;r;\t‘rﬂotl SE;Zil?:;menls. ) Not satisfied \with the usage reslriptions _and gpplying the imp!ememali_on guidance on the use
DEVICES (2) Not Selected. Provided by VDC Not applicable of portable and mobile devices in accordance with organization
(3) Not Selected- and/or EDUCATE Rlsl?-based decision not to policy and procedures.
. implement
ggg #‘hoé ?)?glgea(:nt;ezition employs [Selection: full-device encryption; AC-19.3tExamine organizatiogalltre‘cords o; docur;nents Loddeftermine if tfhe .

. ; et . ) lorganization assigns responsibility to specific parties and defines specific actions
g??;%?:q;ﬁgz%ﬁ“&gg&\r‘o&?&;hi:;%ﬁf;?;ﬁgé&?d'mggh‘g to ensure that the access control for portable and mobile devices is implemented.
devices]. IControl Enhancements:

IAC-19(5) Examine organizational records or documents to determine if the
organization employs removable hard drives or cryptography to protect
information on portable and mobile devices.
IAC-20.1 Examine organizational records or documents to if the use of
a personally owned information system meets the following minimum
requirements as defined by the access control policy and procedures regarding:
(i) the types of applications that can be accessed from personally owned
information systems; (ii) the maximum FIPS 199 security category of information
that can be processed, stored, and transmitted; (iii) how other users of the
N - " . personally owned information system will be prevented from accessing federal
Soor?;irsl?llér‘{thv?/i?r:gair;/lztradgnreel?tiaohrrsst?i;z f;gzlfas?\(ig(\)/\?itdﬁlftﬂseyr information; (.IV) the use of virtual private networking (VPN) and firewall
organizations owning, operating, and/or maintaining external technolog!es. (v) the use_of and protection against th_e vulnerapllmes of wuelgss
information systems, Iallowing aL;lhorized individuals to: lechnologl_es_; (vi) the malnten_ance of adequate pr_\_yslcal security controls; (vii) the
2. Access the inforn-;ation system from the external infdrmation use of malicious code protection software; and (viii) how often the security
si/stems; and c?}fablllt;?; of mstallgtd softv:]are arelyq be upddat%d f(e? opiratlng;llsystem and
b. Process, store, and/or transmit organization-controlled other software security patches, malicious code definitions, firewall version
information using the external information systems. updates, malicious code protection definitions).
. IAC-20.2 Interview selected organizational personnel with access to the
Control Enhancements: o - " K Ny .
R . : P Satisfied information system to determine if the personnel are adhering to the restrictions
(1) The organization permits authorized individuals to use an Partially satisfied lon the use of personally owned information systems for processing, storing, or
USE OF EXTERNAL g external information system to access the information system ICommon, Hybrid Not satisfied transmitting federal information in accordance with access control polic)
AC-20 INFORMATION | MOD AC-20 (1) (2) [or to process, store, or transmit organization-controlled , y_f_ g ol dg policy
SYSTEMS information only when the organization: System-Specific ggkaggslgslzzcision ot to and procedures.
a{:s;?é?z;r:ygsﬁr;:g?;ggeﬂ if?ﬁgi?gziﬁg:%ﬁgmls on implement AC-ZQ.3 _Examin_e organizatio_nal_ records o_r_docur_nems to degermine if t[le )
information security policy and security plan; or organization assigns responsibility to specific parties and defines specific actions
b. Retains approved information system convnection or to ensure that the personally owed information systems control is implemented.
processing agreements with the organizational entity hosting Control Enhancements:
the external information system. ¥ - AT | d d ts to determine if the
(2) The organization [Selection: restricts; prohibits] the use of ér(g:;azn?g)ligr):é:)n;:ﬁtgrgﬁlr}:gzggg?nrd?\?ﬁjhiso{o Sggn;slxternal inforlma{ion system
ic])jrgs{gaaﬁtgg—ﬂcgr;{rec:gea?ig?or:ambalzosnmsr?ggﬁzwces by authorized to access the information system or to process, store, or transmit organization-

. controlled information only when the organization: -can verify the implementation
of required security controls on the external system as specified in the
lorganization’s information security policy and security plan; or -has approved
information system connection or processing agreements with the organizational
lentity hosting the external information system.

IAC-20(2) Examine organizational records or documents to determine if the
lorganization limits the use of organization-controlled portable storage media by
authorized individuals on external information systems.
Examine organizational records or documents to determine if: (i) the organization
Control: The Organization: defines the circumstances where user discretion is required to facilitate
a. Facilitates information sharing by enabling authorized users |Hybrid information sharing; (ii) the organization facilitates information sharing by enabling
to determine whether access authorizations assigned to the [Note: The quarterly Satisfied lauthorized users to determine whether access authorizations assigned to the
sharing partner match the access restrictions on the review of accounts Partially satisfied isharing partner match the access restrictions on the information for the
AC21 INFORMATION P2 information for [ASSIGNMENT: organization-defined covers this. Includes Not satisfied lorganization-defined circumstances; (iii) the organization defines the information
SHARING MOD AC-21 all NFS mounts for

information sharing circumstances where user discretion is
required]; and

b. Employs [ASSIGNMENT: organization-defined automated
mechanisms or manual processes] to assist users in making
information sharing/collaboration decisions.

systems. Not
applicable to VDC.]

Not applicable
Risk-based decision not to
implement

sharing circumstances and automated mechanisms or manual processes required
to assist users in making information sharing/collaboration decisions; and (iv) the
lorganization employs organization-defined circumstances and automated
mechanisms or manual processes to assist users in making information
sharing/collaboration decisions.
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Security Control Information

Control Assessment Information

. . q Last Date q ping Guid | Risk -Based D
NIST Security Security Control Priority | Security Control Security PR Assessed Security Control Justification
Control Name Baseline Security Control and Enhancements Type Control (R i ings / D Found| (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The organization: ) . ! Examine organizational records or documents to determine if: (i) the organization
Shaiﬁ;gggéiss ;ng“ﬂl;;l;:: g:]ogjse‘irﬁ post information onto a designat_es individuals aythoriz_ed to post i_nfom]_alion onto an o_rganizgtional
b. Trains authorized individuals to ensre that publicly information system that is publicly accessible; (ii) the organization trains
accessible information does not contain nonpublic information; Satisfied authorized individuals to ensure that publicly accessible information does not
. Reviews the proposed content of information prior to posting Partially satisfied c?mm? Tonpubllc_lr}forle]atlon;_(|||)f1he orgamfat_lofn reviews the proposed content
o | | ol e bl atcssive momaton sy o vt [Common, b, iy scoseble e el iotadon iy bty oo
CONTENT nonpublic information is not included; and System-Specific Not applicable N

d. Reviews the content on the publicly accessible information
system for nonpublic information [ASSIGNMENT: organization-
defined frequency] and removes such information, if
discovered.

Risk-based decision not to
implement

of reviews of the content on the publicly accessible organizational information
system for nonpublic information; (v) the organization reviews the content on the
publicly accessible organizational information system for nonpublic information in
laccordance with the organization-defined frequency; and (vi) the organization
removes nonpublic information from the publicly accessible organizational
information system, if discovered.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se’\::lf;li-ty Security Control Priority | . Security Control Lsa:;u[:ia‘;e Assessor Assessed Security Control o o Justification ] )
Control Name Basellpe Security Control and Enhancements ) Type Control e e Effectiveness ) Findings / Deficiencies Found (m|:|s! be cqmple!ed if Assessed secumy Control‘ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Effectiveness is Not Applicable or Risk-based decision
not to implement)
IAT-1.1 Examine organizational records or documents to determine if
security awareness and training policy and procedures: (i) exist; (i) are
(iii) are disseminated to appropriate elements within the

(Control: The organization: organ!zaﬂoni (iv)dare periodi&:a\(llydrevyilewed by !'estponslwble pan_iez_ww(thin the|

a. Develops documents and disseminates to [ASSIGNMENT: ur%arllza lon; an .(V()j are updated when organizational review indicates

lorganization-defined personnel or roles]: 'Common updates are required.

1. A security awareness and training policy that addresses purpose . . . " L

iscope roles responsibilities management commitment coordination If additional Satisfied QTE-:JbZIicE;gg]égeu;T:I);Sgcdl:i?éys:‘e"lsa;;i;s;zeaggogzlngsproehscgo?sﬁjllii:gme if

SECURITY among organizational enfities and compliance; and N system/application Partially satisfied imanagement commitment coordination among organizational entities and
AT-1 AWARENESS AND P1 2. Procedures to facilitate the implementation of the security awareness |policy/procedures are Not satisfied compliance
TRAINING POLICY MOD AT-1 land training policy and associated security awareness and training in place this is a Not applicable N
AND PROCEDURES controls; and hybrid control. ot appl . . . . .

v and updats e urent 73 xamine e secuty svenese s g BoooB

1 securlty awaren.ess and training policy [ASSIGNMENT: organization- the security awareness and training policy and all associated security

defined frequency]; and lawareness and training controls.

2. Security awareness and training procedures [ASSIGNMENT: 9 "

organization-defined frequency] |AT-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the security awareness and training policy and
Iprocedures control is implemented.

IAT-2.1 Examine organizational records or documents to determine if: (i)
isecurity awareness instruction is provided to all users; (i) records include
the type of instruction received and the date completed; and (iii) initial and
refresher instruction is provided in accordance with organization-defined

IControl: The organization provides basic security awareness training to frequency at least annually.

information system users (including managers senior executives and

contractors): Satisfied |AT-2.2 Examine security awareness instructional materials to determine if

la. As part of initial training for new users; bartially satisfied the materials address the specific requirements of the organization and the

AT-2 A\fvi%‘éwgs P1 b. When required by information system changes; Common Hybrid Na{ 2 3‘/ ?iadls e information systems to which personnel have authorized access.
TRAINING MODAT-22)  |c. [ASSIGNMENT: organization-defined frequency] ystem-Specific Ngt :?pric?able . - -
Risk-based decision not to implement |AT-2.3 Examine organizational records or documents to determine if the

IControl Enhancements: lorganization assigns responsibility to specific parties and defines specific

(2) The organization includes security awareness training on recognizing lactions to ensure that the security awareness control is implemented.

land reporting potential indicators of insider threat.

IControl Enhancements:

|AT-2(2) Examine organizational records or documents to determine if the
organization includes security awareness training on recognizing and
reporting potential indicators of insider threat.

IAT-3.1 Examine organizational records or documents to determine if the
lorganization identifies personnel with significant information system
isecurity responsibilities and documents those roles and responsibilities.
|AT-3.2 Examine organizational records or documents to determine if: (i)
the organization provides security training to personnel with identified

IControl: T‘he_ ?]rgan_lzanzn prov!des :ole-hzsed secu_rg;lr_-(elated training to Satisfied mformauunhsystem sec(g)my rulzs {a\n? rgspthSIbIhtlefS befor_e auﬂjonzmg

personnel with assigned security roles and responsibilities: > - laccess to the system; (i) records include the type of security training

AT-3 ROLE-BASED P1 a. Before authorizing access to the information system or performing ICommon Hybrid E:{t:\\l‘)i:i:tdlsﬂed received and the date completed; and (jii) the organization provides initial
SECURITY TRAINING MOD AT-3 lassigned duties; ISystem-Specific Not applicable land refresher training in accordance with organization-defined frequency.

b. When required by information system changes; and - . .

c. [ASSIGNMENT: organization-defined frequency] thereafter. Risk-based decision not to Implement |AT-3.3 Examine the security training material for the selected roles and
responsibilities to determine if the material addresses the procedures and
lactivities necessary to fulfill those roles and responsibilities.
|AT-3.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the security training control is implemented.

Control: The arganization: Satsted organization monitors and fully documants basic Secuty awaroness

a. Documents and mon_ilors individual informalion System security " . Partially satisfied tragining and specific informa‘ign system security training.

AT-4 SECURITY TRAINING P3 training activities including basic security awareness training and specific (Common Hybrid Not satisfied .
RECORDS MOD AT-4 information system security training; and System-Specific

b. Retains individual training records for [ASSIGNMENT: organization-
defined time period].

Not applicable
Risk-based decision not to implement

|AT-4.2 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the security training records control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

a o q Last Date q L —
NIST Security 5 Priority / Security Control 5 Assessed Security i Ao Justification
ontrol Secur’:ltz"t‘:: ptel Baseline Security Control and Enhancements Type sce;:r:]t:?ll InAfsofS\sastf:)rn Control Effectiveness FlndlngsFloazEuencms (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The organization: IAU-1.1 Examine organizational records or documents to determine if audit and
a. Develops, documents, and disseminates to accountability policy and procedures: (i) exist; (ii) are documented,; (iii) are
[ASSIGNMENT: organization-defined personnel or disseminated to appropriate elements within the organization; (iv) are periodically
roles]: reviewed by responsible parties within the organization; and (v) are updated, when
1. An audit and accountability policy that addresses organizational review indicates updates are
purpose, scope, roles, responsibilities, management|/Common required.
’commitment, coordination among organizational Satisfied
lentities, and compliance; and If additional partiall tisfied IAU-1.2 Examine the audit and accountability policy to determine if the policy
CégD‘T AND P1 2. Procedures to facilitate the implementation of the |system/application NZI ;gsz:és e adequately addresses purpose, scope, roles, responsibilities, management
AU-1 ACCOUNTABILITY MOD AU-1  audit and accountability policy and associated audit [policy/procedures > commitment, coordination among organizational entities, and compliance.
p'?%c‘?pﬁggs land accountability controls; and are in place, this is gioslké—‘gsggsbtﬁcision ot to
b. Reviews and updates the current: a hybrid control. implement IAU-1.3 Examine the audit and accountability procedures to determine if the
1. Audit and accountability policy [ASSIGNMENT: P procedures are sufficient to address all areas identified in the audit and
lorganization-defined frequency]; and laccountability policy and all associated audit and accountability controls.
2. Audit and accountability procedures
: organization-defined frequency]. -1.4 Examine organizational records or documents to determine if the
ASSIGNMENT: ization-defined fi IAU-1.4 E; i izational d: d ts to determine if th
organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit and accountability policy and procedures control is
implemented.
Control: The organization:
a. Determines that the information system is
capable of auditing the following events:
[ASSIGNMENT: organization-defined list of
auditable events];
b. Coordinates the security audit function with other /AU-2.1 Examine organizational records or documents and the information system
lorganizational entities requiring audit-related configuration settings to determine if the system generates audit records for the
inft_:drmahtion tlo enhan?e négtu;l support and to help organization-defined auditable events.
guide the selection of auditable events;
c. Provides a rationale for why the list of auditable IAU-2.2 Test the information system by attempting to perform actions that are
tet:/:?;itairn?/g;?gna‘;grgg g;esaetli?il:;liﬁcl%ﬁg?t:;;ﬂer- Satisfied configured to generate an audit record.
P1 d. Determines that the following events are to be . Partlally sal'Sf'Ed /AU-2.3 Examine organizational records or documents to determine if the
AU-2 AUDIT EVENTS MOD AU-2 (3)  |audited within the information system: (Common, Hybrid, Not satisfied

[ASSIGNMENT: organization-defined audited
levents (the subset of the auditable events defined
in AU-2 a.) along with the frequency of (or situation
requiring) auditing for each identified event].

Control Enhancements:

(1) [Withdrawn: Incorporated into AU-12]

(2) [Withdrawn: Incorporated into AU-12]

(3) The organization reviews and updates the
audited events [ASSIGNMENT: organization-
defined frequency].

(4) [Withdrawn: Incorporated into AC-6]

System-Specific

Not applicable
Risk-based decision not to
implement

organization assigns responsibility to specific parties and defines specific actions to
ensure that the auditable events control is implemented.

Control Enhancements:

IAU-2(3) Examine organizational records or documents to determine if: (i) the
organization defines the frequency of reviews and updates to the list of organization-
defined auditable events; and (i) the organization reviews and updates the list of
organization-defined auditable events in accordance with the organization-defined
frequency.
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Security Control Information Control Assessment Information
NIST S , — s ity Control Last Date A s - Scoping Guida;x]nct:!fRis[lg -Based Decision
ecurif - riori ecurity Control 5 ssessed Securi _— oo ustification
Control Y Secur’:lty Contel Baseline Security Control and Enhancements Type Scecutrlt)l/ IAfssesstpr Control Effectiveness FlndlngsFI Dezaencms (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number ame Allocation (verify this type) Asgssrsoed alormanon (select one of the following) oulY Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
/AU-3.1 Examine organizational records or documents to determine if the information
system audit records capture sufficient information to establish what events occurred,
the sources of the events, and the outcomes of the events.
IAU-3.2 Test the content of audit records by attempting to perform actions that are
configured to generate audit records to determine if the audit records capture
sufficient information to establish what events occurred, the sources of the events,
Control: : The information system generates audit and the outcomes of the events.
records containing information that establishes what:
type of event occurred, when the event occurred, IAU-3.3 Examine organizational records or documents to determine if the
where the event occurred, the source of the event, Satisfied organization assigns responsibility to specific parties and defines specific actions to
the outcome of the event, and the identity of any Partially satisfied ensure that the content of audit records control is implemented.
CONTENT OF AUDIT P1 individuals or subjects associated with the event. Common, Hybrid, Not satisfied . - o . N
AU-3 RECORD. MOD AU-3 (1) System-Sbecific ’ Not applicable /AU-3.6 Examine organizational records or documents to determine if the information
Control Enhancements: Risk-based decision not to system provides the capability to include additional, more detailed information in the
(1) The information system generates audit records H audit records for audit events identified by type, location, or subject.
- h ™ . L implement
containing the following additional information:
[ASSIGNMENT: organization-defined additional, IAU-3.7 Test the information system capability to include additional, more detailed
more detailed information]. information in the audit records for audit events by changing the audit configuration
settings to add additional information and by performing actions that create audit
records to ensure the additional information is captured.
Control Enhancements:
IAU-3(2).1 Examine organizational records or documents to determine if the
organization defines the information system components for which the content of
audit records generated is centrally managed.
IAU-4.1 Examine the information system configuration to determine if the organization
allocates sufficient audit record storage capacity and establishes configuration
settings to prevent such capacity from being exceeded
Satisfied IAU-4.2 Test the information system configuration to determine if the organization
Control: The organization allocates audit record Partially satisfied I ‘t flicient audit d st " d establish fi tion
AUDIT STORAGE P storage capacity in accordance with [Common, Hybrid, Not satisfied allocates sufficient audit record storage capacity and establishes configuratic
A4 CAPACITY MOD AU-4 [ASSIGNMENT: organization-defined audit record |System-Specific Not applicable settings (o prevent such capacity from being exceeqed by artificially generating
A N . lenough auditable events to create a number of audit records to exceed the storage
storage requirements]. Risk-based decision not to capacit
implement pacity.
/AU-4.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit storage capacity control is implemented.
/AU-5.1 Examine the information system configuration to determine if in the event of
Control: The information system: an audit failure or audit storage capacity being reached, the information system
. Alerts [ASSIGNMENT: organization-defined alerts appropriate organizational officials and takes any addiional
personnel or roles] in the event of an audit g .
processing failure; _and . N Satisfied IAU-5.2 Test the information system configuration to determine in the event of an
t;;g:gimggﬁll.owmg adr;ti_ltlondalfactlgns.t_ to b Partially satisfied audit failure or audit storage capacity being reached, the information system alerts
AUS AU NG P1 {aken (@0, shut gro?/?:Iiiaf‘(;?gati(f):\ngys?:r:lons 0 D€ | common, Hybrid, Not satisfied appropriate organizational officials and takes any additional organization-defined
FAILURES MOD AU-5 overwrité 5Idest audit records, stop generéting audit System-Specific Not applicable actions by artificially generating auditable events to cause an audit failure or excess
records)] ' Risk-based decision not to capacity condition.
: implement
/AU-5.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit processing control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

a o q Last Date q L —
NIST Securit - Priority /| Security Control - Assessed Securil S S Justification
Control Y Secur’:lty Contel Baselme Security Control and Enhancements Type iecutrlt)l/ IAfssess[pr Control Effectivem?;s FlndlngsFI Dezaencms (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number ame Allocation (verify this type) Asgssrsoed alormanon (select one of the following) oulY Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IAU-6.1 Examine organizational records or documents to determine if the
organization regularly reviews/analyzes audit records for indications of inappropriate
or unusual activity, investigates suspicious activity or suspected violations, reports
findings to appropriate officials, and takes necessary actions.
(a:ogter\?ilévrl:ear%g::glsggg}nformation system audit /AU-6.2 Test the audit monitoring, analysis and reporting process to determine if the
récords [ASSIGNMENT: organization-defined organization regularly reviews/analyzes audit records for indications of inappropriate
frequency] for indicationé of [ASSIGNMENT: or u_nusual activity, investigates suspicious activity or su§pected vuo_lat_lons. reports
organization-defined inappropriate or unusuél flnd[ngs to appropriate officials, al_'\d takes necessary actions by amﬂ_qally generating
activity]; and auditable events to cause an audit failure or suspicious activity condition and
b. Reports findings to [ASSIGNMENT: organization- monitoring how the organization reacts.
defined personnel or roles]. Satisfied /AU-6.3 Examine organizational records or documents to determine if the
. Partially satisfied organization assigns responsibility to specific parties and defines specific actions to
AU-S ﬁgz&ggﬂfg MOD AU-6(1)(3) ((i())r%t;l Err;)r]a?l?zc:t?;enn:ﬁploys automated Common, Hyk_J_rid, Not satis_fied lensure that the audit monitoring, analysis, and reporting control is implemented.
REPORTING mechanisms to integrate audit review, analysis, and System-Specific gptkagpllcgbdle - ; izational ds or d d ine if th
reporting processes to support organizational Risk-based decision not to /AU-6.7 Examine organizational records or documents to determine if the
processes for investigation and response to implement organization integrates analysis of audit records with analy_5|s bof v‘ulnerabllllty
Suspicious activities. scanning |nform}a}t|0n, perfo_rmance datg, and network monitoring information to
(2) Not Selected. enhance the ability to identify inappropriate or unusual activity.
(3) The organization analyzes and correlates audit Control Enhancements:
records across different repositories to gain AU-6(1) E N i tional d d ts to determine if the inf ti
organization-wide situational awareness. (1) Examine organizational records or documents to determine if the information
system integrates audit review, analysis, and reporting processes to support
organizational processes for investigation and response to suspicious activities.
IAU-6(3) Examine organizational records or documents to determine if the
organization analyzes and correlates audit records across different repositories to
gain organization-wide situational awareness.
Control: The information system provides an audit IAU-7.1 Examine the information system configuration to determine if the system
reduction and report generation capability that: provides an audit reduction and report generation capability.
a. Supports on-demand audit review, analysis, and
reporting requirements and after-the-fact IAU-7.2 Test the audit reduction and report generation capability by artificially
investigations of security incidents; and Satisfied generating a sufficient number of auditable events to cause an audit reduction and
b. Does not alter the original content or time Partially satisfied report generation condition.
AUDIT REDUCTION P2 ordering of audit records Common, Hybrid Not satisfied . - .
AU-7 AND REPORT MOD AU-7 (1) s stem-Sl ecific ' Not applicable AU-7,3 Examlne_organlzatlon_al_ (ecords or_d_ocumgnts to dete_rmlne if thg .
GENERATION Control Enhancements: Y P Risk-l’:ujgsed decision not to organization assigns responsibility to specific parties and defines specific actions to
(1) The information system provides the capability implement ensure that the audit reduction and report generation control is implemented.
to process audit records for events of interest based P
lon [ASSIGNMENT: organization-defined audit fields Control Enhancements:
within audit records]. /AU-7(1) Examine organizational records or documents to determine if the
organization specifies the permitted actions for each authorized information system
process, role, and/or user in the audit and accountability policy.
Control: The information system:
;;;f::;g:zr:;[[Sr)e/i;er?;lzﬁss to generate time AU-E_%.l Examine the informatipn system configuratio_n to determine if the system
b. Records time stamps for audit records that can provides time stamps for use in audit record generation.
gerergﬁev‘i)ce}?l:/loegno %?;‘l;a(tgt:wt_#?!:;sﬂegge wreer /AU-8.2 Test the use of time stamps within the audit record generation capability of
[ASSIGNMENT: organization-defined granularity of the information system by artificially generating an auditable event at a known time
time measuremém]. s atisiod and compare the time stamp on the resulting audit record.
atisfie
o Control Enhancements: Commom Partially satisfied AU-S.; Examine_organization_alv records or_d_ocumgnts to dele_*rmine if llj? )
AU-B TIME STAMPS MODAU-8(1) |(1) The information system: Not satisfied organization assigns responsibility to specific parties and defines specific actions to

(a) Compares the internal information system clocks:
[ASSIGNMENT: organization-defined frequency]
with [ASSIGNMENT: organization-defined
lauthoritative time source]; and

(b) Synchronizes the internal system clocks to the
lauthoritative time source when the time difference is
greater than [ASSIGNMENT: organization-defined
time period].

Provided by VDC

Not applicable
Risk-based decision not to
implement

ensure that the time stamps control is implemented.

Control Enhancements:

IAU-8(1) Examine the configuration settings and test the information system to
determine if: (i) the organization defines the frequency of internal clock
synchronization for the information system; (i) the organization defines the
authoritative time source for internal clock synchronization; and (jii) the organization
synchronizes internal information system clocks with the organization-defined
authoritative time source in accordance with the organization-defined frequency.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

4 - B Last Date 5 i
NIST Securit - Priority /| Security Control - Assessed Securil S S Justification
Control Y Secur’:ltyn(‘:ontrol Baselme Security Control and Enhancements T)ype ?:ecr‘l]t:mll Irﬁs?:‘sstprn Control Effectivem?;s FlndlngsFI Df‘zuenues (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number aine Allocation (verify this type) As:essoed CHIEL (select one of the following) al Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The information system protects audit
information and audit tools from unauthorized /AU-9.1 Examine the information system configuration to determine if the system
access, modification, and deletion. protects audit information and audit tools from unauthorized access, modification,
and deletion.
Control Enhancements: Satisfied
(1) Not Applicable. Partially satisfied IAU-9.2 Test the protection of audit information and audit tools from unauthorized
AUS PROTECTION OF P1 (2) Not Applicable. Common, Hybrid, Not satisfied access, modification, and deletion by attempting to gain unauthorized access,
INFORMATION MOD AU-9(4)  |(3) Not Applicable. System-Specific Not applicable modify, and delete audit information.
(4) The organization authorizes access to Risk-based decision not to
management of audit functionality to only implement /AU-9.3 Examine organizational records or documents to determine if the
[ASSIGNMENT: organization-defined subset of organization assigns responsibility to specific parties and defines specific actions to
privileged users]. ensure that the protection of audit information control is implemented.
Satisfied
Partially satisfied
SELECTED FOR Common, Hybrid, Not satisfied
AU-10 NON-REPUDIATION HiGH oLy |Not Selected Syslem-Speycific Not applicable
Risk-based decision not to
implement
Control: The organization retains audit records for /AU-11.1 Examine organizational records or documents to determine if the
[ASSIGNMENT: organization-defined time period Satisfied organization retains information system audit logs for an organizationdefined time
consistent with records retention policy] to provide Partially satisfied period to provide support for after-the-fact investigations of security incidents and to
AU-LL AUDIT RECORD MOI;/:iU-ll support for after-the-fact investigations of security |Common, Hybrid, Not satisfied meet regulatory and organizational information retention requirements.
RETENTION incidents and to meet regulatory and organizational [System-Specific Not applicable
information retention requirements. Risk-based decision not to IAU-11.2 Examine organizational records or documents to determine if the
implement organization assigns responsibility to specific parties and defines specific actions to
ensure that the audit retention control is implemented.
/AU-12.1 Examine organizational records or documents to determine if the
organization defines the information system components that provide audit record
generation capability for the list of auditable events defined in AU-2.
Control: The information system:
a. Provides audit record generation capability for /AU-12.2 Examine the information system configuration settings to determine if the
the list of auditable events defined in AU-2 at information system provides audit record generation capability, at organization-
[ASSIGNMENT: organization-defined information Satisfied defined information system components, for the list of auditable events defined in
system components]; Partially satisfied AU-2.
1 b. Allows [ASSIGNMENT: organization-defined Common, Hybrid Not satisfied
AU-12 AUDIT GENERATION| /0", 1, [personnel or roles] to select which auditable events System-Si e}{:ific ! Not applicable /AU-12.3 Examine the information system configuration settings to determine if the
are to be audited by specific components of the Y’ P Risk—gssed decision not to information system allows designated organizational personnel to select which
information system; and implement auditable events are to be audited by specific components of the system.
c. Generates audit records for the events defined in P
/AU-2 with the content as defined in AU-3. IAU-12.4 Test to verify the information system generates audit records for the list of
audited events defined in AU-2 with the content as defined in AU-3.
MONITORING FOR
AU-13 INFORMATION NOT SELECTED |Not Selected
DISCLOSURE
AU-14 SESSION AUDIT | NOT SELECTED [Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

P Last Date " e B
: 8 Priority | A 5 Assessed Security Control| . .. T Decision Justification
Cﬁlr?t:o?il‘:‘l;:ll%r Secu:\lltz“(‘:: ntrol Baseline Security Control and Enhancements Secw;%;zg;%:)ype f:?r:jtrrg |r§2f§12ign Effectiveness . FlndlngsFIoBre‘fC;CIencles (must be com_pleted if_Assessed $ecuriw NIST 800-53A Assessment Steps Used As;[?::::;"‘
Allocation Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

CA-1.1 Examine organizational records or documents to determine if security
assessment, certification, and accreditation policy and procedures: (i) exist; (ii) are

Control: The organization: documented; (iii) are disseminated to appropriate elements within the organization;

a. Develops, documents, and disseminates to [ASSIGNMENT: (iv) are periodically reviewed by responsible parties within the organization; and (v)

organization-defined personnel or roles]: are updated, when organizational review indicates updates are required.

1. A security assessment and authorization policy that addresses Common

purpose, scope, roles, responsibilities, management commitment, CA-1.2 Examine the security assessment, certification, and accreditation policy to

coordination among organizational entities, and compliance; and If additional Satisfied determine if the policy adequately addresses purpose, scope, roles,

SECURITY 2. Procedures to facilitate the implementation of the security system/application Partially satisfied responsibilities, management commitment, coordination among
ASSESSMENT AND P1 it i : b f f “ofi it i i
CAL AUTHORIZATION MOD CA-L assessment and author!zat!on policy and associated security pollcy/pr_oc_edures are in Not satls_fled organizational entities, and compliance.
POLICIES AND lassessment and authorization controls; and place, this is a hybrid Not applicable
PROCEDURES b. Reviews and updates the current: control. Risk-based decision not to CA-1.3 Examine the security assessment, certification, and accreditation

1. Security assessment and authorization policy [ASSIGNMENT: implement procedures to determine if the procedures are sufficient to address all

organization-defined frequency]; and areas identified in the security assessment, certification, and accreditation policy

2. Security assessment and authorization procedures and all associated security it, certification, and accreditation controls.

[ASSIGNMENT: organization-defined frequency].
CA-1.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the security assessment, certification, and accreditation policies and
procedures control is implemented.

Control: The organization:

a. Develops a security assessment plan that describes the scope of

the assessment including:

+ Security controls and control enhancements under assessment;

+ Assessment procedures to be used to determine security control

effectiveness; and

+ Assessment environment, 1ent team, and ent

roles and responsibilities; ICA-2.1 Examine organizational records or documents to determine if the security

b. Assesses the security controls in the information system and its controls in the information system are assessed for correct implementation, for

environment of operation [ASSIGNMENT: organization-defined Satisfi intended operation, and for producing the desired outcome with respect to meeting

f f atisfied Ny - K ) P N
frequency] to determine the extent to which the controls are Partially satisfied the security requirements for the system in accordance with organization-defined
implemented correctly, operating as intended, and producing the : y frequency.
CA-2 ASZE%?;'ET,ITS MOSZCAVZ desired outcome with respect to meeting established security (Common, Hybrid, System- Not safisfied

requirements;

c. Produces a security assessment report that documents the results
of the assessment; and

d. Provides the results of the security control assessment to to
[ASSIGNMENT: organization-defined

e. individuals or roles].

Control Enhancement:

(1) The organization employs assessors or assessment teams with
[ASSIGNMENT: organization-defined level of independence] to
conduct security control assessments.

Specific

Not applicable
Risk-based decision not to
implement

CA-2.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
ensure that the security assessments control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

P Last Date " e B
: 8 Priority | A 5 Assessed Security Control| . .. T Decision Justification
Cﬁlr?t:o?il‘:‘l;:ll%r Secu:\lltz“(‘:: ntrol Baseline Security Control and Enhancements Secw;%;zg;%:)ype f:?r:jtrrg |r§2f§12ign Effectiveness . FlndlngsFIoBre‘fC;CIencles (must be com_pleted if_Assessed $ecuriw NIST 800-53A Assessment Steps Used As;[?::::;"‘
Allocation Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The organization:
a. Authorizes connections from the information system to other CA-3.1 Examine organizational records or documents to determine if all external
information systems through the use of Interconnection Security information systems (i.e., information systems outside of the accreditation
Agreements; boundary that are connected to the information system) are identified and all
b. Documents, for each interconnection, the interface characteristics, resulting system connections are authorized and approved by appropriate
security requirements, and the nature of the information organizational officials.
communicated; and
c. Reviews and updatesinterconnection Security Agreements Satisfied CA-3.2 Examine information system connection agreements to determine if the
SysTEM - [ASSIGNMENT: organization-defined Partially satisfied agreements are consistent with NIST Special Publication 800-47.
d. frequency]. Common, Hybrid, Not satisfied
CcA3 INTERCOgNECTION MOD CA-3(5) System-Specific Not applicable CA-3.3 Examine organizational records or documents to determine if the
Control Enhancement: Risk-based decision not to organization assigns responsibility to specific parties and defines specific actions to
(1) Not Selected. implement lensure that the information system connections control is implemented.
(2) Not Selected.
(3) Not Selected. Control Enhancement:
(4) Not Selected. ICA-3(5) Examine organizational records or documents to determine if the
(5) The organization employs [Selection: allow-all, deny-by- organization employs an allow-all, deny-by-exception or a deny-all, permit-by-
exception; deny-all, permit-by-exception] policy for allowing lexception policy for allowing organization-defined information systems to connect
[ASSIGNMENT: organization-defined information systems] to to external information systems.
connect to external information systems.
ICA-5.1 Examine organizational records or documents to determine if a plan of
action and milestones for the information system: (i) exists; (ii) is
documented; and (jii) is updated in accordance with organization-defined
Control: The organization: frequency.
a. Develops a plan of action and milestones for the information
system to document the organization’s planned remedial actions to Satisfi CA-5.2 Examine the plan of action and milestones to determine if the plan
o0 - atisfied . ation' i
correct weaknesses or deficiencies noted during the assessment of parti - documents the organization’s planned, implemented, and evaluated
N i iy artially satisfied . y A il
PLAN OF ACTION P3 !he security controls and to reduce or eliminate known vulnerabilities Common, Hybrid Not satisfied remedial actlon; _t(_) co_rrect n_oted de_fluenues and to reduce or eliminate
CA5 AND MILESTONES MOD CA-5 in the system; and S stem-sv ecific ' Not anplicable known vulnerabilities in the information system.
b. Updates existing plan of action and milestones [ASSIGNMENT: Y peci ot appli .
" Risk-based decision not to
organization-defined frequency] based on the findings from security implement CA-5.3 Examine organizational records or documents to determine if the
controls assessments, security impact analyses, and continuous P organization follows the plan of action and milestones (i.e., correcting
monitoring activities. deficiencies and meeting milestones).
ICA-5.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
lensure that the plan of action and milestones control is implemented.
ICA-6.1 Examine organizational records or documents to determine if a security
accreditation process is defined that authorizes (i.e., accredits) the
information system for processing before operations, and updates the
c . R authorization within the organization-defined frequency.
ontrol: The organization:
gﬁéis;'?gﬁﬁ:mgﬁz;gf;}iﬁg;\ﬁe or manager as the authorizing Common ggﬂiﬂffsatisﬁed CA-6.2_ Examine organizational records or do_cum_ent_s to de_termine_if the security
CA6 SECURITY MOS%A_S b. Ensures that the authorizing official authorizes the information Not satisfied accreditation process employed by the organization is consistent with NIST

AUTHORIZATION

system for processing before commencing operations; and
c. Updates the security authorization [ASSIGNMENT: organization-
defined frequency].

Provided by FSA

Not applicable
Risk-based decision not to
implement

Special Publications 800-37.

ICA-6.3 Examine organizational records or documents to determine if a senior
organizational official signs and approves the security accreditation.

CA-6.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security accreditation control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

P Last Date " e B
: 8 Priority | A 5 Assessed Security Control| . .. T Decision Justification
Cﬁlr?t:o?il‘:‘l;:ll%r Secu:\lltzn::: ntrol Baseline Security Control and Enhancements Secarétrgi/f ‘:,[?]'i‘stwl 'el')ype f:?r:jtrrg InAf:?r?'lsastgn Effectiveness FlndlngsFIoBre‘fC;CIencles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used ASE?I?::::;M
Allocation i P Assessed (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
Control: The organization develops a continuous monitoring strategy
and implements a continuous monitoring program that includes:
a. Establishment of [ASSIGNMENT: organization-defined metrics] to
be monitored; CA-7.1 Examine organizational records or documents to determine if the
b. Establishment of [ASSIGNMENT: organization-defined or aﬁization moniugrs the security controls in the information system on an ongoin
frequencies] for monitoring and [ASSIGNMENT: organization- bagsis 4 going
defined frequencies] for assessments supporting such monitoring; )
g};‘r;?fgﬂg:;cgg%r::fg&rsolrfs:ifsrsinmgegttrsa{ggaygcordance with the CA-7.2 Examine organizational records or documents to determine if the
d. Ongoing security status monitoring of organization-defined metrics grgg};a;lﬁgli(e:;%gisgggz%ug%cgggggn;onItorlng process consistent with NIST
in accordance with the organizational continuous monitoring satisfied P .
strategy; - - . - L
. . . . . Partially satisfied CA-7.3 Examine organizational records or documents to determine if the
P3 e. Correlation and analysis of security-related information generated . . ) i 3 ) N . N
cA7 (V\:II%'\V:ITI'IFV\(‘)%?#g MOD CA7(1)  |by assessments and monitoring; Common, Hybrid, System Not satisfied organization: (i) assesses designated security controls in the information

f. Response actions to address results of the analysis of security-
related information; and

g. Reporting the security status of organization and the information
system to [ASSIGNMENT: organization-defined personnel or roles]
[ASSIGNMENT: organization-defined frequency].

Control Enhancement:

(1) The organization employs assessors or assessment teams with
[ASSIGNMENT: organization-defined level of independence] to
monitor the security controls in the information system on an
longoing basis.

Specific

Not applicable
Risk-based decision not to
implement

system; (i) analyzes for impact, documents, and reports changes to or
deficiencies in the operation of the security controls; and (i) makes
adjustments to the information system security plan and plan of action and
milestones, as appropriate.

ICA-7.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific actions to
lensure that the continuous monitoring control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se'\::lj;li-!y Security Control Priori§yl . Security Control Lsa:éunr;;f PeceEenD Assessed Sef:urity Control o . Jus_tification ) i
Control Name Basellpe Security Control and Enhancements Type Control et Effectiveness ) Findings / Deficiencies Found (mgst be co_mpleted if _Assessed Security Contr_ol_ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) ] (select one of the following) Effectiveness is Not Appl_lcable or Risk-based decision
not to implement)
ICM-1.1 Examine organizational records or documents to determine if the
configuration management policy and procedures: (i) exist; (i) are
[documented; (iii) are disseminated to appropriate elements within the
. ation. lorganization; (iv) are periodically reviewed by responsible parties within the
golgg\(l);lggse 3;91;%2;:'1?5”5@ disseminates to [ASSIGNMENT: lorganization; and (v) are updated, when organizational review indicates
. Mt : y N : dates are required.
organization-defined personnel or roles]: Common P
rléleAsc?I aon ! mana‘gélrlnzﬁltlfy- 1hat» coors?;gﬁg:'aﬁgﬁg’ - . CM-I.Z Examine the configuration management policy to dege_rrmne if the
CONFIGURATION orgar'ﬂzanonal entities, and compliance; and If addmonal» . Satlgfled - policy adequately aqdresses purpose, scope, roles, re‘qunsmmne‘sz
o1 M;gjg?ﬁig'r MOSICM . 2. Procedures to faciltate the implementation of the configuration ;ﬁfy%ﬁ:’:‘!g:r"e?are zg?glt){szzgsﬂed aﬂ;ﬁ;&:m commitment, coordination among organizational entities, and
PROCChORES |;1nadnagemenl policy and associated configuration management controls; :: Eliadce' this |'S a gg‘kagphczﬂe 3 . .3 Examine . ‘ , .
b. Reviews and updates the current: ybrid control. isk-based decision not to implement lhe> .3 Examine the configuration 1t procedures to i
y - . " procedures are sufficient to address all areas identified in the
iéﬁ::;'?;?gg:c%?:zﬂemem policy [ASSIGNMENT: organization- configuration management policy and all associated configuration
2. Configuration e 5 procedures [/ NT: or ization- management controls.
defined frequency]. ICM-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the configuration management policies and
procedures control is implemented.
oftware, and firmware that the
information system and ownership information by component.
ICM-2.3 Examine organizational records or documents to determine if the
inventory of information system components includes manufacturer, type,
serial number, version number, and location (i.e., physical location and
Control: The organization develops, documents, and maintains under logical position within the information system architecture).
configuration control, a current baseline configuration of the information
system. ICM-2.4 Examine organizational records or documents to determine if the
inventory of information system components designates those components
Control Enhancements: required to implement and/or conduct contingency operations.
(1) The organization reviews and updates the baseline configuration of
the information system: ICM-2.5 Examine organizational records or documents to determine if the
(a) [ NT: organi; defi freq yl; lorganization assigns responsibility to specific parties and defines specific
(b) When required due to [ASSIGNMENT organization-defined lactions to ensure that the baseline configuration and system component
circumstances]; and inventory control is implemented.
(c) As an integral part of information system component installations and Satisfied
upgrades. Partially satisfied CM—Z._S E‘><an_1|ne organl_za_tlonal records or documen(_s to dets_srmlng if the
cM-2 ELINE P1 (2) HIGH Only. Common, Hybrid, Not satisfied lorganization identifies: (i) instances that trigger baseline configuration and
CONFIGURATION | MOD CM-2 (1) (3) (7) |(3) The organization retains [ASSIGNMENT: organization-defined

previous versions of baseline configurations of the information system] to
isupport rollback.

(4) Not Selected.

(5) Not Selected.

(6) Not Selected.

(7) The Organization:

a. Issues |[; NT: o defined ir ion systems,
system components, or devices] with [ASSIGNMENT: organization-
defined configurations] to individuals traveling to locations that the
organization deems to be of significant risk; and

b. Applies [ASSIGNMENT: organization-defined security safeguards] to
the devices when the individuals return.

System-Specific

Not applicable
Risk-based decision not to implement

Icomponent inventory updates; (ii) the frequency of updates to the baseline
configuration and component inventory; (iii) the dates of baseline
configuration and inventory updates, a summary of the updates, and the
name of the individuals performing the updates.

IControl Enhancements:

ICM-2(1) Examine organizational records or documents to determine if: (i)
the organization defines: -the frequency of reviews and updates to the
baseline configuration of the information system; and -the circumstances
that require reviews and updates to the baseline configuration of the
information system; and (ii) the organization reviews and updates the
baseline configuration of the information system -in accordance with the
lorganization-defined frequency; -when required due to organization-
defined circumstances; and -as an integral part of information system
icomponent installations and upgrades.

ICM-2(3) Examine organizational records or documents to determine if the
lorganization retains older versions of baseline configurations as deemed

necessary to support rollback.

CV=2(7) EXamine ¢ TECOrds o dOCUMENTS 10 determine it the
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se'\::lf;li-! Security Control Priority | Security Control Lsa:éunr;;? PeceEenD Assessed Security Control Justification
Contro{ Name Baseline Security Control and Enhancements Type Control et Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed A
not to implement)
Control: The organization:
zaﬁ%ﬁ:g:gﬁig‘;gﬁ? of changes to the information system that are ICM-3.1 Examine organizational records or documents to determine if the
b. Reviews proposed configuration-controlled changes to the information lorganization documents and controls changes to the information system.
system and E:pfg:Osveeci?i:ydilr?n%papcrt();:;ys:gg changes with explicit ICM-3.2 Examine organizational records or documents to determine if
y g e . . lappropriate organizational officials approve information system changes in
;:r;fgr?s;{;;enngsc;?nfl.guratlon change decisions associated with the laccordance with organizational policy and procedures.
?ﬁfgpn’:;rgzrz;fsﬂovw configuration-controlled changes to the ICM-3.3 Examine organizational records or documents to determine if the
e. Retains records 'of configuration-controlled changes to the information organization assigns responsibility to specific parties and defines specific
system for [ASSIGNMENT: organization-defined time period]; Satisfied lactions to ensure that the configuration change control is implemented.
cM-3 CONFIGURATION PL Eh?nlzléssTg?hrs\i/rlst\)’vr?n:?ilgﬂ"seyss{aeﬁ?gr?ltjed with configuration-controlled Common, Hybrid, Eg{tgll)i/s?iaegsﬂed IControl Enhancements:
CHANGE CONTROL MOD CM-3 (2) " N : . - ifi . - i i i i ine i
@ g. Coordinates and provides oversight for configuration change control System-Specific Not applicable gxoam(g'ezd?:g‘!en;gggn;?g?: sléf:!:rlr;.conflgurauon to determine if
activities through [ASSIGNMENT: organization-defined configuration Risk-based decision not to implement _ document proposed changes To the iﬁformation system
change control element (e.g., committee, board)] that convenes - notify desi pna’l)ed a rova?aulhorllles Y
[ASSIGNMENT: (one or more): [ASSIGNMENT: organization-defined - highlight ag rcvals’:ﬁa‘ have not been received by the organization-
frequency]; [ASSIGNMENT: organization-defined configuration change d fg E? 1t approy d y g
conditions]]. efined time period =~
- inhibit change until designated approvals are received
Control Enhancements: - document completed changes to the information system.
(1) HIGH Only. CM-3(2) E:
- tional records or documents to determine if the
2) The organization tests, validates, and documents changes to the (2) Examine organiza
i(nf)ormatiog system before implementing the changes on thge operational lorganization tests, validates, and documents changes to the information
system isystem before implementing the changes on the operational system.
ICM-4.1 Examine organizational records or documents to determine if the
lorganization monitors changes to the information system and identifies the
types of changes monitored.
Satisfied ICM-4.2 Examine organizational records or documents to determine if the
Partially satisfied lorganization performs security impact analyses to assess the effects of
SECURITY IMPACT P2 Control: The organization analyzes changes to the information system to (Common, Hybrid, Y changes to the information system.
CMm-4 Not satisfied
MOD CM-4 determine potential security impacts prior to change implementation. System-Specific Not applicable
" - . ICM-4.3 Examine organizational records or documents to determine if the
Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the monitoring configuration changes control is
ICM-5.1 Examine organizational records or documents to determine if the
lorganization maintains a list of personnel authorized to access the
information system for purposes of initiating changes, upgrades, and/or
modifications to the system.
ICM-5.2 Examine organizational records or documents to determine if the
lorganization enforces physical and logical access restrictions associated
Satisfied lwith changes to the information system and generates, retains, and
ACCESS 1 Control: The organization defines, documents, approves, and enforces Common, Hybrid Partially satisfied reviews records reflecting all such changes.
- RESTRICTIONS FOR i i i i i g g isfi
CM-5 S CSAN%ES Ol MOD CM-5 physical and logical access restrictions associated with changes to the Not satisfied CM-5.3 Examine organizational records or documents identifying changes

information system.

System-Specific

Not applicable
Risk-based decision not to implement

made to the information system to determine if only authorized personnel
initiated, tested, approved, and implemented changes to the system.

ICM-5.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the access restrictions for change control is
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se'\::lj;li-!y Security Control Priori§y 1 . Security Control Lsa:éunr;;f PeceEenD Assessed Sef:urity Control o . Jus_tification ) i
Control Name Basellpe Security Control and Enhancements Type Control et Effectiveness ) Findings / Deficiencies Found (mgst be co_mpleted if _Assessed Security Contr_ol_ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) ] (select one of the following) Effectiveness is Not Appl_lcable or Risk-based decision
not to implement)
ICM-6.1 Examine organizational records or documents to determine if the
lorganization: (i) establishes mandatory configuration settings for
Control: The organization: ) ‘ » ) » iljformayion technology produq!s empl}oyed wi!hin the information system;
a. Establishes and documents configuration settings for information (ii) configures the security settings of information technology products to
technology products employed within the information system using the most restrictive mode consistent with operational requirements; (jii)
[ASSIGNMENT: organization-defined security configuration checklists] documents the configuration settings; and (iv) enforces the configuration
that reflect the most restrictive mode consistent with operational Satisfied settings in all components of the information system.
requirements; ) Partially satisfied
CM-6 CO';E.?#&SEON Mog%:M-E b. Implements the configuration settings; g;;?::gp:{%r'cd' Not satisfied ICM-6.2 Examine selected information system configuration settings to
c. Identifies, documents, and approves any deviations from established Not applicable determine if they are configured in accordance with the organization-
configuration settings for [ASSIGNMENT: organization-defined Risk-based decision not to implement defined settings.
information system components] based on [ASSIGNMENT: organization-
defined operational requirements]; and ICM-6.3 Examine organization documentation or records to determine if the
d. Monitors and controls changes to the configuration settings in lorganization assigns responsibility to specific parties and defines specific
accordance with organizational policies and procedures. actions to ensure that the configuration settings control is implemented.
ICM-7.1 Examine organizational records or documents to determine if the
information system is configured to provide only essential capabilities and
to specifically prohibit and/or restrict the use of organization-defined
Control: The organization: prohibited and/or restricted functions, ports, protocols, and/or services.
a. Configures the information system to provide only essential
Capab,hges; and 4 P v ICM-7.2 Test the information system to determine if the identified functions,
b. Prohibits or restricts the use of the following functions, ports, protocols, ports, protocols, and services are prohibited or restricted.
and/or services: [ASSIGNMENT: organization-defined prohibited or . o o
restricted functions, ports, protocols, and/or services). ICM-7.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
Control Enhancements: lactions to ensure that the least functionality control is implemented.
1) The organization:
Ea; Revievgs the information system [ASSIGNMENT: organization-defined Control Enhancements:
frequency] to identify and unnecessary and/or nonsecure functions, CM-7(1) anglf:e org!ﬁm'zanonal reccf)r_d? or d?_cumen:s to de‘terml?e if the
N organization defines the frequency of information system reviews to
E;“S{sgﬁg’scﬂféégﬁEiﬁ'fgéﬁganun_deﬁned functions, ports, Satisfied idgm\fy and eliminate unnecqessar))i: -functions; »por)!/s; -protocols; and/or -
LEAST P1 protocols, and services within the information system deemed to be Common, Hybrid, Partially satisfied services and the organization reviews the information system in
CcMm-7 FUNCTIONALITY | MOD CM-7 (1)(2)(4) Not satisfied laccordance with organization-defined frequency to identify and eliminate

unnecessary and/or nonsecure].

(2) The information system prevents program execution in accordance
with [Selection (one or more): [ASSIGNMENT: organization-defined
policies regarding software program usage and restrictions]; rules
authorizing the terms and conditions of software program usage].

(3) Not Selected.

(4) The organization:

(a) Identifies [ASSIGNMENT: organization-defined software programs
not authorized to execute on the information system];

(b) Employs an allow-all, deny-by-exception policy to prohibit the
execution of unauthorized software programs on the information system;
and

(c) Reviews and updates the list of unauthorized software programs
[ASSIGNMENT: organization defined frequency].

System-Specific

Not applicable
Risk-based decision not to implement

unnecessary: -functions; -ports; -protocols; and/or -services.

ICM-7(2) Examine organizational records or documents to determine if the
lorganization defines develops and maintains one or more of the following
ispecifications to prevent software program execution on the information
isystem: -a list of software programs authorized to execute on the
information system; -a list of software programs not authorized to execute
on the information system; and/or -rules authorizing the terms and
conditions of software program usage on the information system; and the
lorganization employs automated mechanisms to prevent software program
lexecution on the information system in accordance with the organization-
defined specifications.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:ﬂf;li-‘ Security Control Priority | Security Control Lsa:éunr;;f Assessor Assessed Security Control Justification
ch"J e Baseline Security Control and Enhancements Type Control et Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed A
not to implement)
ICM-8.1 Examine organizational records or documents to determine if the
lorganization defines information deemed necessary to achieve effective
_ . property accountability; and the organization develops, documents, and
Control: The organization: maintains an inventory of information system components that: -accurately
a. Develops and gocuments an inventory of information system reflects the current information system; -is consistent with the authorization
components that: . X ) boundary of the information system; -is at the level of granularity deemed
1. Accurately reflects the current |nforma!|0n_sys_tern, necessary for tracking and reporting; -includes organization-defined
2. Includes all components within the authorization boundary of the information deemed necessary to achieve effective property accountability;
information system; X land -is available for review and audit by designated organizational officials.
3. Is at the level of granularity deemed necessary for tracking and
reporting; and i § . i IControl Enhancements:
4. Includes [ASSIvGNMENT:_ org_anlzat\o_n-deflned information deemed Common ICM-8(1) Examine organizational records or documents to determine if the
necessary to ﬂlChleve effective information system component lorganization updates the inventory of information system components as
accountability]; and If the system relies on lan integral part of component: -installations; -removals; and -information
b. Reviews and updates the information system component inventory operational assets system updates.
[Assignment: organization-defined frequency]. hosted outside VDC,
then the control may Satisfied ICM-8(3).1 Examine organizational records or documents to determine if
\NFSO:!S%EON p1 Control Enhancements: be hybrid. Also, Partially satisfied the organization defines the frequency of employing automated
CM-8 COMPONENT MoD cm-8 (1)(3)s) |(1) The organization updates the inventory of information system depending on Not satisfied mechanisms to detect the addition of unauthorized components/devices
INVENTORY components as an integral part of component installations, removals, andresponsibility for Not applicable into the information system;
information system updates. identifying and Risk-based decision not to implement
(2) HIGH Only. ) validating assets at ICM-8(3).2 Examine organizational records or documents to determine if
a. The Organization: _ o VDC for purpose of the organization employs automated mechanisms, in accordance with the
a. Employs automated mechanisms [ASSIGNMENT: organization- inclusion in CMDB, lorganization-defined frequency, to detect the addition of unauthorized
defined frequency] to detect the presence of unauthorized hardware, this control may be icomponents/devices into the information system; and
isoftware, and firmware components within the information system; and  |hybrid. '
b. Takes the fallowing actions when unauthorized components are ICM-8(3).3 Test the information system configuration to determine if the
detected: [Selection (one or more): disables network access by such lorganization disables network access by such components/devices or
components; isolates the components; notifies [ASSIGNMENT: notifies designated organizational officials.
organization-defined personnel or roles]].
b. HIGH Only. - . . ICM-8(5) Examine organizational records or documents to determine if the
(5) The organization verlfles that all components within the authorization lorganization verifies that all components within the authorization boundary
boundaly of the |nf0‘rmau0nbsyslem are not duplicated in other lof the information system are either inventoried as a part of the system or
information system inventories. recognized by another system as a component within that system.
E:n"f}f?‘:;;ﬁ';enDmr%anr;Zz"m‘);‘n?e‘(:f&?vlgg‘iﬁfn;fmm:ﬁ oanng '2:55%‘::_‘5 a ICM-9 Examine organizational records or documents to determine if the
a. Adgdresses roles gresponspibililies and configuralior{ managerﬁenl organization develops, documents, and implements a configuration
. ‘ . s . management plan for the information system that: -addresses roles,
Er(]é:;zz?iir?gsd;;?gig:;efir identifying configuration items throughout g::‘l?:l?fsalisﬁed responsibiliies, and configuration management processes and
CM-9 CONFICURATION Mcgtmrg the system development life cycle and for managing the configuration of Common, Hybrid, Not satisfied procedures; -defines the configuration items for the information system and

MANAGEMENT PLAN

the configuration items;

c. Defines the configuration items for the information system and places
the configuration items under configuration management; and

d. Protects the configuration management plan from unauthorized
disclosure and modification.

System-Specific

Not applicable
Risk-based decision not to implement

\when in the system development life cycle the configuration items are
placed under configuration management; and -establishes the means for
identifying configuration items throughout the system development life
cycle and a process for managing the configuration of the configuration
items.
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Security Control Information

Control Assessment Information

NIST . . Last Date . Scoping Guidance/ Risk -Based Decision
Security | Security Control Pnorl'tyl . Security Control Security [ CEEEEET Assessed Se_curlty Control o L Ju;tiflcation ) .
Control o Baseline Security Control and Enhancements yp ool e ation Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed A
not to implement)
CP-1.1 Examine organizational records or documents to determine if
icontingency planning policy and procedures: (i) exist; (i) are documented;
(iii) are disseminated to appropriate elements within the organization; (iv)
Control: The organization: lare periodically reviewed by responsible parties within the organization;
a. Develops, documents, and disseminates to [ASSIGNMENT: ICommon land (v) are updated, when organizational review indicates updates are
organization-defined personnel or roles]: required.
1. A contingency planning policy that addresses purpose, scope, roles, |If additional
responsibilitie: it i coordination among isystem/application Satisfied CP-1.2 Examine the contingency planning policy to determine if the policy
CONTINGENCY organizational entities, and compliance; and policy/procedures Partially satisfied ladequately addresses purpose, scope, roles, responsibilities, management|
CP-1 PLANNING POLICY MO;ICFVI 2. Procedures to facilitate the implementation of the contingency lare in place, this is a Not satisfied i 1t, coordination among organizational entities, and compliance.
AND PROCEDURES planning policy and associated contingency planning controls; and hybrid control. Not applicable
b. Reviews and updates the current: Risk-based decision not to implement CP-1.3 Examine the contingency planning procedures to determine if the
1. Contingency planning policy [ASSIGNMENT: organization-defined procedures are sufficient to address all areas identified in the contingency
frequency]; and planning policy and all associated contingency planning controls.
2. Contingency planning procedures [ASSIGNMENT: organization-
defined frequency]. CP-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the contingency planning policy and procedures
control is implemented.
2. PTOVIdES Fecovery ODJectves, restoration priontes, and metrics; CP-2.1 Examine organizational records or documents to determine if a
%itﬁ\d(:d()r:és(:?sinz;g?;g%g:?y roles, responsibilities, assigned individuals contingency plan: (i) exists; (i) is documented; (iii) is disseminated to
4. Addresses maintainin‘g essential missions and business functions appropriate elements_wnhln the organization; and_(\v)_ is reviewed and
despite an information system disruption, compromise, or failure; approved by responsible officials within the organization.
5. Addresses eventual, full information system restoration without
deterioration of the security safeguards originally planned and ((;P-Z.Z_Exgmlne the contingency plan for the information system to
implemented; and etermine if the plan addresses contingency roles, responsibilities,
6. Is reviewea and approved by [ASSIGNMENT: organization-defined lassigned individuals with contact information, and activities for restoring
pérsonnel o roles]; : the information system consistent with NIST Special Publication 800-34.
(2) Distributes copies of the contingency plan to [ASSIGNMENT: : -~ . .
organization-defined key contingency personnel (identified by name CIP'Z'.B Imer(;nelw s_eleclted organizational p_ek;?qnne\ vgth coqtlngfegcy
and/or by role) and organizational elements]; planning and plan implementation responsibilities to determine if key
(3) Coordinates contingency planning activities with incident handling operating elements W'!h'n the organization understand the contingency
activities; plan and are ready to implement the plan.
(9 St e comingoncy s fr e oo ysem
p1 |5 Updates the contingency plan to address changes to the Common, Hybrid Parially satified achons 1o enaure hat e contingency plan contol s mplemerted.
cP-2 CONTINGENCY PLAN | 10 op y G © organization, information system, or environment of operation and Syst épe)éific ' Not satisfied gency p P :

problems encountered during contingency plan
lexecution, or testing;

(6) Communicates contingency plan changes to [ASSIGNMENT:
organization-defined key contingency personnel (identified by name
and/or by role) and organizational elements]; and

(7) Protects the contingency plan from unauthorized disclosure and
modification.

tation,

Control Enhancements:

(1) The organization coordinates contingency plan development with
organizational elements responsible for related plans.

(2) Not Selected.

(3) The organization plans for the resumption of essential missions and
business functions within [ASSIGNMENT: organization-defined time
period] of contingency plan activation.

(4) Not Selected.

(5) Not Selcted.

(6) Not.

Not applicable
Risk-based decision not to implement

Control Enhancements:

CP-2(1) Examine organizational records or documents to determine if the
lorganization coordinates the contingency plan with other related plans
(e.g., Business Continuity Plan, Disaster Recovery Plan, Continuity of
(Operations Plan, Business Recovery Plan, Incident Response Plan) and if
the contingency plan supports the requirements in the related plans.

CP-2(3) Examine organizational records or documents to determine if (i)
the organization defines the time period for planning the resumption of
lessential missions and business functions as a result of contingency plan
activation; and (ii) the organization plans for the resumption of essential
missions and business function within organization-defined time period of
icontingency plan activation.

CP-2(8) Examine organizational records or documents to determine if the
lorganization identifies critical information system assets supporting
lessential missions and business functions.

Template Date 2018 Clearance




Page 24

Security Self Assessment Template Rev. 4 Compliant Moderate 2021 Clearance

Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Sggj;li-ty Security Control Priority | Security Control L;:élf:ia:te [ CEEEEET Assessed Security Control Justification
Control o Baseline Security Control and Enhancements yp Con!ro{ e ation Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed A
not to implement)
CP-3.1 Examine organizational records or documents to determine if the
lorganization identifies personnel with significant contingency roles and
responsibilities and documents those roles and responsibilities.
CP-3.2 Examine organizational records or documents to determine if the
lorganization: (i) provides contingency training to personnel with
isignificant contingency roles and responsibilities or personnel
Control: The organization provides contingency training to information satisfied {E?A?rgine‘ég?vteﬁjeacnodn ?h"egznag ‘;:J:Ja"n];)I(;lzerg.c;)rrsjs(;il?)ep%%?doefsci(r)‘ﬂ;lanlgaenndcy
system_users consistent ‘_N'm as_slgned role_s and_ resPun.S'b'I'“QS: " . Partially satisfied refresher training in accordance with organization-defined frequency, at
cp3 CONTINGENCY P2 . Within [ASSIGNMENT: organization-defined time period] of assuming (Common, Hybrid, Not satisfied least annuall
TRAINING MOD CP-3 a contingency role or responsibility; System-Specific Not applicable v
E' EIXQZEW::TT%n;‘;ﬁ?;.‘é%"fgﬁﬁeerg fizaﬂgsi; ]at?ireaﬂer Risk-based decision not to implement CP-3.3 Examine the contingency training material for the selected roles
. $ 0rg a Y. . land responsibilities to determine if the material addresses the procedures
land activities necessary to fulfill those roles and responsibilities.
CP-3.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the contingency training control is implemented.
CP-4.1 Examine organizational records or documents to determine if the
lorganization tests its contingency plan using the organization-defined tests
land exercises in accordance with the organization-defined frequency and
documents the results of the tests.
CP-4.2 Examine organizational records or documents to determine if the
lorganization reviews the contingency plan test results and takes corrective
actions.
Control: The organization: . - L
a. Tests the contingency plan for the information system [ASSIGNMENT: CP'4'3 Examine orgamzanonal_records or documents to determine if the_
organization-defined frequency] using [ASSIGNMENT: organization- contingency plan tests or exercises address kgy aspects of the plan and if
defined tests] to determine the effectiveness of the plan and the Satisfied the tests or exercises confirm that the plan objectives are met.
cpa CONTEgﬁE‘gCINPDLAN P2 g'g';g“lizsxgrlzlerggg;ﬁffns eT:ETeZ:T'ES’LIﬁg and Common, Hybrid, :z:tgll)i/szzzsfled CP-4.4 Examine organizational records or documents to determine if the
EXERCISES MOD CP-4 (1) . Initiates corrective e?ctlor):sp if needed " System-Specific Not applicable lorganization assigns responsibility to specific parties and defines specific
. " . Risk-ggsed decision not to implement lactions to ensure that the contingency plan testing control is implemented.
(Cl<))nTt'r1(;I Erm;?;;t?;inggrdinates contingency plan testing with CP-4.8 Examine organizational records or documents to determine if the
or amzatignal elements responsible forgrelaég lans. 9 lorganization coordinates contingency plan testing with organizational
g P P . lelements responsible for related plans (e.g., Business Continuity Plan,
Disaster Recovery Plan, Continuity of Operations Plan, Business Recovery
Plan, Incident Response Plan).
Control Enhancements:
CP-4(1) Examine organizational records or documents to determine if the
lorganization coordinates contingency plan testing and/or exercises with
lorganizational elements responsible for related plans.
CP-6.1 Examine organizational records or documents to determine if
Control: The organization: alternate storage site agreements are currently in place to permit storage
a. Establishes an alternate storage site including necessary agreements of information system backup information.
?gfgre"rggotrl:gas;srage and retrieval of information system backup CP-6.2 Examine organizational records or documents to determine if the
| ICommon lorganization assigns responsibility to specific parties and defines specific
géfinil;?f’stg""b&;;:ﬁ?fﬁ:fé?ﬁge zlt':apro;{ceies information security Satisfied lactions to ensure that the alternate storage site control is implemented.
o a P i ’ If the system relies Partially satisfied
ALTERNATE P1 . lon operational Control Enhancements:
CP-6 MOD CP-6 (1) (3) Control Enhancements: Not satisfied

STORAGE SITE

(1) The organization identifies an alternate storage site that is separated
from the primary storage site to reduce susceptibility to the same
hazards.

(2) HIGH Only.

(3) The organization identifies potential accessibility problems to the
alternate storage site in the event of an area-wide disruption or disaster
and outlines explicit mitigation actions.

assets hosted
outside VDC, then
the control may be
hybrid

Not applicable
Risk-based decision not to implement

CP-6(1).1 Examine the contingency plan to determine if the plan identifies
the primary storage site hazards.

CP-6(3) Examine organizational records or documents to determine if: (i)
the organization identifies potential accessibility problems to the alternate
storage site in the event of an area-wide disruption or disaster; and (ii) the
lorganization outlines explicit mitigation actions for organization identified

problems to the alternate storage site in the event of an area-
wide disruption or disaster.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Sggj;li-ty Security Control Priority | Security Control L;:élf:ia:te [ CEEEEET Assessed Security Control Justification
Control o Baseline Security Control and Enhancements yp Con!ro{ e ation Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed A
not to implement)
CP-7.1 Examine organizational records or documents to determine if
Control: The organization: alternate processing site agreements are currently in place to permit the
a. Establishes an alternate processing site including necessary resumption of information system operations for critical mission/business
agreements to permit the transfer and resumption of [ASSIGNMENT: functions within organization-defined time period.
organization-defined information system operations] for essential
missions/business functions within [ASSIGNMENT: organization-defined CP-7.2 Examine organizational records or documents to determine if the
time period consistent with recovery time and recovery point objectives] lorganization assigns responsibility to specific parties and defines specific
when the primary processing capabilities are unavailable; lactions to ensure that the alternate processing site control is implemented.
b. Ensures that equipment and supplies required to transfer and resume
operations are available at the alternate processing site or contracts are (Common Control Enhancements:
in place to support delivery to the site within the organization-defined CP-7(1).1 Examine the contingency plan to determine if the plan identifies
Satisfied
time period for transfer/resumption; and If the system relies partially satisfied the primary processing site hazards.
cp7 ALTERNATE P1 c. Ensures that the alternate processing site provides information lon operational Not sat}i/sfied
PROCESSING SITE | MOD CP-7 (1) (2) (3) |security safeguards equivalent to that of the primary site. assets hosted Not applicable CP-7(1).2 Examine the alternate processing site to determine if the site is
outside VDC, then Risk-l?:sed decision not to implement sufficiently separated from the primary processing site so as not to be
Control Enhancements: the control may be P isusceptible to the same hazards identified at the primary site.
(1) The organization identifies an alternate processing site that is hybrid
separated from the primary processing site to reduce susceptibility to the CP-7(2) Examine the contingency plan to determine if the plan: (i)
same threats. identifies potential accessibility problems to the alternate processing site in
(2) The organization identifies potential accessibility problems to the the event of an area-wide disruption or disaster; and (i) defines explicit
alternate processing site in the event of an area-wide disruption or mitigation actions for those accessibility problems.
disaster and outlines explicit mitigation actions.
(3) The organization develops alternate processing site agreements that CP-7(3) Examine alternate processing site agreements to determine if the
contain priority-of-service provisions in accordance with organizational lagreements contain priority of service provisions in accordance with the
availability requirements (including recovery time objectives). lorganization’s availability requirements.
. CP-8.1 Examine alternate telecommunication service agreements to
ConFroI. '_I'he organization establishes altermate telgcommunlcall_ons determine if agreements are currently in place to permit the resumption of
services including necessary agreements to permit the resumption of by > " ! N ! P
y telecommunication services for critical mission/business functions within
[ASSIGNMENT: organization-defined information system operations] for organization-defined time period when the primary telecommunications
missions and business functions within [ASSIGNMENT: capabilties are unavailable.
organization defined time period] when the primary telecommunications
gfz?;gnzssﬁ;esunavallable at either the primary or alternate processing CP-8.2 Examine organizational records or documents to determine if the
9 . Common lorganization assigns responsibility to specific parties and defines specific
Control Enhancements: Satisfied lactions to ensure that the telecommunications services control is
L ELECOMMUNICATIO 1 (1) The organization: If additional Partially satisfied implemented.
CP-8 NS SERVICES MOD CP-8 (1) (2) (a) Develops primary a_nd alte‘rnate tele_communlgatlur]s service . sys_tem/apphcauon Not sa‘us_fled Control Enhancements:
agreements that contain priority of-service provisions in accordance with |policy/procedures Not applicable CP-8(1) Examine primary and altemate telecommunication service
gkr)gj;eagiiztslt)).n;llsvalIablllty requirements (including recovery time :;i::sz::lsglerb:hls isa Risk-based decision not to implement lagreements to determine if the agreements contain priority of service
. . . .- . rovisions in accordance with the availability requirements defined in the
(b) Requests Telecommunications Service Priority for all P .
telecommunications services used for national security emergency organization's contingency plan.
reparedness in the event that the primary and/or alternate : - .
‘pele‘():ommunica‘ions services are pr%videdyhy a common carrier. CP-8(2) Examine primary and alternate telecommunications service
(2) The organization obtains alternate telecommunications servi‘ces to agreements and interview appropriate telecommunications service
reduce the likelihood of sharing a single point of failure with primary prov_lders Iho delermln;e if a!lernfa;e_land primary telecommunications
telecommunications services. services share a single point of failure.
CP-9.1 Examine organizational records or documents to determine if the
lorganization defines the user-level and system-level information (including
lsystem state information) that is required to be backed up and identifies
Control: The organization: the location for storing backup information.
a. Conducts backups of user-level information contained in the
information system [ASSIGNMENT: organization-defined frequency CP-9.2 Examine selected information system backup media, or selected
consistent with recovery time and recovery point objectives]; Common records of backups if available, to determine if the organization backs up
b. Conducts backups of system-level information contained in the the required user-level and system-level information (including system
information system [ASSIGNMENT: organization-defined frequency \f system operations state information) in accordance with the organization-defined frequency
consistent with recovery time and recovery point objectives]; rel yon assgts that Satisfied land stores the backup information in designated locations in accordance
c. Conducts backups ofinformation system documentation including areynol backed up b partially satisfied with
) INFORMATION MODT:lP o) security-related documentation [ASSIGNMENT: organization-defined \/DC or EDUCATpE Y Not sat)(sfled information system backup procedures.

SYSTEM BACKUP

frequency consistent with recovery time and recovery point objectives];
and

d. Protects the confidentiality, integrity, and availability of backup
information at storage locations.

Control Enhancements:

(1) The organization tests backup information [ASSIGNMENT:
organization-defined frequency] to verify media reliability and information
integrity.

or the system
performs additional
backups, this control
may be hybrid.

Not applicable
Risk-based decision not to implement

CP-9.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the information system backup control is
implemented.

Control Enhancements:

CP-9(1) Examine organizational records or documents including results
from testing of backup operations to determine if the organization conducts
testing within the organization-defined frequency, and if the testing results
indicate backup media reliability and information integrity.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Sggj;li-ty Security Control Priority | Security Control Lsa:élf:;te [ CEEEEET Assessed Security Control Justification
Control NEmE Baseline Security Control and Enhancements yp Con!ro{ e ation Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed A
not to implement)
CP-10.1 Examine organizational records or documents to determine if the
lorganization makes available and applies mechanisms and procedures for
recovery and reconstitution of the information system.
CP-10.2 Examine organizational records or documents to determine if the
lorganization identifies means for capturing the information system’s
loperational state including all system parameters, patches, configuration
Control: The organization provides for the recovery and reconstitution of fS:flljl;legS, and application/system software prior to system disruption or
the information system to a known state after a disruption, compromise, .
INFORMATION or failure. g:?!is:"efsalisfied CP-10.3 Examine organizational records or documents to determine if the
cp-10 SYSTEM RECOVERY oD Eé,m o Control Enhancements: Common, Hybrid, Not satisfied lorganization tests the information system after completion of recovery and

AND
RECONSTITUTION

(1) [Withdrawn: Incorporated into CP-4].

(2) The information system implements transaction recovery for systems
that are transaction-based.

(3) [Withdrawn: Addressed through tailoring procedures.]

ISystem-Specific

Not applicable
Risk-based decision not to implement

reconstitution operations.

CP-10.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the information system recovery and reconstitution
control is implemented.

Control Enhancements:

CP-10(2) Examine organizational records or documents to determine if the
information system implements transaction recovery for systems that are
transaction-based.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

o N q Last Date o v
NIST Security = Priority | Security Control = Assessed Security AT ey Justification
Control c oﬁ:'zlljl;:lt:m . Baseline Security Control and Enhancements Type %?r:‘t::;lll Irﬁ(s)f:'lsastﬁ)rn Control Effectiveness FmdlngsFlozz:;cnenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) el (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-1.1 Examine organizational records or documents to determine if
. R identification and authentication policy and procedures: (i) exist; (ii)
gogg\%lghse gi)gci%zs:gnénd disseminates to are documented; (iii) are disseminated to appropriate elements within
[A-SSIGNI\F;IE’NT' or anizétion-defined ersonnel or the organization; (iv) are periodically reviewed by responsible parties
roles]: - 019 p within the organization; and (v) are updated, when organizational
1. An identification and authentication policy that Common review indicates updates are required.
addresses purpose, scope, roles,_ res_ponsmllmes, - IA-1.2 Examine the identification and authentication policy to
management commitment, coordination among - Satisfied o .
\DENTIFICATION organizational entities, and compliance; and If addmonal_ _ partially satisfied determnqe_ |_f_the policy adequately at_idresses purpose, scope, roles,
AND P1 . Procedures to facili{ate the im Iemerﬁation of the system/application Not satisfied responsibilities, management commitment, coordination among
1A-1 AUTHENTICATION MOD IA-1 v > the Impler policy/procedures . organizational entities, and compliance.
POLICY AND identification and authentication policy and are in place, this is Not applicable
PROCEDURES gsizggt.e:nlgennﬂcanon and authentication a hybrid control. :?T']Sll(;'::ﬁf decision not to IA-1.3 Examine the identification and authentication procedures to
b Reviéws and undates the current: P! determine if the procedures are sufficient to address all areas
l. \dentification agd authentication ‘olic identified in the identification and authentication policy and all
[ASSIGNMENT' organization-defingd y associated identification and authentication controls.
geﬂ‘iiqﬁilgﬁgi and authentication procedures IA-1.4 Examine organizational records or documents to determine if
[ASSIGNMENT‘ or anization-defingd frequency] the organization assigns responsibility to specific parties and defines
- 09 a vl specific actions to ensure that the identification and authentication
policy and procedures control is implemented.
COTTIrOT TTTE OO SYSTETIT UTMgUuETy TUETIES ’y n " n y
land authenticates organizational users (or with NIST Special Publication 800-63.
processes acting on behalf of organizational users). IA-2.3 Test the information system to determine if passwords, tokens,
Control Enhancements: or biometrics meet Level 2, 3, or 4 requirements consistent with NIST
(1) The information system implements multifactor Special Publication 800-63.
ggé&;i%ltlgatlon for network access to privileged IA-2.4 Examine organizational records or documents to determine if
(2) The information system implements multifactor the organization assigns responsibility to specific parties and defines
aon L specific actions to ensure that the user identification and
:g;ﬁi’;}t"gat'on for network access to nonprivileged authentication control is implemented.
The information tem implements multifactor .
é\gl}ther?ticagonior Iozlsaeccessptg pﬁviIdelé A¢iOr lcommon, Hybrid Control Enhancements: ) ) ) )
laccounts. IA-2(1) Examine the configuration settings and test the information
4) HIGHVOnIy IF SYSTEM USES Satisfied system to determine if the information system uses multifactor
\DENTIFICATION o (5) Not Selected. IAIMS, COMMON partially satisfied authentication for network access to privileged accounts.
A2 AUTHENTICATION MOD 142 (1) (2) (3)|(€) Not Selected. ELSE HYBRID Not satisfied |A-2(2) Examine the configuration settings and test the information
(ORGANIZATIONA (8) Qa2 (7) Not Selected. . (system specifc for Not applicable system to determine if the information system uses multifactor
L USERS) (8) The information system implements replay- Risk-based decision not to

resistant authentication mechanisms for network
laccess to privileged accounts.

(9) Not Selected.

(10) Not Slected.

(11) The information system implements multifactor
lauthentication for remote access to privileged and
non-privileged accounts such that one of the factors
is provided by a device separate from the system
lgaining access and the device meets
[ASSIGNMENT: organization-defined strength of
mechanism requirements].

(12) The information system accepts and
electronically verifies Personal Identity Verification

(PIV) credentials

app accounts, but
'VDC provided for
"backend"
accounts)

implement

authentication for network access to non-privileged accounts.

IA-2(3) Examine the configuration settings and test the information
system to determine if the information system uses multifactor
authentication for local access to privileged accounts.

IA-2(8) Examine the configuration settings and test the information
system to determine if: (i) the organization defines the replay-resistan
authentication mechanisms to be used for network access to
privileged accounts; and (ji) the information system uses the
organization-defined replay-resistant authentication mechanisms for
network access to privileged accounts.

IA-2(11) Examine the configuration settings and test the information

system to determine if the information system implements multifactor

t
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

o N e Last Date o v
NIST Security = Priority | Security Control = Assessed Security AT ey Justification
Control c oﬁ:'zlljl;:lt:m . Baseline Security Control and Enhancements Type %?r:‘t::;lll Irﬁ(s)f;sastﬁ)rn Control Effectiveness FmdlngsFlozz:;cnenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) el (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-3.1 Examine organizational records or documents and information
system configuration settings to determine if the system uses either
shared known information or an organizational authentication solution
to identify and
Common (Hybrid / authenticate devices on local and/or wide area networks.
Control: The information system uniquely identifies |System-Specific) Satisfied
DEVICE land authenticates [ASSIGNMENT: organization- Partially satisfied IA-3.2 Examine organizational records or documents to determine if
A3 IDENTIFICATION MOT)llA—S defined specific and/ or types of devices] before NOTE:DEPENDS Not satisfied the strength of the device authentication mechanism is consistent with
AND lestablishing a [Selection (one or more): local; ON SETUP. Not applicable the FIPS 199 security categorization of the information system.
AUTHENTICATION remote; network] connection. Likely Common if Risk-based decision not to
no system-to- implement IA-3.3 Examine organizational records or documents to determine if
system interfaces the organization assigns responsibility to specific parties and defines
specific actions to ensure that the device authentication and
authentication control is implemented.
IA-4.1 Examine organizational records or documents and information
system configuration settings to determine if the organization
manages user identifiers by: (i) uniquely identifying each user; (ii)
verifying the identity of each user; (iii) receiving authorization to issue
Control: The organization manages information 31:\?3: ;dlfsnélrﬂizrefr:;)if?eraig appropriate organization official; (iv) ensuring
isystem identifiers by: N N . . " . -
./ Receing auhorzaton fom [ASSIGNMENT, e e
lorganization-defined personnel or roles] to assign Satisfied idgmifiers P ! 9
lan individual, group, role, or device identifier; Partially satisfied .
P1 b. Selecting an identifier that identifies an individual, . o . N L
1Ad IDENTIFIER MOD 1A-4 le. or device: ‘Common, Hybrid, Not satisfied IA-4.2 Examine organizational records or documents to determine if a
MANAGEMENT group, role, !

c. Assigning the identifier to the intended individual,
group, role, or device;

d. Preventing reuse of identifiersfor [ASSIGNMENT:
lorganization-defined time period]; and

e. Disabling the identifier after [ASSIGNMENT:
lorganization-defined time period of inactivity].t

System-Specific

Not applicable
Risk-based decision not to
implement

personal identity verification (PIV) card token is used to uniquely
identify and authenticate federal employees and contractors in
accordance with FIPS 201 and NIST Special Publications 800-73,
800-76, and 800-78.

IA-4.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the identifier management control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

o N e Last Date o v
NIST Security = Priority | Security Control = Assessed Security AT ey Justification
Control c oﬁ:'zlljl;:lt:m . Baseline Security Control and Enhancements Type %?r:‘t::;lll Irﬁ(s)f:'lsastﬁ)rn Control Effectiveness FmdlngsFlozz:;cnenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) el (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement) . L . .
S — ining possession of their individual authenticatars, not loaning
j. Changing auythenticalors for group/role accounts orhshanngdauthent_lcatlors with ised authenti . diatel
\hen membership to those accounts changes. others, and reporting lost or compromised authenticators immediately.
Control Enhancements: IA-5.5 Examine organizationa_l records or documents to determing if
(1) The information sysiem for password-based thg information system establlshes user _contr_ol of the corresponding
authentication: ’ private key and maps the guthentlcated identity to the user account
. . (for PKI-based authentication).
(@) Enforces minimum password complexity of
Eﬁrsf;feNS'\gEgg\;@'gﬁﬂgggfg}dﬂgggtﬁgugﬁfffms 1A-5.6 Exgmine orga_nizational re(_:o_r_ds or docu_ments to determing if
upper-case Ietters,’ lower-case letters, nurlnbers, and ) the organization assigns responsibility to s_pecmc parties and defines
special characters, including minimum requirements Common, Hybrid isspﬁézlf:gna:ztrﬁgs to ensure that the authenticator management control
fEr Ea?h type];t least the followi ber of IF SYSTEM USES " .
nforces at least the following number o
g:h)anged characters when new pgasswords are AIMS, COMMON Control Enhancement.s: . . . . .
created: [ASSIGNMENT: organization-defined IF SYSTEM USES n IA-5(1) Examine the configuration settings and test the information
number]; PIN, MAY ALSO Satisfied system to determln_e if: (i) !he organization defines the minimum
P1 © Storeys and transmits only encrypted BE COMMON (if Pamally s_atlsfled password complexity requirements to be enforced for case sensitivity,
A5 AUTHENTICATOR |MOD IA-5 (1) (2) (3) representations of passwords; PIN outs_lde of Not satls_ﬂed the number of characters, and the mix of upper-case Ietters: lower-
MANAGEMENT (11 (d) Enforces password minimum and maximum boundaries) Not applicable case letters, numbers, and special characters including minimum
lifetime restrictions of [ASSIGNMENT: organization _R’isk-based decision not to requirements for each type; (i) the organization defines the minimum
defined numbers for lifetime minimum- lifetime ELSE HYBRID implement number o_f_‘characters ;hat_ must pe changed vs_lhgn new passwords are
maximum]; ! (system speuftk:)for created;ém) the orgall_?lz_atlon dsfmes the Erjestrlc_tlons thf be enforced for
PcH . |app accounts, but password minimum lifetime and password maximum lifetime
g%:;?;:ggﬁ_zegﬁ‘v;grgJ;%i?]fgreL/:?;ilgnNsMaEnzT' 'VDC provided for parameters; (iv) the organi_zation _d(_efines the numbe_r of gen_erations
() Allows the use of a temporary passwor& for "backer;d)" for \{vhlcr; password Let;se % protrlllblt?d;tand (v) the information
. ] - accounts system, for password-based authentication:
:ﬁ:ﬁ;nnfngtopn;sgxgrzn immediate change to a —enfor_ces_the mi_nimurn pa_ssword complexity standards that meet the
(2) The information S)'/stem for PKI-based organlzatlon-deflne(_i requlremgnts; L
authentication: ’ ;ﬁn{orcest :Jhe T]rganlzdam')_ln-defmed mmlmudm number :)fdcharaclers
" - ) at must be changed when new passwords are created,;
f/z)ri\f/y?gga(,;e;fﬁef?ggggﬁ();:tﬁ )l/ocg;\satguccetlpr;g datr:ﬂst -encrypts passwords in storage and in transmission; -enforces the
2 ! ’ o organization-defined restrictions for password minimum lifetime and
anchor including checking certificate status password maximum lifetime parameters; and
information; . -prohibits password reuse for the organization-defined number of
(b) Enforces authorized access to the "
corresponding private key; and generations.
()} Maps.the authenticated identity fa the accaunt of TA-5(2) EXamine the configuration Settings and test the Information
‘Common, Hybrid IA-6.1 Examine organizational records or documents and information
system configuration settings to determine if the system obscures
IF SYSTEM USES feedback of authentication information during the authentication
AIMS, COMMON process (e.g., displaying asterisks when a user types in a password).
IF SYSTEM USES
Control: The information system obscures feedback PIN, MAY ALSC_) Sati_sfied n IA-6:2 Test lhe_ info_rmation_system to d_e_termine if the feedback
of authéntication information during the BE COMMON (if Partially satisfied provides sufficient information for a legitimate user to understand why
AUTHENTICATOR Pl o g th . PIN outside of Not satisfied access is not granted (e.g., made a keystroke mistake, forgot the
A6 FEEDBACK MOD A6 fauthentlca_glun prolcgss_to lproteé:t the |nf|§)rm_at|(;)n boundaries) Not applicable password), but does not provide
i;odri?/igﬁzlssl e exploitation/use by unauthorize Risk-based decision not to information that would allow an unauthorized user to compromise the
. ELSE HYBRID implement authentication mechanism.

(system specifc for
app accounts, but
'VDC provided for
"backend"
accounts)

IA-6.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the authenticator feedback control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

o N q Last Date o v
NIST Security = Priority | Security Control = Assessed Security AT ey Justification
Control c oﬁ:'zlljl;:lt:m . Baseline Security Control and Enhancements Type %?r:‘t::;lll Irﬁ(s)f;sastﬁ)rn Control Effectiveness FmdlngsFlozz:;cnenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) el (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
IA-7.1 Examine organizational records or documents and information
system configuration settings to determine if the system employs
authentication methods for authentication to a cryptographic module
that meet the requirements of FIPS 140-2.
IA-7.2 Examine organizational records or documents and information
system configuration settings to determine if the information system
Control: The information system implements Common Satisfied employs authentication methods in accordance with FIPS 201 and
mechanisms for authentication to a cryptographic Partially satisfied NIST Special Publications 800-73 and 800-78 when the cryptographic
A7 CRV':\'ATOIfURLéPH'C MOPDllA ;| module that meet the requirements of applicable |5 e b Not satisfied module is a personal identity verification (PIV) card token.
- i federal laws, Executive Orders, directives, policies, rovided by VDC Not applicable
AUTHENTICATION
regulations, standards, and guidance for such Risk-based decision not to IA-7.3 Examine organizational records or documents to determine if
lauthentication. implement the organization clearly documents authentication methods to a
cryptographic module for the information system.
IA-7.4 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the cryptographic module
authentication control is
implemented.
IA-8 Examine organizational records or documents to determine if the
organization defines the information system uniquely identifies and
authenticates non-organizational users (or processes acting on behalf
Control: The information system uniquely identifies of non-organizational users).
land authenticates non-organizational users (or Common, Hybrid
processes acting on behalf of non-organizational Control Enhancement:
users). IF SYSTEM USES IA-8(1) Examine the information system documentation or
AIMS, COMMON configuration settings to determine if the information system accepts
Control Enhancement: IF SYSTEM USES and electronically verifies Personal Identity Verification (P1V)
|DENTIFICATION (1) The information system accepts and PIN, MAY ALSO Satisfied credentials from other federal agencies.
AND electronically verifies Personal Identity Verification |BE COMMON (if Partially satisfied
A8 AUTHENTICATION | MOD IA-8(1)(2)(3) |(PIV) crgdentials_ from other federal agencies. PIN outs_ide of Not satis_fied IA—S(Z) E><_a\mine t_he information_ system QOcumerjtation or
(NON- “) (2) The information system accepts only FICAM- boundaries) Not applicable configuration settings to determine if the information system accepts
ORGAU’\géQg')ONAL lapproved third-party credentials Risk-based decision not to only Federal Identity, Credential, and Access Management (FICAM)-
(3) The organization employs only FICAM-approved [ELSE HYBRID implement approved third-party credentials.

information system components in [ASSIGNMENT:
lorganization-defined information systems] to accept
third-party credentials.

(4) The information system conforms to FICAM-
issued profiles.

(system specifc for
app accounts, but
VDC provided for
"backend"
accounts)

IA-8(3) Examine organizational records or documents to determine if
the organization employs only FICAM-approved information system
components in organization-defined information systems to accept
third-party credentials.

IA-8(4) Examine the information system documentation or
configuration settings to determine if the information system conforms
to FICAM-issued profiles.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"::lt?:i-t Security Control Priority / Security Control Lsa:;u[:ia‘;e T Assessed Security Control Justification
Comro{ Ng,me Baseline Security Control and Enhancements Type Control e e Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed H
not to implement)
IR-1.1 Examine organizational records or documents to determine if
incident response policy and procedures: (i) exist; (i) are documented; (jii)
. P, lare disseminated to appropriate elements within the organization; (iv) are
eclolgg\?élghse grgcaur:lnzear?tgn.and disseminates to [ASSIGNMENT: periodically reviewed by responsible parties within the organization; and (v)|
o;ganiza!i?)r{—defined per%onnel or roles]: ) lare updated, when organizational review indicates updates are required.
1. An incident response policy that addresses purpose, scope, roles, ICommon
responsibilities, management commitment, coordination among Satisfied Ia‘?j-e}.ial—islanzgsrtehseslefIduernE)rseespsocrz‘)SZp?(l‘l?e);t?edsefrzg;g;ﬁughemgzgcimem
INCIDENT RESPONSE]| b1 lorganizational entities, and compliance; and If additional Partially satisfied cumcr‘*mtme);t coordmat?on Z\moh onf)e;nlzatlt;nal gntmes and‘ com I?ance
IR-1 POLICY AND MOD IR-1 2. Procedures to facilitate the implementation of the incident response  [system/application Not satisfied : g 0rg " P .
PROCEDURES i i inci . i i
policy and associated incident response controls; and policy/procedures are Not applicable . . - ;
b. Reviews and updates the current: in place, this is a Risk-based decision not to implement L’?uiﬁdﬁ?:sm;?: ;Dglggﬁetg(sz?:::;P;?g:gﬁ'&zi;z:{?fﬁwgﬁg&gﬁt
#ég]uc:rl‘ecr;’;.r:igunse policy [ASSIGNMENT: organization-defined hybrid control. response policy and all associated incident response controls.
ﬁélnlféiecn; response procedures [ASSIGNMENT: organization-defined IR-1.4 Examine organizational records or documents to determine if the
a Yl lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response policy and procedures control
is implemented.
IR-2.1 Examine organizational records or documents to determine if the
lorganization identifies personnel with significant incident response roles
land responsibilities and documents those roles and responsibilities.
IR-2.2 Examine organizational records or documents to determine if: (i)
incident response training is provided to personnel with significant incident
response roles and responsibilities; (i) records include the type of incident
IControl: The organization provides incident response training to response training received and the date completed; and (iii) initial and
information system users consistent with assigned roles and Satisfied refresher training is provided in accordance with organization-defined
responsibilities: . Partially satisfied frequency, at least annually.
IR-2 'NC'D?NR&?‘%\?SONSE MOIFSZIRVZ a. Within [ASSIGNMENT: organization-defined time period] of assuming go;ntemn?g iﬁ?cd Not satisfied
lan incident response role or responsibility; V! P Not applicable IR-2.3 Examine the incident response training material for the selected
b. When required by information system changes; and Risk-based decision not to implement roles and responsibilities to determine if the material addresses the
c. [ASSIGNMENT: organization-defined frequency] thereafter. procedures and activities necessary to fulfill those roles and
responsibilities.
IR-2.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response training control is
implemented.
IR-3.1 Examine organizational records or documents to determine if the
lorganization tests its incident response capability using the organization
defined tests and exercises in accordance with the organization-defined
frequency and documents the results of the tests.
IR-3.2 Examine organizational records or documents to determine if the
(Control: The organization tests the incident response capability for the lorganization reviews incident response test results and takes corrective
information system [ASSIGNMENT: organization-defined frequency] actions.
using [ASSIGNMENT: organization-defined tests] to determine the Satisfied .
incident response effectiveness and documents the results. . Partially satisfied .IR .3'3 Examine organizational rgcurds or documents to determine ‘.f the
R3 |Nc|DETNETS$‘is(§oNSE ICommon, Hybrid, Not satisfied incident response tests or exercises address key aspects of the incident

P2
MOD IR-3 (2)

IControl Enhancements:

(1) Not Selected.

(2) The organization coordinates incident response testing with
lorganizational elements responsible for related plans.

ISystem-Specific

Not applicable
Risk-based decision not to implement

response capability and if the tests or exercises confirm that the incident
response objectives are met.

IR-3.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response testing control is implemented.

Control Enhancements:

IR-3(2) Examine organizational records or documents to determine if the
organization coordinates incident response testing with organizational
lelements responsible for related plans.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"::lt?:i-ty Security Control Priorifyl i Security Control Lsa:;u[:ia‘;e T Assessed Se_curity Control o . Ju§tification ) i
Control Name Baseline Security Control and Enhancements Type Control e e Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed H
not to implement)
IR-4.1 Examine organizational records or documents to determine if the
lorganization implements an incident handling capability for the
IControl: The organization: information system that includes preparation, detection and analysis,
a. Implements an incident handling capability for security incidents that containment, eradication, and recovery.
includes preparation, detection and analysis, containment, eradication,
land recovery; IR-4.2 Examine organizational records or documents (or personnel
b. Coordinates incident handling activities with contingency planning Satisfied lengaged in incident handling activities) to determine if personnel are
b1 ivities; and o ) ~ |common, Hybrid Pania\ly ;atisfied following designated incident handling procedures.
IR-4 INCIDENT HANDLING MOD IR4 (1) c. Incorporates lessons learned from ongoing incident handling activities System—S:pecific ' Not satisfied
into incident response procedures, training, and testing/exercises, and Not applicable IR-4.3 Examine organizational records or documents to determine if the
implements the resulting changes accordingly. Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident handling control is implemented.
IControl Enhancements:
(1) The organization employs automated mechanisms to support the IControl Enhancements:
incident handling process. IR-4(1)Examine organizational records or documents to determine if
incident handling functions are automated.
IR-5.1 Examine organizational records or documents to determine if the
organization tracks and documents information system security incidents
on an ongoing basis.

g:}‘t?:\‘leydsatisfied IR-5.2 Examine organizational records or documents (or personnel

RS INCIDENT P1 IControl: The organization tracks and documents information system ICommon, Hybrid, Not satisfied lengaged in incident monitoring activities) to determine if personnel are
MONITORING MOD IR-5 security incidents. ISystem-Specific Not applicable following designated incident monitoring procedures.

Risk-based decision not to implement IR-5.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident monitoring control is implemented.
IR-6.1 Examine organizational records or documents to determine if
theorganization promptly reports incident information to appropriate

Control: The organization: lauthorities.

la. Requires personnel to report suspected security incidents to the

lorganizational incident response capability within [ASSIGNMENT: IR-6.2 Examine organizational records or documents (or personnel

organization-defined time-period]; and Satisfied lengaged in incident reporting activities) to determine if personnel are

e INCIDENT b1 g Reports security incident information to [ASSIGNMENT: organization- (Common, Hybrid, Partially satisfied following designated incident reporting procedures.
- REPORTING MOD IR-6(1) efined authorities]. System-Specific Not sall;fled . . .
Not applicable IR-6.3 Examine organizational records or documents to determine if the

IControl Enhancements: Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific

(1) The organization employs automated mechanisms to assist in the lactions to ensure that the incident reporting control is implemented.

reporting of security incidents.
Control Enhancements:
IR-6(1) Examine organizational records or documents to determine if
incident reporting functions are automated.
IR-7.1 Examine organizational records or documents to determine if the
lorganization provides an incident response support resource that offers
ladvice and assistance to users of the information system for the handling
land reporting of security incidents.

Control: The organization provides an incident response support

resource, integral to the organizational incident response capability that IR-7.2 Examine organizational records or documents (or personnel

offers advice and assistance to users of the information system for the ~ |Common Satisfied lengaged in incident response support activities) to determine if personnel

handling and reporting of security incidents. Partially satisfied are following designated incident response support procedures.

IR-7 INCIDENT RESPONSE MODPIgJ o Provided by VDC Not satisfied

ASSISTANCE

IControl Enhancements:
(1) The organization employs automated mechanisms to increase the
lavailability of incident response-related information and support.

Not applicable
Risk-based decision not to implement

IR-7.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the incident response assistance control is
implemented.

IControl Enhancements:
IR-7(1) Examine organizational records or documents to determine if
incident response support functions are automated.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"::lt?:i-t Security Control Rilorityj] Eecunityjcopuc] I-Sa:;u[:iat;e Assessor Assessed Security Control Justification
Contro{ Ng,me Baseline Security Control and Enhancements Type Control e e Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed H
not to implement)
EDSE\?&.ghf;ﬁﬁgi'éZE??;s onse plan that: IR-8.1 Examine organizational records or documents to determine if the
3 P P p . organization develops an incident response plan that: -provides the
1. Provides the organization with a roadmap for implementing its incident g;%z’t‘l'ifi‘a;'_on with a roadmap for implementing its incident response
response capability; N L - .
2. Describes the structure and organization of the incident response ciepz\cbr:lblt? the structure and organization of the incident response
capability; bility; . i
3 lIg’roviziyes a high-level approach for how the incident response ;prowdeia h'gh'||‘|9V9‘ approach for how the incident response capability
- TTPvIneS a o oW its into the overall organization;
capability fits into the overall organization; A 3
4. pMeetsy(he unique requiremegis of the organization, which relate to -meets the unique requirements of the organization, which relate to
mission, size, structure, and functions; ' mission, size, structure, and functions;
ines rer inci ! -defines reportable incidents;
5. Defines reportable incidents; ; N : s s .
6. Provides n‘\’elrlcs for measuring the incident response capability within -provides metrics for measuring the incident response capability within the
e organization. Satisfied E)drg?i:Iezsailr?l:'resources and management support needed to effectively
7. Defines the resources and management support needed to effectively . Partially satisfied o i P
RS INCIDEN;LT\%‘SPDNSE Mo:lera maintain and mature an incident response capability; and ICommon, Hybrid, Not satisfied imaintain and mature an incident response capability; and

8. Is reviewed and approved by [ASSIGNMENT: organization-defined
personnel or roles];

b. Distributes copies of the incident response plan to [ASSIGNMENT:
lorganization-defined incident response personnel (identified by name
land/or by role) and organizational elements];

c. Reviews the incident response plan [ASSIGNMENT: organization-
defined frequency];

d. Updates the incident response plan to address system/organizational
changes or problems encountered during plan implementation,
lexecution, or testing;

le. Communicates incident response plan changes to [ASSIGNMENT:
lorganization-defined incident response personnel (identified by name
land/or by role) and organizational elements].

f. Protects the incident response plan from unauthorized disclosure and
modification.

ISystem-Specific

Not applicable
Risk-based decision not to implement

-is reviewed and approved by designated officials within the organization.

IR-8.2 Examine organizational records or documents to determine if: (i) the
organization defines, in the incident response plan, incident response
personnel (identified by name and/or role) and organizational elements; (ii)
the organization distributes copies of the incident response plan to incident
response personnel and organizational elements identified in the plan; (iii)
the organization defines, in the incident response plan, the frequency to
review the plan; (iv) the organization reviews the incident response plan in
laccordance with the organization-defined frequency; (v) the organization
revises the incident response plan to address system/organizational
changes or problems encountered during plan implementation, execution,
jor testing; and (vi) the organization communicates incident response plan
changes to incident response personnel and organizational elements
identified in the plan.
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Security Control Information Control Assessment Information
Scoping Guidance/ Risk -Based Decision
NIST P Last Date " M "
2 a Priority / a 5 Assessed Security Control Justification
?;:“:';{ Secul}\lgnf: ol Baseli_ne Security Control and Enhancements Secw:r)i/'ycl%gu;;‘l);y pe %?r:“:g)( I'sz:;s‘i‘:" Effectiveness ) Findings / Deficiencies Found (ml_Jsl be co_mpleted if Assessed $ecurily Contr_o[ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation ecrrrre] (select one of the following) Effi is Not Appli or Risk-based decision
not to implement)
MA-1.1 Examine or al records or to determine if the
information system maintenance policy and procedures: (i) exist; (i) are
’documented; (iii) are disseminated to appropriate elements within the
lorganization; (iv) are periodically reviewed by responsible parties within the
IControl: The organization: lorganization; and (v) are updated, when organizational review indicates
a. Develops, documents, and disseminates to [ASSIGNMENT: updates are required.
lorganization-defined personnel or roles]: Common
1. A system maintenance policy that addresses purpose, scope, roles, MA-1.2 Examine the information system maintenance policy to determine if|
responsibilities, management commitment, coordination among If additional Satisfied the policy adequately addresses purpose, scope, roles, responsibilities,
MA&Y[%LEA%CE b1 lorganizational entities, and compliance; and system/application Partially satisfied management commitment, coordination among organizational entities, and
MA-1 POLICY AND MOD MA-1 2. Procedures to facilitate the implementation of the system maintenance |policy/procedures are in Not satisfied icompliance.
PROCEDURES policy and associated system maintenance controls; and place, this is a hybrid Not applicable
b. Reviews and updates the current: control. Risk-based decision not to implement MA-1.3 Examine the information system maintenance procedures to
1. System maintenance policy [ASSIGNMENT: organization-defined determine if the procedures are sufficient to address all areas identified in
frequency]; and the information system maintenance policy and all associated information
2. System maintenance procedures [ASSIGNMENT: organization- 'system maintenance controls.
defined frequency].
MA-1.4 Examine al records or dc to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the system maintenance policy and procedures
control is implemented.
(Control: The organization: Common, Hybrid MA-2.1 E}(amine organizational records or documents to determine if the
a. Schedules, performs, documents, and reviews records of maintenance \WHILE FSA GENERALLY ﬁ\rgmézrzl:cnesoc:?:;Issmangnzenr:scLTIShreDiL::;ZremparsZ:nslast\:eemai?\darcecgcurlgarnce
land repairs on information system components in accordance with ITHINKS OF THESE \With manufacturer or vensor specifications and/or ore yanizal\onal
manufacturer or vendor specifications and/or organizational CONTROLS AS requirements. P 9
requirements; COMMON, WE MUST )
b. Approves and monitors all maintenance activities, whether performed |[NOTE THAT, TO THE
lon site or remotely and whether the equipment is serviced on site or EXTENT THAT AN MA-2.2 Examine organizational records or documents to determine if the
removed to another location; APPLICATION-SUPPORT » lorganization fully documents routine preventative and regular
c. Requires that [ASSIGNMENT: organization-defined personnel or roles]| TEAM MUST CONDUCT g::lﬁs:”eyd satisfied vTi?an:r?Qr?SfcaigTe‘:]grc\?ergzg?Z;‘escic;ifz:tg(?olr?;o;nmczg?r(‘y%y;rt\iezrgulgnaaclc;er?iggﬁ:e
MA-2 CONTROLLED P2 explicitly approve the removal of the information system or system INTEGRATION TESTING Not satisfied maintenance requirements
MAINTENANCE MOD MA-2 icomponents from organizational facilities for off-site maintenance or UPON .
repairs; INFRASTRUCTURE gptkagphcsl:j\e ) ol A2 E ; determine i th
d. Sanitizes equipment to remove all information from associated media [MAINTENANCE, AND isk-based decision not to implement org;n‘izati)z)anmalgzigns respons‘ig‘ihrteycl?)rs;:cri;i"c parties a;?i deelf(ie::smsep‘ec[if;
;r)en‘;)ari:(s).removal from organizational facilities for off-site maintenance or g@é#’wgfi’v%éngN lactions to ensure that the periodic maintenance control is implemented.
le. Checks all pulemially impacted security ponlruls to verify that Ihg MODIFY THE MA-2.6 Examine the maintenance log to determine if the log includes: (i)
gg{;;r:lss. ::uil still functioning properly following maintenance or repair ﬁ\lPFPRL/I\(;?TRILCJ)(,:\‘TﬁléEE To the date and time of maintenance; (ii) name of the individual performing
. Includes [ASSIGNMENT: organization-defined maintenance-related  |CHANGES, THIS ‘mhgl,’]':2:1“;‘:2:’;C:dé'r'r‘zgg”;engf(j)sg‘"I’; 'f)f”:gﬁ;f;’e{;[(:‘é)rﬁ"osz;C(;'f’};’ga"cfelge
information] in organizational maintenance records. ggg\TAEgL COULD BE (including identification numbers, if applicable).
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Security Control Information

Control Assessment Information

NIST e Last Date A - A Scoping Guida‘\)nct:[ﬁRistlf -Based Decision
a Q riori o 5 ssessed Security Control ustification
iecurlty Sy Garlia) Baseline Security Control and Enhancements Security °°!‘"°' Type Security L Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
ontrol Name Allocation (verify this type) Control Information (select one of the followint - . Risk-based decisi
Number Assessed 9) = GLATEL e casion
not to implement)
MA-3.1 Examine organizational records or documents to determine if the
lorganization approves, controls, and monitors information system
maintenance tools.
Common, Hybrid MA-3.2 Examine approved information system maintenance tools and
lassociated documentation to determine if the organization maintains the
INOTE: WHILE FSA tools and documentation on an ongoing basis and if the processes applied
GENERALLY THINKS OF are consistent with the documented maintenance procedures.
IControl Enhancements: ITHESE CONTROLS AS
(1) The organization inspects the maintenance tools carried into a facility [COMMON, WE MUST Satisfied MA-3.3 Examine organizational records or documents to determine if the
by maintenance personnel for improper or unauthorized modifications. ~ [NOTE THAT, TO THE Partially satisfied lorganization assigns responsibility to specific parties and defines specific
MA-3 MAINTENANCE P2 (2) The organization checks media containing diagnostic and test EXTENT THAT AN Not satisfied lactions to ensure that the maintenance tools control is implemented.
TooLs MODMA-3(1) (2) |programs for malicious code before the media are used in the IAPPLICATION-SUPPORT Not applicable
information system. TEAM FOR A COTS Risk-ggsed decision not to implement Control Enhancements:
(3) HIGH Only. PRODUCT, FOR P! MA-3(1) Examine organizational records or documents to determine if the
EXAMPLE, MUST OBTAIN lorganization inspects all maintenance tools carried into a facility by
MAINTENANCE maintenance personnel for obvious improper modifications.
SUPPORT FOR THE
IAPPLICATION, THIS MAY MA-3(2) Examine organizational records or documents to determine if the
BE A "HYBRID" CONTROL| lorganization checks all media containing diagnostic and test programs
(e.g., software or firmware used for information system maintenance or
diagnostics) for malicious code before the media are used in the
information system.
MA-4.1 Examine 1al records or dc to determine if the
lorganization approves, controls, and monitors remotely executed
maintenance and diagnostic activities.
MA-4.2 Examine al records or dc to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the remote maintenance control is implemented.
Control Enhancements:
Control: The organization: MA-4(2) Examine organizational records or documents to determine if the
la. Approves and monitors nonlocal maintenance and diagnostic Common, Hybrid lorganization documents the installation and use of non-local maintenance
activities; land diagnostic connections in the security plan for the information system.
b. Allows the use of nonlocal maintenance and diagnostic tools only as  WHILE FSA GENERALLY
consistent with organizational policy and documented in the security plan |[THINKS OF THESE
for the information system; CONTROLS AS
c. Employs strong authenticators in the establishment of nonlocal COMMON, WE MUST Satisfied
maintenance and diagnostic sessions; NOTE THAT, TO THE Partially satisfied
VA4 NONLOCAL PL d. Maintains records for nonlocal maintenance and diagnostic activities; |[EXTENT THAT AN Not satisfied
MAINTENANCE MODMA-4(2)  |and IAPPLICATION-SUPPORT Not applicable
le. Terminates session and network connections when nonlocal ITEAM FOR A COTS Risk-sgsed decision not to implement
maintenance is completed. PRODUCT, FOR P
EXAMPLE, MUST OBTAIN
IControl Enhancements: MAINTENANCE
(1) Not Selected. SUPPORT FOR THE
(2) The organization documents in the security plan for the information ~ [APPLICATION, THIS MAY
isystem, the policies and procedures for the establishment and use of BE A "HYBRID" CONTROL|
nonlocal maintenance and diagnostic connections.
MA-5.1 Examine 1al records or dc to determine if: (i)
Common, Hybrid the_organizaﬁion main_wtains a_\ist of personnel a}_uthorized to perform
maintenance on the information system; and (ii) only authorized personnel
WHILE FSA GENERALLY have performed maintenance on the information system.
IControl: The organization: Egs¥§3_21gESE MA-5.2 Examine 1al records or dc to determine if
a. Establishes a process for maintenance personnel authorization and | Syiv o “\We MUST theorganization assigns responsibility to specific parties and defines
maintains a list of authorized maintenance organizations or personnel; NOTE THAT TO THE Satisfied ispecific actions to ensure that the maintenance personnel control is
MAINTENANCE b1 b. Ensures that non-escorted personnel performing maintenance on the EXTENT TH’AT AN Partially satisfied implemented.
MA-5 ¥ information system have required access authorizations; and Not satisfied
MOD MA-5

PERSONNEL

c. Designates organizational personnel with required access
lauthorizations and technical competence to supervise the maintenance
activities of personnel who do not possess the required access
authorizations.

IAPPLICATION-SUPPORT
I TEAM FOR A COTS
PRODUCT, FOR
EXAMPLE, MUST OBTAIN
MAINTENANCE
SUPPORT FOR THE
IAPPLICATION, THIS MAY
BE A "HYBRID" CONTROL|

Not applicable
Risk-based decision not to implement
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Security Control Information Control Assessment Information
Scoping Guidance/ Risk -Based Decision
NIST P Last Date " M "
2 a Priority / a 5 Assessed Security Control Justification
Sc?r:‘t::{ Securr\lltz"(‘:: ol Baseline Security Control and Enhancements Sec;c';)i/'yclzgt;ol ;r}y pe ?f;:“:g{ I'sz;s:ﬂ‘:;" Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation yp ecrrrre] (select one of the following) Effecti is Not Aj or Risk-based decision
not to implement)
Common, Hybrid
WHILE FSA GENERALLY
ITHINKS OF THESE
CONTROLS AS MA-6.1 Examine izational records or dc to determine if
COMMON, WE MUST . maintenance support agreements and the inventory of spare parts are
IControl: The organization obtains maintenance support and/or spare NOTE THAT, TO THE g::llisglleydsatisfied sufficient to support the organization-defined list of key information system
MA6 TIMELY PL parts for [ASSIGNMENT: orgamzangn-deﬁped mformgnon system EXTENT THAT AN Not satisfied icomponents within the organization-defined time period of failure.
MAINTENANCE MOD MA-6 icomponents] within [ASSIGNMENT: organization-defined time period] of |APPLICATION-SUPPORT Not applicable
failure. TEAM FOR A COTS Risk-l’;gsed decision not to implement MA-6.2 Examine izational records or to determine if the
PRODUCT, FOR P! lorganization assigns responsibility to specific parties and defines specific
EXAMPLE, MUST OBTAIN lactions to ensure that the timely maintenance control is implemented.
MAINTENANCE
SUPPORT FOR THE
IAPPLICATION, THIS MAY
BE A "HYBRID" CONTROL|
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S;ﬂf:i’t Security Control Priority / Security Control Léa:éuDr;;e eeEEy Assessed Security Control Justification
Cnntro)ll Name Baseline Security Control and Enhancements Type Control IEaaatan Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed =
not to implement)
MP-1.1 Examine organizational records or documents to determine if the
media protection policy and procedures: (i) exist; (i) are documented; (iii)
. N are disseminated to appropriate elements within the organization; (iv) are
IControl: The organization:
" . . periodically reviewed by responsible parties within the organization; and (v)|
3};;?:.’5;21ggﬁﬂfs;&zﬂﬁg'zferg?éns?‘es 1o [ASSIGNMENT: Common are updated when organizational reviews indicate updates are required.
1. A media protection policy that addresses purpose, scope, roles, . . " . L "
responsibilities, management commitment, coordination among If additional ’:ljpe lfaéra:d'gfegz;“es:aozgtesgéozprot:;?; l?eiefr:mﬁ.géhﬁqgﬁgqémem
MEDIA PROTECTION - lorganizational entities, and compliance; and system/application Partially satisfied quately coordinali%npamoh orp a'niza(i(;nal zmilies and‘ com I?ance
MP-1 POLICY AND MOD MP-1 2. Procedures to facilitate the implementation of the media protection policy/procedures are Not satisfied o 9 org " P .
PROCEDURES policy and associated media protection controls; and in place, this is a Not applicable MP-1.3 Examine the media protection procedures to determine if the
?' ;:‘Qﬁwﬁ;';‘i‘ﬁfndaﬁiIh[igg.?;ﬁmENT- organization-defined hybrid control. Risk-based decision not to implement procedures are sufficient to address all areas identified in the media
fréquenc)lpi' and policy -org protection policy and all associated media protection controls.
eréMfedrl]ip]lrolectlon procedures [ASSIGNMENT: organization-defined MP-1.4 Examine organizational records or documents to determine if the
d Yl organization assigns responsibility to specific parties and defines specific
actions to ensure that the media protection policy and procedures control
is implemented.
MP-2.1 Examine organizational records or documents and/or physical
Satisfied facilities containing media devices to determine if only authorized users
- IControl: The organization restricts access to [ASSIGNMENT: Common, Hybrid, Partially satisfied :‘rzvmelzicﬁzrﬁ;?rzza;‘;nmm printed form or on digital media removed
MP-2 MEDIA ACCESS MOD MP-2 lorganization-defined types of digital and/ or non-digital media] to System-§pe{ific ' Not satisfied Y :
[ASSIGNMENT: organization-defined personnel or roles]. gios(ké-lgggecgﬂ:cision not to implement MP-2.2 Examine organizational records or documents to determine if the
P! organization assigns responsibility to specific parties and defines specific
actions to ensure that the media access control is implemented.
MP-3 Examine organizational records or documents to determine if:
(i) the organization defines removable media types and information system
output that require marking;
. ii) the organization marks removable media and information system output
IControl: The organization: .(") . o i, o
la. Marks information system media indicating the distribution limitations, Satisfied E‘i;ﬁﬁz;%ar?ﬁ;\‘{Z;:::)g;gazﬁs\lilr?nacla?/’;lﬁseSaﬂzdapr?;ea%lliesséc‘z:Icar:ggrl:izes
handling caveats, and applicable security markings (if any) of the ) Partially satisfied " e 9 g Pp! ty 9
PL . ICommon, Hybrid, Y (if any) of the information;
MP-3 MEDIA MARKING information; and e Not satisfied ? U
MO MP-3 b. Exempts [ASSIGNMENT: organization-defined types of information System-Specific Not applicable (i) the organization defines:
isystem media] from marking as long as the media remain within Risk-based decision not to implement ;Z':L?:g_ble media types and information system output exempt from
[ASSIGNMENT: organization-defined controlled areas]. _controlled areas for retaining media and
information output exempt from marking; and
(iv) removable media and information system output exempt from marking
remain within designated controlled areas.
MP-4.1 Examine organizational records or documents to determine if the
organization protects information system media at the highest FIPS 199
security category for the information system until the media is destroyed or
(Control: The organization: sanitized using approved equipment, techniques, and procedures.
¥ ’ . Satisfied
- Sésggslfjlgscgpézotfai‘gi j/egr:]e(%ztlofﬁ\sl [rﬁesj ;]melEnN[.rAsosr?ngM%ﬁ.nri Common, Hybrid Partially satisfied MP-4.2 Examine the location where the organization physically controls
MP-4 MEDIA STORAGE MOD MP-4 ore anizatign—deﬁnegd controlled areas‘j; ° S stemrS' eyciYic ’ Not satisfied and securely stores information system media, both paper and digital, to
b gProtects information system media until the media are destroyed or 4 P Not applicable determine if the organization controls the media at the highest FIPS 199
i Y % Risk-based decision not to implement security category of the information recorded on the media.
sanitized using approved equipment, techniques, and procedures.
MP-4.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the media storage control is implemented.
IControl: The organization: MP-5.1 E | d d d f th
la. Protects and controls [ASSIGNMENT: organization-defined types of - (gamlnet gn'tga:lalzatloﬁa recor s,totr ucfumen(g tdo b exerm;ne ifthe
organization restricts the pickup, receipt, transfer, and delivery of
digital and non-digital media] during transport outside of controlled areas
usging [ASSIGNMENT: organ]izaliong—definepd security safeguards]; information system media (paper and digital) to authorized personnel.
ghg;’gf}";ﬁfrz‘ﬁzg(:?gg.for information system media during transport MP-5.2 Examine the list of personnel that have been authorized for the
o . . " pickup, receipt, transfer, and delivery of information system media to
gyggcmlllazr&:.:.a:;\énlles associated with the transport of information Satisfied determine if access is appropriately restricted.
. ' " . . . . . Partially satisfied
MP-5 MEDIA TRANSPORT MODF;}PVS(A) d. Restricts the activities associated with the transport of information \Common, Hybrid, Not satisfied

lsystem media to authorized personnel.

Control Enhancements:

(1) [Withdrawn: Incorporated into MP-5].

(2) [withdrawn: Incorporated into MP-5].

(3) Not Selected.

(4) The organization employs cryptographic mechanisms to protect the
confidentiality and integrity of information stored on digital media during
transport outside of controlled areas.

ISystem-Specific

Not applicable
Risk-based decision not to implement

MP-5.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the media transport control is implemented.

Control Enhancements:

MP-5(4) Examine organizational records or documents to determine if the
organization employs cryptographic mechanisms to protect the
confidentiality and integrity of information stored on digital media during
transport outside of controlled areas.

Template Date 2018 Clearance



Page 38

Security Self Assessment Template Rev. 4 Compliant Moderate 2021 Clearance

Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision
Sggf:i.!y Security Control § Security Control L::;‘Dr?t;e eeEEy Assessed Sgcurity Control . . Ju§tification ) i
Control Name Baseline Security Control and Enhancements Type Control IEaaatan Effectiveness ) Findings / Deficiencies Found (m|:|sl be cqmpleted if Assessed Security Comr_ol_ NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
lumber Assessed =
not to implement)
MP-6.1 Examine organizational records or documents to determine if the
organization: (i) sanitizes information system media, both paper and digital,
using approved equipment, techniques, and procedures prior to disposal or|
release for reuse; (ii) tracks, documents, and verifies media sanitization
Control: The organization: gg:iruen;; :rr\ft:jr(m)acrt])cneducts periodic tests of sanitization equipment to ensure
la. Sanitizes [ASSIGNMENT: organization-defined information system p g
media] prior to disposal, releasg out Uf. orgamzalipnal CO"HOI' or release Satisfied . MP-6.2 Examine organizational records or documents to determine if the
P1 for reuse using [ASSIGNMENT: organization-defined sanitization ICommon, Hybrid. Partially satisfied organization sanitizes information system media, both paper and digital.
MP-6 MEDIA SANITIZATION MOD MP-6 techniques and procedures] in accordance with applicable federal and ! ! Not satisfied " ;

lorganizational standards and policies; and

b. Employs sanitization mechanisms with the strength and integrity
commensurate with the security category or classification of the
information.

ISystem-Specific

Not applicable
Risk-based decision not to implement

using approved equipment, techniques, and procedures prior to disposal or|
release for reuse consistent with NIST Special Publication 800-88.

MP-6.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the media sanitization and disposal control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"::lt?;li-ty Security Control Priority | Security Control I‘Saeséu[:;;f PeeEeaar Assessed Security Control Justification
Baseline Security Control and Enhancements Type - Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Control - A 3 Control Information 3 2 a 3 = e
Number Allocation (verify this type) Peseres] (select one of the following) Effectiveness is Not Appl_lcable or Risk-based decision
not to implement)
PE-1.1 Examine organizational records or documents to determine if the
physical and environmental protection policy and procedures: (i) exist; (ii)
lare documented,; (iii) are disseminated to appropriate elements within the
Control: The organization: organ!zal!on: (iv) are periodically reviewed by r_esp_onslble parties \_Nllhln the
a. Develops, documents, and disseminates to [ASSIGNMENT: 3"%1?:::2?:}:"3"(;2 are updated, when organizational review indicates
organization-defined personnel or roles]: Common P q .
;hgg:gsgci;;dmelz‘;'r?:g;i’:]?lbﬁiiioszc?:ﬂz;g%::?zggﬁ;ﬁ?ﬁ:; . ) PE-1.2_Exam|ne the physical and environmental protection policy to
coordination among organizational entities, and compli and If additional Satisfied determine if the policy adequately addresses purpose, scope, roles,
PHYSICAL AND g org " " N n Partially satisfied responsibilities, management commitment, coordination among
ENVIRONMENTAL P1 2. Procedures to facilitate the implementation of the physical and
PE-1 PROTECTION POLICY MOD PE-1 . tal protecti I d iated physical and policy/procedures are Not satisfied lorganizational entities, and compliance.
AND PROCEDURES environmen al protection policy ‘an ajsocla ed physical an in place, this is a Not applicable
g";g';/?x;;dpL?g;:g’;tﬁgné{ﬁrse'nﬁt\h hybrid control. Risk-based decision not to implement Z’E—l.s Exafm:]ne the pgysical and &;;wironmené:l pro(e(l:llion progedu{ezlo
. - " . etermine if the procedures are sufficient to address all areas identified in
é;,gi?s':“a;rigiﬁﬁ;&?&?ﬁgiﬁrgﬁ;ﬂo" policy [ASSIGNMENT: the p_hysical and _environmemal pro_tection policy and all associated
2. Physical and environmental protection procedures [ASSIGNMENT: physical and environmental protection controls.
organization-defined frequency]. PE-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the physical and environmental protection policy and
procedures control is implemented.
PE-2.1 Examine organizational records or documents to determine if: (i)
the organization develops and keeps current a list of personnel with
lauthorized access to the facility containing the information system; (i) the
lorganization issues appropriate authorization credentials (e.g., badges,
Control: The organization: Common, Hybrid identification cards, smart cards); and (iii) designated officials within the
a. Develops, approves, and maintains a list of individuals with authorized - Hy Satisfied lorganization review and approve the access list and authorization
access to the fa_clllty where thevlnformano_q system rs_}sldes; |f the system relies on partially satisfied credentials on an organization-defined frequency.
PE2 PHYSICAL ACCESS P1 b. Issues authorization credentials for facility access; operational assets Not satisfied . B » o o
AUTHORIZATIONS MOD PE-2 c. Reviews the access list detailing authorized facility access by hosted outside VDC. Not applicable PE-2.2 Examine the facility access list to determine if: (i) the individuals on
individuals [ASSIGNMENT: organization-defined frequency]; and lthen the control may ’ Risk-based decision not to implement the list are current personnel assigned to the organization; and (i) the
d. Removes individuals from the facility access list when access is no be hybrid Yy P lauthorization credentials of the personnel are appropriate.
longer required. Y
PE-2.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the physical access authorizations control is
implemented.
PE-3.1 Examine organizational records or documents and the facility that
contains the information system to determine if the organization: (i)
controls all physical access points to the facility; (ii) verifies individual
laccess authorizations before granting access to the facility; and (i
X A controls access to areas officially designated as publicly accessible, as
§°E:{%;;Zep%'yg§2§f$‘ss authorizations at [ASSIGNMENT: lappropriate, in accordance with the organization’s assessment of risk.
organization-defined entry/exit points to the facility where the information PE-3.2 Examine organizational records o documents and selected
system resides] by; " A PG " -
physical access devices to determine if; (i) physical access devices (e.g.,
tlr;e\/fzrémr;.g;rgglwdual access authorizations before granting access to keys, Jocks, card Leade&s) used at the facility a’el funcl(ijonir};g gr?pc?lgy a_nd
2. Controlling ingress/egress to the facility using [Selection (one or more):| maintenance on these devices occurs on a regular and scheduled basis;
: (ii) the organization secures keys, combinations and other access devices
[5?212:Sg[ﬁs::;fﬁ?::s:{:on'defmEd physical access control Common, Hybrid ona regular bgsi_s; and (jii) keys and combinations to locks within the
b. Maintains physical access audit logs for [ASSIGNMENT: organization- Satisfied facility are penod{cal!y»changed or when keys are ‘O.St‘ combinations are
: g " y o icompromised, or individuals are transferred or terminated.
PHYSICAL ACCESS b1 defined entry/exit points]; If the system relies on| Partially satisfied X
PE-3 ONTROL MOD PE-3 c. Provides [ASSIGNMENT: organization-defined security safeguards] to |operational assets Not satisfied

control access to areas within the facility officially designated as publicly
accessible;

d. Escorts visitors and monitors visitor activity [ASSIGNMENT:
organization-defined circumstances requiring visitor escorts and
monitoring];

e. Secures keys, combinations, and other physical access devices;

f. Inventories [ASSIGNMENT: organization-defined physical access
devices] every [ASSIGNMENT: organization-defined frequency]; and

g. Changes combinations and keys [ASSIGNMENT: organization-defined
frequency] and/or when keys are lost, combinations are compromised, or
individuals are transferred or terminated.

hosted outside VDC,
then the control may
be hybrid

Not applicable
Risk-based decision not to implement

PE-3.3 Examine organizational records or documents and selected
physical access devices to determine if: (i) the access control system
iconforms to the requirements of FIPS 201 and NIST Special Publication
800-73 (where the federal Personal Identity Verification (P1V) credential is
used as an identification token and token-based access control is
lemployed); (ii) the access control system conforms to the requirements of
NIST Special Publication 800-78 (where the token-based access control
function employs cryptographic verification); and (jii) the access control
isystem conforms to the requirements of NIST Special Publication 800-76
(where the token-based access control function employs biometric
verification).

PE-3.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the physical access control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"::lﬁ;li- Security Control Priority | Security Control I.Sa:éuegte PeeEeaar Assessed Security Control Justification
ty ty Baseline Security Control and Enhancements Type Y : Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Control - A 3 Control Information 3 2 a 3 = e
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
ICommon, Hybrid
it Satisfied . -
Control: The organization controls physical access to [ASSIGNMENT: " > - PE-4.1 Examine organizational records or documents to determine if the
ACCESS CONTROL P1 organization-defined information system distribution and transmission [ the system relies an Partially satisfied lorganization controls physical access to information system distribution
PE-4 FOR TRANSMISSION MOD PE-4 | o ot ey " Y g loperational assets Not satisfied Lo A Py i
MEDIUM \ne_s] within ofgamzatlonal facilities using [ASSIGNMENT: organization- hosted outside VDC, Not applicable land transmission lines within organizational facilities.
defined security safeguards]. then the control may Risk-based decision not to implement
be hybrid
PE-5.1 Examine organizational records, documents, and the facility where
ICommon, Hybrid the information system resides to determine if the organization controls
Satisfied physical access to information system devices that display information to
ACCESS CONTROL b1 Control: Th_e organization controls phy&_cal_a_ccess to mforma_m_un system [If the s_ystem relies on| Pamally s_a'usﬁed prevent unauthorized individuals from observing the display output.
PE-5 FOR OUTPUT MOD PE-5 output devices to prevent unauthorized individuals from obtaining the loperational assets Not satisfied
DEVICES output. hosted outside VDC, Not applicable PE-5.2 Examine organizational records or documents to determine if the
then the control may Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
be hybrid lactions to ensure that the access control for display medium control is
implemented.
PE-6.1 Examine organizational records, documents, and the facility where
the information system resides to determine if the organization monitors
physical access to information systems to detect and respond to incidents.
Control: The organization:
a. Monitors physical access to the facility where the information system PE-6.2 Interview selected organizational personnel with physical and/or
resides to detect and respond to physical security incidents; lenvironmental protection responsibilities to determine how individuals
? y ) S . ICommon, Hybrid " PR
b. Reviews physical access logs [ASSIGNMENT: organization-defined respond to physical access incidents.
frequency] and upon occurrence of [ASSIGNMENT: organization-defined \f the system relies on| gg:llisa?l‘ledsalisfied
MONITORING P1 events or potential indications of events]; and A Y PE-6.3 Examine organizational records or documents to determine if the
PE-6 g . h " - . loperational assets Not satisfied P . ra ey y Py
PHYSICAL ACCESS MOD PE-6 (1) c. c. Coordinates results of reviews and investigations with the hosted outside VDC, Not applicable lorganization assigns responsibility to specific parties and defines specific
organizational incident response capability. then the control may Risk-based decision not to implement i‘ﬁ;?enni;ﬁtigsure that the monitoring physical access control is
Control Enhancements: be hybrid
(1) The organization monitors physical intrusion alarms and surveillance IControl Enhancements:
lequipment. PE-6(1) Examine intrusion alarms and surveillance equipment to
determine if the organization monitors real-time physical intrusion alarms
land surveillance equipment.
PE-8.1 Examine organizational records or documents to determine if the
lorganization maintains a visitor access log to the facility where the
information system resides that includes: (i) name and organization of the
. R \ICommon, Hybrid person visiting; (ii) signature of the visitor; (iii) form of identification; (iv)
g%g?&;sg;g::';zgggé records to the facility where the information Satisfied date of access; (v) time of entry and departure; (vi) purpose of visit; (vii)
VISITOR ACCESS 3 5' stem resides for [ASSIGNMENT: organization-defined time period]; If the system relies on| Partially satisfied name and organization of person visited; and (viii) an indication of a
PE-8 ECORDS MOD PE-8 a)rlw : 0rg: P g loperational assets Not satisfied designated official's review of the access log within the organization
. - ) ot hosted outside VDC, Not applicable defined frequency.
géng:_lecwis visitor access records [ASSIGNMENT: organization-defined then the control may Risk-based decision not to implement
a Yl be hybrid PE-8.2 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the access logs control is implemented.
PE-9.1 Examine organizational records, documents, and the facility where
ICommon, Hybrid the information system resides to determine if the organization protects
Satisfied power equipment and power cabling for the information system from
P POWER EQUIPMENT P1 Control: The organization protects power equipment and power cabling If the system relies on Partially satisfied damage and destruction.
= AND CABLING MODPES or the information system from damage and destruction operational assets Not satisfied
Y g . hosted outside VDC, Not applicable PE-9.2 Examine organizational records or documents to determine if the
then the control may Risk-based decision not to implement lorganization assigns responsibility to specific parties and defines specific
be hybrid lactions to ensure that the power equipment and power cabling control is
implemented.
PE-10.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
- records, documents, and the facility containing concentrations of
Control: The organization: . H . iy P P
N " . . ICommon, Hybrid information system resources to determine if the organization provides the
2} ::r’\rdoi\\/lligizI‘Zis(t:zﬁ\asggp%‘r\?e:?;lli?wge?nffe?gggylzi:ll::zti‘EI]Osr'ma“on system Satisfied icapability of shutting off power to any information system component that
> y . g 3 If the system relies on| Partially satisfied may be malfunctioning or threatened.
PE-10 Engﬁﬁ(%ggv MODpéE-lo b. Places emergency shutoff switches or devices in [ASSIGNMENT: operational assets Not satisfied

organization-defined location by information system or system
component] to facilitate safe and easy access for personnel; and
c. Protects emergency power shutoff capability from unauthorized
activation.

hosted outside VDC,
then the control may
be hybrid

Not applicable
Risk-based decision not to implement

PE-10.2 Examine the emergency shutoff capability to ensure that it exists
land is functional.

PE-10.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the emergency shutoff control is implemented.
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Security Control Information

Control Assessment Information

NIST
Security
Control
Number

Security Control

Priority |
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security Control
Effectiveness
(select one of the following)

Findings / Deficiencies Found

Scoping Guidance/ Risk -Based Decision
Justification
(must be completed if Assessed Security Control
Effectiveness is Not Applicable or Risk-based decision
not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

PE-11

EMERGENCY POWER

P1
MOD PE-11

Control: The organization provides a short-term uninterruptible power
supply to facilitate [Selection (one or more): an orderly shutdown of the
information system; transition of the information system to long-term
alternate power] in the event of a primary power source loss.

ICommon, Hybrid

If the system relies on|
loperational assets
hosted outside VDC,
then the control may
be hybrid

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

PE-11.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
to determine if the organization provides a short-term uninterruptible power
supply to facilitate an orderly shutdown of the system in the event of a
primary power source loss.

PE-11.2 Examine organizational records or documents to determine if the
results of the last tested power outage demonstrated the availability of a
ishortterm power supply for the information system.

PE-11.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the emergency power control is implemented.

IControl Enhancements:

PE-11(1) Examine the physical site location to determine if the
lorganization provides a long-term alternate power supply for the
information system that is capable of maintaining minimally required
loperational capability in the event of an extended loss of the primary power|
source.

PE-12

EMERGENCY
LIGHTING

P1
MOD PE-12

Control: The organization employs and maintains automatic emergency
lighting for the information system that activates in the event of a power
outage or disruption and that covers emergency exits and evacuation
routes within the facility.

ICommon, Hybrid

If the system relies on|
loperational assets
hosted outside VDC,
then the control may
be hybrid

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

PE-12.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
to determine if the organization employs and maintains an automatic
lemergency lighting system that activate in the event of a power outage or
disruption and that covers emergency exits and evacuation routes.

PE-12.2 Examine organizational records or documents to determine if the
results of the last tested power outage demonstrated that the emergency
lighting system was operational and fully functional.

PE-12.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the emergency lighting control is implemented.

PE-13

FIRE PROTECTION

P1
MOD PE-13(3)

Control: The organization employs and maintains fire suppression and
detection devices/systems for the information system that are supported
by an independent energy source.

ICommon, Hybrid

If the system relies on|
loperational assets
hosted outside VDC,
then the control may
be hybrid

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

PE-13.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records, documents, and the facility where the information system resides
to determine if the organization employs and maintains fire suppression
land detection devi that can be activated in the event of a fire.

PE-13.2 Examine the results of the last test of the fire suppression and
detection devices/systems to determine if the fire protection resources can
be successfully activated in the event of a fire.

PE-13.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the fire protection control is implemented.

PE-13.6 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records or documents to determine if fire suppression and detection
devices/systems activate automatically in the event of a fire.

IControl Enhancements:

PE-13(3) Examine the information system documentation or configuration
settings to determine if the organization employs an automatic fire
isuppression capability for the information system when the facility is not
staffed on a continuous basis.

PE-14

TEMPERATURE AND
HUMIDITY
CONTROLS

P1
MOD PE-14

Control: The organization:

a. Maintains temperature and humidity levels within the facility where the
information system resides at [ASSIGNMENT: organization-defined
acceptable levels]; and

b. Monitors temperature and humidity levels [ASSIGNMENT:
organization-defined frequency].

ICommon, Hybrid

If the system relies on
loperational assets
hosted outside VDC,
then the control may
be hybrid

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

PE-14.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records or documents to determine if the organization regularly maintains,
within acceptable levels, and monitors the temperature and humidity of the
facility where the information system resides.

PE-14.2 Examine the facility where the information system resides to
determine if the temperature and humidity controlling systems are in place
land functioning as intended.

PE-14.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the temperature and humidity control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

Se"::lﬁ;li- Security Control Priority | Security Control I.Sa;;uegte PeeEeaar Assessed Security Control Justification
Contrt:‘ll ty Baseline Security Control and Enhancements Type Contro)ll EEraation Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed i
not to implement)
PE-15.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records or documents to determine if the organization protects the
information system from water damage by ensuring that master shutoff
\valves are accessible, working properly, and known to key personnel.
ICommon, Hybrid
. . " Satisfied PE-15.2 Examine the facility where the information system resides to
Control: The organization protects the information system from damage " " e = " N
WATER DAMAGE 1 resulting from water leakage by providing master shutoff or isolation If the system relies on| Partially satisfied determine if the master shutoff valves are accessible and working properly.
PE1S PROTECTION MOD PE-15 valves that are accessible, working properly, and known to ke: operational assets Not satisfied
ersonnel ' 9 property, Y hosted outside VDC, Not applicable PE-15.3 Examine organizational records or documents to determine if the
en the control may isk-based decision not to implement results of the last test of the environmental controls of the facility where the
P . then thi trol Risk-based d t t I it Its of the last test of thi tal controls of the facill here thi
be hybrid information system resides demonstrate that the master shutoff valves are
working properly.
PE-15.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the water damage protection control is implemented.
PE-16.1 Interview selected organizational personnel with physical and/or
. lenvironmental protection responsibilities and examine organizational
Common, Hybrid Satisfied records or documents to determine if the organization controls the
Control: The organization authorizes, monitors, and controls \f the system relies on| partially satisfied information system-related items (i.e., hardware, firmware, software)
DELIVERY AND P2 : organization-defined types of information system . o lentering and exiting the facility where the system resides and maintains
re16 ASSIGNMENT: tion-defined types of informati te oporatone] ascots ot satsfad e d exiting the facility where the syst des and maint
- components] entering and exiting the facility and maintains records of lappropriate records of those items.
REMOVAL VoD PE16 i 1 d exiting the faciliy d t ds of hgsted outside VDC Not applicable : dsof th i
those items.. . : . .
Lhee; tll:reidcunlrol may Risk-based decision not to implement PE-16.2 Examine organizational records or documents to determine if the
Y lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the delivery and removal control is implemented.
ICommon, Hybrid
THIS CONTROL IS PE-17.1 Interview selected organizational personnel with physical and/or
Control: The organization: MOST LIKELY lenvironmental protection responsibilities and examine organizational
a. Employs [ASSIGNMENT: organization-defined security controls] at HYBRID Satisfied records or documents to determine if individuals within the organization
ALTERNATE WORK 2 alternate work sites; ICOMMON Partially satisfied lemploy appropriate information system security controls at alternate work
PE-17 SITE MOD PE-17 b. Assesses as feasible, the effectiveness of security controls at alternate| CONTROL MAY BE Not satisfied sites.
work sites; and Not applicable
. . - . PROVIDED BY VDC ; . . . - .
c. Provides a means for employees to communicate with information OR EDUCATE (such Risk-based decision not to implement PE-17.2 Examine organizational records or documents to determine if the
security personnel in case of security incidents or problems. las for support teams lorganization assigns responsibility to specific parties and defines specific
located al:pUCP) lactions to ensure that the alternate work site control is implemented.
PPE-18.1 Interview selected organizational personnel with physical and/or
lenvironmental protection responsibilities and examine organizational
records or documents to determine if the organization positions information
'system components within the facility to minimize potential damage from
lenvironmental hazards (e.g., electrical interference, electromagnetic
Common. Hybrid radiation, vandalism, eating, drinking, smoking in the proximity, information
- 7Y Satisfied leakage due to emanation) and to minimize the opportunity for
Ih%%’;‘;ﬁ'_‘”gz SELECTED FOR HIGH If the system relies on| Partially satisfied unauthorized access.
PE-18 PRl oy Not Selected ﬁg:{:g%ﬁ'sazs\eltsc mgi :a“ifc':(gle PE-18.2 Examine the facility where the information system components
COMPONENTS then the control may, Risk-l?gsed Hecision not to implement reside to determine if the organization positions components to minimize
be hybrid Yy P potential damage from environmental hazards and to minimize the
Y lopportunity for unauthorized access.
PE-18.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the location of information system components
control is implemented.
INFORMATION
PE-19 LEAKAGE NOT SELECTED  [Not Selected
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

- E Last Date s A L
5 5 Priority / Security Control 5 Assessed Security Control _— S frerer=fi Decision Justification
C’\;Inst:-o??\lilu;:l%r Secur’:lt;/ "? eo bl Baseline Security Control and Enhancements Type %?I::g "sz'e"s:tﬁ:n Effectiveness FlndlngsFIOI?::deCIenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used As;[?;:g:;m
Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
PL-1.1 Examine organizational records or documents to determine if security
planning policy and procedures: (i) exist; (ii) are documented; (iii) are
disseminated to appropriate elements within the organization; (iv) are
Control: The organization: periodically reviewed by responsible parties within the organization; and (v)
a. Develops, documents, and disseminates to [ASSIGNMENT: Common are updated, when organizational review indicates updates are
organization-defined personnel or roles]: required.
1. A security planning policy that addresses purpose, scope, roles, \f additional Satisfied
responsibilities, management commitment, coordination among system/application partially satisfied PL-1.2 Examine the security planning policy to determine if the policy
SECURITY P1 organizational entities, and compliance; and %Iic " roe:idures Not sagsfied adequately addresses purpose, scope, roles, responsibilities, management
PL-1 PLANNING POLICY MOD PL-1 2. Procedures to facilitate the implementation of the security gre ir)1/ place this is Not applicable commitment, coordination among organizational entities, and compliance.
AND PROCEDURES planning policy and associated security planning controls; and o h bri% control Risk-gz’;sed decision not to
b. Reviews and updates the current: V! : implement PL-1.3 Examine the security planning procedures to determine if the
1. Security planning policy [ASSIGNMENT: organization-defined P procedures are sufficient to address all areas identified in the security planning
frequency]; and policy and all associated security planning controls.
2. Security planning procedures [ASSIGNMENT: organization-
defined frequency]. PL-1.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the security planning policy and procedures control is
implemented.
Control: The organization:
a. Develops a security plan for the information system that:
1. Is consistent with the organization’s enterprise architecture;
2. Explicitly defines the authorization boundary for the system;
3. Describes the operational context of the information system in
f?";\%?iﬂgli?ﬂgtblé:\';eisrig;‘:%enszi?tsﬁe information system PL-2.1 Examine organizational records or documents to determine if the
in-cluding supporting ra{ionalg' V! security plan: (i) exists; (i) is documented; (iii) is disseminated to appropriate
5. Describes the operational énvironment for the information system element_s W'Ih"? t_he organization; anz_j ('Y) is reviewed and approved by
and relationships with or connections to other information systems; responsible officials within the organization.
g' rt.jreo:tli?izss 22;\:ee|2/\|;\;vtoofvtgﬁasyesc?fr§é;ﬁcc];gzments for the system; PL-2.2 Examine the security plan to determine if the plan is consistent with
g N - . i . NIST Special Publication 800-18 and addresses security roles, responsibilities,
?h Ozzsggiﬁfe}g: nﬁ:ciﬁg}zdﬁﬁ;t;oll':tligr?;?gfeocr)rﬂ?éalna?lzcriir:zr aT]ge“ng assigned individuals with contact information, and activities for planning
supplementation decisions; and security of the information system.
9. Is reviewed and approved by the authorizing official or designated Satisfied ~ . - . . .
- representative prior to plan implementation; Partially satisfied Slt\nz'irsn:)r?:;:\gsravlt?:!\eg:goirgi?)irl‘iltzisg?gzleg:;Smoizge}fl lvenyhos;ecruartlilr{gngr?:ggtznd
PL2 SYSTEI\SLSAENCURITY MOD PL-2(3) b. Distributes copies of the security plan and communicates Common, Hybrid, Not satisfied within the organization understand the security plan and are ready to

subsequent changes to the plan to [ASSIGNMENT: organization-
defined personnel or roles];

c. Reviews the security plan for the information system
[ASSIGNMENT: organization-defined frequency];

d. Updates the plan to address changes to the information
system/environment of operation or problems identified during plan
implementation or security control assessments; and

e. Protects the security plan from unauthorized disclosure and
modification.

Control Enhancements:

(1) Incorporated into PL-7

(2) Incorportaed into PL-8

(3) The organization plans and coordinates security-related activities
affecting the information system with [ASSIGNMENT: organization-
defined individuals or groups] before conducting such activities in
order to reduce the impact on other organizational entities.

System-Specific

Not applicable
Risk-based decision not to
implement

implement the plan.

PL-2.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the system security plan control is implemented.

Control Enhancements:

PL-2(3) Examine organizational records or documents to determine if the
organization plans and coordinates security-related activities affecting the
information system with organization-defined individuals or groups before
conducting such activities in order to reduce the impact on other organizational
entities.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

- E Last Date s A L
5 5 Priority / Security Control 5 Assessed Security Control _— S frerer=fi Decision Justification
C’\;Inst:-o??\l%u;:l%r Secur’:‘tz “? eo bl Baseline Security Control and Enhancements Type ?;;::g "G(s)f'e"s:tﬁ:n Effectiveness FlndlngsFIOI?::deCIenCIes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used ASE?I?:::';M
Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
PL-4.1 Examine organizational records or documents to determine if the
organization provides and makes readily available to all information
system users a set of rules that describes users responsibilities and
lexpected behavior with regard to information and information system
usage.
PL-4.2 Examine organizational records or documents to determine if the
. R organization receives a signed acknowledgement from users indicating
golg';gbl‘irsng?:gléﬁg; readily available to all information system that they have read, understand, and agree to abide by the rules of
users, the rules that describe their responsibilities and expected behaVIor_. before _authorlzmg access to the information system and its
N A > N . 3 X resident information.
behavior with regard to information and information system usage; Satisfied
and > e . . . 3 . .
o2 b. Receives signed acknowledgment from users indicating that they - o Pamally ?‘at[IjSﬂEd P!_;‘4.3§xasmlne_ tlhe rgll_es on bz}a&(x)wosr to determine if the content is consistent
pL-4 RULES OF MOD PL4(1)  |have read, understand, and agree to abide by the rules of behavior, |<°MMON; Hybrid, Not satisfie with NIST Special Publication 800-18.
BEHAVIOR . ! ' |System-Specific Not applicable

before authorizing access to information and the information system.

Control Enhancement:

(1) The organization includes in the rules of behavior, explicit
restrictions on the use of social media/ networking sites and posting
organizational information on public websites.

Risk-based decision not to
implement

PL-4.4 Interview selected organizational personnel to determine if they
understand the rules of behavior for the information system.

PL-4.5 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the rules of behavior control is implemented.

Control Enhancements:

PL-4(1) Examine organizational records or documents to determine if the
organization includes in the rules of behavior:

-explicit restrictions on the use of social networking sites;

-posting information on commercial Web sites; and

-sharing information system account information.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S:lcll?:i-( Secanncontol Priority | Security Control I.Sa\:‘:l:::iat;e eErEED Assessed Security Control Justification
Contro‘l’ sze Baseline ity Control and yp Control Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
Number Assessed 5
not to implement)
PS-1.1 Examine organizational records or documents to determine if the
personnel security policy and procedures: (i) exist; (i) are documented,; (jii)
. . . lare disseminated to appropriate elements within the organization; (iv) are
acolgle’\(l)élgh: gl;]gcaur:::r:\t(;n.and disseminates to [ASSIGNMENT: periodically reviewed by responsible parties within the organization; and (v)
o;ganizati?)l{-deﬁned peréonnel o roles]: . common jare updated, when organizational review indicates updates are required.
1. A personnel security policy that addresses purpose, scope, roles,
responsibilities, management commitment, coordination among If additional Satisfied zdse'l'uzaiTaggéeretzseegeri?ngi ssecc;m;y Is)?ggy ::sdzfgﬁ;lafeg ‘&eaﬁ;m;’“em
PERSONNEL b1 lorganizational entities, and compliance; and system/application Partially satisfied com‘?’mtme};t coordmatﬁjn%moﬁ uFémzaﬂu‘nal gntmes anci com I\gance
PS-1 SECURITY POLICY MOD PS-1 2. Procedures to facilitate the implementation of the personnel security  |policy/procedures Not satisfied : 9 0rg " P .
AND PROCEDURES i i . i is i i
policy and associated personnel security controls; and jare in place, this is a Not applicable 7 - "
b. Reviews and updates the current: lhybrid control. Risk-based decision not to implement PS-1.3 Examine !he_ personnel security procet_iures_ to d_eterm\ne if the
1. Personnel secrity policy [ASSIGNMENT: organization-defined procedures are sufficient to address all areas identified in the personnel
fréquency]' and policy - org security policy and all associated personnel security controls.
fzrépl?::)cm]-le' security procedures [ASSIGNMENT: organization-defined PS-1.4 Examine organizational records or documents to determine if the
a Yl lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel security policy and procedures control
is implemented.
PS-2.1 Examine the organizational records or documents to determine if
the organization: (i) establishes risk designations; (ii) assigns a risk
designation to all organizational positions; (iii) follows screening criteria for
individuals filling organizational positions; and (iv) reviews and revises
Control: The organization: Satisfied position risk designations on an organization-defined frequency.
POSITION RISK P1 a. Assigns a risk deslgnanqn to all orga‘n!zanone‘ﬂ positions; . ICommon, Hybrid, Pama\ly S.a‘ISfIEd PS-2.2 Test the position categorization procedures by comparing a list of
PS-2 ¥ b. Establishes screening criteria for individuals filling those positions; and e Not satisfied P " :
DESIGNATION MOD Ps-2 c. Reviews and updates position risk designations [ASSIGNMENT: System-Specific Not applicable lorganizational personnel and their clearance and/or authorization levels to
y o : . " . . the position risk designations to determine if the organization meets the
lorganization-defined frequency]. Risk-based decision not to implement screening criteria for those individuals filing the positions.
PS-2.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the position categorization control is implemented.
PS-3.1 Examine organizational records or documents to determine if the
organization appropriately screens individuals requiring access to
lorganizational information and information systems prior to authorizing
Control: The organization: access.
PERSONNEL o1 gsgﬁegzéndmduals prior to authorizing access to the information (Common, Hybrid Partially satisfied PS-3.2 Test the personnel screening process by comparing a list of
PS-3 N . " . - e Not satisfied organizational personnel requiring access to the information system and
SCREENING MOD PS-3 - - ! ¢ ! © - e
2é$:esgr§::tjsitzgﬁglrr‘eual‘:isnﬁccroer:é?egetr?irEAzilevaLAeErgIé:cr?e?r:iz:"?:so System-Specific Not applicable their associated screening dates to account creation dates to determine if
indicated, the frequel?cy ofgsuch rescregningj 9 Risk-based decision not to implement the organization meets the screening criteria for those individuals.
PS-3.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel screening control is implemented.
PS-4.1 Examine organizational records or documents to determine if the
. . - . . . organization: (i) revokes the information system accounts of terminated
gog‘l:;\lﬁIys'?n%gr;rgﬁiﬁosn'Svgr%n;sgggz[“im:{X"S(ggaﬂémﬂoymem' Ipersonnel; (i) conducts exit interviews of terminated personnel; (iii) collects|
o;ganization-defined timeyperiod]' . all information system-related property (e.g., keys, identification cards,
" - - . building passes) of terminated personnel; and (iv) retains access to official
ibn.d'l";gsg.ales/revokes any authenticators/credentials associated with the Satisfied documents and records on organizational information systems created by
PERSONNEL b1 c. Conducts exit interviews that include a discussion of [ASSIGNMENT: Common, Hybrid Partially satisfied terminated personnel.
PS4 TERMINATION MOD PS-4 organization-defined information security topics]; ISystem-Specific ot satisfied PS-4.2 Examine organizational records or documents to determine if the

d. Retrieves all security-related organizational information system-related
property;

le. Retains access to organizational information and information systems

formerly controlled by terminated individual; and

f. Notifies [ASSIGNMENT: organization-defined personnel or roles] within
[ASSIGNMENT: organization-defined time period].

Not applicable
Risk-based decision not to implement

lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel termination control is implemented.

Control Enhancements:

PS-4(2) Examine organizational records or documents to determine if the
organization employs automated mechanisms to notify organization-
defined personnel or roles upon termination of an individual.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

S«?cll?:i-(y Security Control Priori!yl . Security Control I.Sa\:‘:l:::iat;e eErEED Assessed Sgcurity Control o L Justification ) .
Control Name Baseline y Control and yp Control Information Effectiveness Findings / Deficiencies Found (must be completed if Assessed Security Control NIST 800-53A Assessment Steps Used Assessment Evidence
N Allocation (verify this type) (select one of the following) Effectiveness is Not Applicable or Risk-based decision
umber Assessed 5
not to implement)
PS-5.1 Examine organizational records or documents to determine if the
organization: (i) reviews information systems/facilities access
Control: The organization: authqnzat\qn; when persc_mn(_el afre rea§s{gn§d or transfe(red to qther
|a. Reviews and confirms ongoing operational need for current logical and F;:'St:?igs n’ghsm \?eeng;i%aalgig:‘::oa’:asangu(illgi:-?ma;esss :Sp_pé%[;?‘eolacfggzgéﬁig”
physical access authorizations to information systems/facilities when and eslgblisxwﬁg new accounts: an‘d chang?n% syslém accegss
gg‘;:ﬁ;::z::e reassigned or transferred to other positions within the 'v i i autho[izaqon) for personnel reassigned or transferred within the
PS5 PERSONNEL P2 b. Initiates [ASSIGNMENT: organization-defined transfer or ) Common, Hybrid, Ei:‘gz’;iae?ﬂed organization.

TRANSFER MOD PS-5 reASSIGNMENT actions] within [ASSIGNMENT. organization-defined ISystem-Specific Not applicable PS-5.2 Test the personnel transfer procedures of the organization by
time period following the formal transfer action; Risk-based decision not to implement comparing the information system authorizations of current personnel to
c.hModifies access auillworizglign as nezdsestié(:\‘mgs_srpond Wi“; any d P the rfccesgs authorizations ofytransferred personnel to detem?ine if all
g_ aN’Z)%i?ise ;n[:gesrlzz‘;ll?lrl:/laE:ﬁ?orgL;?\Sa:im- defined pers;:r}:':)? velnriezT personnel have appropriate authorizations for the information system.
within [ASSIGNMENT: organization-defined time period]. PS-5.3 Examine organizational records or documents to determine if the

lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel transfer control is implemented.
PS-6.1 Examine organizational records or documents to determine if the
organization: (i) completes appropriate access agreements (e.g.,
" isclosure ag| s, use ag| 1ts, rules of behavior,
Control: The organization: conflict-of-interest agreements) for individuals requiring access to
la. Develops and documents access agreements for organizational organizational information and information systems before authorizing
information systems; laccess; and (ii) reviews and updates the access agreements on an
b. Reviews and updates the access agreements [ASSIGNMENT: e lorganization-defined frequency.
- : 8 Satisfied
lorganization-defined frequency]; and partially satisfied
PS6 ACCESS P3 c. Ensures that individuals requiring access to organizational information |[Common, Hybrid, Not satisfied PS-6.2 Examine selected access agreements (e.g., nondisclosure
AGREEMENTS MOD PS-6 land information systems: ISystem-Specific Not applicable lagreements, acceptable use agreements, rules of behavior, conflict-of-
1. Sign appropriate access agreements prior to being granted access; Risk-g§sed decision not to implement interest agreements) for the information system to determine if the access
land P lagreements are: (i) signed and retained in accordance with the
2. Re-sign access agreements to maintain access to organizational documented organizational policy and procedures; and (ii) reviewed and
information systems when access agreements have been updated or updated by the organization on an organization-defined frequency.
[ASSIGNMENT: organization-defined frequency].
PS-6.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the access 1ts control is ir ]
PS-7.1 Examine organizational records or documents to determine if the
lorganization:(i) establishes personnel security requirements, including
security roles and responsibilities, for third-party providers (e.g., service
bureaus, contractors, and other organizations providing information system
. . . development, information technology services, outsourced applications,
Control: The organization: N " - - . "
la. Establishes personnel security requirements including security roles ”e‘W"IFk andtsecumy mznageTem), a_nd (i)y monitors thirdparty provider
land responsibilities for third-party providers; compliance to ensure adequate security.
b. Requires third-party providers to comply with personnel security e . .
P72 omine rpiztona ecrd o« docuris o deeme e
PS-7 PERSONNEL P ¢ Documents personnel security requirements; (Common, Hybrid, Not satisfied lacquisition-related documents in accordance with NIST Special

SECURITY MOD PS-7 d. Requires third-party providers to notify [ASSIGNMENT: organization- (System-Specific Not applicable Publication 800-35
defined personnel or roles] of any personnel transfers or terminations of Risk-g;jsed decision not to implement :
r;?ggzngr[fﬁzoﬁgfém&ﬁﬁfﬁig&?';ﬁfﬁg&;ﬁﬁmlals and/or PS-7.3 Interview selected organizational personnel with personnel security

' . PR " . 2 responsibilities to determine if the organization monitors third-party

[ASSIGNMENT: organization-defined time period]; and rovider compliance with personnel security requirements

le. Monitors provider compliance. P! P p ity req .
PS-7.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
actions to ensure that the third-party personnel security control is
implemented.
PS-8.1 Examine organizational records or documents to determine if the
lorganization employs a formal sanctions process for personnel failing to

Control: The organization: comply with established information security policies and procedures.

la. Employs a formal sanctions process for individuals failing to comply Satisfied

PERSONNEL o3 with established information security policies and procedures; and (Common, Hybrid Partially satisfied PS-8.2 Examine organizational records or documents including signed
PS8 SANCTIONS MOD PS-8 b. Notifies [ASSIGNMENT: organization-defined personnel or roles] 2 ’ Not satisfied rules of behavior to determine if the organization defines and conveys the

within [ASSIGNMENT: organization-defined time period] when a formal
lemployee sanctions process is initiated, identifying the individual
sanctioned and the reason for the sanction.

ISystem-Specific

Not applicable
Risk-based decision not to implement

formal sanctions process to organizational personnel.

PS-8.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the personnel sanctions control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

P " Last Date q e S
a q Priority | Security Control . Assessed Security Control| . . S Decision Justification
C’:ﬁ:jfﬁmg i Secur':lt;/ n(]::ntrol Baseline Security Control and Enhancements Type %e;""t:g‘l’ f '/]\fzf:‘s:ﬁtg " Effectiveness F|nd|ngsFl'Jzﬁft;0|en0|es (must be completed if Assessed Security NIST 800-53A Assessment Steps Used As;[?j::;m
Allocation (verify this type) Assessed (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
RA-1.1 Examine organizational records or documents to determine if risk
assessment policy and procedures: (i) exist; (ii) are documented; (iii) are
. i ation- disseminated to appropriate elements within the organization; (iv) are
Control: The organization: g - " " e V)
. ovoiops dorumas,anddsemintes o [ASSIGNMENT: pedcal feveved b responsble e i e gzt 1
organization-defined personnel or roles]: ‘Common P ! g P a :
1. A risk assessment policy that addresses purpose, scope, roles, - ~ . . . L .
fesponsibiities mahagermen commitment, coordnation among |t addional partaly saisfied equatcly adirasses purpose. scope. 1les. esponsibiios, management
RISK ASSESSMENT PL g - mp sl . yS pp Not satisfied commitment, coordination among organizational entities, and compliance.
RA-1 POLICY AND MOD RA-1 2. Procedures to facilitate the implementation of the risk assessment [policy/procedures Not applicable
PROCEDURES i i i . : e
Eollacgviaerﬁsassgﬂatje; enssth:S:SﬁSer:t? nt controls; and ﬁrebr'irszclgﬁﬁl):h's sa Risk-based decision not to RA-1.3 Examine the risk assessment procedures to determine if the
1' Risk assessmepr)\t olic [ASSIGNMENT' organization-defined Y | implement procedures are sufficient to address all areas identified in the risk assessment
n iy Rt policy sorg policy and all associated risk assessment controls.
requency]; and
gé?&iﬁ?ﬁj‘ﬁﬂ”}“ procedures [ASSIGNMENT: organization- RA-1.4 Examine organizational records or documents to determine if the
a Yl organization assigns responsibility to specific parties and defines specific
actions to ensure that the risk assessment policy and procedures control is
implemented.
RA-2.1 Examine the system security plan to determine if the security
categorization of the information system: (i) exists; (ii) is consistent with
FIPS 199; (iii) includes supporting rationale consistent with NIST Special
Control: The organization: Publication 800-60; and (iv) is reviewed and approved by designated
a. Categorizes information and the information system in accordance senior-level officials within the organization.
with applicable federal laws, Executive Orders, directives, policies, Satisfied
regulations, standards, and guidance; Partially satisfied RA-2.2 Interview selected organizational personnel with risk assessment
RA2 SECURITY MoglRArz b. Documents the security categorization results (including ICommon, Hybrid, Not satisfied responsibilities to determine if the security categorization process is conducted
CATEGORIZATION supporting rationale) in the security plan for the information system; [System-Specific Not applicable as an organization-wide exercise with the involvement of senior-level officials
and Risk-based decision not to including, but not limited to, authorizing officials, information system owners,
c. Ensures that the security categorization decision is reviewed and implement chief information officer, senior agency information security officer, and
approved by the authorizing official or authorizing official designated information owners.
representative.
RA-2.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security categorization control is implemented.
Control: The organization:
aazl?ijtﬂagf)faaaarﬁ?sm?ﬂé(:fr::ukt'hgcilzgylgzégzs“kjggoggsggure RA-3.1 Examine organizational records or documents to determine if the
disruption, modification, or destruction of the information system and ?rggrﬁqlrf:t%glislqséeriszs:j;ziglsssk izg rgii?:ronsuudrz odfig;':lur'l;r:ig;atm(:gsilgcraeﬁsgﬂt or
the information it processes, stores, or transmits; ! " N 0 SO TS ' ! Ny '
b. Documents risk assessment results in [Selection: security plan; - destruqlon of |nf0rmat|o_n and_ |nf<_)rmal|on_ systems that support its
risk assessment report; [ASSIGNMENT: organization-defined Sansfled . operations and assets (including |nf_ormat|on and information systems
. ! ! Partially satisfied managed/operated by external parties).
PL document]]; ICommon, Hybrid Not satisfied
RA-3 RISK ASSESSMENT MOD RA-3 c. Reviews risk assessment results [ASSIGNMENT: organization- s '

defined frequency;

d. Disseminates risk assessment results to [ASSIGNMENT:
organization-defined personnel or roles]; and

e. Updates the risk assessment [ASSIGNMENT: organization-
defined frequency] or whenever there are significant changes to the
information system or environment of operation (including the
identification of new threats and vulnerabilities), or other conditions
that may impact the security state of the system.

ISystem-Specific

Not applicable
Risk-based decision not to
implement

RA-3.2 Examine the risk assessment for the information system to determine if
the assessment is consistent with NIST Special Publications 800-30 and 800-
95.

RA-3.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the risk assessment control is implemented.

Template Date 2018 Clearance




Page 48

Security Self Assessment Template Rev. 4 Compliant Moderate 2021 Clearance

Security Control Information

Control Assessment Information

NIST Security
Control Number

Security Control
Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security Control
Effectiveness
(select one of the following)

Findings / Deficiencies
Found

Scoping Guidance/ Risk -Based
Decision Justification
(must be completed if Assessed Security
Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

Assessment
Evidence

VULNERABILITY
SCANNING

MOD RA-5 (1)(2)(5)

b. Employs vulnerability scanning tools and techniques that facilitate
interoperability among tools and automate parts of the vulnerability
management process by using standards for:

1. Enumerating platforms, software flaws, and improper
configurations;

2. Formatting checklists and test procedures; and

3. Measuring vulnerability impact;

c. Analyzes vulnerability scan reports and results from security
control assessments;

d. Remediates legitimate vulnerabilities [ASSIGNMENT:
organization-defined response times] in accordance with an
organizational assessment of risk; and

e. Shares information obtained from the vulnerability scanning
process and security control assessments with [ASSIGNMENT:
organization-defined personnel or roles] to help eliminate similar
vulnerabilities in other information systems (i.e., systemic
\weaknesses or deficiencies).

Control Enhancements:

(1) The organization employs vulnerability scanning tools that
include the capability to readily update the list of information system
vulnerabilities scanned.

(2) The organization updates the information system vulnerabilities
scanned [Selection (one or more): [ASSIGNMENT: organization-
defined frequency]; prior to a new scan; when new vulnerabilities are
identified and reported].

(3) Not Selected.

ICommon, Hybrid,
ISystem-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

AITETTTTY e SYSTENT are Taeen arta TEpoTEa.

RA-5.2 Examine the latest vulnerability scanning results to determine if the
organization uses appropriate scanning tools and techniques to conduct the
vulnerability scans.

RA-5.3 Examine the latest vulnerability scanning results to determine if patch
and vulnerability management is handled in accordance with NIST Special
Publication 800-40 (Version 2).

RA-5.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the vulnerability scanning control is implemented.

Control Enhancements:

RA-5(1) Examine organizational records or documents to determine if the
organization uses vulnerability scanning tools that have the capability to
readily update the list of information system vulnerabilities scanned.

RA-5(2) Examine organizational records or documents to determine if: (i) the
organization defines the frequency of updates for information system
\vulnerabilities scanned; and (i) the organization updates the list of information
system vulnerabilities scanned in accordance with the organization-defined
frequency or when new vulnerabilities are identified and reported.

RA-5(5) Examine organizational records or documents to determine if: (i) the
organization defines the list of information system components to which
iilacad i izad far calactad Wil ;
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

o A Last Date - e o
5 a Priority / Security Control : Assessed Security Control _— s Decision Justification
C':Inst.:o??\l(i:mlt));r Secuert;l"(':: pto! Baseline Security Control and Enhancements Type SCe(::r:It:I(:{ Irf}z:;sast;gn Effectiveness FlndmgsFlollJligmencms (must be completed if Assessed Security NIST 800-53A Assessment Steps Used AZ?[?:;:;ZM
Allocation (verify this type) s (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
SA-1.1 Examine organizational records or documents to determine if system
and services acquisition policy and procedures: (i) exist; (i) are documented;
(iii) are disseminated to appropriate elements within the organization; (iv) are
periodically reviewed by responsible parties within the organization; and (v)
Control: The organization: are updated, when organizational review indicates updates are required.
2}Q;Dai\ilzegl(t)i?;y-gggﬁgieggryszl:gedl '2??2""91?95 {0 [ASSIGNMENT: SA-1.1 Examine organizational records or documents to determine if system
1. A system and services acquisition policy that addresses purpose Common and services acquisition policy and procedures: (i) exist; (i) are documented;
i PO " ! e (iii) are disseminated to appropriate elements within the organization; (iv) are
iscope, roles, responsibilities, management commitment, - Satisfied A~ Ny . \ L P
SYSTEM AND coordination among organizational entities, and compliance; and Isfyz?grg/c;np?alli cation Partially satisfied g?en?J(;j)g::leydra/lﬁgegrggr:iezsa?igﬂir rlgv[i):\;/"ﬁ\sd‘iﬁg?;g T; dgrtg"smalfeatrlgtnqhﬁgg %
SERVICES P1 m ; ; i i .
POLICY AND ces acq .p Yy 4 lare in place, this is a ot app! . SA-1.3 Examine the system and services acquisition procedures to determine
PROCEDURES acquisition controls; and hybrid control Risk-based decision not to it th d fficient to add I identified in th 4 d
b. Reviews and updates the current: ybrid control. implement ! the procedures are sufficient to address all areas identilied In the systém an
1. System and senvices acquisition policy [ASSIGNMENT: services acquisition policy and all associated system and services acquisition
lorganization-defined frequency]; and controls.
g'r S;’;;Z?Q?]’jgesfﬁr:dc?feaﬁg;‘f';'on procedures [ASSIGNMENT: SA-1.4 Examine organizational records or documents to determine if the
g a vl organization assigns responsibility to specific parties and defines specific
actions to ensure that the system and services policy and procedures control
is implemented.
- SA-2.1 Examine organizational records or documents to determine if the
Control: The organization: o , - . -
a. Determines i%formation security requirements for the information e organization allocates, as part of |ts_cap|tal planning and investment
isystem or information system service in mission/business process Sa“.Sf'ed - .CoerI process, the resources rgqulred to adequalely_pro_tect the
o blanning; Partially satisfied information system consistent with NIST Special Publication 800-65.
. ALLOCATION OF . - : Common, Hybrid, Not satisfied
SA2 RESOURCES Mob sA-2 b.r;:t)ee(l:?:?éni(re\?lljr(:;)g::(r)?'ne:tzlt:r?]doﬁlilr?f%artrg;}l;ﬁ ;ess?:[fzzrﬁg:';d l;)rt System-Specific Not applicable SA-2.2 Examine organizational records or documents to determine if the
gf its capital plannin anﬁ investment control ?'OCESS_ and P Risk-based decision not to organization assigns responsibility to specific parties and defines specific
c Establl)isheg a discgrete line item for informat?on sect]rity in implement actions to ensure that the allocation of resources control is implemented
organizational programming and budgeting documentation.
L SA-3.1 Examine organizational records or documents to determine if the
Control: The organization: o . N : "
N " . . organization manages the information system using a system development life
2. Manages the !nformatlon system using [ASSIGNMENT' e cycle methodology that includes information security considerations.
lorganization-defined system development life cycle] that Satisfied
| fesmorsies nomalon seouly consErons. S—
SA-3 DEVELOPMENT LIFE MOD SA-3 : v 4 N ; Aybrid, " system development life cycle is consistent with NIST Special Publication 800-
CYCLE responsibilities throughout the system development life cycle; System-Specific Not applicable

c. Identifies individuals having information security roles and
responsibilities; and

d. Integrates the organizational information security risk
management process into system development life cycle activities.

Risk-based decision not to
implement

64

SA-3.3 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the life cycle support control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

o A Last Date - e o
. N Priority | Security Control q Assessed Security Control _— s Decision Justification
C'\(lwlnst-:o??\l(i:mlt));r Secu;"tz’f: pto! Baseline Security Control and Enhancements Type Sce(::r:'t:';{ Irﬁiﬁ;sastﬁ)rn Effectiveness ) FmdmgsFloll)ligmenmes (must be com_pleled if_Assessed Securiw NIST 800-53A Assessment Steps Used Af;[?;;nim
Allocation (verify this type) s (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
a. Security functional requirements; organization’s acquisition of commercial information technology products
b. Security strength requirements; is consistent with NIST Special Publication 800-23.
c. Security assurance requirements;
d. Security-related documentation requirements; SA-4.3 Examine organizational records or documents to determine if
le. Requirements for protecting security-related documentation; references to security configuration settings and security implementation
f. Description of the information system development environment guidance in organizational acquisitions are consistent with NIST Special
and environment in which the system is intended to operate; and Publication 800-70.
9. Acceptance criteria.
SA-4.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
Control Enhancements: actions to ensure that the acquisitions control is implemented.
(1) The organization requires the developer of the information
system, system component, or information system service to provide Control Enhancements:
a description of the functional properties of the security controls to Satisfied SA-4(1) Examine organizational records or documents to determine if the
be employed._ _ . ) _ Partially satisfied orga_nize_uion req_uires in ag:quisition docum_ents that vendorslcontractor_s
aa ACQUISITION MOD S/:Al(l) ) (2) The organization requires th_e develo_per of the |nf0rma1|on _|common, Hybrid, Not satisfied provide information descnbln_g in thve funcuqnal properties of the_ security
- PROCESS (10) system, system component, or |nformat|on system service to provide System-Specific Not applicable controls to be employed wlthln the |nforn_'1at|op system, |nform_at|on system
design and implementation information for the security controls to be Risk-based decision not to components, or information system services in sufficient detail to permit
employed that includes: [Selection (one or more): security-relevant implement analysis and testing of the controls.
lexternal system interfaces; high-level design; low-level design; P
source code or hardware schematics; [Assignment: organization- SA-4(2) Examine organizational records or documents to determine if the
defined design/implementation information]] at [Assignment: organization requires in acquisition documents that vendors/contractors
lorganization-defined level of detail]. provide information describing the design and implementation details of the
(3) Not Selected. security controls to be employed within the information system, information
(4) Not Selected. system components, or information system services (including functional
(5) Not Selected. interfaces among control components) in sufficient detail to permit analysis
(6) Not Selected. and testing of the controls.
(7) Not Selected.
(8) Not Selected. SA-4(9) Examine organizational records or documents to determine if the
(9) The organization requires the developer of the information organization requires the developer of the information system, system
isystem, system component, or information system service to identify component, or information system service to identify early in the system
early in the system development life cycle, the functions, ports, development life cycle, the functions, ports, protocols, and services intended
protocols, and services intended for organizational use. for organizational use.
e T TS T T TS U U U T TE T O T TOT T TE T TO T e TSy STETTT;
lsystem component, or information system service that describes:
1. Secure configuration, installation, and operation of the system,
icomponent, or service; SA-5.1 Examine organizational records or documents to determine if the
2. Effective use and maintenance of security functions/mechanisms; organization ensures that adequate documentation for the information
land isystem and its constituent components is available, protected when
3. Known vulnerabilities regarding configuration and use of required, and distributed to authorized personnel.
administrative (i.e., privileged) functions; Obtains, protects as
required, and makes available to authorized personnel, user SA-5.2 Examine organizational records or documents to ensure that
documentation for the information system that describes: Satisfied administrator and user guides include information on: (i) configuring,
b. Obtains user documentation for the information system, system partially satisfied installing, and operating the information system; and (ii) effectively using
INFORMATION P2 component, or information system service that describes: Common, Hybrid Not sat)ilsfied the system's security features.
SA5 SYSTEM MOD SA-5 1. User-accessible security functions/mechanisms and how to Syst S y_f ! Not licabl
DOCUMENTATION leffectively use those security functions/mechanisms; ystem-speciiic Riosk?t‘;:slgz dgcision ot to SA-5.3 Examine organizational records or documents to determine if the
2. Methods for user interaction, which enables individuals to use the implement organization assigns responsibility to specific parties and defines specific
lsystem, component, or service in a more secure manner; and P actions to ensure that the information system documentation control is
3. User responsibilities in maintaining the security of the system, implemented.
icomponent, or service;
c. Documents attempts to obtain information system, system SA-5.6 Examine organizational records or documents to determine if the
icomponent, or information system service documentation when such information system documentation describes the functional properties of
’documentation is either unavailable or nonexistent and the security controls employed within the system with sufficient detail to
[ASSIGNMENT: organization-defined actions] in response; permit analysis and testing of the controls.
d. Protects documentation as required, in accordance with the risk
management strategy; and
o " :
SA-8.1 Examine organizational records or documents to determine if the
Satisfied organization considers security design principles in the development and
Control: The organization applies information system security Partially satisfied Rﬂﬁgﬁgtﬂa};ﬁggghe information system consistent with NIST Special
sas ENSCEI(;I%E:;IT\IG MO;lsAVS lengineering principles in the specification, design, development, Common, Hybrid, Not satisfied :
PRINCIPLES implementation, and modification of the information system. System-Specific Not applicable

Risk-based decision not to
implement

SA-8.2 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
actions to ensure that the security design principles control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based

o A Last Date - e o
. N Priority | Security Control q Assessed Security Control _— s Decision Justification
C'\(lwlnst-:o??\l(i:mlt));r Secu;"tz’f: pto! Baseline Security Control and Enhancements Type Sce(::r:'t';';{ Irﬁiﬁ;sastﬁ)rn Effectiveness FmdmgsFloll)ligmenmes (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Af;[?;;nim
Allocation (verify this type) s (select one of the following) Control Effectiveness is Not Applicable or|
Risk-based decision not to implement)
SA-9.1 Examine organizational records or documents to determine if the
organization ensures that third-party providers of information system
Control: The organization: services employ adequate security controls in the information systems
a. Requires that providers of external information system services providing such services in accordance with applicable federal laws,
comply with organizational information security requirements and directives, policies, regulations, standards, guidance, and established
employ appropriate security controls in accordance with applicable service level agreements.
federal laws, Executive Orders, directives, policies, regulations,
standards, and guidance; SA-9.2 Examine organizational records or documents to determine if the
b. Defines and documents government oversight and user roles and Satisfied organization regularly reviews/analyzes outsourced information system
responsibilities with regard to external information system services; Partially satisfied iservices for indications of inappropriate or unusual activity, investigates
EXTERNAL P1 and Common, Hybrid Not sal)ilsfied suspicious activity or suspected violations, reports findings to appropriate
SA-9 INFORMATION MOD SA-9(2)  |c. Employs [ASSIGNMENT: organization-defined processes, S stem-é eY:ific ! Not applicable officials, and takes necessary actions.
SYSTEM SERVICES methods, and techniques] to monitor security control compliance by > P Risk-ggsed decision not to
external service providers on an ongoing basis. implement SA-9.3 Examine organizational records or documents to determine if the
P organization assigns responsibility to specific parties and defines specific
Control Enhancements: actions to ensure that the outsourced information system services control is
(1) Not Selected. implemented.
(2) The organization requires providers of [ASSIGNMENT:
lorganization-defined external information system services] to identify Control Enhancements:
the functions, ports, protocols, and other services required for the SA-9(2) Examine organizational records or documents to determine if the
use of such services. organization requires providers of organization-defined external information
system services to identify the functions, ports, protocols, and other services
required for the use of such services.
Control: The organization requires the developer of the information
system, system component, or information system service to:
a. Perform configuration management during system, component, or
service [Selection (one or more): design; development;
implementation; operation]; _ . - Lo
b. Document, manage, and control the integrity of changes to satisfied SA-10 E>t<_am|ne o_rgantllfattlpnfal rectprds ortdoctémenlts to (j/gtfrmlr\te if the
[ASSIGNMENT: organization-defined configuration items under atisiied organization requires that information system developersfintegrators: (i)
DEVELOPER o1 configuration management]; Partially satisfied perform configuration management during information system: -design; -
o Common, Hybrid, Not satisfied development; -implementation; and -operation; (ii) manage and control
SA-10 CONFIGURATION MOD SA-10 - o > : - - ;
MANAGEMENT g;):\Tppljlir;r.\etng?zlgrgirgsn|zat|on approved changes to the system, System-Specific Not applicable changes to the information system during: -design; -development; -
d. Document approved changes to the system, component, or _Rlsk-based decision not to |mplemept§mon; and -modification; (iii) implement pnly orggnlzallon-a_pproved
Ny " > ; implement changes; (iv) document approved changes to the information system; and (v)
service and the potential security impacts of such changes; and N .
Ny - et track security flaws and flaw resolution.
e. Track security flaws and flaw resolution within the system,
icomponent, or service and report findings to [ASSIGNMENT:
lorganization-defined personnel].
SA-11.1 Examine the information system developer's organizational records or
Control: The organization requires the developer of the information documents to determine if the developer creates a security test and evaluation
isystem, system component, or information system service to: plan, implements the plan, and documents the results.
a. Create and implement a security assessment plan; Satisfied
b. Perform [Selection (one or more): unit; integration; system; Partially satisfied SA-11.2 Examine organizational records or documents to determine if the
sa11 SER R G P1 regression] testing/evaluation at [ASSIGNMENT: organization- Common, Hybrid, Not satisfied organization includes the developer’s security test and evaluation results in the
AND EVALUATION MOD SA-11 defined depth and coverage]; System-Specific Not applicable organization’s Plan of Action and Milestones.
c. Produce evidence of the execution of the security assessment Risk-based decision not to
plan and the results of the security testing/evaluation; implement SA-11.3 Examine organizational records or documents to determine if the
d. Implement a verifiable flaw remediation process; and organization assigns responsibility to specific parties and defines specific
e. Correct flaws identified during security testing/evaluation. actions to ensure that the developer security testing control is
implemented.
SUPPLY CHAIN SELECTED FOR
SA-12 PROTECTION HiGHONLY  |Not Selected
SA-13 ITRUSTWORTHINESS| NOT SELECTED  |Not Selected
CRITICALITY
SA-14 ANALYSIS NOT SELECTED  |Not Selected
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Security Control Information Control Assessment Information
Last Date Scoping Guidance/ Risk -Based Decision
NIST Security 3 Priority | Security Control 5 Assessed Security - S erf Justification
Control Cnﬁter((:)lljz\lltayme Baseline Security Control and Enhancements Type %?;:';{ Irﬁ:?:‘s;gn Control Effectiveness FmdlngsFloll)l(re‘chencles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
X R SC-1.1 Examine organizational records or documents to determine if
gogg\?él;h: zlgcaunr::n“tgn'and disseminates to system and communications protection policy and procedures: (i)
[A.SSIGNI\F/)IE'NT' or anizénion-defined ersonnel or exist; (i) are documented; (iii) are disseminated to appropriate
roles]: - 019 P elements within the organization; (iv) are periodically reviewed by
1A System and communications protection policy responsible parties within the organization; and (v) are updated, when
that addresses purpose, scope, roles, %rgiigltzezuﬁng‘;tfglgx required
responsibilities, management commitment, Common p a :
Eggg;{;?:é? aar:réong organizational entities, and f additional Satisfied SC-1.2 Examine the system and communications protection policy to
SYSTEM AND ] > e Exa €
COMMUNICATION P1 2. Procedures to facilitate the implementation of the |system/application Pamall_y s_atlsfled de‘e”“”.‘e. |_f_the policy adequately aqdresses purpose, scope, roles,
Lo . h . Not satisfied responsibilities, management commitment, coordination among
SC-1 S PROTECTION MOD SC-1 system and communications protection policy and  [policy/procedures Not applicable organizational entities. and compliance
P;%'z':‘égéggs associated system and communications protection [are in place, this is Risk—gssed decision not to 9 ' P :
gog;c\),lisév\;asngnd updates the current: @ hybrid control. implement SC-1.3 Examine the system and communications protection
1' System and co?nmunications rofection olic procedures to determine if the procedures are sufficient to address all
[AS%IGNMENT' or anization-de?ined fre upenc )i areas identified in the system and communications protection policy
and - 019 a i and all associated system and communications protection controls.
2;;?&52:[‘:;;2’3&%?\#925 grt\?;?t:itzl)?\rjdefined SC-1.4 Examine organizational records or documents to determine if
?re uency] - 09 the organization assigns responsibility to specific parties and defines
a Yl specific actions to ensure that the system and communications
protection policy and procedures control is implemented.
SC-2.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
Satisfied documentation) to determine if the information system physically
Control: The information system separates user Partially satisfied and/or logically separates user functionality (including user interface
sc2 APPLICATION MoglsC-Z functioﬁality (including useyr interfacg services) from Common, Hyb(id, Not satisfied services) frqm infprmation system management functionality and how
PARTITIONING X : N . System-Specific Not applicable the separation is implemented and enforced.
information system management functionality. h .
Risk-based decision not to
implement SC-2.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the application partitioning control is
implemented.
SECURITY
SELECTED FOR
sc-3 FUNCTION Not Selected
ISOLATION HIGH ONLY
Satisfied
INFORMATION IN P1 Control: The information system prevents Common, Hybrid Zﬁ?g‘g{;@fﬂed SC-4 Examine organizational records or documents to determine if
sc-4 SHARED MOD SC-4 unauthorized and unintended information transfer S stem-é eycific ! Not applicable the information system prevents unauthorized and unintended
RESOURCES via shared system resources. Y P Risk-tr:gsed decision not to information transfer via shared system resources.
implement
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. S : Last Date : =
NIST Security 3 Priority | Security Control 5 Assessed Security - S erf Justification
Control Cnﬁter((:)lljz\lltayme Baseline Security Control and Enhancements Type %?;:';{ Irﬁ:?:‘s;gn Control Effectiveness FmdlngsFloll)l(re‘chencles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-5.1 Examine organizational records or documents (including
developer design documentation) to determine if the information
lsystem protects against or limits the effects of the organization-
ﬁn(:ir:;r?llw'eTgf?el :t?[)Tfﬁf?oﬁﬁﬁﬁg tp;g;zc; :gﬁ;gf; for E 2?1 52 I? dsat.sf.ed defined types of denial of service attacks.
DENIAL OF P1 service attacks: [ASSIGNMENT: organization- Common, Hybrid Not Isat)ilsfiecli ! SC-5.2 Examine organizational records or documents to determine if
sc-5 SERVICE MOD SC-5 i i i Al f izati i imi
ceined pes of dei ofSevie aaclsr oy Specic Notapicabe (e geizalon s aworited oot prtetagars o i he
employing [ASSIGNMENT: organization-defined .R'ST'baSEd decision not to
security safeguards]. implement SC-5.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the denial of service protection control
is implemented.
sc6 RESOIRCE, | NOT SELECTED |Not Selected
b. Tmplements subnetworks Tor publicly accessible the organization assigns responsibility to specific parties and defines
system components that are [Selection: physically; specific actions to ensure that the boundary protection control is
logically] separated from internal organizational implemented.
networks; and
c. Connects to external networks or information SC-7.5 Interview selected organizational personnel with system and
systems only through managed interfaces communications protection responsibilities and examine
consisting of boundary protection devices arranged organizational records or documents to determine if: (i) the
in accordance with organizational security organization physically allocates publicly accessible information
architecture. system components (e.g., public web servers) to separate
isubnetworks with separate, physical network interfaces; and (i) the
organization prevents public access into the organization’s internal
Control Enhancements: networks except as appropriately mediated.
(1) Not Selected.
(2) Not Selected. Control Enhancements:
(3) The organization limits the number of external SC-7(3) Examine organizational records or documents to determine if
network connections to the information system. Satisfied the organization limits the number of access points to the information
o1 (4) Thtle organization: A intertace f " Partially satisfied syskt:'em tg allow for_mo_re comzrehenswke mfrf)_nnonng of inbound and
sc-7 BOUNDARY MOD SC-7(3) (4) 2;(['2:2;"{1;25;migii%‘zorllﬂézwéi\gg; or eacl Common, Hybrid, Not safisfied loutbound communications and network traffic.
PROTECTION e b. Establishes a traffic flow policy for each managed|SYStem-Specific g%tkagsggzlﬁic's'on notto SC-7(4) Examine organizational records or documents to determine if
interface; inrllplement ISt (i) the organization defines the frequency for reviewing exceptions to
c. Protects the confidentiality and integrity of the traffic flow policy; (i) the organization implements a managed
information being transmitted across each interface; interface for each external telecommunication service; (iii) the
d. Documents each exception to the traffic flow lorganization establishes a traffic flow policy for each managed
policy with a supporting mission/business need and interface; (iv) the organization employs security controls as needed to
duration of that need; protect the confidentiality and integrity of the information being
e. Reviews exceptions to the traffic flow policy transmitted; (v) the organization documents each exception to the
[ASSIGNMENT: organization-defined frequency]; traffic flow policy with a supporting mission/business need and
and removes exceptions that are no longer duration of that need; (vi) the organization reviews exceptions to the
supported by an explicit mission/business need. traffic flow policy in accordance with the organization-defined
(5) The information system at managed interfaces frequency; and (vii) the organization removes traffic flow policy
degieﬁ network coanunicati_ons_ traffic k?fy dgfault exce_pti%]s that are nodlonger supported by an explicit
and allows network communications traffic by mission/business need.
exception (i.e., deny all, permit by exception).
(6) HIGH Only. SC-7(5) Examine organizational records or documents to determine if
(7) The information system, in conjunction with a (i) the information system, at managed interfaces, denies network
remaote device, prevents the device from traffic by defa and (i) the infaumation.sys atno &0ore
[documentation) to determine if the information system protects the
integrity of transmitted information and how the integrity protections
are implemented (i.e., mechanisms, tools, techniques, and
Control: The information system protects the technologies).
integrity of transmitted information. Satisfied
Control Enhancemems: _ Partially satisfied SC-8.2 Egam_ine org_anizational recgrds or docvu‘memsv to determine if
TRANSMISSION P1 (1) The organization employs cryptogrgphlc . Common, Hybrid, Not safisfied the organization assigns responsmlllty to sp_ecmc parties anc_j defines
sc-8 MOD SC-8 (1) |mechanisms to recognize changes to information specific actions to ensure that transmission integrity control is

INTEGRITY

during transmission unless otherwise protected by
alternative physical measures.

System-Specific

Not applicable
Risk-based decision not to
implement

implemented.

Control Enhancements:

SC-8(1) Examine the information system documentation or test the
information system to determine if the organization employs
cryptographic mechanisms to recognize changes to information

during transmission unless otherwise protected by alternative physical

Template Date 2018 Clearance




Page 54

Security Self Assessment Template Rev. 4 Compliant Moderate 2021 Clearance

Security Control Information

Control Assessment Information

NIST Security
Control
Number

Security
Control Name

Priority |
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date
Security
Control

Assessed

Assessor
Information

Assessed Security
Control Effectiveness
(select one of the following)

Findings / Deficiencies
Found

Scoping Guidance/ Risk -Based Decision
Justification
(must be completed if Assessed Security
Control Effectiveness is Not Applicable or
Risk-based decision not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

SC-10

NETWORK
DISCONNECT

P2
MOD SC-10

Control: The information system terminates the
network connection associated with a
communications session at the end of the session
or after [ASSIGNMENT: organization-defined time
period] of inactivity.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-10.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
’documentation) to determine if the information system terminates a
network connection at the end of a session or after an organization-
defined time period of inactivity and how the connection is terminated.

SC-10.2 Test the network disconnection capability for the information
system by leaving an open session for a specified amount of time to
determine if the system terminates the network connection as
expected.

SC-10.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the network disconnect control is
implemented.

SC-11

TRUSTED PATH

NOT SELECTED

Not Selected

SC-12

CRYPTOGRAPHIC
KEY
ESTABLISHMENT

MANAGEMENT

P1
MOD SC-12

Control: The organization establishes and manages
cryptographic keys for required cryptography
lemployed within the information system in
accordance with [ASSIGNMENT: organization-
defined requirements for key generation,
distribution, storage, access, and destruction].

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-12.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
documentation) to determine if the information system employs
automated mechanisms with supporting procedures or manual
procedures for cryptographic key

establishment and management and how the mechanisms and
procedures are implemented.

SC-12.2 Test the information system cryptographic key establishment
and management by using the automated mechanisms to walk a test
key through all the phases of its lifecycle from generation to
revocation.

SC-12.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the cryptographic key establishment
and management control is implemented.

Control Enhancements:

SC-12(1) Examine organizational records or documents to determine
if the organization maintains availability of information in the event of
the loss of cryptographic keys by users.

SC-13

CRYPTOGRAPHIC
PROTECTION

Pl
MOD SC-13

Control: The information system implements
[ASSIGNMENT: organization-defined cryptographic
uses and type of cryptography required for each
use] in accordance with applicable federal laws,
Executive Orders, directives, policies, regulations,
and standards.

Common, Hybrid,
System-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to
implement

SC-13.1 Examine organizational records or documents (including
developer design documentation) to determine if the employed
cryptography complies with applicable federal laws, directives,
policies, regulations, standards, and guidance, including FIPS 140-2
which requires the system to perform all cryptographic operations
(including key generation) using FIPS 140-2 validated cryptographic
modules operating in approved modes of operation.

SC-13.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the use of validated cryptography
control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

. - o Last Date q b
NIST Security q Priority | Security Control q Assessed Security N 79 q Justification
Control coﬁai?ane Baseline Security Control and Enhancements Type %?;:2{ Irﬁ:?:‘?t::n Control Effectiveness FlndlngsFIoll)l(re‘Eclenc|es (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-15.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
documentation) to determine if the information system prohibits
remote activation of collaborative computing mechanisms (e.g., video
Control: The information system: Satisfied and audio conferencing) and provides an explicit indication of use to
a. Prohibits remote activation of collaborative Partially satisfied the local users (e.g., use of camera or microphone) and how remote
COLLABORATIVE P1 computing devices with the following exceptions: Common, Hybrid Not sat)i,sfied activation of collaborative computing is prohibited.
sc-15 COMPUTING MOD sC-15  |[[ASSIGNMENT: organization-defined exceptions S tem-é )leific ! Not licabl
DEVICES where remote activation is to be allowed]; and yS pe otapplicable SC-15.2 Test the information system by attempting to remotely control
b. Provides an explicit indication of use to users Rlsk-based decision not to video or audio capabilities to determine if remote activation of
N P N implement N pab N N "
physically present at the devices. collaborative computing mechanisms is restricted.
SC-15.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the collaborative computing control is
implemented.
TRANSMISSION
SC-16 OF SECURITY | NOT SELECTED |Not Selected
ATTRIBUTES
SC-17.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents to determine if the organization
Common Satisfied develops and implements a certificate policy and certification practice
Control: The organization issues public key Partially satisfied statement for the issuance of public key certificates used in the
scar N M R Momacay |certificates under an [ASSIGNMENT: organization- [Provided by VDC, if Not satisfied information system and how the policy is implemented in the
E CERTIFICATES defined certificate policy] or obtains public key applicable Not applicable information system.
certificates from an approved service provider. Risk-based decision not to
implement SC-17.2 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
ispecific actions to ensure that the public key infrastructure certificates
control is implemented.
SC-18.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
organizational records or documents to determine if the organization:
(i) establishes usage restrictions and implementation guidance for
X R mobile code technologies based on the potential to cause damage to
goggﬁ:;ezh:cg;g;;g:l:;& unacceptable mobile the information system if used maliciously; (i) documents, monitors,
. - e Satisfied and controls the use of mobile code within the information system;
code and mobile code technologies; parti o h A e :
" o artially satisfied and (iii) requires organizational officials to approve the use of mobile
P2 b. Establishes usage restrictions and Common, Hybrid Not satisfied code
sc-18 MOBILE CODE MOD sc-18  |implementation guidance for acceptable mobile . Hvorid, !

code and mobile code technologies; and
c. Authorizes, monitors, and controls the use of
mobile code within the information system.

System-Specific

Not applicable
Risk-based decision not to
implement

SC-18.2 Test the information system by attempting to run mobile code
in an application where it is specifically prohibited to determine if the
lorganization implements mobile code usage restrictions.

SC-18.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the mobile code control is
implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

o S : Last Date : =
NIST Security 3 Priority | Security Control 5 Assessed Security - S erf Justification
Control Cnﬁter((:)lljz\lltayme Baseline Security Control and Enhancements Type %?;:';{ Irﬁ:?:‘s;gn Control Effectiveness FmdlngsFloll)l(re‘chencles (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
SC-19.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents to determine if the organization:
(i) establishes usage restrictions and implementation guidance for
\VoIP technologies based on the potential to cause damage to the
- information system if used
Control: The organization: Common . maliciously; (?;) documents, monitors, and controls the use of VoIP
a. Establishes usage restrictions and Satisfied . d : " " S .
N . . > > e within the information system; and (jii) requires organizational officials
implementation guidance for Voice over Internet This control is most Partially satisfied o anprove the use of VoIP
sc19 V&'?gpoN‘SR MODPéC 19 |Protocol (VoIP) technologies based on the potential | o1 Not satisfied Pp! .
i - to cause damage to the information system if used ikely Not Not applicable . .
PROTOCOL maliciously: and Applicable. Risk-based decision not to SC-19.2 Test the VolP capability by attempting to spoof or mask a
b. Authorizes, monitors, and controls the use of 831;‘%?1& implement caller's identity.
VoIP within the information system. SC-19.3 Test the VolIP capability by attempting to generate enough
network volume to create a denial of service attack.
SC-19.4 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the VolP control is implemented.
SC-20.1 Interview selected organizational personnel with system and
communications protection responsibilities and examine
lorganizational records or documents (including developer design
documentation) to determine if the information system (i.e.,
authoritative domain name servers) that provides the name lookup
Control: The information system: service for accessing organizational information resources to entities
a. Provides additional data origin and integrity across the Internet provides artifacts for data origin authentication and
artifacts along with the authoritative name resolution Common Satisfied data integrity to enable users to obtain message authentication and
SECURE NAME / data the system returns in response to external Partially satisfied message integrity assurances for the information received during
Régglif‘ﬁgN P1 name/address resolution queries; and Provided by VDC Not safisfied network-based transactions and how the information system provides
SC-20 SERVICE MOD SC-20  |b. Provides the means to indicate the security and/or EDUCATE Not applicable artifacts for data origin authentication and data integrity.
(AUTHORITATIVE status of child zones and (if the child supports Risk-based decision not to
SOURCE) secure resolution services) to enable verification of implement SC-20.2 Test the information system by attempting to launch known
a chain of trust among parent and child domains, P attacks against the domain name servers.
'when operating as part of a distributed, hierarchical
namespace. SC-20.3 Examine organizational records or documents to determine if
the organization assigns responsibility to specific parties and defines
specific actions to ensure that the secure name lookup service
(authoritative source) control is implemented.
SE%%EEQQQAE’ Control: The information system requests and gztlt?eftllle;satisfied SC-21 Examine the information system documentation or test the
RESOLUTION p1 performs data origin authentication and data Common, Hybrid Not safisfied information system to determine if the information system performs
sC-21 SERVICE Mopsc21  |integrity verification on the name/address resolution S stem-é ecific ! Not applicable data origin authentication and data integrity verification on the
(RESUCRS'VE OR responses the system receives from authoritative Y P Risk-t?;)sed decision not to name/address resolution responses the system receives from
RE/;OT:;VER) sources. implement authoritative sources when requested by client systems.
ARCHITECTURE Common Satisfied SC-22 Examine the information system documentation or test the
AND Control: The information systems that collectively Partially satisfied information system to determine if: (i) the information systems that
sca2 PROVISIONING VoL Sc.22  |Provide name/address resolution service for an Provided by VDC Not satisfied collectively provide name/address resolution service for an
NAME/ADDRESS organization are fault-tolerant and implement and/or EDUCATE Not applicable organization are fault tolerant; and (ii) the information systems that
RESOLUTION internal/external role separation.. Risk-based decision not to collectively provide name/address resolution service for an
SERVICE implement lorganization implement internal/external role separation.
Common Salifsfied -
Partially satisfied . . N . L
SESSION PL Control: The information system protects the . Not satisfied _SC-23 T_est the |nf0rmal!on system cgnflgurallon to determine |f_1he
sc-23 AUTHENTICITY MOD SC-23 " Provided by VDC information system provides mechanisms to protect the authenticity of

authenticity of communications sessions.

Not applicable
Risk-based decision not to
implement

communications sessions.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

: s : Last Date - PP
NIST Security 3 Priority | Security Control 5 Assessed Security - S erf Justification
Control SecHty Baseline Security Control and Enhancements Type Secinty Assesspr Control Effectiveness Bcimusnehiciencies (must be completed if Assessed Security NIST 800-53A Assessment Steps Used Assessment Evidence
Control Name 3 . p Control Information 5 Found h : :
Number Allocation (verify this type) e (select one of the following) Control Effectiveness is Not Applicable or
Risk-based decision not to implement)
FAIL INKNOWN | SELECTED FOR
SC-24 STATE HIGH ONLY Not Selected
SC-25 THIN NODES NOT SELECTED [Not Selected
SC-26 HONEYPOTS NOT SELECTED [Not Selected
PLATFORM-
sc-27 INDEPENDENT | NOT SELECTED |Not Selected
APPLICATIONS
Satisfied
Control: The information system protects the Partially satisfied SC-28 Examine organizational records or documents to determine if
sco8 RN Monacos |[Selection (one or more): confidentiality; integrity] of [Common, Hybrid, Not satisfied the information system protects the confidentiality and integrity of
REST [ASSIGNMENT: organization-defined information at |System-Specific Not applicable information at rest.
rest]. Risk-based decision not to
implement
SC-29 HETEROGENEITY | NOT SELECTED |Not Selected
CONCEALMENT
SC-30 NOT SELECTED |Not Selected
DISDIRECTION
COVERT
sc-31 CHANNEL NOT SELECTED |Not Selected
ANALYSIS
INFORMATION
SC-32 SYSTEM NOT SELECTED [Not Selected
PARTITIONING
NON-MODIFIABLE
SC-34 EXECUTABLE | NOT SELECTED |Not Selected
PROGRAMS
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Security Control Information

Control Assessment Information

Scoping Guldancel Risk -Based Decision

NIST . n -
" a Priority / Security Control p Assessed Security Control cation
?:e:r:‘t:g)ll Secu?‘t;’"?: btol Baseline Security Control and Enhancements Type I(.:aos':t?;ti::::sr:g "ﬁzf:f:‘s;" Effectiveness Findings / Deficiencies Found (must be compleled if Assessed Secumy Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) (select one of the following) is Not A} or Risk-b:
not to implement)
SI-1.1 Examine organizational records or documents to determine if
system and |nformat\on integrity policy and procedures: (i) exist; (ii) are
documented; (iii) are to appropriate within the
" PN [ 1; (iv) are reviewed by parties within the
;:OSZ‘?;'I;—;‘: z;gcinrlxzeav:gn‘and disseminates to [ASSIGNMENT: organizalion; and (v) are updated, when organizational review indicates
lorganization-defined personnel or roles]: updates are required.
1. A system and information integrity pollcy Ihat addresses purpose, Common . : P . -
scope, roles, coordination SI-1.2 Examine the system and information integrity policy to determine if
amopn or an;zatroala\‘:;;:esll‘a?d com, Ilance and if additional Satisfied lthe policy adequately addresses purpose, scope, roles, responsibilities,
Iz:%;%’&ﬁ"“o% - . Pru?:edgres to facilitate the \mplemen’tjallon of the system and syslem/appl\r::auon Partially satisfied imanagement commitment, coordination among organizational entities, and
SI- N li isfi
L INTEGRITY POLICY MOD SI-1 information integrity policy and system and i n polic | © II:G Not Sa['?f'egl compliance.
AND PROCEDURES integrity controls; and are in place, this is a Not applicable . . . - .
b. Reviews and updates the current: hybrid control. Risk-based decision not to implement SI-1.3 Examine the system and information integrity procedures to
1' System and infzrmanon integri .olic [ASSIGNMENT: organization- determine if the procedures are sufficient to address all areas identified in
déflr):ed frequency]; and grity policy - 0rg the system and information integrity policy and all associated system and
2. System and information integrity procedures [ASSIGNMENT: information integrity controls.
organization-defined frequency]. SI-1.4 Examine organizational records or documents to determine if the
1 assigns responsibility to specific parties and defines specific
lactions to ensure that the system and information integrity policy and
iprocedures control is implemented.
SI-2.1 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the organization
identifies recently announced software flaws and potential vulnerabilities
resulting from those flaws that may affect the information system.
SI-2.2 Examine organizational records or documents to determine if the
organization installs newly released security patches, service packs, and
lhot fixes on the information system in a reasonable timeframe in
(Control: The organization: laccordance with organizational policy and procedures.
a. Identifies, reports, and corrects information system flaws; -~ . " y
b. Tests software and firmware updates related to flaw remediation for Sl' 2.3 Interview selected urg%q};atlona:jl persqnngl "‘r’:m system and
ricmatoninery responsiie o dterne e gzt
c. Installs security-relevant software and firmware updates within P g oo gl
|ASSIGNMENT: organization-defined time period] of the release of the Satisfied m"""g”"g' or "I;C'de"' oo alc"‘/"'efj'" an Z"pe”""’“s manner in
Updates; and - i partially satisfied laccordance with organizational policy and procedures.
g P1 ommon, Hybrid,
sz FLAW REMEDIATION MOD SI-2 (2) flaw r into the o @l System-Specific Not satisfied SI-2.4 Examine organizational records or documents to determine if the

managemenl process.

IControl Enhancements:

(1) HIGH ONLY.

(2) The organization employs automated mechanisms [ASSIGNMENT:
lorganization-defined frequency] to determine the state of information
isystem components with regard to flaw remediation.

Not applicable
Risk-based decision not to implement

lorganization tests information system patches, service packs, and hot fixes
[for effectiveness and potential side effects before installation.

SI-2.5 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the flaw remediation control is implemented.

Control Enhancements:

SI-2(2) Examine organizational records or documents to determine if (i) the
organization defines the frequency of employing automated mechanisms
to determine the state of information system components with regard to
flaw remediation; and (ii) the organization employs automated mechanisms
in accordance with the organization-defined frequency to determine the
state of information system components with regard to flaw remediation.
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Security Control Information

Control Assessment Information

NIST

Scoping Guldancel Risk -Based Decision

" o Priority / Security Control o Assessed Security Control cation
?:e:r:‘t:g)ll Secu?‘t;’"?: btol Baselipe Security Control and Enhancements _Type I(.:aos':t?;ti::::sr:g "ﬁzf:f:‘s;" Effectiveness Findings / Deficiencies Found (must be compleled if Assessed Secumy Control NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) (select one of the following) is Not A} or Risk-based decision
not to implement)
mplo) malicious cods atcritical
information system entry and exit points (e.g., firewalls, electronic mail
servers, remote-access servers) and at workstations, servers, or mobile
icomputing devices on the network to detect and eradicate malicious code
(e.g., viruses, worms, Trojan horses).
SI-3.2 Interview selected organizational personnel with system and
IControl: The organization: information integrity responsibilities and examine malicious code protection
la. Employs malicious code protection mechanisms at information system mechanisms to determine if the mechanisms detect and eradicate
lentry and exit points to detect and eradicate malicious code; malicious code transported: (i) by electronic mail, electronic mail
b. Updates malicious code protection mechanisms whenever new attachments, Internet access, removable media (e.g., diskettes, or
releases are available in accordance with organizational configuration icompact discs), or other common means; or (ii) by exploiting information
management policy and procedures; system vulnerabilities.
c. Configures malicious code protection mechanisms to:
1. Perform periodic scans of the information system [ASSIGNMENT: SI-3.3 Interview selected organizational personnel with system and
lorganization-defined frequency] and real-time scans of files from external information integrity responsibilities to determine if the organization
sources at [Selection (one or more); endpoint; network entry/exit points] Satisfied lemploys malicious code protection mechanisms for applications that may
as the files are downloaded, opened, or executed in accordance with Partially satisfied transfer malicious code (e.qg., file transfer software, instant messaging
si3 MALICIOUS CODE P1 lorganizational security policy; and ICommon, Hybrid, Not satisfied software).
PROTECTION MOD I3 (1) (2) (2. [Selection (one or more): block malicious code; quarantine malicious  |System-Specific Not applicable
code; send alert to administrator; [ASSIGNMENT: organization-defined Rlsk—hp;)sed decision not to implement SI-3.4 Interview selected organizational personnel with system and
action]] in response to malicious code detection; and P information integrity responsibilities and examine organizational records or
d. Addresses the receipt of false positives during malicious code documents to determine if the organization updates malicious code
detection and eradication and the resulting potential impact on the protection mechanisms whenever new releases are available in
availability of the information system. laccordance with organizational policy and procedures.
IControl Enhancements: SI-3.5 Examine organizational records or documents to determine if the
(1) The organization centrally manages malicious code protection lorganization assigns responsibility to specific parties and defines specific
mechanisms. lactions to ensure that the malicious code protection control is
(2) The information system automatically updates malicious code implemented.
protection mechanisms.
IControl Enhancements:
SI-3(1) Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization centrally manages malicious
icode protection mechanisms employed in organizational information
systems.
@ Monitors te information system to detect.
1. Attacks and indicators of potential attacks in accordance with
[ASSIGNMENT: organization-defined monitoring objectives]; and
2. Unauthorized local, network, and remote connections;
b. Identifies unauthorized use of the information system through
[ASSIGNMENT: organization-defined techniques and methods];
c. Deploys monitoring devices: (i) strategically within the information
system to collect organization-determined essential information; and (i)
at ad hoc locations within the system to track specific types of SI-4.1 Interview selected organizational personnel with system and
transactions of interest to the organization; information integrity responsibilities and examine organizational records or
d. Protects information obtained from intrusion-monitoring tools from documents to determine if the organization employs information system
unauthorized access, modification, and deletion; Imonitoring tools and techniques to include intrusion detection systems,
e. Heightens the level of information system monitoring activity whenever imalicious code protection software, log monitoring software, and network
there is an indication of increased risk to organizational operations and forensic analysis tools.
assets, individuals, other organizations, or the Nation based on law
lenforcement information, intelligence information, or other credible SI-4.2 Examine intrusion detection tools for the information system to
sources of information; Satisfied determine if the tools are configured and updated to detect vulnerabilities,
INFORMATION - f. Obtains legal opinion with regard to information system monitoring Common, Hybrid Partially satisfied changes to the network, both known and unknown attack signatures, and
Sl-4 MOSG%EYNG MOD Si-4 (2) (4) (5) activities in accordance with applicable federal laws, Executive Orders, System-Specific Not satisfied traffic anomalies.

directives, policies, or regulations; and

g. Provides [ASSIGNMENT: organization-defined information system
monitoring information] to [ASSIGNMENT: organization-defined
personnel or roles] [Selection (one or more): as needed; [ASSIGNMENT:
organization-defined frequency]].

Control Enhancements:

(1) Not Selected.

(2) The organization employs automated tools to support near real-time
analysis of events.

(3) Not Selected.

(4) The information system monitors inbound and outbound
communications traffic [ASSIGNMENT: organization-defined frequency]
for unusual or unauthorized activities or conditions.

(5) The information system alerts [ASSIGNMENT: organization-defined
personnel or roles] when the following indications of compromise or

potential compromise accur: [ASSIGNMENT: ¢ -defined

Not applicable
Risk-based decision not to implement

SI-4.3 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the organization is
appropriately staffed and operational to monitor the information system in
laccordance with organizational policy and procedures.

SI 4. 4 Examlne urganlzatlonal records or documents to determine if the

1 assigns responsibility to specific parties and defines specific
actlons to ensure that the information system monitoring tools and
techniques control is implemented.
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Security Control Information

Control Assessment Information

Scoping Guidance/ Risk -Based Decision

NIST . " a N
" a Priority / Security Control p Assessed Security Control Justification
f;?,:'.:';}' Secu?‘t;":: btol Baselipe Security Control and Enhancements _Type Iéa‘)s':t?;t‘e\ss:::sr:g I:fzf:fastil:n Effectiveness Findings / Deficiencies Found (must be co_rnpleled if _Assessed _Securi\y Contr_ol_ NIST 800-53A Assessment Steps Used Assessment Evidence
Number Allocation (verify this type) (select one of the following) £ is Not A} or Risk-based decision
not to implement)
SI-5.1 Examine organizational records or documents (including any logs
documenting alerts/advisories) to determine if the organization: (i) receives
linformation system security alerts and advisories; (ii)
disseminates the alerts and advisories to appropriate personnel; (iii) takes
IControl: The organization: lappropriate actions in response; and (iv) documents the results including
la. Receives information system security alerts, advisories, and directives the date and time of each action taken.
from [ASSIGNMENT: organization-defined external organizations] on an
longoing basis; SI-5.2 Interview selected organizational personnel with system and
b. b. Generates internal security alerts, advisories, and directives as Satisfied information integrity responsibilities to determine if the organization
SECURITY ALERTS, - deemed necessary; Common, Hybrid Partially satisfied provides the capability to immediately react and respond to new security
sis 'ADVISORIES AND Mobsis  [c- C. Disseminates security alerts, advisories, and directives to: [Selection|g 2t VT Not satisfied alerts and advisories.
DIRECTIVES (one or more): [ASSIGNMENT: organization-defined personnel or roles]; [~ pecifl Not applicable
[ASSIGNMENT: organization-defined elements within the organization]; Risk-based decision not to implement SI-5.3 Examine organizational records or documents to determine if the
[ASSIGNMENT: organization-defined external organizations]]; and lorganization assigns responsibility to specific parties and defines specific
d. d. Implements security directives in accordance with established time actions to ensure that the security alerts and advisories control is
frames, or notifies the issuing organization of the degree of implemented.
noncompliance.
Control Enhancements:
ISI-5(1) Examine organizational records or documents to determine if the
lorganization employs automated mechanisms to make security alert and
ladvisory information available throughout the organization.
Sie SEC\;JEIE"TFVK;:/;JTI\IJSLION SELECTngyoR HIGH(\ ot Selected
Sﬁ::;ﬁg&z%fﬁ::gg'g] [eArggllcg:‘Séeﬁ#tyo:; :;Ez:‘g:ﬁ:;;;% ieotf?vcv‘are SI-7 Examine organizational records or documents to determine if the
i : " : ’ linformation system detects unauthorized changes to software and
irmware, and information].
information.
IControl Enhancements:
s - : Control Enhancements:
{i)sgéVl\j‘hfﬁoém'Ia't’l(;rr‘gsayritzea'tnlo?fggfrlw:da:o}?\:fgzwfﬁrl:ﬁ:rg' and SI-7(1) Examine organizational records or documents to determine if: (i)
B ) y ) . H . Satisfied the organization defines the frequency of integrity scans to be performed
SOFTWARE information] [Selection (one or more): at startup; at [ASSIGNMENT: ICommon, Hybrid, Partially satisfied on the information system; and (ii) the organization reassesses the
si7 FIRMWARE AND PL organization-defined transitional states or security-relevant events); System-Specific Not satisfied integrity of software and information by performing integrity scans of the
INFORMATION MODSI7 (1) (7)  [[ASSIGNMENT: organization-defined frequency]]. Y P 9 Y P 9 arity
INTEGRITY (2) Not Selected. N_ot applicable . . information system in accordance with the organization-defined frequency.
Risk-based decision not to implement
(3) Not Selected. S1-7(7) E: izati | d d d ine if th
(4) Not Selected. - ( ) >‘<amme organizational TECU.T IS or ocumer]ts to elev‘mln‘e if the
(5) Not Selected organization incorporates the detection 0_f unaulh_onzed organization-
(6) Not Se\ected: defme_d secumy-rg\evam changes to 1hc_e information system into the
(7) The organization incorporates the detection of unauthorized organizational incident response capability.
[ASSIGNMENT: organization-defined security-relevant changes to the
information system] into the organizational incident response capability.
SI-8.1 Examine organizational records or documents to determine if the
f 1 employs spam protection mechanisms at critical information
lsystem entry points (e.qg., firewalls, electronic mail servers, remote-access
servers) and at workstations, servers, or mobile computing devices on the
network.
S1-8.2 Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization employs spam protection
IControl: The organization: imechanisms to detect and take appropriate action on unsolicited
la. Employs spam protection mechanisms at information system entry and imessages transported by electronic mail.
lexit points to detect and take action on unsolicited messages; and
b. Updates spam protection mechanisms when new releases are ICommon Satisfied SI-8.3 Interview selected organizational personnel with system and
b1 lavailable in accordance with organizational configuration management Partially satisfied information integrity responsibilities and examine organizational records or
SI-8 SPAM PROTECTION MOD SI-8 policy and procedures. Provided by VDC Not satisfied

IControl Enhancements:

(1) The organization centrally manages spam protection mechanisms.
(2) The information system automatically updates spam protection
mechanisms.

Not applicable
Risk-based decision not to implement

documents to determine if the organization updates spam protection
imechanisms whenever new releases are available in accordance with
lorganizational policy and procedures.

S1-8.4 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the spam protection control is implemented.

Control Enhancements:
ISI-8(1) Examine organizational records or documents to determine if the
organization centrally manages spam protection mechanisms.

SI-8(2) Examine the information system configuration settings to determine
if the information system automatically updates spam protection
imechanisms (including signature definitions).
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Security Control Information

Control Assessment Information

NIST
Security
Control
Number

Security Control
Name

Priority /
Baseline
Allocation

Security Control and Enhancements

Security Control

Type
(verify this type)

Last Date Security
Control Assessed

Assessor
Information

Assessed Security Control
Effectiveness
(select one of the following)

Findings / Deficiencies Found

Scoping Guidance/ Risk -Based Decision
Justification

(must be completed if Assessed Security Control
ffi is Not Appli or Risk-based decision
not to implement)

NIST 800-53A Assessment Steps Used

Assessment Evidence

si-10

INFORMATION INPUT
VALIDATION

P1
MOD SI-10

IControl: The information system checks the validity of [ASSIGNMENT:
lorganization-defined information inputs].

ICommon, Hybrid,
ISystem-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

SI-10.1 Examine the information system to determine if the system checks
information inputs for accuracy, and validity of ir ]
las close to the point of origin as possible.

S1-10.2 Examine the information system to determine if the system
lemploys rules for checking the valid syntax of information system inputs
(e.g., character set, length, numerical range, acceptable values) to ensure
that inputs match specified definitions for format and content.

S1-10.3 Examine the information system to determine if the system
prescreens inputs passed to interpreters to ensure the content is not
unintentionally interpreted as commands.

SI-10.4 Examine organizational records or documents to determine if the
organization assigns responsibility to specific parties and defines specific
lactions to ensure that the information accuracy, completeness, validity,
land authenticity control is implemented.

Sk11

ERROR HANDLING

P2
MOD SI-11

IControl: The information system:

a. Generates error messages that provide information necessary for
corrective actions without revealing information that could be exploited by
adversaries; and

b. Reveals error messages only to [ASSIGNMENT: organization-defined
personnel or roles].

ICommon, Hybrid,
ISystem-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

SI-11.1 Examine the information system to determine if the system
identifies and handles error conditions in an expeditious manner.

SI-11.2 Examine the information system to determine if the system
provides timely error messages that contain useful information to users
\without revealing information that could be exploited by adversaries.

SI-11.3 Examine the information system to determine if the system
provides error messages only to authorized personnel (e.g., system
ladministrators, maintenance personnel).

SI-11.4 Examine the information system to determine if the system lists
sensitive information (e.g., account numbers, social security numbers, and
credit card numbers) in error logs or i i i

SI-11.5 Interview selected organizational personnel with system and
information integrity responsibilities to determine if the information system
provides the capability to identify and handle error conditions in
icompliance with organizational policy and procedures.

ISI-11.6 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the error handling control is implemented.

si12

INFORMATION
OUTPUT HANDLING
AND RETENTION

MOD SI-12

IControl: The organization handles and retains information within the
information system and information output from the system in
laccordance with applicable federal laws, Executive Orders, directives,
policies, regulations, standards, and operational requirements.

ICommon, Hybrid,
ISystem-Specific

Satisfied

Partially satisfied

Not satisfied

Not applicable

Risk-based decision not to implement

SI-12.1 Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization retains output from the
information system in accordance with organizational policy and
loperational requirements/procedures.

SI-12.2 Interview selected organizational personnel with system and
information integrity responsibilities and examine organizational records or
documents to determine if the organization handles output from the
information system in accordance with: (i) labeled or marked instructions
on information system output (including paper and digital media) that
includes, but not limited to, special instructions for dissemination,
distribution, transport, or storage of information system output; and (ii)
lorganizational policy and operational requirements/procedures.

SI-12.3 Examine organizational records or documents to determine if the
lorganization assigns responsibility to specific parties and defines specific
lactions to ensure that the information output handling and retention control
lis implemented.

SI-13

PREDICTABLE
FAILURE
PREVENTION

NOT SELECTED

Not Selected
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Security Control Information Control Assessment Information
. Scoping Guidance/
S:‘clﬁ:;ty Security Control Eriority/l ie:r:lt:g Ié:sctu?i:;le Assessor Seglsr?;s(s:gitrol RiskEBased|Decisionustiication NIST 800-53A
Control Name I:;s;l;iv:]e" Security Control and Enhancements Type Control [ e Findings / Deficiencies Found (must be coi;nﬁ\:lteu if Assesi?dns?ctlmy Ezr;g;llon Assessment Steps Used Assessment Evidence
Number (verify this type) Assessed (select one of the following) = not to implement)
IThe organization:
a. Documents and implements a privacy risk management process that
assesses privacy risk to individuals resulting from the collection, sharing, Satisfied
PRIVACY IMPACT No pririy information /[01IN9: transmitting, use, and disposal of personally identifiable Hybrid Partially satisfied |AR-2.1 Examine organizational records or documents to determine if a PIA
AR-2 /AND RISK i information (PII); and Y Not satisfied 9
Al basel g -specifi
IASSESSMENT aselines b. Conducts Privacy Impact Assessments (PIAs) for information System-specific Not applicable nas been completed and approved
systems, programs, or other activities that pose a privacy risk in Risk-based decision not to implement
laccordance with applicable law, OMB policy, or any existing
organizational policies and procedures.
Satisfied
PRIVACY N . /The organization monitors and audits privacy controls and internal Partially satisfied |AR-4.1 Examine organizational documentation to determine if privacy
AR-4 MONITORING AND o et |orivacy policy [Assignment: organization-defined frequency] to ensure  |System-specific Not satisfied lcontrols are monitored and assessed regularly to ensure effective
IAUDITING effective implementation. Not applicable implementation
Risk-based decision not to implement
Satisfied
PRIVACY-ENHANCED No priority information /| The organization designs information systems to support privacy by " Partially satisfied IAR-7.1 Examine the information system documentation and configuration
AR-7 SYSTEM DESIGN AND|N® Priority 9 9 Y pport privacy by System-specific Not satisfied A 9
"ol sl " - Ml - .
DEVELOPMENT aselines lautomating privacy controls. Not applicable to determine if automated privacy controls are in place.
Risk-based decision not to implement
The organization:
a. Confirms to the greatest extent practicable upon collection or creation
of personally identifiable information (PII), the accuracy, relevance,
timeliness, and completeness of that information; Satisfied DI-1.1 Examine organizational records or documents to determine if a
b. Collects PIl directly from the individual to the greatest extent . Partially satisfied ISystems of Records Notice (SORN) has been completed and approved
No priority information /| Hybrid
DI-1 DATA QUALITY pA" byaselmes practicable; System-specific Not satisfied DI-1.2 Examine system procedures to determine if the system has
c. Checks for, and corrects as necessary, any inaccurate or outdated PII V! P Not applicable lautomated data integrity checks or if there are procedures in place to
used by its or systems [/ it -defined Risk-based decision not to implement review and correct PII

frequency]; and
d. Issues guidelines ensuring and maximizing the quality, utility,

objectivity, and integrity of disseminated information.
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