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[bookmark: _GoBack]Informant Agreement - ATF Form 3252.2/  Acuerdo del Informante – ATF Form 3252.3	Comment by Author: As a preliminary matter, we recognize that you’ve exempted yourselves from subsection (e)(3) of the Privacy Act, which would require providing the Privacy Act Notice.  By providing the Privacy Act Notice anyway, you give the impression that you have waived the exemption.  If that is not your goal (and you want to preserve the exemption), we suggest you provide caveat/disclaimer language explaining that you want to provide helpful information, but the exemption still applies and any information you do not provide is in service to the justification for the exemption.  Further, you may want to use the term “Privacy Notice” instead of “Privacy Act Notice,” to avoid confusion.  The rest of the comments in this bubble should taken with the understanding that you’re exempt from (e)(3).

Subsection (e)(3) generally requires the agency to inform the individual of certain things either on the form used to collect the information or on a separate form that can be retained by the individual.  The instructions on the form indicate that the handler must “verbally [orally?] and clearly convey the context and meaning of each provision,” and the CI must acknowledge receipt and understanding by signing and initialing the form.  Do these instructions extend to the Privacy Act Notice?  We note that there is no place to initial the Privacy Act Notice.  If not, how are you ensuring that the CI receives the notice? 

(e)(3)(A) requires the notice to cite authority under a statute or Executive Order.  The AG guidelines do not rise to that level, and reference should be accompanied by a statutory citation. 

(e)(3)(C) requires notice of the routine uses of the information.  OMB guidance does not require agencies to restate the full text of the published routine uses, but must provide a plain-language summary that provides the most effective notice possible.  

Paragraph 7 indicates “all legal means will be used to maintain the confidentiality of [the CI’s] identity, but this cannot be guaranteed.”  The Privacy Act Notice indicates that the record is subject to all [20] of the published routine uses in the SORN.  Is this true?  If not, you should more clearly identify the routine uses that apply or do not apply.  We urge you to consider whether it is necessary for all of the routine uses to apply, whether the applicability of all the routine uses is consistent with what appears to be an assurance of confidentiality in Paragraph 7, and whether the applicability of all the routine uses wouldn’t frustrate the purpose of trying to secure a confidential informant.

If it is true that all routine uses apply, then you should describe more of the routine uses that apply.  The body mentions disclosure if the CI is forced to testify or consensual disclosure to Witness Protection or to prosecutors in other cases to establish cooperation.  And the Privacy Act Notice, after using the term “specifically” only mentions disclosure to law enforcement and government agencies for the purpose of law enforcement and litigation.  Working together, these create an expectation of very limited disclosure, and the CI may not be able to foresee other disclosures (e.g. B, D, G, H, I, J, P, Q, R).  At a minimum, you should remove the term “specifically.”

OMB Circular A-108 requires the notice to include citation and, if practicable, a link to the relevant SORN(s).	Comment by Author: We will use the term Privacy Notice rather than Privacy Act Notice.  The Privacy Notice will be read aloud to the individual before requesting information from the individual.  The cite authority has been changed to 28 USC §599A, Bureau of Alcohol, Tobacco, Firearms, and Explosives, and 28 CFR §0.130, General functions.


JUSTIFICATION

1. Necessity of Information Collection

The Office of Field Operations, Special Operations Division, oversees and manages ATF’s Confidential Informant (CI) Program. ATF Special Agents (SAs) and Task Force Officers (TFOs), also identified as CI handlers, utilize CIs to assist in investigating criminal activity. Since the use of a CI is a sensitive matter and requires the association of CI handlers with individuals whose motivations may be suspect or ultimately challenged by courts, this investigative technique is carefully controlled and closely monitored. A CI can be utilized after properly identifying, documenting, and receiving approval from the Special Agent in Charge. Once approved, the individual is registered as an active CI.

The Department of Justice (DOJ), Attorney General’s Guidelines Regarding the Use of Confidential Informants or (the Guidelines) paragraph II, part C., Instructions, mandate that written instruction be reviewed with and provided to the CI. The content and meaning of each of the instructional points must be clearly conveyed to the CI. Immediately after the instructions are given, the CI handler must require the CI to acknowledge his/her receipt and understanding of these instructions. The CI handler will use the Informant Agreement (ATF F 3252.2)/ ) (ATF F 3252.3Informante del Acuerdo for this purpose.

The Guidelines require collection of the information at time of registering a CI and annually, thereafter. CI handlers will use the ATF F 3252.2/ATF F 3252.3 to repeat the instruction and documentation procedures whenever it appears necessary or prudent to do so, or at a minimum, annually.
  
2. Needs and Uses

The information provided on ATF F 3252.2/ATF F 3252.3  will be collected and maintained by ATF’s Office of Field Operations. The ATF F 3252.2/ATF F 3252.3 is not a contract.  The purpose of the collection is to document that written instruction(s) were reviewed with and provided to the CI. After clearly conveying the content and meaning of each instructional point, the CI must initial each instruction and then sign and date the completed ATF F 3252.2/ATF F 3252.3 .  	Comment by Author: The top of this form says “CI Agreement.”  Does the agency consider this an enforceable agreement (i.e. a contract)?  If so, is not the primary purpose to establish (and memorialize) the rights and responsibilities of the parties?	Comment by Author: The agreement is not a contract.  



3. Use of Information Technology

	ATF F 3252.2/ATF F 3252.3  will be a fillable and accessible form that will be made available to CI handlers on the ATF intra-web. However, the form will be unavailable to the wider public via the ATF website. The CI handler will complete the form by entering their title, first and last name, and the full legal name of the CI. The CI handler will complete the form in preparation for review with the CI. The form will subsequently be deemed complete with signatures by the CI, a witness, and the CI handler. Due to the nature of CI operations, neither the CI nor the witness will be able to complete or sign the form electronically. After completion, review, and wet signatures by all relevant individuals, the form will be scanned and stored electronically as a pdf file in the CI’s record within ATF’s Confidential Informant Master Registry and Reporting System (CIMRRS).

4. Efforts to Identify Duplication

	ATF uses a uniform subject classification system for forms to identify duplication and to ensure that any similar information already available cannot be used or modified for the purpose of this information collection.

5. Minimizing Burden on Small Businesses

	The collection of information has no impact on small businesses.

6. Consequences of Not Conducting or Less Frequent Collection

	The consequences of not conducting this information collection would result in ATF’s loss of a valuable law enforcement tool. All DOJ law enforcement organizations (except the Federal Bureau of Investigations) must comply with the Guidelines. Reviewing instructions and documenting receipt and understanding of these instructions are pertinent and mandatory. Annual collection is absolute to reaffirm instruction to the CI, as well as the agreement between ATF and the CI.	Comment by Author: This sounds like you’re saying that, even if you don’t use this form, you will continue to conduct the underlying activity, in willful violation of the policy.  Maybe the better framing would be that the consequence of not conducting this collection would be that you lose access to a valuable law enforcement tool.	Comment by Author: Agree.  Change made.
	
7. Special Circumstances

	This information will be collected in a manner consistent with the guidelines in 5 CFR 1320.6.

8. Public Comments and Consultations

	No comments were received during either the 60-day or 30-day Federal Register Notice Period. 

9. Provision of Payments or Gifts to Respondents

	ATF will not provide any payment or gift of any type to respondents, simply for providing information required by this collection.	Comment by Author: Does this mean strictly to induce the provision of the information in the form?  Paragraphs 10-13 contemplate payments taking various forms.	Comment by Author: This means that we will not pay respondents for providing information collected on the form.  I view this as totally separate from paying a CI for services provided to law enforcement.
We will not pay individuals simply for providing information for the collection.  I also view this as totally separate from providing $$ or other benefit to a registered CI

10. Assurance of Confidentiality

ATF F 3252.2/ATF F 3252.3  will be maintained electronically in CIMRRS electronic CI record system. The information contained in the CI file/record is protected by the Privacy Act of 1974. In accordance with the Federal Information Processing Standard 199 Categorization, CIMRRS is identified as a High Value Asset and determined to be a Major Application. Therefore, information contained in CIMRRS is protected in accordance with Federal standards applicable to a Major Application.	Comment by Author: This relates to the agency’s responsibility to prevent unauthorized access to the records, but it does not address assurances of confidentiality.  Paragraph 7 of the form indicates that “all legal means will be used to maintain the confidentiality of [the CI’s] identity, but this cannot be guaranteed.”  Does the agency consider this an assurance of confidentiality?  What is the effect on this statement of the 12 exceptions in subsection (b) of the Privacy Act and the ~20 routine uses in the SORN?  

Please cite and describe the SORN and any associated Privacy Impact Assessment here.	Comment by Author: I added information about the SORN and routine uses, below.  The PIA has not yet been finalized by DOJ. The Initial Privacy Assessment document was prepared and provided to DOJ.


CI information is protected by ATF personnel in accordance with the Guidelines, the Privacy Act of 1974, and ATF’s policy. ATF’s internal policy, as outlined in ATF O 3252.1B, Use of Confidential Informants, aligns with the Guidelines and the Privacy Act of 1974. All legal means will be used to maintain the confidentiality of the identity of the individual but this cannot be guaranteed because a registered CI may be required to testify before a grand jury and at any subsequent hearing and trial.  Additionally, tPublished routine uses that may be applied include A., To a Member of Congress or staff acting upon the Member’s behalf when the Member or staff requests the information on behalf of, and at the request of, the individual who is the subject of the record; C., To appropriate federal, state, local, foreign, or tribal law enforcement authorities for law enforcement purposes – criminal civil, or regulatory; E., In an appropriate proceeding before a court or administrative or regulatory body when records are determined by the Department of Justice to be arguably relevant to the proceeding; F., To an actual or potential party to litigation or the party’s authorized representative for the purpose of negotiation or discussion on such matters as settlement, plea bargaining, or in informal discovery proceedings; and M., To individuals and organizations in the course of an investigation to the extent necessary to obtain information pertinent to the investigation. of the published routine uses of that system of records.  paragraphsseveral he information collected becomes a part of the CI record and is included in Criminal Investigation Report System-Justice/ATF-003 (68 FR 3553-5) and is subject to 


11. Justification for Sensitive Questions

The form does not contain sensitive questions.

12. Estimates of Respondent’s Burden

The number of respondents associated with this collection is 2,000. The total annual responses is 2,000. The time it takes to complete the form is 6 minutes. The total annual burden associated with this collection is 200 hours, which can be calculated as follows: (2,000 respondents x .10 (6 minutes) = 200 hours).

13. Estimate of Cost Burden

Cost is non-existent as completion and submission of the form is coordinated by the CI handler. The CI handler will upload the completed and signed document into ATF’s CIMRRS system. Therefore, number 14 on the 83-I will be reported as zero (0).

14. Cost to the Federal Government

	There is no cost to the Federal Government.

15. Reason for Change in Burden

	There are no changes associated with this submission.

16. Anticipated Publication Plan and Schedule

	The results of this collection will not be published.

17. Display of Expiration Date

	ATF does not request approval to not display the expiration date of OMB approval for this information collection.

18. Exception to the Certification Statement

	There are no exceptions to the certification statement.   

STATISTICAL METHODS

	None
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