
Please wait... 
  
If this message is not eventually replaced by the proper contents of the document, your PDF 
viewer may not be able to display this type of document. 
  
You can upgrade to the latest version of Adobe Reader for Windows®, Mac, or Linux® by 
visiting  http://www.adobe.com/go/reader_download. 
  
For more assistance with Adobe Reader visit  http://www.adobe.com/go/acrreader. 
  
Windows is either a registered trademark or a trademark of Microsoft Corporation in the United States and/or other countries. Mac is a trademark 
of Apple Inc., registered in the United States and other countries. Linux is the registered trademark of Linus Torvalds in the U.S. and other 
countries.


Page  of 
Privacy Impact Assessment Formv 1.47.4 
Question
Question
Answer
Answer
1
Question 1
OPDIV:
OPDIV:
2
Question 2
PIA Unique Identifier:
PIA Unique Identifier:
2a
Question 2a
Name:
Name:
3
Question 3
The subject of this PIA is which of the following?
The subject of this PIA is which of the following?
3a
Question 3 a
Identify the Enterprise Performance Lifecycle Phase of the system.
Identify the Enterprise Life-Cycle Phase of the system:
3b
Question 3 b
Is this a FISMA-Reportable system?
Is this a FISMA Reportable system?
4
Question 4
Does the system include a Website or online application available to and for the use of the general public?
Does the system include a Website or online application available to and for the use of the general public?
Question 4 Comments
Question 4 Comments
5
Question 5
Identify the operator.
Identify the operator:
6
Question 6
Point of Contact (POC):
Point of Contact (POC):
Question 6 Comments
Question 6 Comments
7
Question 7
Is this a new or existing system?
Is the system/collection a new or existing system?
8
Question 8
Does the system have Security Authorization (SA)?
Does the system have Security Authorization (SA)?
Question 8 Comments
Question 8 Comments 
8a
Question 8 a
Date of Security Authorization
Date of Security Authorization
8b
Question 8 b
Planned Date of Security Authorization
Planned Date of Security Authorization
8c
Question 8 c
Briefly explain why security authorization is not required
Briefly explain why security authorization is not required
9
Question 9
Indicate the following reason(s) for updating this PIA. Choose from the following options.
Indicate the following reason(s) for updating this PIA. Choose from the following options.
Question 9 Comments
Question 9 Comments
10
Question 10
Describe in further detail any changes to the system that have occurred since the last PIA.
Describe in further detail any changes to the system that have occurred since the last PIA.
Question 10 Comments
Question 10 Comments
11
Question 11
Describe the purpose of the system.
Describe the purpose of the system.
Question 11 Comments
Question 11 Comments
12
Question 12
Describe the type of information the system will collect, maintain (store), or share. (Subsequent questions will identify if this information is PII and ask about the specific data elements.)
Describe the type of information the system will collect, maintain (store), or share (Subsequent questions will identify if this information is PII and the specific data elements.)
Question 12 Comments
Question 12 Comments
13
Question 13
Provide an overview of the system and describe the information it will collect, maintain (store), or share, either permanently or temporarily.  
Provide an overview of the system and describe the information it will collect, maintain (store), or share, either permanently or temporarily.  
Question 13 Comments
Question 13 Comments
14
Question 14
Does the system collect, maintain, use or share PII? 
The term "personally identifiable information" refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother's maiden name, etc."
Does the system collect, maintain, use or share PII? 
Question 14 Comments
Question 14 Comments
15
Question 15
Indicate the type of PII that the system will collect or maintain.
Indicate the type of PII that the system will collect or maintain.
Question 15 Comments
Question 15 Comments
16
Question 16
Indicate the categories of individuals about whom PII is collected, maintained or shared.
Indicate the categories of individuals about whom PII is collected, maintained or shared.
Question 16 Comments
Question 16 Comments
17
Question 17
How many individuals' PII is in the system?
How many individuals' PII is in the system?
Question 17 Comments
Question 17 Comments
18
Question 18
For what primary purpose is the PII used?
For what primary purpose is the PII used?
Question 18 Comments
Question 18 Comments
19
Question 19
Describe the secondary uses for which the PII will be used (e.g. testing, training or research)
Describe the secondary uses for which the data will be used (e.g. testing, training or research)
Question 19 Comments
Question 19 Comments
20
Question 20
Describe the function of the SSN.
Describe the function of the SSN.
Question 20 Comments
Question 20 Comments
20a
Question 20 a
Cite the legal authority to use the SSN.
Examples of legal authorities include United States Code, Executive Orders, Code of Federal Regulations, or Presidential Directives. The Privacy Act does not provide authority to collect SSNs, but rather may govern handling of the SSNs in the event SSNs are required data elements.
Cite the legal authority to use the SSN.
21
Question 21
Identify legal authorities governing information use and disclosure specific to the system and program.
Identify legal authorities governing information use and disclosure specific to the system and program
Examples of legal authorities include  United States Code, Executive Orders, Code of Federal Regulations, and Presidential Directives. The Privacy Act does not provide authority to collect PII, but rather may govern handling of the PII in the event PII data elements are required.
Question 21 Comments
Question 21 Comments
22
Question 22
Are records on the system retrieved by one or more PII data elements?
Are records on the system retrieved by one or more PII data elements?
Question 22 Comments
Question 22 Comments
22a
Question 22 a
Identify the number and title of the Privacy Act System of Records Notice (SORN) that is being used to cover the system or identify if a SORN is being developed.
Question 22 a. Identify the number and title of the Privacy Act System of Records Notice (SORN) that is being used to cover the system or identify if a SORN is being developed.
23 
Question 23
Identify the sources of PII in the system.
Identify the sources of PII in the system.
Directly from an individual about whom the information pertains 
Question 23. Identify the sources of PII in the system. Directly from an individual about whom the information pertains 
Government Sources
Question 23. Identify the sources of PII in the system. Government Sources
Non-Government Sources
Question 23. Identify the sources of PII in the system. Non-Government Sources
Question 23 Comments
Question 23 Comments
23a
Question 23 a
Identify the OMB information collection approval number and expiration date.
Identify the OMB information collection approval number and expiration date.
24
Question 24
Is the PII shared with other organizations?
Is the PII shared with other organizations?
Question 24 Comments
Question 24 Comments
24a
Question 24 a
Identify with whom the PII is shared or disclosed and for what purpose.
Identify with whom the PII is shared or disclosed and for what purpose.
24b
Question 24 b 
Describe any agreements in place that authorizes the information sharing or disclosure (e.g. Computer Matching Agreement, Memorandum of Understanding (MOU), or Information Sharing Agreement (ISA)).
24c
Question 24 c
Describe the procedures for accounting for disclosures
Describe the procedures for accounting for disclosures
25
Question 25
Describe the process in place to notify individuals that their personal information will be collected.  If no prior notice is given, explain the reason.
Describe how individuals are provided notice prior to the collection of PII. If notice is not provided, explain why not.
Question 25 Comments
Question 25 Comments
26
Question 26
Is the submission of PII by individuals voluntary or mandatory?
Is the submission of PII by individuals voluntary or mandatory?
Question 26 Comments
Question 26 Comments
27
Question 27
Describe the method for individuals to opt-out of the collection or use of their PII.  If there is no option to object to the information collection, provide a reason.
Describe the method for individuals to object to the collection or use of their PII or describe why individuals cannot object.
Question 27 Comments
Question 27 Comments
28
Question 28
Describe the process to notify and obtain consent from the individuals whose PII is in the system when major changes occur to the system (e.g., disclosure and/or data uses have changed since the notice at the time of original collection). Alternatively, describe why they cannot be notified or have their consent obtained.
Describe the process to notify and obtain consent from the individuals whose PII is in the system when major changes occur to the system (e.g., disclosure and/or data uses have changed since the notice at the time of original collection). Alternatively, describe why they cannot be notified or have their consent obtained.
Question 28 Comments
Question 28 Comments
29
Question 29
Describe the process in place to resolve an individual's concerns when they believe their PII has been inappropriately obtained, used, or disclosed, or that the PII is inaccurate. If no process exists, explain why not.
Describe the process in place to resolve an individual's concerns when they believe their PII has been inappropriately obtained, used, or disclosed, or that the PII is inaccurate. If no process exists, explain why not.
Question 29 Comments
Question 29 Comments
30
Question 30
Describe the process in place for periodic reviews of PII contained in the system to ensure the data's integrity, availability, accuracy and relevancy. If no processes are in place, explain why not.
Describe the process in place for periodic reviews of PII contained in the system to ensure the data's integrity, availability, accuracy and relevancy. If no processes are in place, explain why not.
Question 30 Comments
Question 30 Comments
31
Question 31
Identify who will have access to the PII in the system and the reason why they require access.
Identify who will have access to the PII in the system and the reason why they require access.
Question 31 Comments
Question 31 Comment
32
Question 32
Describe the procedures in place to determine which system users (administrators, developers, contractors, etc.) may access PII.
Describe the procedures in place to determine which users may access PII
Question 32 Comments
Question 32 Comments
33
Question 33
Describe the methods in place to allow those with access to PII to only access the minimum amount of information necessary to perform their job.
Describe the methods in place to allow those with access to PII to only access the minimum amount of information necessary to perform their job.
Question 33 Comments
Question 33 Comments
34
Question 34
Identify training and awareness provided to personnel (system owners, managers, operators, contractors and/or program managers) using the system to make them aware of their responsibilities for protecting the information being collected and maintained.
Identify training and awareness provided to personnel (system owners, managers, operators, contractors and/or program managers) using the system to make them aware of their responsibilities for protecting the information being collected and maintained.
Question 34 Comments
Question 34 Comments
35
Question 35
Describe training system users receive (above and beyond general security and privacy awareness training).
Describe training system users receive (above and beyond general security and privacy awareness training).
Question 35 Comments
Question 35 Comments
36
Question 36
Do contracts include Federal Acquisition Regulation and other appropriate clauses ensuring adherence to privacy provisions and practices?
Do contracts include clauses ensuring adherence to privacy provisions and practices?
Question 36 Comments
Question 36 Comments
37
Question 37
Describe the process and guidelines in place with regard to the retention and destruction of PII. Cite specific records retention schedules.
Describe the process and guidelines in place with regard to the retention and destruction of PII. Cite specific records retention schedules.
Question 37 Comments
Question 37 Comments
38
Question 38
Describe, briefly but with specificity, how the PII will be secured in the system using administrative, technical, and physical controls. 
Describe, briefly but with specificity, how the PII will be secured in the system using administrative, technical, and physical controls. 
Question 38 Comments
Question 38 Comments
39
Question 39
Identify the publicly-available URL:
Identify the publicly-available URL:
Question 39 Comments
Question 39 Comments
40
Question 40
Does the website have a posted privacy notice?
Does the website have a posted privacy policy?
Question 40 Comments
Question 40 Comments
40a
Question 40 a
Is the privacy policy available in a machine-readable format?
Is the privacy policy available in a machine-readable format?
41
Question 41
Does the website use web measurement and customization technology?
Does the website use web measurement and customization technology?
Question 41 Comments
Question 41 Comments
41a
Question 41 a
Select the type of website measurement and customization technologies is in use and if it is used to collect PII. (Select all that apply)
Select the type of website measurement and customization technologies is in use and if it is used to collect PII. (Select all that apply)
Technologies	
Question 41 a. Technologies
Collects PII?
Question 41 a. Collects PII?
42
Question 42
Does the website have any information or pages directed at children under the age of thirteen?
Does the website have any information or pages directed at children under the age of thirteen?
Question 42 Comments
Question 42 Comments
42a
Question 42 a
Is there a unique privacy policy for the website, and does the unique privacy policy address the process for obtaining parental consent if any information is collected?
Is there a unique privacy policy for the website, and does the unique privacy policy address the process for obtaining parental consent if any information is collected?
43
Question 43
Does the website contain links to non- federal government websites external to HHS?
Does the website contain links to non-federal government websites external to HHS?
Question 43 Comments
Question 43 Comments
43a
Question 43 a
Is a disclaimer notice provided to users that follow external links to websites not owned or operated by HHS?
Is a disclaimer notice provided to users that follow external links to websites not owned or operated by HHS?
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
Reviewer Questions
Reviewer Questions
Answer
Answer
1
Reviewer Question 1
Are the questions on the PIA answered correctly, accurately, and completely?
Are the questions on the PIA answered correctly, accurately, and completely?
Reviewer Notes
Reviewer Notes
Question 1 Comments
Reviewer Question 1 Are the questions on the PIA answered correctly, accurately, and completely? Comments 
2
Reviewer Questions 2
Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities?
Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities?
Reviewer Notes
Reviewer Notes
Question 2 Comments
Reviewer Question 2 Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities? Comments 
3
Reviewer Question 3
Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors?
Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors?
Reviewer Notes
Reviewer Notes
Question 3 Comments
Reviewer Question 3  Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors? Comments 
4
Reviewer Questions 4
Does the PIA appropriately describe the PII quality and integrity of the data?
Does the PIA appropriately describe the PII quality and integrity of the data?
Reviewer Notes
Reviewer Notes
Question 4 Comments
Reviewer Question 4 Does the PIA appropriately describe the PII quality and integrity of the data? Comments 
5
Reviewer Question 5
Is this a candidate for PII minimization?
Is this a candidate for PII minimization?
Reviewer Notes
Reviewer Notes
Question 5 Comments
Reviewer Question 5 Is this a candidate for PII minimization? Comments 
6
Reviewer Question 6
Does the PIA accurately identify data retention procedures and records retention schedules?
Does the PIA accurately identify data retention procedures and records retention schedules?
Reviewer Notes
Reviewer Notes
Question 6 Comments
Reviewer Question 6 Does the PIA accurately identify data retention procedures and records retention schedules? Comments 
7
Reviewer Questions 7
Are the individuals whose PII is in the system provided appropriate participation?
Are the individuals whose PII is in the system provided appropriate participation?
Reviewer Notes
Reviewer Notes
Question 7 Comments
Reviewer Question 7 Comments 
8
Reviewer Questions 8
Does the PIA raise any concerns about the security of the PII?
Does the PIA raise any concerns about the security of the PII?
Reviewer Notes
Reviewer Notes
Question 8 Comments
Reviewer Question 8 Does the PIA raise any concerns about the security of the PII? Comments 
9
Reviewer Questions 9
Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be?
Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be?
Reviewer Notes
Reviewer Notes
Question 9 Comments
Reviewer Question 9 Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be? Comments 
10
Reviewer Question 10
Is the PII appropriately limited for use internally and with third parties?
Is the PII appropriately limited for use internally and with third parties?
Reviewer Notes
Reviewer Notes
Question 10 Comments
Reviewer Question 10 Is the PII appropriately limited for use internally and with third parties? Comments 
11
Reviewer Question 11
Does the PIA demonstrate compliance with all Web privacy requirements?
Does the PIA demonstrate compliance with all Web privacy requirements?
Reviewer Notes
Reviewer Notes
Question 11 Comments
Reviewer Question 11 Does the PIA demonstrate compliance with all Web privacy requirements? Comments 
12
Reviewer Question 12
Were any changes made to the system because of the completion of this PIA?
Were any changes made to the system because of the completion of this PIA?
Reviewer Notes
Reviewer Notes
Question 12 Comments
Reviewer Question 12 Were any changes made to the system because of the completion of this PIA? Comments 
General Comments
General Comments
Third-Party Website Assessment PIA Form  
v 1.47.4
Question
Question
Answer
Answer
1
Question 1
OPDIV:
OPDIV:
2
Question 2
TPWA Unique Identifier (UID):
TPWA Unique Identifier (UID):
3
Question 3
TPWA Name:
TPWA Name:
4
Question 4
Is this a new TPWA?
Is this a new TPWA?
4a
Question 4 a
Please provide the reason for revision
Please provide the reason for revision
5
Question 5
Will the use of a third-party Website or application create a new or modify an existing HHS/OPDIV System of Records Notice (SORN) under the Privacy Act?	
Will the use of a third-party Website or application create a new or modify an existing HHS/OPDIV System of Records Notice (SORN) under the Privacy Act?	
Question 5 Comments
Question 5 Comments
5a
Question 5 a
Indicate the SORN number (or identify plans to put one in place.)
Indicate the SORN number (or identify plans to put one in place.)
6
Question 6
Will the use of a third-party Website or application create an information collection subject to OMB clearance under the Paperwork Reduction Act (PRA)?
Will the use of a third-party Website or application create an information collection subject to OMB clearance under the Paperwork Reduction Act (PRA)?
Question 6 Comments
Question 6 Will the use of a third-party Website or application create an information collection subject to OMB clearance under the Paperwork Reduction Act (PRA)? Comments
6a
Question 6 a
Indicate the OMB approval number and approval number expiration date (or describe the plans to obtain OMB clearance.)
Indicate the OMB approval number and approval number expiration date (or describe the plans to obtain OMB clearance.)
7
Question 7
Does the third-party Website or application contain Federal Records?
Does the third-party Website or application contain Federal Records?
Question 7 Comments
Question 7 Comments: Does the third-party Website or application contain Federal Records?
8
Question 8
Point of Contact (POC):
Point of Contact (POC):
Question 8 Comments
Question 8 Comments
9
Question 9
Describe the specific purpose for the OPDIV use of the third-party Website or application:
Describe the specific purpose for the OPDIV use of the third-party Website or application:
Question 9 Comments
Question 9 Comments: Describe the specific purpose for the OPDIV use of the third-party Website or application:
10
Question 10
Have the third-party privacy policies been reviewed to evaluate any risks and to determine whether the Website or application is appropriate for OPDIV use?
Have the third-part's privacy policies been reviewed to evaluate any risks and to determine whether the Website or application is appropriate for OPDIV use?
Question 10 Comments
Question 10 Have the third-party privacy policies been reviewed to evaluate any risks and to determine whether the Website or application is appropriate for OPDIV use? Comments
11
Question 11
Describe alternative means by which the public can obtain comparable information or services if they choose not to use the third-party Website or application:
Describe alternative means by which the public can obtain comparable information or services if they choose not to use the third-party Website or application:
Question 11 Comments
Question 11 Describe alternative means by which the public can obtain comparable information or services if they choose not to use the third-party Website or application: Comments
12
Question 12
Does the third-party Website or application have appropriate branding to distinguish the OPDIV activities from those of nongovernmental actors?
Does the third-party Website or application have appropriate branding to distinguish the OPDIV activities from those of nongovernmental actors?
Question 12 Comments
Question 12 Comments: Does the third-party Website or application have appropriate branding to distinguish the OPDIV activities from those of nongovernmental actors?
13
Question 13
How does the public navigate to the third party Website or application from the OPIDIV? 
How does the public navigate to the third party Website or application from the OPIDIV? 
Question 13 Comments
Question 13 Comments: How does the public navigate to the third party Website or application from the OPIDIV? 
13a
Question 13 a
Please describe how the public navigate to the third-party website or application:
Please describe how the public navigate to the third-party Website or application
13b
Question 13 b
If the public navigate to the third-party website or application via an external hyperlink, is there an alert to notify the public that they are being directed to a nongovernmental Website?
If the public navigate to the third-party website or application via an external hyperlink, is there an alert to notify the public that they are being directed to a nongovernmental Website?
14
Question 14
Has the OPDIV Privacy Policy been updated to describe the use of a third-party Website or application?
Has the OPDIV Privacy Policy been updated to describe the use of a third-party Website or application?
Question 14 Comments
Question 14 Has the OPDIV Privacy Policy been updated to describe the use of a third-party Website or application? Comments
14a
Question 14 a
Provide a hyperlink to the OPDIV Privacy Policy:
Provide a hyperlink to the OPDIV Privacy Policy:
15
Question 15
Is an OPDIV Privacy Notice posted on the third-party Website or application?
Is an OPDIV Privacy Notice posted on the third-party Website or application?
Question 15 Comments
Question 15 Comments: Is an OPDIV Privacy Notice posted on the third-party Website or application?
15a
Question 15 a
Confirm that the Privacy Notice contains all of the following elements: (i) An explanation that the Website or application is not government-owned or government-operated; (ii) An indication of whether and how the OPDIV will maintain, use, or share PII that becomes available; (iii) An explanation that by using the third-party Website or application to communicate with the OPDIV, individuals may be providing nongovernmental third-parties with access to PII; (iv) A link to the official OPDIV Website; and (v) A link to the OPDIV Privacy Policy
Confirm that the Privacy Notice contains all of the following elements: (i) An explanation that the Website or application is not government-owned or government-operated; (ii) An indication of whether and how the OPDIV will maintain, use, or share PII that becomes available; (iii) An explanation that by using the third-party Website or application to communicate with the OPDIV, individuals may be providing nongovernmental third-parties with access to PII; (iv) A link to the official OPDIV Website; and (v) A link to the OPDIV Privacy Policy
15b
Question 15 b
Is the OPDIV's Privacy Notice prominently displayed at all locations on the third-party Website or application where the public might make PII available?
Is the OPDIV's Privacy Notice prominently displayed at all locations on the third-party Website or application where the public might make PII available?
16
Question 16
Is PII collected by the OPDIV from the third-party Website or application?
Is PII collected by the OPDIV from the third-party Website or application?
Question 16 Comments
Question 16 Comments: Is PII collected by the OPDIV from the third-party Website or application?
17
Question 17
Will the third-party Website or application make PII available to the OPDIV?
Will the third-party Website or application make PII available to the OPDIV?
Question 17 Comments
Question 17 Comments: Will the third-party Website or application make PII available to the OPDIV?
18
Question 18
Describe  the PII that will be collected by the OPDIV from the third-party Website or application and/or the PII which the public could make available to the OPDIV through the use of the third-party Website or application and the intended or expected use of the PII:
Describe  the PII that will be collected by the OPDIV from the third-party Website or application and/or the PII which the public could make available to the OPDIV through the use of the third-party Website or application and the intended or expected use of the PII
Question 18 Comments
Question 18 Describe  the PII that will be collected by the OPDIV from the third-party Website or application and/or the PII which the public could make available to the OPDIV through the use of the third-party Website or application and the intended or expected use of the PII: Comments
19
Question 19
Describe the type of PII from the third-party Website or application that will be shared, with whom the PII will be shared, and the purpose of the information sharing:
Describe the type of PII from the third-party Website or application that will be shared, with whom the PII will be shared, and the purpose of the information sharing.
Question 19  Comments
Question 19 Comments: Describe the type of PII from the third-party Website or application that will be shared, with whom the PII will be shared, and the purpose of the information sharing:
19a
Question 19 a
If PII is shared, how are the risks of sharing PII mitigated?
If PII is shared, how are the risks of sharing PII mitigated?
20
Question 20
Will the PII from the third-party Website or application be maintained by the OPDIV?
Will the PII from the third-party Website or application be maintained by the OPDIV?
Question 20 Comments
Question 20 Comments: Will the PII from the third-party Website or application be maintained by the OPDIV?
20a
Question 20 a
If PII will be maintained, indicate how long the PII will be maintained:
If PII will be maintained, indicate how long the PII will be maintained:
21
Question 21
Describe how PII that is used or maintained will be secured:
Describe how PII that is used or maintained will be secured
Question 21 Comments
Question 21 Comments: Describe how PII that is used or maintained will be secured:
22
Question 22
What other privacy risks exist and how will they be mitigated?
What other privacy risks exist and how will they be mitigated?
Question 22 Comments
Question 22 Comments: What other privacy risks exist and how will they be mitigated?
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
 
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy.  
Reviewer Questions
Reviewer Questions
Answer
Answer
1
Reviewer Questions 1
Are the responses accurate and complete?
Are the responses accurate and complete?
Reviewer Notes
Reviewer Notes Question 1
Question 1 Comments
Question 1 Comments. Are the responses accurate and complete?
2
Reviewer Question 2
Is the TPWA compliant with all M-10-23 requirements, including appropriate branding and alerts?
Is the TPWA compliant with all M-10-23 requirements, including appropriate branding and alerts?
Reviewer Notes
Reviewer Question 2 Reviewer Notes
Question 2 Comments
Question 2 Comments. Is the TPWA compliant with all M-10-23 requirements, including appropriate branding and alerts?
3
Has the OPDIV posted an updated privacy notice on the TPWA and does it contain the five required elements?
Reviewer Notes
Reviewer Question 3 Reviewer Notes
Question 3 Comments
Question 3 Comments. Has the OPDIV posted an updated privacy notice on the TPWA and does it contain the five required elements?
4
Does the PIA clearly identify PII made available and/or collected by the TPWA?
Reviewer Notes
Reviewer Question 4 Reviewer Notes
Question 4 Comments
Question 4 Comments. Does the PIA clearly identify PII made available and/or collected by the TPWA?
5
Is the handling of PII appropriate?
Reviewer Notes
Reviewer Question 5 Reviewer Notes
Question 5 Comments
Question 5 Comments. Is the handling of PII appropriate?
General Comments
Reviewer Questions General Comments
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	Q12Comments: This response should include all the types of information collected by the system regardless of the use of that information and whether or not this information is PII.If the system collects information (i.e. user credentials) about system users/administrators in order to control access or for a similar purpose, please describe the information that is collected about those users/administrators. If contractors use only HHS user credentials to access the system, these contractors should be explicitly labeled as “direct contractors” in your response. Making this clarification will ensure that that the PIA reviewers and the public have a clear understanding of who the users are specifically (e.g. public citizens, OpDiv employees, or direct contractors).If the system does not collect information on its users to control access, either because access is granted by a single-sign on system or another system is in charge of collecting user credentials to grant system access, please state as such in this response.In addition, please ensure that the information listed in Q15 as being collected or maintained by the system is also included in the response here. Per Q32 & 34, direct contractors will help administer the system. Please ensure this information is included in the response along with a description of the direct contractor role. 
	Question_13_TextField: CTEP-ESYS collects, maintains, and shares administrative, safety and regulatory data related to clinical trials. Information is used to assure patient safety; for scientific decision making, drug distribution, regulatory oversight and to facilitate administrative operations.
	Q13Comments: 
	Q14Comments: 
	SSNCheckBox: 0
	DOBCheckBox: 1
	NameCheckBox: 1
	PhotoCheckBox: 0
	DLNCheckBox: 0
	BiometricCheckBox: 0
	MMNameCheckBox: 0
	VehicleCheckBox: 0
	EmailCheckBox: 1
	AddressCheckBox: 1
	PhoneCheckBox: 1
	MedRecCheckBox: 0
	MedNotesCheckBox: 0
	FinAcctCheckBox: 0
	CertsCheckBox: 1
	LegalDocCheckBox: 0
	EduRecCheckBox: 1
	DeviceIDCheckBox: 0
	MilStatusCheckBox: 0
	EmpStatusCheckBox: 1
	ForeignActCheckBox: 0
	PaaNumCheckBox: 
	TaxIDCheckBox: 
	Q15Other1: For Investigators: Name, Email Address, Mailing Address, Phone Numbers and Month/Year of Birth for contact and verification purposes.Employment Status, Employment History, Certificates and Education Records, Publications, Memberships, Honors, Medical Licenses, Clinical Trial Support History and Trainings to enable sponsor to determine that investigators are qualified to participate on a clinical trial per US FDA CFR. 
	Q15Other2: For Clinical Trial Support Staff: Name, Email Address, Mailing Address, Phone Numbers and Month/Year of Birth for contact and verification purposes.
	Q15Other3: For Patient Drug Orders: Patient identification (ID) and Patient Initial (two to three characters) are used for patient safety. Study drug repository prints patient specific study drug labels containing this information. Once study drug is labeled, it is shipped to the clinical network pharmacies where drug is dispensed/administered to the patients identified on the label. Patient ID and Patient Initials are used as a verification prior to dispensing/administering drug to the patients.
	Q15Other4: For Patient Safety Reporting: Patient ID and Patient Month/Year of Birth for adverse event reporting. The sponsor reviews this information in real-time to assure continuing patient safety for each clinical trial and meet US FDA CFR. 
	Q15Other5: For Demographics Analysis: Patient Zip Code and Patient Date of Birth to be able to answer demographic queries related to NCI/CTEP sponsored trials. Date of birth is only used to calculate exact patient age for demographic analysis. It is not displayed in any reports.
	Q15Comments: 
	EmpCheckBox: 1
	PubCitizensCheckBox: 0
	BusPartnerCheckBox: 1
	VendorCheckBox: 0
	PatientsCheckBox: 1
	Q16Other_TextField: Investigators and clinical trial support staff at participating institutions
	Q16Comments: If investigators are employees of NIH (including direct contractors) please select Employees from the list. In addition, please consider selecting "Business Partners" from the list to cover Clinical trial support staff. 
	Question_17_DropDownList: 1,000,000 or more
	Q17Comments: 
	Question_18_TextField: The primary purpose of the personally identifiable information (PII) is to support cancer research, clinical trials related activities and meet FDA regulatory requirements.PII (Name, Email Address, Mailing Address, Phone Numbers and Month/Year of Birth) is collected for investigators and clinical trials support staff participating in the clinical trials for contact and verification purposes, and to communicate with the investigators with respect to clinical research trial activities.PII (Employment Status, Employment History, Certificates and Education Records, Publications, Memberships, Honors, Medical Licenses, Clinical Trial Support History and Trainings) is collected for investigators participating in the clinical trials to enable sponsor to determine that investigators are qualified to participate on a clinical trial per US FDA CFR.PII is collected for patients participating in the clinical trials for the following purposes:(1) Patient Drug Orders: Patient identification (ID) and Patient Initial (two to three characters) are used for patient safety. Study drug repository prints patient specific study drug labels containing this information. Once study drug is labeled, it is shipped to the clinical network pharmacies where drug is dispensed/administered to the patients identified on the label. Patient ID and Patient Initials are used as a verification prior to dispensing/administering drug to the patients.(2) Patient Safety Reporting: Patient ID and Patient Month/Year of Birth are used for adverse event reporting. The sponsor reviews this information in real-time to assure continuing patient safety for each clinical trial and meet US FDA CFR. (3) For Demographics Analysis: Patient Zip Code and Patient Date of Birth to be able to answer demographic queries related to NCI/CTEP sponsored trials. Date of birth is only used to calculate exact patient age for demographic analysis. It is not displayed in any reports.
	Q18Comments: 
	Question_19_TextField: None
	Q19Comments: 
	Question_20_TextField: N/A
	Q20Comments: 
	Question_20a_TextField: N/A
	Question_21_TextField: Legislation authority is Public Health Service Act (42 U.S.C. 241, 242, 248, 282, 284, 285a-j, 285 l-q, 287, 287b, 287c, 289a, 289c, and 44 U.S.C. 3101).
	Q21Comments: 
	Q22Comments: 
	Q22Published3: 09-25-0200; Clinical, Basic and Population-based Research Studies of the National Institutes of Health
	Q22Published2: 
	Q22Published1: 
	InProgressCheckBox: 
	InPersonCheckBox: 
	HardCopyCheckBox: 0
	EmailCheckBox2: 
	OnlineCheckBox: 1
	DirectOtherCheckBox: 
	WithinOPDIVCheckBox: 
	OtherOPDIVCheckBox: 
	StateCheckBox: 
	ForeignCheckBox: 
	OtherFedCheckBox: 
	GovOtherCheckBox: 1
	PublicCheckBox: 0
	ComDataCheckBox: 
	PubMediaCheckBox: 
	PrivateSectorCheckBox: 1
	NGOtherCheckBox: 1
	Q23Comments: Per Q15, patients' and clinical support staff information will be collected, thus, please select "Members of the Public" and "Private Sector" from the list. 
	Question_23a_TextBox: OMB Approval #0925-753 exists for the set of PII currently captured by CTEP-ESYS.  Expiration date is 07/31/2021.
	Q24Comments: 
	WithinHHSCheckBox: 1
	WithinHHSTextField: PII is shared within HHS [FDA, NIH/NCI (Division of Cancer Treatment and Diagnosis, Division of Cancer Prevention, Cancer Trial Support Unit and Cancer Trial Reporting Program)] to support cancer research, clinical trials related activities and meet FDA regulatory requirements. 
	OtherFedTextField: 
	StateLocalCheckBox: 
	StateLocalTextField: 
	PrivateCheckBox: 1
	PrivateTextField: PII is shared with investigators and clinical networks to support cancer research and clinical trials related activities for their specific patients. PII is shared with the drug companies for their specific drugs used in the clinical trials for regulatory reporting purposes.
	Question_24b_TextBox: CTEP-ESYS shares PII with the Clinical Trials Support Unit (CTSU), a CTEP/NCI sponsored project to increase participation in NCI sponsored cancer related clinical trials.  A Memorandum of Understanding (MOU)/ Interconnection Security Agreement (ISA) is in place with CTSU that establishes procedures and safeguards for the information being shared.
	Question_24c_TextBox: CTEP-ESYS follows HHS/NIH/NCI security policies and procedures. MOU/ISA are maintained in accordance with NCI/NIH/HHS policies and procedures. Access to PII is restricted through authentication, authorization and role-based access. CTEP-ESYS Users go through security awareness trainings and acknowledge warning banners during login. More information on security controls has been provided in response to Q38. 
	Question_25_TextBox: Investigators and clinical trial support staff are notified prior to completing their on-line registration process.Patients are notified as part of the informed consent process prior to participating in a clinical trial.
	Q25Comments: 
	Voluntary: 
	Mandatory: 
	Q26Comments: 
	Question_27_TextBox: Investigators, clinical trial support staff and patients are not required to participate in NCI clinical trials. Their options to opt-out is not complete on-line registration(investigators or support staff) or not sign informed consent (patients).
	Q27Comments: 
	Question_28_TextBox: Consent is obtained through an annual registration process, which is mandatory for all investigators and clinical trial support staff.  These registered users receive system release notes/changes to the system when they are published.As part of the informed consent process, patients are notified that their data may be used for additional research studies. If changes were to occur to the use of patients PII data other than what was agreed to in the signed informed consent document, the clinical trial sites would be notified so that re-consent can be obtained from the patients.
	Q28Comments: 
	Question_29_TextBox: Investigators and clinical trial support staff may contact CTEP Help Desk via phone or email should they have any questions or concerns about their PII. Patients should follow the contact information in their informed consent documents.
	Q29Comments: 
	Question_30_TextBox: Investigators and clinical trial support staff must undergo a mandatory annual re-registration process.Clinical networks where clinical trials are conducted perform audits to ensure integrity, availability, accuracy and relevancy of patients data. If any issues are found, the clinical networks re-submit data to CTEP-ESYS.
	Q30Comments: 
	UsersCheckBox: 1
	UserReason: To support NCI sponsored clinical trials
	AdminsCheckBox1: 1
	AdminReason: To support NCI sponsored clinical trials
	DevsCheckBox: 
	DevReason: 
	ContractorsCheckBox: 1
	ContractorsReason: Direct contractors support NCI sponsored clinical trials. 
	OthersCheckBox: 0
	OthersReason: 
	Q31Comments: Please specify if the contractors are direct contractors. Direct contractors are contractors that operate on behalf of the agency and use the agency’s credentials when doing so.  
	Question_32_TextBox: CTEP-ESYS access requests are submitted through an automated system module for approval.  All requests are reviewed and validated by the CTEP-ESYS direct contractor who obtains necessary authorizations from CTEP-ESYS system owners or designated officials before approving the access requests.
	Q32Comments: 
	Question_33_TextBox: CTEP-ESYS enforces approved access authorizations through database and application roles, restricting access to those applications that users are authorized to access.  Application level data attributes further restrict access to PII.
	Q33Comments: 
	Question_34_TextBox: System owners, operators and direct contractors must take the annual mandatory NIH Privacy and Security training.
	Q34Comments: 
	Question_35_TextBox: Instructor-led trainings, online documentation or phone trainings are provided to system users as appropriate.
	Q35Comments: 
	Q36Comments: 
	Question_37_TextBox: Investigators and Clinical Support Staff PII data is maintained within CTEP-ESYS for a time of no less than 3 years after IND application is approved/disapproved, or if no new application is filed, after the study is completed/discontinued and FDA is notified of discontinuation or when no longer needed for business and scientific use, whichever is longer. NIH Policy manual 1743 (Item I-0004: FDA Regulated Research Records: DAA-0443-2012-0007-0004)Patient Drug Orders and Patient Safety Reporting PII data is maintained within CTEP-ESYS for a time of no less than 3 years after IND application is approved/disapproved, or if no new application is filed, after the study is completed/discontinued and FDA is notified of discontinuation or when no longer needed for business and scientific use, whichever is longer. NIH Policy manual 1743 (Item I-0004: FDA Regulated Research Records: DAA-0443-2012-0007-0004)
	Q37Comments: 
	Question_38_TextBox: CTEP-ESYS data is maintained in a secure database. The following are in place as Management Controls:Logon BannersRules of BehaviorSystem Security PlanConfiguration Management, Change Management Plans and ProcessesDisaster Recovery Plan (tested)Interconnection Security AgreementThe following are in place as Technical controls for CTEP-ESYS:User ID and Passwords are required to login to CTEP-ESYS applicationsThe CTEP-ESYS application is hosted within NIH Network boundaries and is protected by NIH Center for Information Technology (CIT) provided Perimeter Firewall and Intrusion Detection SystemsSecure Sockets Layer (SSL) Encryption is enabled for access to web based interfaces of CTEP-ESYS modules, where necessaryProactive Systems Monitoring and Alerts Management Anti-virus, security updates and patching procedures Periodic scans on CTEP-ESYS systems Incidence Response ProceduresSystem and Database Audit Trails and LogsThe following are in place as Operational controls for CTEP-ESYS:  Personnel Security to comply with NIH background checks and screening required to issue NIH accounts and Personal Identity Verification (PIV) badgesAnnual NIH Security Awareness TrainingPhysical and Environmental Protection Backup ProceduresOffsite Storage for TapesVideo Surveillance of Data CenterContingency /Disaster Recovery Plan Incidence Response ProceduresAlerts and ScansIdentification and AuthenticationUser Account Management ProcessRole based user access to systemsAudit Trails
	Q38Comments: Please take out bullets. Using hard returns for lists works better for 508 compliance of the document.
	Question_39_TextBox: https://eapps-ctep.nci.nih.gov/iam
	Q39Comments: 
	Q40Comments: 
	Q41Comments: 
	WebBeaconsCheckBox: 0
	WebBugsCheckBox: 0
	SessionCookiesCheckBox: 1
	PersistentCookiesCheckBox: 0
	Q41aOtherTextField: 
	Q42Comments: 
	Q43Comments: 
	RQ1Notes_TextBox: 
	RQ1Comments_TextBox: 
	RQ2Notes_TextBox: 
	RQ2Comments_TextBox: 
	RQ3RN_TextBox: 
	RQ3Comments_TextBox: 
	RQ4RN_TextBox: 
	RQ4Comments_TextBox: 
	RQ5RN_TextBox: 
	RQ5Comments_TextBox: 
	RQ6RN_TextBox: 
	RQ6Comments_TextBox: 
	RQ7RN_TextBox: 
	RQ7Comments_TextBox: 
	RQ8RN_TextBox: 
	RQ8Comments_TextBox: 
	RQ9RN_TextBox: 
	RQ9Comments_TextBox: 
	RQ10RN_TextBox: 
	RQ10Comments_TextBox: 
	RQ11RN_TextBox: 
	RQ11Comments_TextBox: 
	RQ12RN_TextBox: 
	RQ12Comments_TextBox: 
	RQGeneralComments_TextBox: CTEP-ESYS UUID: B89CA3A1-D338-4488-BD6E-7104146AF290
	PIAOPDIVSignatureField: 
	PIAHHSSignatureField: 
	Acceptable Values: Transition, Draft, Review, Redraft,  TPWATransition, TPWADraft, TPWAReview, TPWARedraft: 
	TPWAFormNumber_TextField: Read Only
	TPWADateField1: Read Only
	TPQuestion_1_TextBox: Read Only - OPDIV
	TPQuestion_2_TextBox: Read Only - TPWA UID
	TPQuestion_3_TextBox: Read Only - TPWA Name
	TPQuestion_4a_TextBox: 
	TPQ5Comments: 
	SORN_Num_TextField: 
	Not_Publish_TextField: 
	TPQ6Comments: 
	Approval_num_TextField: 
	Expiration_DateField: 
	Explanation_TextField: 
	TPQ7Comments: 
	TP_POC_Title_TextField: 
	TP_POC_Name_TextField: 
	TP_POC_Org_TextField: 
	TP_POC_Email_TextField: 
	TP_POC_Phone_TextField: 
	TPQ8Comments: 
	TPQuestion_9_TextField: 
	TPQ9Comments: 
	TPQ10Comments: 
	TPQuestion_11_TextField: 
	TPQ11Comments: 
	TPQ12Comments: 
	TPQuestion_13_DropDownList: 
	TPQ13Comments: 
	TPQuestion_13a_TextField: 
	TPQ14Comments: 
	TPQuestion_14a_TextField: 
	TPQ15Comments: 
	TPQ16Comments: 
	TPQ17Comments: 
	TPQuestion_18_TextField: 
	TPQ18Comments: 
	TPQuestion_19_TextField: 
	TPQ19Comments: 
	TPQuestion_19a_TextField: 
	TPQ20Comments: 
	TPQuestion_20a_TextField: 
	TPQuestion_21_TextField: 
	TPQ21Comments: 
	TPQuestion_22_TextField: 
	TPQ22Comments: 
	TPRW1RN_TextBox: 
	TPRQ1C_TextBox: 
	TPRQ2RN_TextBox: 
	TPRQ2C_TextBox: 
	TPRQ3RN_TextBox: 
	TPRQ3C_TextBox: 
	TPRQ4RN_TextBox: 
	TPRQ4C_TextBox: 
	TPRQ5RN_TextBox: 
	TPRQ5C_TextBox: 
	TPGenCommentsTextBox: 
	TPOPDIVSignatureField: 
	TPHHSSignatureField: 



