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1. Registration

This document describes the process to submit a request for user registration for access to the
Child Support Portal.

Figure 1-1: Welcome to Child Support Portal

Office of Chia Suppont Entorcement |y Chid Suppont Portal

CHILD SUPPORT PORTAL

Welcome to the Child Support Portal

OFFICE OF CHILD SUPPORT ENFORCEMENT

Q

Note: Figure 1-1 shows the header and footer for all CSP screens. The header
may contain additional links (e.g., Logout, Comments, FAQ, Contact Us,
Print, Portal Home, Chatbot). The footer may contain additional links (e.qg.,
Office of Child Support Enforcement, Privacy Policy, Accessibility, Help
Desk email address). The footer also contains a small chat icon in the bottom
right hand corner. This icon displays until the user access the portal. It offers
help to the user to reset their password or unlock their account.

We excluded the headers and footers from many of the screen images to
improve the readability of this document.

Part 1: Registration 1-1 June 24,2021
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Chart 1-1 describes the functions available from the Welcome to Child Support Portal page,
including in the header and footer.

Chart 1-1: Welcome to Child Support Portal

Link Description
Portal Home Indicates this is the Home Page for the Portal
FAQ Displays the FAQs for security
Contact Us Displays the Help Desk Contact Page, which lists the contact

phone number and e-mail address for the Portal Administrator and
applications on the Portal

User Affiliations

There are eight affiliations: Employers, Federal Agencies,
Financial Institutions, Insurers, International, OCSE, States, and
Tribes.

The user selects the affiliation they want to register for. A list of
functions for the selected affiliation display.

Office of Child Support
Enforcement

Opens a new web page with details about the Office of Child
Support Enforcement.

Privacy Policy

Displays the Child Support Portal Privacy Policy

Accessibility Opens a new web page with details on the Administration for
Children and Families’ (ACF) commitment to making its websites
accessible to the widest possible audience, including the disabled
and impaired.

Help Desk Lists the contact information for the Help Desk

GO The user clicks GO under the user role they are registering for to

view a list functions for the role selected. All roles navigate to This
Portal Page Is For You If. The registration form is not role-specific
at this point.

Chatbot Icon

An interactive system to help a user change their password or
unlock their account.

Users click one of the user affiliations or Go to navigate to the This Portal Page Is For You If,

Figure 1-2.

The description to the left will list the functions the user may be able to perform, depending on

the affiliation chosen.

Part 1: Registration
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Figure 1-2: This Portal Page Is For You If

Office of Child Support Enforcement ft' ‘Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Home / OCSE

This Portal Page Is For You If Register or LogIn

You are an OCSE staff member and have been advised o register and log in through this site to

NEW USERS - If you are a new user, Register fo create an account and request access fo
access one or more of the following applications:

applications. Once you have registered, you will have fo Log In to activate your account.

+ Access and Visitation LOG IN - If you are a registered user, Log In to access your applications or to acfivate your
» Debt Inquiry Service account.
« DoD Entiliement Mew User
» Employer Services

= eTerm

« FCR Misidentified Parficipant Helpful Information

« FCR Query

= Federal Collection and Enforcement

« Intergovernmental Reference Guide

« Locate

« MSFIDM

» Self-Assessmeni

= Siale Plan

= Siale Statistical Reporting Service

Help Desk

Monday - Friday: 8:00 AM. - 5:00 PM.ET  (5)1-800-258-2736 ¥ csportal@act.hhs.gov

Chart 1-2 describes the functions available from This Portal Page Is For You If page.

Chart 1-2: This Portal Page Is For You If

Link Description

This Portal Page Is For You |Displays a list of functions available to the user role you selected.
If

New User Opens the Child Support Portal User Registration page

Log In Opens the Child Support Portal Log In page.

Helpful Information Displays links to documents or websites that may be helpful in
using the Portal.

Part 1: Registration 1-3 June 24,2021
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Figure 1-3: Child Support Portal User Registration (Step 1)

Office of Child Support Enforcement 5y Child Support Portal

CHILD SUPPORT PORTAL
Child Support Portal User Registration

Registration Steps Enter User Affiliation

1) Enter User Affiiation
) Employer
2) Request Access to Services Federal Agency
Financial Institution
3) Personal Information

Insurer

International
OCSE

4) Enter Security Information

States
Tribe

Click Enter User Affiliation to select an affiliation fromthe a list of affiliations. (In this
example, we chose OCSE.)

Depending on the affiliation selected, a new section with sub-groups may appear, requesting
additional information.

Figure 1-4 displays if OCSE is selected.

Figure 1-4: Child Support Portal User Registration (Step 2)

Office of Child Support Enforcement qg Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Child Support Portal User Registration

Registration Steps

1) Enter User Affiliation

2) Request Access to Services

Enter User Affiliation

OCSE

3) Personal Informati ‘
) Personal Information Enter OCSE Sub-Group Information
4) Enter Security Information * Select OCSE Sub-group

Regional Support Staff
Technical Support Staff

Part 1: Registration
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Chart 1-3 describes the functions available from the Enter User Affiliation page.

Chart 1-3: Enter User Affiliation

Link Description

Enter User Affiliation Opens a list of user affiliations

Enter OCSE Sub-Group In this OCSE example, select Regional or Technical Support Staff

Information Selections available for other affiliations, will vary from the example
(See nextrow.)

Sub-Groups for Other e Employer, Insurer, and Financial Institution: FEIN
Affiliations (Information e Federal Agency: Agency name
requested for the other user | Tribe: Tribe name
types) .
e International: Country name
e State: State name

After making selections fromthe affiliation list, the page expands to display a list of functions
under Request Accessto Services.

Figure 1-5: Child Support Portal User Registration (Step 3)

Child Support Portal User Registration

Registration Steps Enter User Affiliation
1) Enter User Affiliati
nter User Affiation ocsE »
2) Request Access 1o Services
3) Personal Information
7 Enter OCSE Sub-Group Information
4) Enter Security Information © Selsct OCSE Sub-group

Technical Support Staff v

Request Access to Services

[ Enter and submit program data ahout Access and Visitation (AV) services to OCSE. (Access and Visitation)
O The Audit Search service allows authorized users to view audit related data. (Audit Search)

O Allows a secure path for a user to upload their input files and download the responses for Data Access. (Data Access Research)
O View or enter information about debtors who are eligible to receive a payout. (Debt Inquiry)

[ Request monthly entitiement payment information for active and reservist service members. (DoD Enfitiement)

[ search employer information in the NDNH and identify employers that participate in e

[ send and receive child support documents and UIF SA f ally. (Electronic

O The Employer Services and Insurance Match Debt Inquiry allows authorized users to look up state contacts and state reports; search employer
and insurer reporting; update employers' addresses, subsidiaries, supplemental information, and point of contact information; and annually
certify that all this information is correct. (Employer Services & Insurance Match Debt Inguiry)

O Report an incorrect participant SSN to avoid receiving erroneous information from the FCR. (FCR Misidentified Participant)

O Request FCR case and participant information in your state or in another state. Tribes do not have cases on the FCR and may only view cases
in another tribunal. (FCR Query)

O Upload and download federal offset files and documents. (Federal Collection and Enforcement)

[ The Feedback Administration service allows authorized users to view and administer feadback related data. (Feedback Administration)

O Upload insurance claim files for the IM program. (Insurance Match

[ View state and tribal policy and contact information, OCSE contact infermation, and International Foreign Reciprocating and Foreign Treaty

contact information. States and tries may also administer content for profile questions and revise contact information. (Intergovernmental
Reference Guide)

Part 1: Registration 1-5 June 24,2021
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Click the functions you want to access.

Complete the required fields for personal information and work location. (Required fields have
asterisks.)

Figure 1-6: Child Support Portal User Registration (Step 4)

Registration Steps [ seli-Assessment System is a software application used by the OCSE Division of Performance and Statistical Analysis (DPSA) staff to track
g P OCSE Seli-Assessment Reports and Regicnal Review Reporis submitied annually by siate and regional offices. (Seli-Assessment)

1) Enter User Affiliation [J states may submit their State Plans and OCSE may review and approve State Plans. (State Plan)

2} Request Access to Services O The State Profile Administration service allows authorized users to update a state's CSP profile and contacts. (State Profile Administration)

3) Personal Information [ Access state semi-annual reports and monthly New Hire and Multistate Employer Registry reporis. (State Statistical Reporting System)

4) Enter Security Information

Enter Personal Information and Work Location

* First Name M * Last Name

* Address Line 1 Address Line 2 Address Line 3

* City * State *Zip Code Zip Code Ext
-Select- ~

* Phone Number Phone Ext = Email Address

* My FEIN Where do | find this? = Access Code

For additional security, the system will ask you to provide an access code each time you log into
the portal.

* My Employer Name  Where do | find this? You can elect to receive the access code via veice or text message

At the end of the registration process, the system will ask you to verify if the phone successfully
received the call or text message
“ Last 4 of S8N

® voice O Text

* Date of Birth * Phone Number Phone Ext:

Complete the Access Code section. For increased security, OCSE requires users to enter an
access code each time they log in. Users have a choice of a Voice option —a phonecall, ora Text
option — a text message on your cell phone.

Part 1: Registration 1-6 June 24,2021
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Complete the required fields for Security Information.

Figure 1-7: Child Support Portal User Registration (Step 5)

4) Enter Security Information

Enter Security Information

* Create User ID

* Create Password

Enter Security Questions

Security Question 1

In what city did you meet your spouse/significant other?

Security Question 2

What is your favorite animal?

Security Question 3

What is your pet's name?

Security Question 4

‘Who was your childhood best friend?

Security Question 5

What is your favorite restaurant?

Cancel

* Confirm User ID

* Confirm Password

* Answer 1

* Answer 2

* Answer 3

* Answer 4

* Answer 5

Click Submit to submit registration and display Figure 1-8.

Part 1: Registration
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Figure 1-8 displays a summary of information and allows the user to request an access code, and
then confirm information.

Figure 1-8: Child Support Portal User Registration (Step 6)

Child Support Portal User Registration: Review

User Affiliation & Services Requested
OC 8E Technical Support Staff
Sarvices Requested

= Audil Search

» lam aAudit Search user registering bo view partal web servioe audil recards.
Personal Information

Hama: John Doe
Agdresa Line 12 12 Te=i Lane
Agdrasa Ling 2:

Agdress Ling 3:

Clty, State:

Zip Code Full:

country:

E-mall Address:

Phone Humber - Extenzlon: LL

Last 4 of $5H- i1

FEIN: 111111
Employer Nams: Test Emplayes
Date of Birth: D619/ 884

Access Code

apcess Device: Phone Texling
Phone Number: 443-454-5797

Security Information

UeeriD: oozeles]

Security Questions

ficanl ather? obher

Click Return to Make Changes if any information needs to be updated.

Click Request to receive a call to enter a PIN.

Part 1: Registration 1-8 June 24,2021
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As part of two-factor authentication, the system calls or sends text message with an access code
to the media device selected on the Child Support Portal User Registration page, Figure 1-6. The
user must enter the access code to complete the registration process.

Click Confirm to navigate to the User Confirmation to receive verification that the registration is
complete. Figure 1-9 displays.

Figure 1-9: Child Support Portal User Registration Request Submitted

Office of Child Suppcrt Enforcement g Child Support Partal

CHILD SUPPORT PORTAL

PORTAL HOME FA@ CONTACT US

Child Support Portal User Registration Request Submitted

Click Welcome to navigate to the Welcome to the Child Support Portal page.

This concludes this part of the registration. The Help Desk will email the user an access code, so
the user can complete the activation process and log into the Portal.

Part 1: Registration 19 June 24,2021
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2. Activation

The user Portal again clicks a user affiliation to open the This Page Is For You If page.

Figure 2-1: This Portal Page Is For You If

Office of Child Support Enforcement  “}5) Child Support Portal

CHILD SUPPORT PORTAL

PORTALHOME FAQ CONTACTUS

Home / OCSE

This Portal Page Is For You If

You are an OCSE staff member and have been advised to register and log in through this site to
access one or more of the following applications:

» Access and Visitation
- Debt Inquiry Service
« DoD Entitisment

Register or Log In

NEW USERS - If you are a nsw user, Register to create an account and request access fo
applications. Once you have registered. you will have to Log In fo activate your account

LOG IN - If you ars a registered user, Log In to access your applications or to activate your
account.

New User

- Employer Services
- eTerm

» FCR Misidentified Participant Helpful Information
- FCR Query

- Federal Collection and Enforcement

- Intergovernmental Reference Guide

- Locate

- MSFIDM

- Self-Assessment

- State Plan

« State Statistical Reporting Service

Help Desk

Monday - Friday: 8:00 A M. - 500 PM ET () 1-800-258-2736 3 csportal@act hhs gov

Click Log In to open the Login Certification page.

Part 2: Activation 2-1
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Figure 2-2 shows the Login Certification page displayed when logging into the system.

Figure 2-2: Login Certification

Office of Child Support Enforcement "} Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME FAQ CONTACTUS

Home / Insurers / Login Cerfification

Login Certification
You are accessing a U.S. Government information system. This information system is provided for U S. Government-authorized use only.
Unautharized or improper use of this syslem may result in disciplinary action, as wrell as civil and criminal penalties.
By using this information system. you understand and consent fo the following:
« lunderstand that | may be subject to penalties if | submit fraudulent information
+ | agree that | am responsible for all actions taken with my account
« lunderstand that OCSE may ban me from the use of these services if OCSE determines or suspects that there has been misuse of the services

« | am aware that any person who knowingly and willingly makes any representafion to falsely obtain information from OCSE records and/or intends to deceive
OCSE as to the frue identity of an individual could be punished by a fine or impriscnment, or both.

« | am authorized to do business on behalf of my tribe employer or client
« lunderstand OCSE will use this information for employment verification purposes.

« lunderstand that OGSE will maintain and use the information | provide to verify my identity and my relationship to tribe/employer and | consent to the use of my
information for this purpose.

« | have no expectafion of privacy for any personal or unofficial fransaction conducted using this government equipment. At any time, and for any lawful
Govemnment purpose, the govemment may monitor, infercept. and search and seize any communication or data fransmitted or stored on this information system.

- Any communication or data transmitted or stored on this information system may be disclosed or used for any lawiul Government purpose
By checking 'l Accept' you certify that you have read, understood, and agree to the terms of this agreement.

O 1Aceept

® Login using User ID:

©  Login using PIV card (Inzert PIV card) @

Click the check box to accept the terms of agreement.
Enter your User ID, and then click Enter.
Click Cancel to return to This Portal Page Is For You If displayed in Figure 2-1.

Chart 2-1 describes the functions available from the Login Certification page.

Chart 2-1: Login Certification

Element Description

I Accept Checking the box certifies that the user agrees to the terms of
agreement

Login using User ID Allows the user to access the Portal by entering a user ID

Forgot User ID? Opens the Forgot User ID page

Login using PIV card Allows the user to access the Portal usinga PIV card (internal
users only)

Part 2: Activation 2-2 June 24,2021
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Chart 2-1: Login Certification

Element Description

I Provides extra information about PIV card access
(Information Link)

Click Enter to open the User Activation page.
Figure 2-3 shows the page for completing account activation.

Figure 2-3: User Activation

‘Office of Child Support Enforcement rh Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

User Activation

For User ID: cspocse

* Activation Code

* Password Forgot/Change Password?
* Email

* In what city did you meet your spouse/significant other?
* What is your favorite animal?

*What is your pet's name?

* Who was your childhood best friend?

* What is your favorite restaurant?

Submit Cancel

Chart 2-2 describes the functions available from the User Activation page.

Chart 2-2: User Activation

Element Description

User ID Displays a system-generated user ID

Part 2: Activation 2-3 June 24,2021
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Chart 2-2: User Activation

Element Description
Activation Code Allows the user to enter the activation code received from the
Portal
Password Allows the user to enter a password

Forgot/Change Password Opens the Forgot/Change Password page to reset the password

Challenge Questions Requires the user to answer the questions

Click Submit to open the Activation Confirmation page, Figure 2-4.
Figure 2-4 shows a confirmation that the user’s account is now activated.

Figure 2-4: Activation Confirmation

Office of Ghild Support Enforcement "} Child Support Portal

CHILD SUPPORT PORTAL

Activation Confirmation

Your account activation was successful

The system will ask you to change your password every 60 days. You may legin o the Child
Support Portal by clicking Welcome button.

Welcome

Click Welcome to open the Welcome to the Child Support Portal page.

Part 2: Activation 2-4 June 24,2021
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3. Login
Figure 3-1 shows the page used to initiate logging in by clicking Log In.

Figure 3-1: This Portal Page Is For You If

Office of Child Support Enforcement  “}5) Child Support Portal

CHILD SUPPORT PORTAL

PORTALHOME FAQ CONTACT US

Home / OCSE

This Portal Page Is For You If Register or Log In

You are an OCSE siaff member and have been advised o register and log in through this site to

©be NEW USERS - If you are a new user, Register to create an account and request access fo
access one or more of the following applications:

applications. Once you have registered. you will have to Log In to activate your account

= Access and Visitation LOG IN - If you are a registered user, Log In to access your applications or lo activate your

- Debt Inquiry Service account,

= DoD Entilement New User

- Employer Services

« &Term

- FCR Misidentified Participant e —
- FCR Query

« Faderal Collection and Enforcement

- Intergovernmental Reference Guide

. Locate

« MSFIDM

- Seif-Assessment

« State Plan

» State Statistical Reporting Service

Help Desk

Monday - Friday: £00 A M. - 500 PM.ET () 1-800-258-2736 3 csportal@act hs gov
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Figure 3-2: Login Certification

Office of Child Support Enforcement ']3 Child Support Portal

CHILD SUPPORT PORTAL

PORTALHOME FAQ CONTACTUS

Home | Insurers / Login Cerfification

Login Certification
You are accessing a U.S. Government information system. This information system is provided for U.S. Government-authorized use only.
Unautharized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties
By using this information system. you understand and consent to the following:
« lunderstand that | may be subject to penalties if | submit fraudulent information
+ 1 agree that | am responsible for all actions taken with my account
« lunderstand that OCSE may ban me from the use of these services if OCSE determines or suspects that there has been misuse of the services

+ I am aware that any persen who knowingly and willingly makes any representation to falsely obtain information from OCSE records andor intends fo deceive
OCSE s to the frue idenity of an individual could be punished by a fine o imprisenment, or bath

« | am authorized to do business on behalf of my fribe employer or client,
« I understand OCSE will use this information for employment verification purposes.

+ lunderstand that OGSE will maintain and use the information | provide to verify my identity and my relationship to tribe/employer and | consent to the use of my
information for this purpose

« I have no expectation of privacy for any personal or unofficial transaction conducled using this government equipment. At any time. and for any lawful
Govemment purpose, the government may monilor, intercept, and search and seize any communication or data transmitted or stored on this information system

« Any communicalion or dala transmitted or stored on this infermaion system may be disclosed or used for any lawful Govemment purpose
By checking 'l Accept you certify that you have read, understood, and agree to the terms of this agreement.

O 1Accept

@ Login using User ID:

O Login using PIV card (Insert PV card) @)

“ s

Chart 3-1 describes the functions available on the Login Certification page.

Chart 3-1: Login Certification

Element Description

I Accept Check the box to agree to the terms of the agreement

Log In using User ID Allows the user to access the Portal using a user ID

Forgot User ID? Opens the Forgot User ID screen

Login using PIV card Allows user to access the Portal usinga PIV card (internal users)

I Provides extra information concerning PIV card access
(Information Icon)

Click Enter to open the Login page.
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Figure 3-3 shows the Login page.

Figure 3-3: Login

Office of Child Support Enforcement Yy Child Support Portal

CHILD SUPPORT PORTAL

Login

Welcome, emptest1

Enter the Access Code you received via text message to continue. The Access Code will expire in 10 minutes.

* Password Forgot/Change Password?

* Access Code:

Chart 3-2 describes the functions available from the Login page.

Chart 3-2: Login

Element Description

Password Enter a password

Forgot/Change Password?  |Opens the Forgot/Change Password page

Access Code Enter the access code received via email or text (chosen during
registration)

Enter your password, answer the challenge question, enter an access code received via voice or
text, and then click Login.
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Figure 3-4 shows the Child Support Portal Home page.

Figure 3-4: Child Support Portal Home Page

CHILD SUPPORT PORTAL

Secured Environment
Welcome to the Child Support Portal In The Spotlight ‘

The Child Support Portal provides an array of resources and services to OCSE staff to assist them

in their work. Security Tip: Confidentiality Is Critical

« Never share Portal data with unauthorized users

i et « Never give anyone access to your computer unless they
You may view the applications you have access to by clicking on the --Select Application-- tab in

Y PPl ¥ d 9 PP ( are authorized (i.e., help desk) )
the navigation bar above.

[
Helpful Information Calendar VIEW Quick Links
Child Welfare Navigation Guide COVID-18: Frequently Asked Questions for Child Support
Independence Day Programs

COVID-19 Operating Status for States and Tribes Jul Federal offices closed for holiday
5

CY 2021 Federal Offset Collections Schedule
Data Access Research Navigation Guide = i

Intergovernmental Reference Guide Resources
Debt Inquiry Navigation Guide gov -

QUICK State Status

Labor Day Social Security Office Locator
Federal offices closed for holidal
E Y Uniform Interstate Family Support Act (UIFSA) 2008

Columbus Day
m Federal offices closed for holiday

DoD Entitlement Navigation Guide
eEmployer Navigation Guide
Electronic Document Exchange Navigation Guide

Electronic Document Exchange State Status Map
and Information

Employer Participation Project Reports Guide
Employers Navigation Guide
eTermination Navigation Guide

FCR Misidentified Participant Navigation Guide

IMEERE B PEEEREER

v

Chart 3-3 describes the functions available from the Child Support Portal Home page.

Chart 3-3: Child Support Portal Home Page

Element Description
Welcome <User Name> User can update their account profile
Broadcast Messages Messages of interest for users of all affiliations on the Portal, such
as availability, maintenance, changes, and the like
Secure Home Indicates that this is the Portal Home Page
Select Application Select an application for which you have privileges
Feedback User can submit feedback.

FAQ Frequently Asked Questions about the Portal

Contact Us Displays the Help Desk Contact information

In the Spotlight Information about new items or events on the Portal
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Chart 3-3: Child Support Portal Home Page

Element Description
Helpful Information Documents provided for further information
Calendar Displays events of interest to users
Quick Links Links provided for reference
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4.  Profile Updates

Figure 4-1 shows the page displayed when the user selects Profile Update from the left menu on
the Child Support Portal Home page.

Figure 4-1: Profile Update

Profile Update

Indicates required feid

Update Personal Information and Work Location

*Phons Numbsr Pnone Ext * Emall Agaress
123-456-7085 csipora@ssa.gov

* Addrees Line 1 Addrses Line 2 Agdress Line 3
test addiional info additional info

* ZIp Coe Zip Cods Ext
- 12682

Update Security Information

Security Questions
Securlty Guestion 1
i wht city did you mast your spouselsignificant othar?
Sacurity Guestion 2
\What is your favorite animal?
Sacurity Question 3
What is your pet's name?
securlty Question 4

Who was your childhood best friend?

Sscurity Question 5

WWhat i your favorite restaurant?

User Access Control
' vaoice ® Text

* Phons Number
443-454-5787
hen changing your user access method
Select ROqUBst to veify your acce:

d select UPASts to verify.
The Access Code will expire in 10 minutes.

Enter your sccass coos
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Chart 4-1 displays the information a user can update.

Chart 4-1: Profile Update

Element

Description

Update Personal Information
and Work Location Section

Displays the user’s personal and location information

Update Security Information
Section

Displays the challenge questions the user selected and the
responses the user provided

User Access Control Section

Displays access code choices of voice or text used for two-
factor authentication

Request Click to request an access code

Update Click to save and confirm the account update

Reset Click to reset any unsaved updated information

Cancel Click to cancel the transaction and open the Welcome to Child
Support Portal page

Inactivate Account Click to disable the account
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Figure 4-2 shows the Profile Update Confirmation page displayed when a user updates their
account.

Figure 4-2: Profile Update Confirmation

Profile Update Confirmation

Profile Update Confirmation

° Profile is updated

Your profile has been updated successfully.

Click Close to return to the Welcome to Child Support Portal page
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5. Credential Management

Figure 5-1 displays the Login Certification page.

Figure 5-1: Login Certification

Login Certification

Office of Child Support Enforcement ") Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME FAQ CONTACTUS

Home / Financial Insfituions / Login Ceriification

‘You are accessing a U.S. G

Govemment

[ 1 Accept

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalfies.
By using this information system, you understand and consent to the following:

* | understand that | may be subject to penalties if | submit fraudulent information

+ I agree that | am respansible for all actions taken with my account

* | understand that OCSE may ban me from the use of these services if OCSE determines or suspects that there has been misuse of the services.

+ | am aware that any person who knowingly and willngly makes any representation to falsely obtain information from OCSE records and/or intends to deceive
OGSE as to the frue idenity of an individual could be punished by a fine or imprisonment, or both

+ 1 am authorized to do business on behalf of my tribe, employer or client.
* | understand OGSE will use this information for employment verification purposes.

* Iunderstand that OCSE will maintain and use the information | provide to verify my idenfity and my relationship to tribe/employer and | consent o the use of my
information for this purpose.

« I have no expectation of privacy for any personal or unofficial transaction conducted using this government equipment. At any time, and for any laviful
e, the govemment may monitor, intercept, and search and seize any communication or data transmitted or stored on this information system

r data fransmitted or stored on this inforr

By checking 'l Accept' you

ion system. This i fion system is provided for U.S. Goverment-authorized use only,

mation system may be disclosed or used for any lawful Government purpose.

certify that you have read, understood, and agree to the terms of this agreement.

@ Login using User ID: Forgot User ID?

cspocsed| X

O Login using PIV card (Insert PIV card) @

Chart 5-1 describes the functions that are available from the Login Certification page.

Chart 5-1: Login Certification

Element

Description

I Accept

Click to certify the user agrees with the terms of the agreement

Login using User ID

Allows the user to access the Portal with a user ID

Forgot User ID?

Opens the Forgot User ID screen

Login using PIV card

Allows the user to access the Portal using a PIV card (internal
users only)

i (Information Icon)

Provides extra information about PIV card access

Enter

Click to enter the login information

Cancel

Click to return to the This Portal Page Is For You If page

Click I Agree checkbox to accept the terms of the agreement.
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Click Forgot User ID?

Figure 5-2 displays the Forgot

User ID page.

Figure 5-2: Forgot User ID

CHILD SUPPORT PORTAL

Forgot User ID

Qffice of Child Support Enforcement 'h Child Support Portal

PORTAL HOME | FAQ CONTACT US

= Email

* Re-enter Email

Chart 5-2 describes the functions available from the Forgot User ID page.

Chart 5-2: Forgot User ID

Element

Description

Email Address

Enter an email address to request the user ID

Re-enter Email Address

Re-enter the email address to confirm it

Click Submit to open the Cred

ential Management — Forgot User ID Confirmation page.
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Figure 5-3 displays the confirmation that the system sent the ID to the user’s email account.

Figure 5-3: Credential Management — Forgot User ID Confirmation

Office of Child Support Enforcement ~ J5 Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACTUS

Forgot User ID Confirmation

‘o Email was sent successfully ‘

Your userld has been sent to your email account

You may proceed to the Child Support Portal by clicking the Welcome button

Welcome

Click Welcome to open the Welcome to the Child Support Portal page.
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Figure 5-4: Login— Forgot/Change Password
CHILD SUPPORT PORTAL

PORTAL HOME

Login

Welcome, csiporta

Enter the Access Code you received via text message to continue. The Access Code will expire in 10 minutes

* Password Forgot/Change Password?

* Access Code:

Chart 5-3 describes the functions available from the Login — Forgot User 1D page.

Chart 5-3: Login — Forgot/Change Password

Element Description

Password Enter a password

Forgot/Change Password? [Opens the Forgot/Change Password page

Access Code Enter the access code received via email or text (chosen during
registration)

Cancel Click to navigate to Welcome to the Child Support Portal

Click Login to authenticate the password, challenge question answer, and access code.
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Figure 5-5 displays the page to request a password reset.

Figure 5-5: Forgot/Change Password

Office of Child Support Enforcement rh Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Forgot/Change Password

o Enter your email address to change your password

User ID

cspocsel

* Email

Chart 5-4 describes the functions available from the Forgot/Change Password page.

Chart 5-4: Login Forgot/Change Password
Element Description
User ID Displays a system-generated user ID
Email Enter email address
Submit Click request to change password.
Cancel Click to navigate to Welcome to the Child Support Portal

Enter an email address for accessto a password reset page, and then click Submit to open the
Forgot/Change Password — Challenge Questions page.
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Figure 5-6 displays a page for the user to answer challenge questions.

Figure 5-6: Forgot/Change Password — Challenge Questions

Office of Child Support Enforcement {h Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Forgot/Change Password

‘ o Please answer the following questions set up during registration. ‘

*In what city did you meet your spouselsignificant other?
* What is your favorite animal?

“What is your pet's name?

*Who was your childhood best friend?

* What is your favorite restaurant?

Answer the challenge questions, and then click Submit to open the Forgot/Change Password —
Reset Password page.

Error! Reference source not found. shows the reset password page.

Figure 5-7: Forgot/Change Password — Reset Password

Office of Child Support Enforcement Ty Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME | FAQ CONTACT US

Forgot/Change Password

‘ o Please enter and confirm your new password. ‘

* Create Password:

* Confirm Password:

Confirm
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Chart 5-5 describes the functions available on the Forgot/Change Password — Reset Password
page.

Chart 5-5: Forgot/Change Password (Reset Password)
Element Description
Create Password Allows the user to enter a new password
Confirm Password Allows the user to confirm the new password

Click Submit to open the Change Password Confirmation page.

Figure 5-8 confirms the password change.

Figure 5-8: Change Password Confirmation

Office of Child Support Enforcement  “f5) Child Support Portal

CHILD SUPPORT PORTAL

Change Password Confirmation

‘ @ Passwordis changed ‘

Your password has been changed successfully

You may proceed to the Child Support Portal by clicking the Welcome button

Welcome

Click Welcome to open the Welcome to the Child Support Portal page.
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6. General Pages
Figure 6-1 displays the timeout warning message.

Figure 6-1: Timeout Warning

CHILD SUPPORT PORTAL

Timeout Warning

Click Continue to refresh the session, close the browser, and return to the previously displayed
page.

Figure 6-2 displays the Session Timed Out message. After receiving this message, the user must
log in again.

Figure 6-2: Session Timed Out

SUPPORT PORTAL

Session Timed Out

Your session has timed out. You must start over to see the information displayed on the screen again. Any Information entered on
the screen that was not saved has been lost. Any information changed on the screen that was not saved wil revert o its previous
values.

To contact the Help Desk for assistance:

Help Desk Availability
Monday - Friday
8:00 AM. - 5:00 P-M.ET

Help Desk Phone: 1-800-258-2736
Help Desk E-mail. csportal@acf.ihs.gov

Click "Welcome' to return to the OCSE's Child Support Portal Welcome Page.

Welcome

Click Welcome to open the Welcome to Child Support Portal page.
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Figure 6-3 displays an example of a systemerror.
Figure 6-3: System Error

Office of Child Support Enforcement a Child Support Portal

CHILD SUPPORT PORTAL

Secured Environment
Logout
0 Error - Locate - NDNH Request

An Error occurred while processing your reguest. You must start over to see the information displayed on the
screen again. Any information entered on the screen that was not saved has been lost. Any information changed
on the screan that was not saved will revert to its previous values.

The following information can assist the Help Desk in tracking the cause of the error:

Error Code: 410

Error Message: General Fault Code Error

Please have the following information available when contacting the Help Desk.

To contact the Help Desk for assistance:

Help Desk Hours: Monday - Friday 8:00 A.M. - 5:00 P.M. ET
Help Desk Phone: 800-258-2736

Help Desk Email: csportal@acf.hhs.gov

Click "Home' to return to the Portal Home Page.

Home

04/09/2018 14:02:08 EDT

Click Home to open the Welcome to the Child Support Portal page.
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Figure 6-4 displays a message that the system locked the account because of the number of
invalid login attempts. The user must contact the Help Desk to unlock.

Figure 6-4: Account Locked (Credential Management and Activation Pages)

Office of Child Support Enforcement ) Child Support Portal

CHILD SUPPORT PORTAL

PORTAL HOME

Login

Welcome, csiporta

Enter the Access Code you received via text message to continue. The Access Code will expire in 10 minutes.

You exceeded the allowed number of invalid legin attempis. Your account has been locked. Please wait 120 minutes before attempting to
access your account again, or contact the Portal Help Desk.

* Password Forgot/Change Password?

* Access Code:

Click Welcome to open the Welcome to Child Support Portal page.

Enter your password, answer the challenge question, and enter an access code, and then click
Login.
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Figure 6-5 displays the FAQ page, displaying the answers to frequently asked questions about
the Portal.

Figure 6-5: Frequently Asked Questions

CHILD SUPPORT PORTAL

Frequently Asked Questions

ECISIIEAIOR
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Chart 6-5 describes the functions available from the Frequently Asked Questions page.

Chart 6-5: Frequently Asked Questions

Element Description
Category List Click a category, and the system displays the section
Top of Page Returns to the top of the page

Figure 6-6 displays the Contact Us information for the Portal Help Desk.

Figure 6-6: Contact Us

Contact Us - Internet Explorer

CHILD SUPPORT PORTAL

Contact Us

Child Support Portal Help Desk

Phone: 1-300-258-2736
Email: csportal@acf.hhs.gov

Help Desk Availability

Monday - Friday
8:00 AM.-5:00 PM.ET

Figure 6-7 shows the security alert message if the user’s system has an issue with the site
security.

Figure 6-7: Security Alert — User Accepts Certificate

I -

Security Alert g]
% Information vou exchange with this site cannot be viewed or
? changed by others, However, there iz a problem with the site's

zecurity certificate.

& The security certificate was izsued by a company you have
riok chozen ta truzt, View the certificate to determine whether
you want ko trust the certifying authority,

a The security certificate date iz valid,

a The securty certificate haz a walid name matching the name
of the page you are tying to view.

Do you want to proceed?

Tex ] [ Mo l [View Certificate
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Click Yesto open the Welcome to Child Support Portal.

Click No to cancel the current operation.

Click View Certificate to open the certificate information.

Figure 6-8 shows the message a user sees before disabling their account.

Figure 6-8: Disable Account Message

Update Security Information

Security Questions

Security Question 1 + Answer 1
In what city did you meet your spouse/significant other? v other
Security Question 2 * Answer 2
What is your favorite animal? v animal
Security Question 3 * Answer 3
What is your pet's name? v pet
Security Question 4 + Answer 4
Who was| Message from webpage x
Security QY
What is y»

This will inactivate your account and terminate this session. Once
the account is inactivated, you will have to re-register to use the
portal. Click "'OK" to inactivate your account or ‘Cancel’ to return.

User Aq
O voice
* Phone Number * Service Provider
443-454-5797 ATAT v
to verify the tivity when making changes to the access method information

Verify your access method.

When texting, enter your access code and update to verify the information.

Enter your access code

Update Reset Cancel Inactivate Account

Click OK to disable the user’

s account.
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The Paperwork Reduction Act of 1995(Pub.L. 104-13)

Public reporting burden for this collection of information is estimated to average 0.15hours, per response, including
the time for reviewing instructions, gatheringand maintaining the data needed, and reviewing the collection of
information. Anagency may not conduct orsponsor, and a person is not required to respond to, a collection of
information, unless it displays a currently valid OMB control number.
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7.  Chatbot

Chatbot is an interactive chat system that helps the user to reset their password or unlock their
account. When user hoverson the icon in the bottom right hand corner of the footer (before
accessing the portal) the following message in Figure 7-1 displays.

Figure 7-1: Chatbot Icon

Help Desk

() 1-800-258-2736
¥ csportal@act.hhs oov

Hi, | am the Child Support Portal Virtual Assistant.
Click this message to chat with me, or click the
chat icon to hide me for now.

Click inside the information box to open the Child Support Virtual Assistance pop-up as
displayed in Figure 7-2.

Figure 7-2: Child Support Portal Virtual Assistance

Child Support Portal Virtual Assistant

Virtual Assistant. Click this -~
message to chat with me, or click
the chat icon to hide me for now.

Thank you for visiting the OCSE
Child Support Portal!

| am a virtual assistant designed to
provide you with support and
information related to the Child
Support Portal. Please let me know
if you need assistance with any of
the items below or ask me a
question about the Child Support
Portal by entering it in the chat
window.

@ Unlock My Account

« Reset My Password

Ask something...
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Click Unlock My Account to start the process to unlock your portal account.
The user is asked for their Child Support Portal User ID as displayed in Figure 7-3.

Figure 7-3: Child Support Portal Virtual Assistance — Account Unlock — User ID

Child Support Portal Virtual Assistant

Child Support Portal!

| am a virtual assistant designed to
provide you with support and
information related to the Child
Support Portal. Please let me know
if you need assistance with any of
the items below or ask me a
guestion about the Child Support
Portal by entering it in the chat
window.

Unlock My Account

Okay, | can help with unlocking
your account. First, | will need to
collect some information to locate
your account.

Can you tell me your Child Support
Portal User ID?

Ask something...

The user enters their User ID and clicks enter. The user’s email address associated to the User ID
is requested as displayed in Figure 7-4.
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Figure 7-4: Child Support Portal Virtual Assistance — Account Unlock — Email Address

Child Support Portal Virtual Assistant

know if you need assistance with -
any of the items below or ask me

a guestion about the Child Support

Portal by entering it in the chat

window.

Unlock My Account

Okay, | can help with unlocking
your account. First, | will need to
collect some information to locate
your account.

Can you tell me your Child Support
Portal User ID?

csiporta

Please provide the email address
associated with your Child
Support Portal account.

Jask something...

The user is informed they have been verified. Click Yes, lets get started as displayed in Figure
7-5.

Figure 7-5: Child Support Portal Virtual Assistance — Account Unlock — Get Started

Child Support Portal Virtual Assistant

s

Please provide the email address
associated with your Child
Support Portal account.

csiporta@ssa.gov

Thank you! | have located your
Child Support Portal account. To
continue with unlocking your
account, | need to verify your
identity using your security
questions.

Would you like to continue?
4 Yes, lets get started

« Mo, I dont want to continug

Ask something. ..
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The user answers challenge questions they created at the time of registration as displayed in
Figure 7-6.

Figure 7-6: Child Support Portal Virtual Assistance — Account Unlock — Challenge
Questions

Child Support Portal Virtual Assistant

FY
Would you like to continue?

Yes, let's get started

“In what city did you meet your
spouse/significant other?”

other
"What is your favorite animal?
animal
"What is your pet's name?”
pet

"Who was your childhood best
friend?"

Jsk something.

—

If user correctly answered three or four of the five challenge questions correctly their date of
birth and SSN are requested as shown in Figure 7-7. If less than three answered correctly user
must start over.
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Figure 7-7: Child Support Portal Virtual Assistance — Account Unlock — Challenge
Questions 3-4 Correct

Child Support Portal Virtual Assistant

friend?” -
friend
"What is your favorite restaurant?
test

In order to help with unlocking
your account, | need to collect

additional information to verify
your identity.

Could you provide your date of
birth (YYYY-MM-DD), please?

1962-02-02

What is the last 4 digits of your
Social Security Number (SSM)?

|ask something...
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The user answers all five challenge questions correctly or inputs the correct date of birth and
SSN the accountis unlocked and stated as in Figre 7-8. At this time, the use can select ‘Yes’ to
change password also.

Figure 7-8: Child Support Portal Virtual Assistance — Account Unlock — Account is
Unlocked

Child Support Portal Virtual Assistant

¥ = dice'
birth (YYYY-MM-DD), please?

1970-06-24

What is the last 4 digits of your
Social Security Number (SSN)?

1234

Thank you! | have verified and
unlocked your account. You may
now visit the Child Support Portal
to login.

| can also help you reset your
password. Would you like to do
that?

Yes No

sk something. ..
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Click Reset My Pasword to start the process to reset your password to your portal account.
The user is asked for their Child Support Portal User ID as displayed in Figure 7-9.

Figure 7-9: Child Support Portal Virtual Assistance — Password Reset — User ID

Child Support Portal Virtual Assistant
Child Support Portal! -

| am a virtual assistant designed
to provide you with support and
information related to the Child
Support Portal. Please let me
know if you need assistance with
any of the items below or ask me
a question about the Child Support
Portal by entering it in the chat
window.

Reset My Password

Okay, | can help with resetting your
password. First, | will need to
collect some information to locate
your account.

Can you tell me your Child Support
Portal User ID?

Ask something..

Part 7: Chatbot 7-7 June 24,2021



OCSE O&M and Continuous Improvements User Screen Flow
System Framework Version 4.0
OMB Contol No.: 09700370 EXpires: XX/XX/XXXX

The user enters their User ID and clicks enter. The user’s email address associated to the User ID
is requested as displayed in Figure 7-10.

Figure 7-10: Child Support Portal Virtual Assistance — Password Reset — Email Address

Child Support Portal Virtual Assistant

know if you need assistance with A
any of the items below or ask me

a question about the Child Support

Portal by entering it in the chat

window.

Reset My Password

Okay, | can help with resetting your
password. First, | will need to
collect some information to locate
your account.

Can you tell me your Child Support
Portal User ID?

csiporta

Fleasze provide the email address
associated with your Child
Support Portal account.

|ask something. .
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The user is informed they have been verified. Click Yes, lets get started as displayed in Figure
7-11.

Figure 7-11: Child Support Portal Virtual Assistance — Password Reset — Get Started

Child Support Portal Virtual Assistant

Fe

Please provide the email address
associated with your Child
Support Portal account.

csiporta@ssa.gov

Thank you! | have located your
Child Support Portal account. To
continue with resetting your
password, | need to verify your
identity using your security
questions.

Would you like to continue?

. Yes, lets get started

o No, I don't want to continue

Ask something...

The user answers challenge questions they created at the time of registration as displayed in
Figure 7-12.
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Figure 7-12: Child Support Portal Virtual Assistance — Password Reset — Challenge
Questions

Child Support Portal Virtual Assistant

Y
Would you like to continue?

Yes, let's get started

"In what city did you meet your
spouse/significant other?”

other
"What is your favorite animal?”
animal
"What is your pet's name?"
pet

"Who was your childhood best
friend?*

sk something.

If user answered three to four of the five challenge questions correctly their date of birth and

SSN are requested as shown in Figure 7-13. If less than three answered correctly user must start
over.
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Figure 7-13: Child Support Portal Virtual Assistance — Password Reset — Challenge
Questions 3-4 Correct

Child Support Portal Virtual Assistant

friend?” o
friend
"What is your favorite restaurant?”
test

In order to help with unlocking
your account, | need to collect
additional information to verify
your identity.

Could you provide your date of
birth (YYYY-MM-DD), please?

1962-02-02

What is the last 4 digits of your
Social Security Number (S5N)?

|ask something. ..
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The user answers all five challenge questions correctly or inputs the correct date of birth and
SSN the user informed an email will be sent to reset their password Figre 7-14 displays.

Figure 7-14: Child Support Portal Virtual Assistance — Password Reset — User Sent Email
to Reset Password

Child Support Portal Virtual Assistant

rs

"What is your pet's name?
pet

"Who was your childhood best
friend?"

friend
"What is your favorite restaurant?
restaurant

| have verified your account and
initiated your password reset. You
will receive an email shortly with
additional instructions for
completing the password reset.
Thank you!

Ask something.

PAPERWORKREDUCTIONACT OF 1995 (Pub. L.104-13) STATEMENT OF PUBLIC BURDEN: The purpose
of thisvoluntary information collectionis for OCSE to register and authenticate authorized users to access
applications on OCSE’s Child Support Portal. Public reporting estimated burden for this collection of information is
0.15 hours perrespondent, including the time for reviewing instructions, gatheringand maintaining the data needed,
and reviewingthe collection of information. Asprovided by 42 U.S.C. 8 653(m)(2), any confidential information
collected forthis programis accessed only by authorized users. Afederalagency maynot conduct orsponsoran
information collection without a valid OMB Control Number. No individual orentityis required to respondto, nor
shallan individual or entity be subject to a penalty for failure to comply with a collection of information subject to
the requirements of the Paperwork Reduction Act of 1995, without a current valid OMB Control Number. If you
have any comments on this collection of information, please contact OCSEFed Systems@acf.hhs.gov
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