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SSN REDUCTION REVIEW
SSN USE REVIEW AND JUSTIFICATION FOR IT SYSTEMS / APPLICATIONS
SSN USE REVIEW AND JUSTIFICATION FOR 
SHARE DRIVE / WEB PORTAL
Submission for (Check one):
  TO BE COMPLETED BY FORM ORIGINATOR/SPONSOR.  Forms that collect and retrieve by SSN/PII must be covered by a System of Record
   Notice (SORN), be call for within a requiring document, and have Privacy Act Officer approval for Privacy Act Statements.  Return 
   completed packages that contain the SSN Reduction Review Form, Justification, and if need the DD 67 to the
   cognizant forms manager. 
 1.  Is the form covered by a System of Record Notice (SORN)?
 b.  If no, contact the Privacy Act Officer for instructions.
 b.  If yes, does the IT System mask or truncate the display of the SSN on the form?
 c.  If no, Could it be?
 a.  If yes,  is the SSN field masked or truncated?
 b.  If no, could it be?
 b.  If no, contact the Privacy Act Officer for instructions.
 a.  If yes, has the PAS been approved by a Privacy Act Officer?
 a.  If no, complete DD67 to request revision of the form.
 a.  If yes, complete DD67 to request revision of the form.
 6.  Is this form part of an IT system?
 5.  Is this form electronic?
 7.  Is Justification Memorandum for the Record attached?
 2.  Does the form contain a Privacy Act Statement (PAS)?
 3.  Is the SSN Field needed? 
 4.  Could an alternative to the SSN be used?
 SECTION 1
CONTACT INFORMATION - IT System Owner or Form Originator/Sponsor
 SECTION 2 TO BE COMPLETED BY PRIVACY ACT OFFICER
    To verify information given in Section 1 is accurate, is in compliance with Privacy Act Regulations, and meets requirements of the 
     SSN Reduction Plan.  
  1.  Is Privacy Act Statement (PAS) correct?
  2.  If there is not a PAS, is one needed?
  4.  Is the System of Records Notice (SORN) number cited in Section 1 correct?
  5.  Does a SORN need to be initiated?  (Determination of need for SORN will be worked between the originator/owner of form/IT system and Command Privacy Act Office)
  6.  Is use of SSN Justification Form complete and approved?
SECTION 3  - COMMAND FORMS MANAGER
SSN USE REVIEW AND JUSTIFICATION FOR IT SYSTEMS / APPLICATIONS
Submission for IT SYSTEMS / APPLICATIONS
To be completed by IT system or application owner or program manager. IT systems and applications that collect, maintain, use, and or
disseminate SSNs must be registered in DITPR DON or DADMS. The IT system or application owner or program manager must verify the
accuracy of SSN data in the DITPR DON or DADMS.
SSN USE REVIEW AND JUSTIFICATION FOR 
SHARE DRIVE / WEB PORTAL
To be completed by share drive or web portal owner. Share drives and web portals that collect, maintain, use, or disseminate SSNs must be approved by the commanding officer.
  a.  Removed IAW/SECNAV M5210.1 DON Records Management Program Record Management Manual?
  b.  Have proper privacy warning marked on all documents?
  c.  File names do not contain SSN or indicate the presence of the SSN or other PII in the file?
  1.  Is access restricted to only those with an official need to know?
  a.  Are access controls verified after maintenance?
  2.  Are compliance spot checks conducted at least twice a year to ensure files containing SSN are:
Share Drive / Web Portal Owner
Privacy Official
IT System / Application Owner or Program Manager
Privacy Official
  1.  The SORN number is?
  1.  Is the SSN information in DITPR DON or DADMS correct?
  NOTES:
                 (1)  For IT systems / applications, this completed SECNAV 5213/1 will be posted in the DOC tab of DITPR DON / DADMS respectively.
                 (2)  For forms, post the date this SECNAV 5213/1 is approved in Naval Forms Online https://navalforms.documentservices.dla.mil/web/public/home. 
                       and maintain the SECNAV 5213/1 in the form's history/case file.
                 (3)  Approved share drive / web portal forms will be maintained locally by the share drive / web portal owner.
SSN USE REVIEW AND JUSTIFICATION FOR FORMS
SSN USE REVIEW AND JUSTIFICATION FOR IT SYSTEMS / APPLICATIONS
SSN USE REVIEW AND JUSTIFICATION FOR 
SHARE DRIVE / WEB PORTAL
MEMORANDUM FOR THE RECORD
Subj: JUSTIFICATION FOR THE USE OF THE SOCIAL SECURITY NUMBER (SSN)
1.   What is the purpose of this form?
1.   What is the purpose of the IT system / application?
1.   What is the purpose of the command share drive or web portal?
2.   Why is collection of the SSN necessary?
3.   List the acceptable use criteria for the SSN (found at this link: http://www.doncio.navy.mil/ContentView.aspx?ID=1833)
3.   What actions have been taken to reduce or eliminate the collection of the SSN from the command share drive or web portal? 
4.   If collection of the SSN is no longer necessary and a unique identifier can be substituted for the SSN or the SSN can be eliminated,
      on what date will either the substitution or elimination occur? 
4.   Can the collection of the SSN be combined in a single command share drive or web portal? 
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	PITY: 0
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	ITMTY: 0
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	Enter the name (last, first and M.I.).: 
	Enter the date (DD MMM YYYY).: 
	Enter the area code and telephone number.: 
	Enter form number.: 
	Enter requiring document.: 
	Enter form revision date.: 
	PACY: 0
	PACN: 0
	PANNY: 0
	PANNN: 0
	Enter PAS.: 
	SRIN: 0
	SRIY: 0
	FNSRY: 0
	JSTN: 0
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	paoDAPP: 0
	Enter name of Privacy Act Officer.: 
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	Enter date.: 
	FMODAPP: 0
	FMOAPP: 0
	Enter name of Forms Manager.: 
	Enter IT system/appllication name.: NAF HRMS / Oracle PeopleSoft HCM 9.2
	Enter DITPR DON / DADMS ID number.: DITPR-DON ID 11346 / DADMS ID 92700
	Enter command: 
	Enter Share drive, Web portal, Name/Location.: 
	RestrictedY: 0
	RestrictedN: 0
	ControlsY: 0
	ControlsN: 0
	RecordsY: 0
	RecordsN: 0
	WarningY: 0
	WarningN: 0
	FileNamesY: 0
	FileNamesN: 0
	Enter Name.: Melanie Waters
	Enter Email.: watersm@usmc-mccs.org
	Enter Phone.: 703-432-0440
	POY: 0
	POY: 1
	PON: 0
	PON: 0
	Enter Name.: Denise Savoie
	Enter Email.: Denise.Savoie@usmc-mccs.org
	Enter Phone.: 703-432-2260
	CIOY: 0
	CIOY: 1
	CION: 0
	CION: 0
	Enter SORN number.: See para 2
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	SSNN: 0
	Enter the date using the format DD MMM YYYY.: 2021-01-26
	Answer memo 1: NAF Human Resource Management System (NAF HRMS) is the official repository of Marine Corps Community Services (MCCS) personnel records, reports of personnel actions, and the documentation required in connection with these actions. MCCS personnel includes Non-appropriated Fund (NAF) applicants, personnel, retirees, and Contingent Workers.  Information maintained is used to manage, supervise, and administer personnel services and activities to include: recruiting actions; personnel profiles and data; employment eligibility; performance management; payroll and benefits; time and attendance; and competency and training records.
	Answer memo 2: Collection and maintenance of SSNs are required for verification of security clearances; integrations with other DoD systems that require SSN (such as DMDC for CAC processing); confirmation of employment eligibility; administration of workers compensation; benefits management and processing; tax reporting and withholding purposes; and for interactions with financial institutions.Laws and/or Regulations:  DoD Instruction 1400.25; DoD Instruction 1000.30; IRS Publication 15; 26 CFR 31.6011(b)-2; and 20 CFR 422.103.  In addition, until a consolidated SORN is established, NAF HRMS currently relies upon multiple SORNS to authorize the system of records:  N12293-1; NM07010-1; NM07421-1; OPM/GOVT-1; and NM1754-3. 
	Answer memo 4: Confirmation of Employment EligibilityInteractions With Financial InstitutionsFederal Taxpayer Identification NumberSecurity Clearance Investigation or VerificationGeneva Conventions Serial NumberForeign TravelAdministration of Federal Worker's CompensationComputer MatchingLegacy System Interface
	Answer memo 4: To minimize the collection of SSNs, instructions are posted for prospective employees to not include SSNs on resumes.  In addition, whenever possible, another unique identifier such as the employee ID number or DoD ID number is requested in place of a SSN (such as on training and/or leave requests).



