Part 4 of the Commission’s Rules Concerning 3060-0484
Disruptions to Communications June 2022

SUPPORTING STATEMENT
A. Justification:

1. Explain the circumstances that make the collection of information necessary.
Identify any legal or administrative requirements that necessitate the collection.

Revisions to Information Collection Requirements Which Require OMB Approval

The Federal Communications Commission (FCC or Commission) is requesting
Office of Management and Budget (OMB) approval of a revision of this information
collection, which is associated with the Commission’s outage reporting rules. The
Commission seeks to revise this collection to reflect changes to these rules adopted by the
Commission in a Second Report and Order on March 18, 2021, as FCC 21-34," allowing
certain federal, state, and Tribal Nation agencies (Participating Agencies) to access to
certain geographically relevant outage reports filed in the Commission’s Network Outage
Reporting System (NORS).

In 2016, the Commission found that Participating Agencies with a demonstrated
“need to know” would benefit from having access to NORS reports.> The Commission
observed in the 2016 Report and Order that this information sharing would benefit the
public interest if implemented with “appropriate and sufficient safeguards” but that the
record advancing this proposal was not fully developed because the “information sharing
proposal raised a number of complex issues that warranted further consideration.”® In
response, a more complete record was developed with input from affected stakeholders
leading to the adoption of the Second Report and Order, which creates a framework to
provide state, federal, local, and Tribal partners with access to the critical NORS
information they need to ensure the public’s safety while preserving the presumptive
confidentiality of the information.

Adoption of the Second Report and Order results in a nominal increase in the
reporting burden on service providers filing in NORS. The new rules provide that a
Participating Agency will be able to access NORS reports only in the areas where it has
jurisdiction. DIRS reporting forms already require filers to include data at the state and
county level so searching for and obtaining access to only reports within a Participating
Agency’s jurisdiction will be straightforward.* As presently configured, when an outage
involves multiple states, NORS filers cannot identify more than one state when filing
their report. To facilitate a clearer picture of the breadth of an outage, the Commission is
changing the NORS filing form to allow service providers to identify all of the individual

! See Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to Communications, PS
Docket No. 15-80, Second Report and Order, 36 FCC Recd 6136 (2021) (Second Report and Order).

2 See Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to Communications, et al.,
PS Docket No 15-80, et al., Report and Order, Further Notice of Proposed Rulemaking and Order on
Reconsideration, 31 FCC Red 5817 (2016) (2016 Report and Order).

3 2016 Report and Order, 31 FCC Rcd at 5850-53, paras 84-89.
* Second Report and Order, 36 FCC Rcd at 6163, para. 84.
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states affected by an outage.” This change is necessary to provide a full and accurate
picture for Participating Agencies when they seek information on outages in their
jurisdictions. In the Second Report and Order, the Commission stated that it had
completed a cost benefit analysis and concluded that the benefit to public safety
outweighed the minimal additional burden furnishing this additional information places
on service providers.®

The Second Report and Order also places information collection and
recordkeeping requirements on Participating Agencies that voluntarily seek access to the
FCC’s NORS reports. Amendments to Section 4.2 of the Commission’s Rules spell out
the requirements for Participating Agencies.” Specifically, a Participating Agency
seeking “read-only” access to NORS-DIRS information will be required to e-mail a
request to a dedicated Commission e-mail address that includes: (i) a signed statement
from an agency official, on the agency’s official letterhead, including the official’s full
contact information and formally requesting access to NORS filings; (ii) a description of
why the agency has a need to access NORS filings (citing to statutes or other regulatory
authority that establishes it has official duties making it directly responsible for
emergency management and first responder support functions) and how it intends to use
the information in practice; (iii) if applicable, a request to exceed the proposed
presumptive limits on the number of individuals (i.e., user accounts) permitted to access
NORS filings with an explanation of why this is necessary, and (iv) a completed copy of
a Certification Form, a template of which is provided in Appendix C to the Second Report
and Order.? To ensure confidential NORS information is protected from disclosure,
Participating Agencies that are granted access to NORS are required to notify the
Commission: (i) within 14 calendar days from the date the agency receives a request from
third parties to disclose NORS filings and DIRS filings, or related records, pursuant to its
jurisdiction’s open record laws or other legal authority that could compel it to do so, and
(ii) at least 30 calendar days prior to the effective date of any change in relevant statutes
or rules (e.g., its open records laws) that would affect the agency’s ability to adhere to the
confidentiality protections in this information sharing framework. Participating Agencies
will also be responsible for developing and implementing initial and annual security
training to each person granted a user account for accessing NORS filing, maintaining
copies of all training material for Commission inspection upon request.” They also must
implement practical data protection safeguards, including assigning user accounts to
single employees, promptly reassigning user accounts to reflect changes as their rosters
of designated employees change, and periodically changing user account passwords to
ensure that user account credentials are not used by individuals who are not the agency’s
designated employees."” To ensure accountability in the use of NORS information,

> Id.at 6162, para. 83.

®Id. at 6163, para. 85.

7 Id. at 6186, Appendix A.

8 Id.at 6178-6179, n.280. See also id. at 6210, Appendix C.

% Second Report and Order, 36 FCC Rcd, at 6207, Appendix B, para. 50.
0Id. at 6181-82, para. 147.
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participating Agencies must also maintain and make available for FCC inspection “a list
of all localities for which the agency has disclosed NORS data”"' and immediately report
any known or reasonably suspected breach of protocol involving NORS filings to the
Commission and to affected providers.'

Non-Participating Agencies that request NORS information from a Participating
Agency will be responsible for executing a certification form designed by the
Commission and supplied by the Participating Agency where the Non-Participating
Agency certifies under penalty of perjury, that it will comply with the information sharing
framework that the Commission has developed, including maintaining the confidentiality
of the information and “securely destroying the information when the public safety event
that warrants its access to the information has concluded.”*

Current Information Collection Requirements Previously Approved by OMB:

This information collection is associated with the Commission’s outage reporting
rules that historically have required a set of communication service providers to report to
the Commission when they experience a service disruption, or “outage” in their
respective networks.'" In 2004, the Commission replaced its original outage reporting
requirements from the 1990s' with outage reporting requirements for service providers
of wireline, wireless, satellite, cable, interexchange, local exchange, and SS7 service.'
Then, in 2012, the Commission further expanded the requirements to include

1 Id. at 6152, para. 53.
12 Id. at 6180, para. 144.

B3 Id. at 6176, para. 124. For purposes of this document, a “Non-Participating Agency” is a local agency
that a Participating Agency engages with to provide the local agency with access to NORS information on a
“need to know” basis and subject to the local agency abiding by the procedures established by the
Participating Agency.

4 See 47 CFR § 4.5. Communications service providers required to report outages to Commission using
NORS include the following: cable, SS7, Interexchange Carrier (IXC) or Local Exchange Carrier (LEC)
tandem facilities, satellite, wireless, wireline and interconnected Voice over Internet Protocol (VoIP)
providers (Communications Providers). See 47 CFR § 4.3 and 47 CFR § 4.9 (describing the outage
reporting requirements for communications service providers). See also New Part 4 of the Commission’s
Rules Concerning Disruptions to Communications, ET Docket No. 04-35, Report and Order and Further
Notice of Proposed Rulemaking, 19 FCC Rcd 16830 (2004) (2004 Part 4 Report and Order).

> Since 1992, the Commission has required telecommunications carriers (other than cellular and satellite
providers) to report significant disruptions to voice and paging communications services. See former 47
C.F.R. Section 63.100 (2003) (first adopted in 1992). See In the Matter of Notification by Common
Carriers of Service Disruptions, CC Docket No. 91-273, Report and Order, 7 FCC Rcd 2010 (1992);
Amendment Of Part 63 Of The Commission's Rules To Provide For Notification By Common Carriers Of
Service Disruptions, CC Docket No. 91-273, Memorandum Opinion and Order and Further Report and
Order of Proposed Rulemaking, 8 FCC Rcd 8517 (1993); Amendment Of Part 63 Of The Commission's
Rules To Provide For Notification By Common Carriers Of Service Disruptions, CC Docket No. 91-273,
Second Report and Order, 9 FCC Red 3911 (1994); Amendment Of Part 63 Of The Commission's Rules To
Provide For Notification By Common Carriers Of Service Disruptions, CC Docket No. 91-273, Order on
Reconsideration, 10 FCC Rcd 11764 (1995).

16 See 2004 Part 4 Report and Order, 19 FCC Red 16830 (2004).
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interconnected voice over Internet protocol (interconnected VoIP) service providers.'
Finally, in 2016, the Commission adopted a set of improvements to these rules in the
2016 Part 4 Report and Order and Order on Reconsideration.'

In 2004, to facilitate the process when service providers file in accordance with
the outage reporting requirements, the Commission created the Network Outage
Reporting System (NORS), a web-based filing system. NORS uses an electronic form to
promote ease of reporting and encryption technology to ensure the security of the
information filed. Providers submit into NORS three types of filings, (1) Notifications,
(2) Initial Reports (for non-interconnected VoIP outages), and (3) Final Reports. These
filings contain sensitive information about service disruption or outages that, among other
things, include: reason the event is reportable, incident date/time and location details,
states affected, number of potentially affected customers, and whether E911 was
impacted."

Statutory authority for this collection of information is contained in sections 1,
4(i), 4(j), 4(0), 251(e)(3), 254, 301, 303(b), 303(g), 303(r), 307, 309(a), 309(j), 316, 332,
and 403 of the Communications Act of 1934, as amended, and section 706 of the
Telecommunications Act of 1996, 47 U.S.C. 151, 154(i)-(j) & (o), 251(e)(3), 254, 301,
303(b), 303(g), 303(r), 332, 403, and 1302.

This information collection does not affect individuals or households; thus, there
are no impacts under the Privacy Act.

2. Indicate how, by whom and for what purpose the information is to be used.
Except for a new collection, indicate the actual use the agency has made of the
information received from the current collection.

As stated in previous filings for this information collection,” the general purpose
of the Commission’s Part 4 rules is to gather sufficient information regarding disruptions
to telecommunications to facilitate FCC monitoring, analysis, and investigation of the
reliability and security of voice, paging, and interconnected VoIP communications
services, and to identify and act on potential threats to our Nation’s telecommunications
infrastructure. The Commission uses this information collection to identify the duration,
magnitude, root causes, contributing factors with respect to significant outages, and to
identify outage trends; support service restoration efforts; and help coordinate with public
safety officials during times of crisis.

17 See Proposed Extension of Part 4 of the Commission’s Rules Regarding Outage Reporting to
Interconnected Voice Over Internet Protocol Service Providers and Broadband Internet Service Providers,
PS Docket No. 11-82, Report and Order, 27 FCC Rcd 2650 (2012).

18 See Amendments to Part 4 of the Commission’s Rules Concerning Disruptions to Communications, et.al.,
PS Docket Nos. 15-80, et.al., Report and Order, Order on Reconsideration, and Further Notice of Proposed
Rulemaking, 31 FCC Recd 5817 (2016) (2016 Part 4 Report and Order and Order on Reconsideration).

19 Federal Communication Commission, “Network Outage Reporting System User Manual,” version 3
(2018) https://www.fcc.gov/file/12265/download.

2 See, e.g., Supporting Statement, OMB Control No. 3060-0484, Section 4.9, Part 4 of the Commission’s
Rules Concerning Disruptions to Communications at 2 (August 2016) and at 3 (August 2014) (Supporting
Statements).
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The Commission also maintains an ongoing dialogue with reporting service
providers, as well as with the telecommunications industry at large. Here, the
Commission uses the information collection to draw lessons learned in order to foster a
better understanding of significant outages’ root causes, and to explore preventive
measures in the future so as to mitigate the potential scale and impact of such outages.

The new obligation for service providers to identify each individual state affected
by an outage when they file a report in NORS will allow the Commission to ensure that
Participating Agencies receive a full and accurate picture of outages in their jurisdictions
and thus have better situational awareness that will enhance their ability to appropriately
and effectively respond to emergencies.

To enable the Commission to ensure that only qualifying agencies that agree to
follow the information sharing requirements are permitted to access NORS, Participating
Agencies that voluntarily seek access will be required, as described above, to e-mail a
request to a dedicated Commission e-mail address that includes contact information, a
description of why the agency has a need to access NORS filings, how it intends to use
the information in practice, any requests to exceed the proposed presumptive limits on
individuals with NORS access, and a completed copy of a Certification Form.

Participating Agencies will be responsible for immediately notifying the
Commission and affected service providers data breaches or the unauthorized or improper
disclosure of NORS/DIRS data. This notification allows service providers to use this
information to minimize the negative effects of improper disclosure and allows the
Commission to quickly identify misuse of NORS and DIRS information, further
investigate violations of information sharing rules, and, if necessary, restrict continued
access by offending participating agencies. Participating Agencies are also required to
notify the Commission of requests from third parties to disclose NORS filings or related
records pursuant to its jurisdiction’s open record laws or other legal authority that could
compel it to do so. These notifications will allow the Commission take appropriate
action, including (at the Commission’s option) notifying an affected service provider so
that the provider can supply its comments on the matter if permitted under the
jurisdiction’s open records law. In addition, Participating Agencies are required to notify
the Commission at least 30 calendar days prior to the effective date of any change in
relevant statutes or rules (e.g., its open records laws) that would affect the agency’s
ability to adhere to the confidentiality protections in this information sharing framework.
This notification will provide the Commission with an opportunity to determine whether
to terminate an agency’s access to NORS or DIRS filings or take other appropriate steps
as necessary to protect this information. Participating Agencies will also be responsible
for developing and implementing initial and annual security training to each person
granted a user account for accessing NORS filing, maintaining copies of all training
material for Commission inspection upon request.

Participating Agencies must implement practical data protection safeguards,
which will likely include recordkeeping related to assigning user accounts to single
employees, promptly reassigning user accounts to reflect changes as their rosters of
designated employees change, and periodically changing user account passwords to
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ensure that user account credentials are not used by individuals who are not the agency’s
designated employees. Participating Agencies must also maintain copies of all training
material for Commission inspection upon request, which the Commission will use to
ensure that the training requirements of the information sharing program have been
satisfied. In addition, Participating Agencies will be responsible for maintaining records
of downstream sharing that must be made available to the Commission upon request,
which provides the Commission with the ability to maintain control over who has access
to the NORS filings and whether proper protocol is followed.

Collection of such information through NORS has already been approved by
OMB, and the Second Report and Order does not adopt rules that would alter the
fundamental aims and purposes of the approved collection.

3. Describe whether, and to what extent, the collection of information involves the
use of automated, electronic, mechanical, or other technological collection
techniques or other forms of information technology, e.g. permitting electronic
submission of responses, and the basis for the decision for adopting this means of
collection. Also describe any consideration of using information technology to
reduce burden.

The information collection is administered by the FCC’s Public Safety and
Homeland Security Bureau (PSHSB), which maintains the NORS web-based portal for
the electronic submission of NORS filings.*' To facilitate compliance with the reporting
requirements, the Commission developed web-based templates that it makes available on
the NORS web portal. Service providers use the templates to enter their information
about outages experienced in their networks. These submissions are then made available
to Commission staff in real time in the NORS web-based portal.

For ease of administration, each service provider may request credentials for
NORS for two types of accounts. A user account with two levels of privileges: (a) filings
submission on behalf of the service provider; and (b) filings access to all submissions
filed on behalf of the service provider, including filings submitted by others acting on
behalf of the service provider. Further, other user accounts with a more limited role to
submit and view only their respective filings for the service provider. To further facilitate
ease of use, users may draw from previously submitted information in a Notification or
an Initial Report to submit a Final Report for the same event. For the service providers
with automatic filing systems, NORS is equipped with an interface to accept outage
filings via automatic filing systems.

Participating Agencies’ requests to access NORS information (including required
accompanying materials) and any required notifications will be submitted to the
Commission electronically via a dedicated e-mail address. Required follow-up will also

2! See 47 CFR § 4.11. See Federal Communications Commission, Network Outage Reporting System
Portal, NORS 3.0 Login page, https://www.fcc.gov/licensing-databases/fcc-user-login (last accessed
September 17, 2019). In the event of technical impediments to using the web-based system, written
notifications, initial reports, or final reports may be submitted to the Commission by email, fax, courier, or
U.S. mail. See 47 C.F.R. 4.11; 2004 Part 4 Report and Order, 19 FCC Rcd at 16871-72, para. 75.
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be conducted electronically. This method reduces the burden on agency and Commission
staff as forms and correspondence will be stored and accessed electronically.

Once the request for access is approved, the Participating Agencies will be able to
access a web page maintained by PSHSB that will permit access to the NORS report
database using date and location filters. The location filters will limit Participating
Agencies “read only” access to reports in states where a Participating Agency has
jurisdiction. To protect the integrity and confidentiality of NORS reports downloaded or
printed by a Participating Agency, PSHSB implemented certain technological safeguards,
such as imbedding a special “CONFIDENTIAL” notice as a header or footer on each
page and is investigating the feasibility of adding a watermark to each page downloaded
or printed by a Participating Agency.*

4. Describe efforts to identify duplication. Show specifically why any similar
information already available cannot be used or modified for use for the purposes
described in item 2 above.

The information collected is not duplicative of other information received by the
Commission. Specifically, Participating Agencies have not provided the information in
question to the Commission in the past, so the information requested from them by this
modified collection will not be duplicative.

5. If the collection of information impacts small businesses or other small entities,
describe any methods used to minimize burden.

The Commission does not relieve small providers, in whole or in part, from the
outage reporting obligations. However, the Commission explained in the Final
Regulatory Flexibility Analysis (FRFA) that accompanied the Report and Order and
Order on Reconsideration adopted in 2016, that the agency believed that the “outage
reporting triggers are set sufficiently high as to make it unlikely that small businesses
would be impacted significantly by the final rules.”*

While the Commission adopted changes to the NORS form filing to allow users to
select more than one state when submitting a request for NORS information that
modified the method in which service providers report outage information in NORS, this
change did not impose additional levels of reporting to require disaggregation to provide
a breakout of state-specific impacts by submitting state specific filings. With the
modifications adopted in the Second Report and Order, the Commission can effectuate
the provision of access to filings for outages that span across more than one state and
minimize the costs for service providers which are discussed in Section E. All service
providers commenting on this issue asserted that the submission of several state specific
filings instead of a single aggregate filing for each outage that lists all affected states
would increase the reporting burdens for service providers. We note that service
providers will not need to modify their DIRS reporting processing to accommodate

2 See Public Safety and Homeland Security Bureau Seeks Comment on Potential Safeguards in Connection
with Sharing of Network Outage Reporting System and Disaster Information Reporting System Reporting
System Data, PS Docket No. 15-80, Public Notice, DA 22-61, released January 19, 2022.

2 Part 4 Report and Order and Order on Reconsideration, 31 FCC Red at 5920, app. D, para. 18.
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multistate reporting. The new and updated reporting requirements adopted in the Second
Report and Order are minimally necessary to assure that the presumptively confidential
nature of NORS and DIRS filings is protected when these filings are disseminated to our
partners based on the adopted information sharing framework.

To provide Participating Agencies maximum flexibility and reduce potential costs
of compliance with the training requirements, rather than mandate an agency’s use of a
specific training program, adopted requirements that allow agencies to develop their own
training program or rely on an outside training program that covers, at a minimum, each
of the required “program elements.”

In addition, rather than requiring third-party audits of training programs to ensure
that state and federal agencies’ training programs comply with the Commission’s pro-
posed required program elements, Participating Agencies are required to make copies of
their training curriculum available for the Commission’s review upon demand which will
significantly minimize costs associated with the required training programs. The Com-
mission also declined to adopt a “downstream training” requirement which would have
required any entity receiving NORS information from a Participating Agency to complete
formal training. Similarly, the Commission declined to adopt a requirement for Partici-
pating Agencies to obtain an affidavit on confidentiality from local entities prior to re-
ceipt of NORS information. To further assist and reduce the burden on small entities and
other participating agencies with meeting the training requirements the Commission
adopted in the Second Report and Order, the Commission will consult with diverse stake-
holders with a range of perspectives, including state governments, the public safety com-
munity, service providers, and other industry representatives to develop exemplar training
materials, that can be used by participating agencies to training their staffs on the proper
uses of NORS and DORS filings.

The Commission also declined to grant local agencies direct access to NORS and
DIRS considering among other things the burdens that would result for local entities,
many of which may be small entities. Providing direct access to local entities would have
potentially exponentially increased the number of participating entities, in contrast to the
relatively limited number of state, federal, and other entities that the Commission identi-
fied for eligibility in the Second Report and Order. These local entities would have to
comply with requirements of the information sharing framework and would incur the as-
sociated costs. Further, because local entity governments typically do not have the level
of experience navigating the kinds of outage and infrastructure status information con-
tained in NORS filings as compared to state agencies, developing this experience would
likely increase their cost of compliance as well as increase the risk of improper disclosure
of NORS information.

Additionally, the Commission has adopted a single form to address the certifica-
tions and acknowledgments required for direct access to NORS. The use of a single
form, coupled with the fact that the proposed certification form is similar to one that the
Commission currently requires for sharing sensitive numbering data with states using
FCC Form 477 data, should help minimize preparation time and costs, specifically for
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those smaller agencies since these agencies should be familiar with the existing require-
ments and have comparable operational processes and procedures already in place.

6. Describe the consequences to a Federal program or policy activity, if the
collection is not conducted or is conducted less frequently, as well as any technical or
legal obstacles to reduce burden.

The Commission has a statutory mandate to “promot[e] the safety of life and
property through the use of wire and radio communications,”** and Congress has
delegated to the Commission specific responsibilities to “designate 911 as the universal
emergency telephone number for reporting an emergency to appropriate authorities and
requesting assistance.””® The Commission’s efforts to ensure that such reports and
requests for assistance can reliably be transmitted are “necessary in the public interest to
carry out” these provisions of the Communications Act.*® Outage reporting provides the
Commission with timely and reliable data that enables the Commission to monitor the
reliability of these networks. Therefore, the information is collected throughout the year.

The Second Report and Order “creates a framework to provide state, federal,
local, and Tribal partners with access to the critical NORS and DIRS information they
need to ensure the public’s safety while preserving the presumptive confidentiality of the
information.””” This information sharing will “improve situation awareness during and
after disasters, enable agencies to better assess the public’s ability to access emergency
communications, and assist with the coordination of emergency response efforts.”*® This
critical information would be unavailable to state, federal, local, and Tribal partners if this
information is not collected.

The above-described requirements for requests to access NORS data, required
notifications, and recordkeeping requirements for training programs and downstream
sharing allows the Commission to protect the presumptively confidential NORS
information and to monitor how Participating Agencies are complying with the
information sharing framework. If the Commission did not collect this information, there
is a greater likelihood that the sensitive information contained in NORS filings would be
shared, disclosed, or used beyond what is permitted by the information sharing
framework.

7. Explain any special circumstances that would cause an information collection to
be conducted in a manner inconsistent with the criteria listed in supporting
statement.

247U.S.C. § 151.
%47 U.S.C. § 251(e)(3).

%47 U.S.C. § 201(b). See also IP-Enabled Services; E911 Requirements for IP-Enabled Service Providers,
First Report and Order and Report and Order of Proposed Rulemaking, 20 FCC Rcd 10245 34 (2005),
aff’d sub nom. Nuvio Corp. v. FCC, 473 F.3d 302 (D.C. Cir. 2007) (VoIP 911 Order) (recognizing plenary
authority under Section 251(e) to require “network changes” needed to ensure safe, reliable, nationwide
911 system).

%7 Second Report and Order, 36 FCC Rcd at 6137, para. 3.
% Id. at 6142, para. 18
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This revised information collection is consistent with the requirements of 5 C.F.R.
8§ 1320 and the criteria listed in this Supporting Statement. While the information
collection requires service provider respondents to submit information at short intervals
after the respondent discovers that it is experiencing an outage in its network, these
respondents already monitor their networks for these service disruptions and submitting
this information is accounted for in this supporting statement. Moreover, these
respondents may submit proprietary or other sensitive information as a result of this
information collection, however, the Commission treats submissions and the information
contained therein as presumptively confidential. The Commission does not anticipate
circumstances that would result in a collection of information in an inconsistent manner.

8. If applicable, provide a copy and identify the date and page number of
publication in the Federal Register of the agency’s Report and Order, required by 5
CFR 1320.8(d), soliciting comments on the information prior to submission to OMB.

Describe efforts to consult with persons outside the agency to obtain their views on
the availability of data, frequency of collection, the clarity of instructions and
recordkeeping, disclosure, or reporting format (if any), and on the data elements to
be recorded, disclosed, or reported.

The Commission published a 60-day notice in the Federal Register on April 11,
2022 (87 FR 21120). No comments were received.

9. Explain any decision to provide any payment or gift to respondents, other than
remuneration of contractors or grantees.

No payment or gift to respondents has been or will be made in connection to this
information collection.

10. Describe any assurance of confidentiality provided to respondents and the basis
for the assurance in statute, regulation, or agency policy.

Outage reports filed with the Commission pursuant to Part 4, and the information
contained therein, are presumed confidential.® The information in these outage reports
discuss issues affecting national security and commercial competitiveness.*® The filings
are shared with the Department of Homeland Security through a password-protected real
time access to NORS. Other persons seeking disclosure must follow the procedures
delineated in 47 C.F.R. Sections 0.457 and 0.459 of the Commission's rules for requests
for and disclosure of information.

The Second Report and Order adopts procedures allowing state, federal, local,
and Tribal agencies with a demonstrated “need to know” to apply for “read-only” access
to NORS and DIRS reports impacting locations where the agency has jurisdiction. To
protect the confidentiality of the NORS and DIRS information disclosed to these
Participating Agencies, the Commission limited the access to only those agencies who
complete the registration process and then limits by geographic area the reports available
to each Participating Agency. The Commission also adopted safeguards to protect the

» See 47 CFR. § 4.2.
% Second Report and Order, 36 FCC Rcd at 6137, para. 2.
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data accessed by Participating Agencies from manipulation and from distribution to
unauthorized recipients.

11. Provide additional justification for any questions of a sensitive nature.
This collection of information does not address any matters of a sensitive nature.

12. Provide estimates of the hour burden of the collection of information. The
statement should: indicate the number of respondents, frequency of response,
annual hour burden, and an explanation of how the burden was estimated. If the
hour burden on respondents is expected to vary widely because of differences in
activity, size, or complexity, show the range of estimated hour burden, and explain
the reasons for the variance.

Burden Estimate for Service Providers

Number of Respondents: The Commission estimates that 965 respondents will
be required to submit information under the Part 4 rules.

Frequency of Response: The Commission estimates that 26,795 responses per
outage will be filed per year for the outage reporting obligations under Part 4.

Annual Hour Burden: The existing information collection already approved by
OMB includes three components: a Notification that an outage event has occurred, an
Initial Report containing detailed information on the outage event (for non-interconnected
VoIP service outage events), and a Final Report containing detailed information on the
outage event and how the event was resolved. The Commission has previously estimated
that reporting entities will require 15 minutes to file a Notification with the Commission,
and that the more detailed Initial Report (for non-interconnected VoIP service providers)
will ordinarily not take more than 45 minutes to complete and submit to the Commission.
The Commission further estimated that respondents will ordinarily not need more than
one hour to complete and submit electronically a Final Report to the Commission within
30 days after the outage was discovered. Thus, the total time needed to submit all filings
pertinent to each outage that meets or exceeds the reporting threshold criteria has been
estimated to be less than two (2) hours as follows:

15 minutes [Notification] + 45 minutes [Initial Report] + 1 hour [Final Report]
= 2 hours maximum for each outage.

The Commission believes these estimates remain valid. Indeed, the Commission
noted previously that the two-hour estimate was conservative, and that time required to
file the information for each outage was, more likely, estimated to be approximately 1 to
1.5 hours. The Commission assumes that for purposes of this calculation that each
outage event will require a submission of a Notification, an Initial Report, and a Final
Report. The Commission believes that this is a conservative figure because service
providers may file more than one initial report at times when they learn new information
before the final report is due, or in the case of interconnected VoIP service providers, may
only file a Notification and a Final Report. The Commission believes that the new
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requirement to identify each affected state from a drop-down menu when each
Notification is filed will not change these estimates.

26,795 outages *15 minutes to complete Notification = 6,698.75 hours
26,795 outages *45 minutes to complete Initial Report = 20,096.25 hours
26,795 outages *60 minutes to complete Final Report = 26,795 hours

Sum: 6,698.75 hours + 20,096.25 hours + 26,795 hours = 53,590 hours
In-House Cost: The Commission estimates a total of 53,590 annual burden
hours and a total of $4,287,200 in annual in-house costs.*

One-Time Costs: The Commission estimates that the nation’s service providers
will incur total initial setup cost to meet the requirements of the Second Report and Order
of $3,088,000 based on the Commission’s estimate of 965 service provider incurring
costs of $80 per hour and spending 40 hours to implement update or revise their software
used to report outages to the Commission in both NORS and DIRS.

Method of Calculating Burden: The Commission explains above the
calculation method to determine the impact on reporting burdens associated with the
estimated responses expected.

Variance in Burden: The Commission expects that the limited impact of the
extension to be shared widely among entities that are subject to Part 4, although larger
entities will continue to be more likely than smaller ones to experience outages of
sufficient scale to trigger a reporting obligation.

Summary of Respondents and Burden:

Total Number of Respondents: 965.

Total Number of Annual Responses: 26,795.

Total Annual Burden Hours: 53,590 hours.

Total Annual In-House Costs: $4,287,200.

Total Annual and One-Time In-House Costs: $7,375,200

Burden Estimate for Participating Agencies

Number of Respondents: The Commission estimates that there will be
approximately 100 state, federal, and Tribal Nation agencies that will request access to
NORS information as Participating Agencies and be subject to the requirements of the
information sharing framework.

Frequency of Response: The initial request to access NORS information that
must be filed electronically and reviewed by the FCC need only be filed once. Annually

31 53,590 annual burden hours * $80 per hour = $4,287,200.
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thereafter, Participating Agencies are required to certify to their continued compliance
with the requirements for participation in the Commission’s information sharing program.
The Commission is unable to quantify the number of times that Participating Agencies
would need to provide a notification to the Commission, as they would vary based on
each participating agency’s particular circumstances (e.g., the number of requests or
changes in law that would necessitate notifications, number of data breaches). However,
the number of notifications to be made annually per respondent is expected to be very
low (i.e., less than five per respondent).

Annual Hour Burden: The Commission estimates that each Participating
Agency will spend five hours preparing, reviewing, and submitting its initial request for
NORS access to the FCC and a similar amount of time annually to re-certify their
qualifications to access NORS in every year thereafter. We further anticipate that
Participating Agencies will require an average of 15 minutes to prepare and submit a
required notification to the Commission, for an annual average total of 1.25 hours of
notifications per respondent.

Annual In-House Cost: As the Commission noted in the Second Report and
Order, it cannot quantify overall costs to Participating Agencies for implementing the
information sharing framework, which would vary based on each participating agency’s
particular circumstances, including the number of requests or changes in law that would
necessitate notifications.*> However, the Commission’s best current estimate is that the
in-house cost to Participating Agencies for the information collection elements described
above would be based on the salary of the equivalent of an attorney (GS-13 Step 5)
working 6.25 hours annually to submit its annual certification form and make any
required notifications to the Commission.* With 100 Participating Agencies spending
6.25 hours to complete the necessary annual requirements at a wage of $58.01 per hour,
the Commission estimates an in-house cost of $36,256.25 annually.

The Commission estimates that maintaining copies of all training material for
Commission inspection upon request will require one hour of staff time annually;
implementing the necessary records to ensure practical data protection will require five
hours of staff time annually; and maintaining and making available for FCC inspection a
list of all localities for which the agency has disclosed NORS data will require three
hours of staff time annually. With 100 Participating Agencies spending 9 hours to
complete the necessary annual recordkeeping requirements at a wage of $58.01 per hour
(based on the salary of the equivalent of an attorney (GS-13 Step 5)), the Commission
estimates a recordkeeping cost of $52,209 annually.

The Commission notes that the information sharing framework established in the
Second Report and Order allows for access to be granted not only for NORS, but also to
the Commission’s Disaster Information Reporting System (DIRS). We note that the

32 Second Report and Order, 36 FCC Rcd at 6152, para. 54.

3 Hourly rates are based on the OPM 2022 Washington-Baltimore-Arlington, DC-MD-VA-WV-PA Locality
Pay Area. Office of Personnel and Management,2022 General Schedule (GS) Locality Pay Table, Salary
Table 2022-DCB, https://www.opm.gov/policy-data-oversight/pay-leave/salaries-wages/salary-tables/pdf/
2022/DCB_h.pdf (last accessed Feb. 14, 2022). We note that the hourly rate for an equivalent attorney is
likely to be lower in the jurisdictions of many Participating Agencies.
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process and requirements for Participating Agencies under this framework are identical,
regardless of whether they seek access to NORS, DIRS, or both. Because the
Commission anticipates that NORS and DIRS access will be requested together in most
cases, it believes that the estimated costs for Participating Agencies associated with DIRS
access are fully included in the estimates an in-house cost of $88,465.25 annually.

Method of Calculating Burden: The Commission explains above the
calculation method to determine the impact on reporting burdens associated with the
estimated responses expected.

Summary of Respondents and Burden:

Total Number of Respondents: 100

Total Number of Annual Responses: 1 certification renewal; 5 notifications.
Total Annual Burden Hours: 15.25

Total Annual In-House Costs: $88,465.25

Total Service Provider and Participating Agency In-House Costs:
$7,463,665.25

13. Provide estimate for the total annual cost burden to respondents or record
keepers resulting from the collection of information. (Do not include the cost of any
hour burden shown in items 12 and 14).

All anticipated costs are covered in items 12 and 14.

14. Provide estimates of annualized costs to the Federal government. Also provide a
description of the method used to estimate cost, which should include quantification
of hours, operational expenses (such as equipment, overhead, printing, and support
staff), and any other expenses that would not have been incurred without this
collection of information.

The Commission estimates that the total annual cost to the Federal Government to
be as follows, based on the salaries® of three engineers (GS-15 step 5), two engineers
(GS-14 step 5), an IT Developer (GS-15 step 5), each spending approximately 2 (or
1,040 hours) of their work time each year on the information collected, and two attorneys
(GS-13 step 5) spending approximately Y4 (or 520 hours) of their work time each year on
the information collection:

(Three) GS-15 at $ 80.63/hr $80.63 x 1,040 x 3 | =$251,565.60
Engineers step 5 wage hours

3 Hourly rates are based on the OPM 2022 Washington-Baltimore-Arlington, DC-MD-VA-WV-PA Locality
Pay Area. Office of Personnel and Management, 2022 General Schedule (GS) Locality Pay Table, Salary

Table 2022-DCB, https://www.opm.gov/policy-data-oversight/pay-leave/salaries-wages/salary-tables/pdf/
2022/DCB_h.pdf (last accessed February 14, 2022).
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(Two) GS-14 at $ 68.65/hr $ 68.65 x 1,040 x2 | =$142,792.00
Engineers step 5 wage hours
(One) IT GS-15 At $ 80.63/hr $ 80.63 x 1,040 x1|=%83,855.20
Developer step 5 wage hours
(Two) GS-13 at $ 58.01/hr $ 58.01 x 520 x2 | =% 60,330.40
Attorneys step 5 wage hours

TOTAL | = $ 538,543.20

Total Annual Cost to the Federal Government: $538,543.20.

15. Explain the reasons for any program changes or adjustments for this
information collection.

From the adoption of the Second Report and Order, there are program
changes/increases to the total number of respondents from 965 to 1,065 (+100), the total
annual responses increased from 26,795 to 27,395 (+600), the total annual burden hours
increased from 53,590 to 54,315 (+625) as a result of the Order. Because information is
being collected from Participating Agencies for the first time for purposes for granting
them access to NORS, the number of responses from that category of respondents are
largely responsible to the burden increases to this collection.

The Commission estimates that neither the total number of service provider
respondents and responses will increase due to the modifications to this information
collection. Service providers will incur a new one-time initial setup cost to meet the
requirements of the Second Report and Order and are further explained as in-house costs
in Question 12 of this supporting statement.

16. For collections of information whose results will be published, outline plans for
tabulation and publication.

The FCC does not plan to publish this information. The Commission may
analyze the information contained in the filings, aggregate and anonymize the
information, and present to trade associations and companies individually, the agency’s
analysis based on the information. For example, the Commission may present its
findings on a quarterly basis to the Network Reliability Steering Committee of the
Alliance for Telecommunications Industry Solutions.

17. If seeking approval to not display the expiration date for OMB approval of the
information collection, explain the reasons that display would be inappropriate.

The Commission does not intend to seek approval not to display the expiration
date of the revisions to this information collection.

18. Explain any exceptions to the Certification Statement identified in Item 19,
“Certification of Paperwork Reduction Act Submissions.”

There are no exceptions to the Certification Statement.
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B. Collections of Information Employing Statistical Methods:

The revisions to this information collection do not employ any statistical methods.
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