Warning Banner Page:

» Users are presented with the below “Warning Banner” page after entered www.gasatrag.com. Users will
need to click on “OK” button to continue to the Login Page
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Welcome To GASATRAQ

Warning

You are accessing a U.S. Federal Government computer system intended to be solely accessed by individual users expressly authorized to access the system by
the U.S. Department of Education. Usage may be monitored, recorded, and/or subject to audit. For security purposes, and in order to ensure that the system
remains available to all expressly authorized users, the U.S. Department of Education monitors the system to identify unauthorized users. Anyone using this
system expressly consents to such monitoring and recording. Unauthorized use of this information system is prohibited and subject to criminal and civil
penalties. Except as expressly authorized by the U.S. Department of Education, unauthorized attempts to access, obtain, upload, modify, change, and/or delete
information on this system are strictly prohibited and are subject to criminal prosecution under 18 U.S.C § 1030, and other applicable statutes, which may result
in fines and imprisonment. For purposes of this system, unauthorized access includes, but is not limited to:

® Any access by an employee or agent of a commercial entity, or other third party, who is not the individual user, for purposes of commercial advantage or
private financial gain (regardless of whether the commercial entity or third party is providing a service to an authorized user of the system); and
* Any access in furtherance of any criminal or tortious act in violation of the Constitution or laws of the United States or any State.

e If system monitoring reveals information indicating possible criminal activity, such evidence may be provided to law enforcement personnel.

Login Page:

» All users are required to provide a valid “Username and Password” to access the online tool.
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GASATRAQ

Log in to continue to GASATRAQ.
Username

Username

Password

Password

Powered by FSA
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http://www.gasatraq.com/

Home/Landing Page:

» After logged in, users will be presented with a homepage to make the appropriate “Evaluation Types”
selections.
> Note: Sample below logged in as “FSA Administrator User”
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» Once users made the desire “Evaluation Types” selection from the dropdown box, users will be presented with
a PRA Burden Statement page
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> After users selected the desire “Evaluation Types”, users will be presented with the list of the NIST SP 800-53,

Rev 4 security control to complete
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> By selecting AC-1 security control, users will be able to see the appropriate security questions relating to AC-1

control

AC-1, Question 1
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AC-1 (ACCESS CONTROL POLICY AND PROCEDURES)

& Go Back To Survey Home 2021 Guaranty Agency (GA) Self-Assessment (SA) | Federal Student Aid™
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AC-1, Question 2 & Question 3
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2. Has anm information system aCoess control policy and procedures, which cover all infoemation systems within the security bowsndary, been developed and disseminated to 2

employees?!
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