[bookmark: _GoBack]Sign up for a CARES ACCOUNT
Here are the steps to setup a CARES account.  In this instance we are using the UAT Environment.
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Example of an Okta Verify
[image: ][image: ]
[image: ]

[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
image4.png
. Click Confirm to continue:

Using Last 4 digits of your SSN for verification

. The quickest route is to select the Last 4 digits of your SSN. The information is used for validation
and is not stored:

. Select the ’'m not a robot reCAPTCHA box:

. Click the Submit button. A pop-up appears stating personal information will be collected to verify
identity but will not be stored:

Please click the Confirm button below to proceed.
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8. If using the last four of your social security number
(SSN) as validation, enter the following information
for verification:

a. Residential Address

b. Mobile Phone

c. Date of Birth

d. Last 4 Social Security Number
9. Click Confirm Information:
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10.Enter your phone number (mobile or landline):

11.Select your Pin Delivery Preference through either a text
message or call to your phone:

12.Place the pin number received in the field next to your phone
number:

13.Click Confirm Information button. You will get a message that
you successfully initiated your account registration:

Mobile phone *
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Government Issued ID

4. If you don’t want to use or do not have a Social Securi

y Number, select the Capture Government issued ID

document using mobile phone. This is used for validation and is not stored:

5. Select the I'm not a robot reCAPTCHA box:
6. Click the Submit button. A pop-up appears asking you

to select your country:

* You are registerngfo he access to the appication

*First Name. Middie Name
o

*LastName: *Emai Adress:
Smin E——r

‘Seect the opton below oryour denty valkiaton

O uastaogpstyourssn

@ coptre Govermentssed 10 decment sing e phone
™
 imnetarobet C

Sumt





image8.png
Government Issued ID

Select your country:

Click Confirm information to continue. A pop-up appears stating personal information will be collected to

verify identity but will not be stored:
Click Confirm:

Inorder to veriy your identity, we must frst collect and
validate some personal information about you. This data will
ba processed by a third party o and will not be kept
or stored after the process is complete, Typically, the whole
process takes about 2 - 3 minutes.

Please select your country below to begin the identity
proofing process.

Country*

United States x v

Confirm Information

In order to verify your identity, we must first collect and
validate some personal information about you This data will
be processed by a third party in real time and will ot be kept
or stored after the process is complete. Typicall, the whole
process takes about 2 3 minutes.

Please click the Confirm button below to proceed.

Cor
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10.Use the drop-down to select the type of
Valid ID:

11.Click Confirm Information. A popup
appears that provides the opportunity to
upload your DL and a facial snapshot:

12.Enter your mobile phone number:
13.Click Continue on Mobile:

Next, we will check your government issued ID to prove your
identity. Please select from the list below, and click confirm.

Government Issued Photo Identification *
Which type of ID would you like to use?

It needs to be an official government ID. Use the drop-down
menu to select:

Passport
Identification Card

willsendyou s

message totake pitures of your
sued 1D from your phon, When you are ready,
o on Mobile” below.
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Go to the messages app on your mobile phone and
find the message with a URL to use to capture and | @ * oot dmesn O
compare your document and face: _

Click Start. A popup appears that provides the Capture & Compare

We need o capture snapshos of your document and face,

opportunity to upload your DL and a facial snapshot: | wrnweiconeneume
Click Capture Using Your Phone Camera:

Front of Driver's License

Friday, April 15, 2

Click the URL below to capture documents: Facial Snapshot
reprod.deui2.iddataweb.com?
aeee-4b53-02e7-1717342800848e=r 10,03 Am
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17.Follow the prompts on your phone to
capture the front and back of your
government ID and a selfie:

18.Click Confirm Information once you
have taken the photos:

19.1f the verification is completed, you will
get a message verification was
successful:

20.If the application cannot verify the
photos, you will get a pop-up to try a
different way to identify:

21.Click Continue. You will be taken back to
confirm your identity by the last four of
your SSN:

DO NOT CLOSE THIS BROWSER SESSION UNTIL IDENTITY
VERIFICATION PROCESS COMPLETES.
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Activate MyAccess Account

. In the email that is sent from FAA’s MyAccess, click the Activate Account button to return to CARES and
activate your account:
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2. The MyAccess welcome page appears. Follow the instructions to create a password and select an image
for your account:

3. Click Create My Account:
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4. To log into your account, enter your email address as your user name and your password in the USERNAME
and PASSWORD fields, then click the Sign In button:

Civil Aviation Registry Electronic Services (CARES)

FAA REGISTRY
AT YOUR FINGERTIPS





image15.png
5. Once you first log into your account with the email and password you just created, you will need to set up a
multifactor authentication using one of the following:

a) OKTA VERIFY
b) WINDOWS HELLO (not available yet)
c) GOOGLE AUTHENTICATION

Civil Aviation Registry Electronic Services (CARES)

FAA REGISTRY
AT YOUR FINGERTIPS
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8. On the Welcome to Okta Verify screen, click Get Started:
9. On the How it works screen, click Next:
10.0n the Ways to verify, click Add Account:

Ways to verify

Welcome to Okta Verif

When signing in, enter a code from this app, tap
Yes on a push notification, or tap the "Sign in
using Okta Verify on this device" button.
Securely sign in to your organization's aj

How it works

When you access your organization’s apps,
Okta Verify to confirm your identity.
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Okta Verify

6. To use Okta, download the Okta Verify mobile application in the app store on your phone:
7. Click Install > Open: 10179

1011 . M@ O=ua | okiaverify mobile app

& okta verify mobile app Q ¢
Okta Verify ©
Install

Okta Verify nefeled
0 Okta Inc.
5M+ €
Downloads Everyone ©

4.4% 5M+ €
12K reviews Downloads Everyone ®@

Okta MFA
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? 11.Select Organization. The Do you have your QR Code? pop-up appears:

©12.Click Yes, ready to scan:
13.Return to the CARES website:

¢ Close Add Account

Do you have your QR Code?

Choose Account Type

Choose the type of account you would like to add Before you continue, make sure your QR Code
is shown on another device, such as a laptop.

Where do | get my QR code?

Organization

Work, school, company

Other s Yes, ready to scan

2-Factor authentication code for third party
services ’

Signin |
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17.In CARES, select the Setup button under OKTA VERIFY. The device type popup appears:

18. Select the type of mobile phone you are using. A drop-down appears stating to download the
OKTA Verify application if you haven't already:

19.Click Next. A QR code appears:

Set up multifactor authentication 0

Your company requires mulifactor authentication

10 3dd an addtonallayer of securty when signing Setup Okta Verity
Select your device type
o v
Use a push notcaton sent o the OO IpHoNe
mobie app. i
seup © @ worop
WINDOWS HELLO. Backto factor st

Sign inusing Windows Helo

Seup
Download Okta Vel from the Google.
Play Store onto your mobile device.

@ SoosieauTHENTIcaToR
Entersingle-use code from the mobile
" Next

Setup

Back o actor st
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20.Use your phone to scan the QR code shown on the CARES screen.
21.1f the QR code cannot scan, select Can’t scan? A popup appears.

)

Setup Okta Verify

Launch Okta Verify
application on your mobile
device and select Add an
account

Can't scan?

Back to factor list
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22.Select in the drop-down to send an
activation link via SMS or email.

23.Add the phone number you want the
activation link sent to.

24.Click Send.
25.Click the link sent to your messages

folder on your mobile phone (or in you
email).

Setup Okta Verify

Can't scan barcode?

Send activation link via SMS

United States

PHONE NUMBER

| 401

Back to factor list Scan barcode

Click here to enroll
Okta Verify :
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27.Complete your profile by filling out the personal information on the screen and select Verify My Identity.
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WELCOME TO CARES! TO GET STARTED, WE NEED TO COMPLETE YOUR PROFILE.
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28.Read the Terms of Service and select the vI Agree button.

Civil Aviation Registry Electronic Services (CARES)

S sinout  Q search

TERMS OF SERVICE

You aro accessing a U'S. Goverment information system, which includes (1) this computer, (2)this compuar nebwork, (3 all computers connocld 10 this nebwork,and (4)
al devices and sorage media aached fo this network or fo @ computer on this network.This information system is povided for .S, Government authorized use only.
Unauthorized o improper use of i system may result in discipinary acton, as wel as cv and criminal penalties
By usingthis information system, you understand and consent o the olowing

+ You have o easonable expectation of pivacy regarding any communications of nformation ransiing orstored on this informaton system

« Atany time, the government may for any awful government purpose Moo, inlercept, search, and seize any communication or inormaton ransing o stored on ths
information system.

+ Any communicatons orinformation transitng of tored on tis information system may be disclosed or used fo any lawlul government purpose.

Welcome,
® contact
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29.Congratulations, you have created a CARES account!

MyFAA
Welcome, LJohn Smi

CARES S smon Quseaen Qo Y snepping oo
INVITATIONS

Icon

IS

WELCOME TO CARES!
John Smith

‘GET STARTED
vreleasers

Dashboarg
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Navigate to the CARES Home page by entering https://cares-uat.faa.gov:

o https://cares-uat.faa.gov

® tew x o+ / °
tosi/cares-uafaagov »

ol @ HEWKFL Commit @ CARES - CriAviai.. @ TMS-AVS-CARES .. > CARES Developmen

Google

@ search Google or type a URL

-

Gmail images 33
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The CARES homepage appears. Click the Sign up button:

Weicome, Guest

@) FAA Civil Aviation Registry Electronic Services (CARES) Qsearen @ consct

FAA REGISTRY
AT YOUR FINGERTIPS sininto caRes

The CARES System gives you contol over your FAA ecords whie increasing h speed ofhe aplcation process ]
an proviingprotecton against rau. Whether you need 0 9y or 3w aiman ceticason, egsteran

acrat, update nformaton o fequest offcial copiesofyou records, weVe got you covered. o
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The MyAccess External User Registration page appears. Enter your name and email address in the appropriate
fields. Your First Name, Last Name, and Email Address are required. Your email address will be your user
name:

MyAccess External User Registration

® contact

How we protect your pivacy  Registation Help
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