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The public reporting burden for this collection of information, OMB No. 0703-XXXX, is estimated to average .25 hours (15 minutes) per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any burden reduction suggestion to the Department of Defense, Washington Headquarters Services, at whs.mc-alex.esd.mbx.dd-dod-information-collections@mail.mil. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number.
INSIDER THREAT REPORT
Privacy Act Statement
AUTHORITY:  E.O. 13587, Structural Reforms to Improve the Security of Classified Networks and the Responsible Sharing and Safeguarding of Classified Information; Presidential Memorandum dated November 21, 2012; Public Law 114 -328, Section 951 (NDAA for FY17), Enhanced security programs for Department of Defense personnel and innovation initiatives (10 U.S.C. 1564 note); and System of Records Notice (SORN) DUSDI 01 Department of Defense (DoD) Insider Threat Management and Analysis Center (DITMAC) and DoD Component Insider Threat Records System.
 
PURPOSE:  To identify, analyze, monitor, and audit insider threat information for insider threat detection and mitigation within the DoD on persons eligible to access classified information, hold a sensitive position, and/or have physical or logical access to a DoD installation or controlled information system via a Common Access Card (CAC) to DoD and U.S. Government installations, facilities, personnel, missions, or resources. Insider threats including espionage, terrorism, the unauthorized disclosure of national security information (including protected and sensitive information), and the loss or degradation of departmental resources or capabilities can damage the United States. 
 
ROUTINE USES:  In addition to disclosures permitted under 5 U.S.C. 552a(b) of the Privacy Act of 1974, as amended, these records may be disclosed outside DoD as a routine use pursuant to 5 U.S.C. 552(b)(3) to the various agencies and entities listed in the SORN DoD DITMAC and DoD Component Insider Threat Records System, DUSDI 01 DoD.  
 
DISCLOSURE:  Voluntary; however, failure to provide the information requested may impact the identification, analysis, and mitigation of insider threat risks.
 
Additional information can be found here:  https://www.federalregister.gov/documents/2019/03/22/2019-05540/privacy-act-of-1974-system-of-records
SECTION I: SUBMITTER INFORMATION 
INSTRUCTIONS:  Without further investigation, complete as much of the below information as possible to the best of your knowledge. 
SECTION II: SUBJECT(S) IN QUESTION:
9. SUBJECT(S) IN QUESTION. If the referral involves multiple subjects, insert additional data boxes as needed. 
 SUBJECT # 
 d.  STATUS (Check all that are apply): 
SECTION III: REFERRAL NARRATIVE 
SECTION IV: MITIGATION ACTIONS TO DATE
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