NDIAPPoSP Screenshots of Application Form

This document is meant to present all the forms a user (applicant) will see when filling out their
application.

Several Items may have a “show/hide” effect, meaning a checkbox or an answer to another item may
show or hide some other item. In that case, we will screenshot the hidden version and the show version.

Some pages are too long to easily display in this document, so they may be cut in pieces to display.
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NDIAPPoSP Screenshots of Application Form

This is initial appearance — As NDIAPPoSP administrator — | see all tabs, but a normal applicant would not
see the “Staff”, “Adviser”, or “Director” tabs. These are specific to Staff and administrators. The initial
screen does not have the “Pre-existing Application” checked.

Pre-existing Application # Hidden:

Farrn Approwved

Comters Tor Dizcase o 2
Control amsd Prewention OME Mo, 0520-0215
Hatiaeal Certes for NDI Exp. Date 03/31/202
Haalth Scatinics
Mational Death Tndex
Slatus: Paw
Disclaimer || Page 1 || Page 2| | Page 3| |Paged | |Page S| Page &) | Page 7| | Stall| | Adviger || Director -

O Pra-existing Application (Before Bedronic Sepl. 2020)7

Mational Death Index
Naticnal Carter for Health SLatistics

Phone: 301-458-4d444

Ermail: nde@cde. gow
CDC ectimates the average pulblic regorting burden fer this collection of infarmation &= 4 hows per respanse, induding the time
for reviewing nstructions, searching exisling data/fmformation sownces, gathering and maintaining the data/mlormation nsaded,
and compleling and reviewing the alledion of information. An agency may nol cnduct or sponsor, and a person B not reguired
o respond o a colledion of information unless it displays a currently valid OMEB contral number. Send cormments reganding this
burden estimate or any ather asped of this colledion of infarmation, induding suggestions Mor redwdng this burnden te
COL/ATSDR Information Collection Review OMMice. 1600 Jilan Road KE, M5 D-74, Atlanta, Georgia 30333, ATTM: PRA (0520-
0215).
Assurance of confidentiality - We [ake your privacy very seriously. All information that relates (o or desoribes. identifatle
characteristics of individwals, a practice, or an establishrment will be w=ad only for stalistical purpases. NCHS staff, contraciors,
and agents will nol d=date or releage respores in identifiable form withowt the consent of the individual or establishment in
accordance with section 308{d) of the Public Health Service Adt (42 US.C 242m{d))

NDI APPLICATION FORM INSTRUCTIONS

1. Confidentiality Agreements Signabures- To expedite the review of your application, you may sulbrrl your draft
application Mormm Delfore wou oblzn &l the required signalures on the Confidentiality Agrasrment and/or Supplemental
Confidentiality Agresment pages and IRE determination letter. {Unsigred forms must at least have the name, title, and
the organization of the person that will be signing, and IRE apglication must be subrmitted. )

2. A separate MOT application farm must be submitted Tor eadh study or project.

3. New Applications— and amendrments (dhanges to the ariginal application) are reviewed by a group of NDT advisors. Your
application & considened] campléte wiven pour nal signed version and your study's IRE determination kiier is recaived by
a growg of NDI stalT. Once your appRcation is complete, it is Ssent Lo the advisors, Omnce your application is enl Lo Uhe
advisors for review, please allow two to thres weseks for the application to be reviewead.
{Mease note: applications not completed & rmonths from the ohiginal date of submission will be deletad).

. IN additional NDI follow-up Seardhes are neseded for & particular application nurmber, send an email to ndifodc. gow b
raguest that your approved application in the NDI Portal be unlocked lor you Do do the Mollowing:
1. Verily that there are no changes Lo the application that has been approsed.
IF regjuired, update and wplaad the most recent IRE determination keles
IF required, updale the Data Disposilion expiration date.
Once all is verifiad, pleage submil your application.
You will recsive an email, that will include all dotwments nesded to complete a search.

L oEe L

5. I you nead to change the existing P1 please notify the NDT stall sanmediately and we will:
1. Provide instructions on how to creale an acoount.
2. Once the PT creates hisfher aooount, U NDT <talT will reassign the MDT application Lo the new PLL

MNEXT

* Reguired Input SAVE AND EXIT S0VE AND COMNTINLUE CAMCEL
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NDIAPPoSP Screenshots of Application Form

Pre-existing Application # Visible:

Form Approved
Cemters for Disease ~ .
Control snd Prevention OFE Mo, U_b"EU-EIE.S-
Hatioral Center for NDI Exp. Date 03731202

Hualth Statmdics
Matiomal Deach D

Slatus: Pow
Disclaimer || Page 1 || Page 2| |Page 3| |Paged | |Page 5| | Page &| | Page 7| | StalT| | Adviser | | Diredor -

] Pra-existing Application (Before Bedtronic Sept. 202007
Enfter Previous Application Mumber [format Y-k
Y bebwesn 15970 and 2020 & NNMN must mcude leading rermeg.

National Death Index
National Cartar for Health Skatitics
Phione: 301-156-4444
Ermiail: nde@ode. gos

OO estimates the average public reporting burden for this colledion of infarmation & 4 hows per resporse, induding e time
Tor reviewing mstructions, searching existing data/infommation sowrces, gathering and maintaining the datainformation nesderd,
and completing and resiewing the allection of information. An agency may not conduct or sponsor, and a person & not reguiraed
o respond o a oolledtion of information unless it displays a currently valid OME control numiber. Send comments regarding this
burden estimate or any other agped of this colledion of infermation, induding suggestions Mor redudng this burden to
COOATSDE Information Colledion Review Olfice, 1800 difton Road NE, MS D-74, Atlanta, Georgia 305333, ATTN: PRA (0520-
0215).

Assurance of confidentiality - We Lake your privacy very seriously. All infarrmation that redates to or desoribes. identifiatle
characteristics of individwals, a practice, or an establishrment will be wSad only for statistical purposes. NCHS: stall, contractors,
and agents will nol dsdose or release responses in identifable form without the: oonsent of the ndividual or establishment in
accordancs with section 308(d) of the Public Health Service Ad (42 U.S.C 242rm{d))

NDI APPLICATION FORM INSTRUCTIONS

1. Conhdentiality Agreements Signatunes- To expedite the review ol your application, you may swirl yaur dralt
application Morm before you obtan &l the reguired signatures on the Confidentiality Agresrment andfor Supplemerntal
Confidentiality Agreement pages and [RB determination letter. (Unsigned forms must at lezst have the name, title, and
the organization of the person that will be signing, and IRE application must be subrritbed. )

2. A separate MDT application Torm must be submitied for each study or project.

3. New Applications— and amendrments (changes (o the original application) are reviewed by 2 group of NDT advisors. Your
application i considered complete whan your final signed version and your study's IRE determination ketber i recaivad by
a growp of KD stalT. Once your appication is oomplete, i is @ent (o the advisors, Omee your application is sent bo the
advisors for review, please allow two to thres weeks for the application to ba reviewad.
[Please note: applications not cormpleted & rmonths Tnorm the ofginal date of submission will be deleted).

1. Ir additianal NDL fallow-up Seanches are needed lor a particular application murmber, send an ermail o ndifodc. gos [
requect that your approved application in the NDI Portal be unlocked for you o do the Mollowing:

1. Verily that there are no changes to the application that has =en apprised.

2. IF required, update and wupload the moest recent IRE determination ketbes

3. I required, update the Data Disposition expiralion date.

4. Once all is verilied, please submit your applicalion.

5. You willl receive an email, that will include all donsments nesded to complete a search.

5. IF you nesd bo change the axiEting PI, please notily the NDT stall enmeadiately and we will:
1. Provide instructions on how Lo creale an acoount.
2. Onoe the PT creates his'her acoount, the NDT StalT will reassign the NDT application o the nesw PL

NEXT

* Reguired Input SHVE AND EXTT SAVE AND CONTINLUIE CANCEL

This field is a remnant from using a paper-based solution. IT allows applicants to keep their original
application numbers.
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NDIAPPoSP Screenshots of Application Form

This is the page for Title and contact information for the Primary Investigator or Project Director.
Disclaimer Page 1 Page 2 Page 3 Page4 Page5 Page6 Page 7 Staff Adviser Director

1. Title of study or project *
(must match IRB)

2. Individual and organization requesting use of NDI Middle

Principal Investigator TIrSt Name: Init:  Last Name:

or Project Director: #
Title:
Organization: *
Street Address: *
Street Address (2):
City, State, Zip: * Please select a value... v

Phone no: *

: E-mail: *
BRE-FREREEE Ext:

Notes:

IDENTIFYING OR IDENTIFIABLE DEATH RECORD INFORMATION
* Required Input SAVE AND EXIT SAVE AND CONTINUE CANCEL

This next tab (labelled “Page 2) pertains to Funding Sources, Data Sources, and who will receive the
data. There are two forms of this tab — one is for Item #3 and Item #5 to have “No” selected. It would
only require information for Data Sources:
SlELUsT  New
Disclaimer Page 1 |Page 2| Page 3 Page4 Page5 Page 6 Page 7 Staff Adviser |Director

3. External funding sources? * () Yes @ No (Internal funding only)

4. Data sources *
List all organizations (including your own) that have collected (or will be collecting) data on the study subjects. Under each
organization listed, describe the types of data collected. If any of the external organizations listed will be receiving
IDENTIFYING or IDENTIFIABLE death record information, they must also be listed in item 5 below.

il ADD DATA SOURCE ORGANIZATION DELETE LAST ROW

5. Will INTERNAL or EXTERNAL parties (other than the NDI applicant) be

receiving any NDI death record information? # LS @® No

mevovs

Notes:

IDENTIFYING OR IDENTIFIABLE DEATH RECORD INFORMATION
* Required Input SAVE AND EXIT SAVE AND CONTINUE CANCEL
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NDIAPPoSP Screenshots of Application Form

If #3 and #5 are “Yes” then there is repeatable text boxes for the applicant to fill in:

SLAWS  [E
Disclaimes | | Page 1 || Page 2| |Page 3| |Page 4| |Page 5| Page 6| | Page 7| | Stall| | Adviser || Director -

3. External funding sountes? * e Mo {Internal funding arly)

List the narmes. of all OTHER organizations providing funding lfor this project and indicate the type of support provided (e,
grant, contract, cooperative agreament, interagency agresrmeant, or alher [spedfy]). MOTE: Exoapl for a FEDERAL GRANT, each
sponsor must complete, sign, and upload an NDI Supplernental Confidentiality Agresrment. IF a FEDERAL GRUANT, enber FEDERAL
GRANT “Marme of Organization” amd proside FULL Grant Murmber in "Type of Funding Support™
UPLOAD PDF DOCUMENTS ON TAB LABELED "Page 7

Mame of Organization[s) * Type of Funding Support *

ADD EXTERMAL FUNDING SOURCE ROV DELFTE LAST RO

4. Data sowrces *
List all organizations (mduding your own) that have colleched (or will be olleding) data on the stedy subjeds. Under eads
organization listed, describe the Uypes of data oglleded. IF ary of the exbernal organizations listed will b= receving
IDENTIFYING or IDENTIFIABLE death record information, they rrust al=o be listed in fem 5 below.

SO0 DATA SOURCE DREANTZATION DELETE LAST ROWY

5. Will INTERNAL or EXTERMAL parties [other than the NDI applicant) be

receiving any NDI death record information? = o ves Wa

List Ehe narmes of all parties (organizations or cutside consultants) that will be recefving any MOL death record
nlformation. Parties emploped by INTERMNAL organization must complete and sign the Confidentiality Agreement. Parties in
EXTERMAL organizations must complele and sign the NDI Sugplemental Confidentiality Agreement.

Meage note: All persons reporting directly to the PT ar Co-PI do not nead to be listed. IT you have any doubl, who neads [o be
mled, plegse mach owt to the NDI.

Important: Linder asch svgamwzaiion (or consulant) lsted balow, spacil thal orpanization’'s rale and what praj
e (1) wha! IDENTIFYING ar TDENTIFIABLE death record informiation wil! be receisead |
&, deaih certificales or Cormpuler Mes), amd (3] how e iwormmalion will Thow” frorm ane
Organi zation(s) Infonmatian:
Firat Mamea: * MEddle Init:  Last Marmea: * =
Name ol Organization * Adrministrative Relationship *  Data Type *
Plogse gale W
Ermail: Phong: Ewt:

Role and project activities Lo be performmed:

ADD DRGANTIZATION DELETE LAST ROWY
PREVIOUS NEXT

L Tale="H
IDENTIFYTHG DR IDENTIFLABLE DEATH REODRD INFORMATION
* Required Input SAVE AND BEXIT SAVE AND CONTINUE CAMCEL
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NDIAPPoSP Screenshots of Application Form

The next tab is “Page 3” and focuses on Summary of the study protocol:

Status: New
Disclaimer Page 1 Page 2 Page 3 Page 4 Page 5 Page 6| Page 7 Staff Adviser Director

6. Summary of study protocol or project activities

In responding to the following questions, please provide sufficient detail to describe your study or project and how data
obtained via NDI will be used.

6a. Will the information obtained via NDI be included in a registry or any other type Y N
of study with long-term use or an indefinite end date? * OYes @ No

What type of study is this? {e.qg., disease registry, longitudinal cohort study, cross-sectional study, case-control study) *

6b. Are you getting causes of death? * @ Yes () No

All applicants must complete item 6c. If your application involves a Registry and Long-term Use and Indefinite End Date
Study, be sure also to include the following information in item 6¢. below: (1) the date the registry was founded, (2) the
purpose of the registry, (3) the eligibility criteria for including person in the registry, and (4) describe the internal and
external release of the NDI data. Registry and Long-term Use and Indefinite End Date Study should also refer to
Attachment B for additional information to be included in this application.

6¢. Purpose of study or project * Describe the health or medical problem(s) addressed by your study or project.
Include some background information to support why the study or project is being done. What are the primary cbjectives?
If appropriate, include a description of hypotheses to be tested.

*x% 1,250 Word Maximum! *** Extra words will be truncated!

Notes:

IDENTIFYING OR IDENTIFIABLE DEATH RECORD INFORMATION
* Required Input SAVE AND EXIT SAVE AND CONTINUE CANCEL

The “Yes/No” options do not affect the screen.
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NDIAPPoSP Screenshots of Application Form

The tab labelled “Page 4” deal with death record follow-back information. If 7a is answers “No” then
there is nothing more needed for that tab:

STAtuUs: New
Disclaimer Page 1 |Page 2 Page 3 Page 4| Page 5 Page 6 Page 7 Staff | Adviser Director

7. Death record follow-back investigations *

7a. Does this study or project plan to perform "death record follow-back” investigations? ("Follow-back

investigations” means that once NDI identifies that certain study subjects are deceased, your staff plans to collect
additional information on those subjects’ by going BACK to individuals or establishments that are mentioned in the subjects’
actual death certificates.) NOTE: Follow-up refers to contacting the next-of-kin or health providers based on information
already contained in researchers’ file.

() Yes @ Mo

If yes, refer to Attachment C for additional documentation needed.
ALL DOCUMENTATION SHOULD BE UPLOAD AS PDF DOCUMENTS ON TAB LABELED "Page 7"

Notes:

IDENTIFYING OR IDENTIFIABLE DEATH RECORD INFORMATION
* Required Input SAVE AND EXIT SAVE AND CONTINUE CANCEL

If “Yes”, more information is needed about the follow-back investigation:

@) Yes () No

If yes, refer to Attachment C for additional documentation needed.
ALL DOCUMENTATION SHOULD BE UPLOAD AS PDF DOCUMENTS ON TAB LABELED "Page 7"

7b. If yes, what type of respondents will be contacted? Check all that apply. *
] Decedent's next-of-kin
[ Physicians
[ Hospitals

[ other individuals or establishments mentioned on death record

7c¢. What information will be obtained from EACH type of respondent? *

7d. Mame the organization(s) or consultant{s) who will be contacting EACH type of respondent: *

" ADD ORGANIZATION/CONSULTANT DELETE LAST ROW

7e. Name methods to be used conducting follow-back investigations, including how EACH type of contact will be made: *

lotes:
[IDENTIFYING OR IDENTIFIABLE DEATH RECORD INFORMATION
Reauired Input T T TR
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NDIAPPoSP Screenshots of Application Form

The tab labelled “Page 5” is a long tab. Item 8 and 9 focus on the IRB, organizations submitting &
receiving data, and what physical, technical, & administrative controls will be place on the data to
ensued confidentiality: It is broken into two screenshots for readability:

i . ) i Status: New
Disclaimer Page 1 Page 2 Page 3 Page 4 Page 5 Page 6 Page 7 Staff Adviser Director -

8. Institutional Review Board (IRB) for the Protection of Human Subjects
(Defined by the U.5. Department of Health and Human Services in the Code of Federal Regulations, Title 45, Part 48)

Evidence of a current IRB review is REQUIRED for all NDI applications (please ensure that NDI applicant's name
is referenced in the IRB letter). If this study or project involves death record follow-back investigations as
described in item 7, a special letter from the IRB is REQUIRED (as explained in Attachment C).

8.a. IRE approval status: O Full O Expedite () Exempt @ N/A
8.b. Provide the following and upload a PDF copy of the IRB review on tab labeled "Page 7":

Institution issuing the IRB:

IRB's Multiple Project Assurance (MPA) number or Federalwide Assurance (FWA) number:

(NOTE: If death record follow-back investigation will be performed as described in item 7, an explanation of why vour
organization dees not reguire an IRB approval for such a study or project is not acceptable. If your organization does not have
an IRB [that has been approved by the Office for Human Research Protections, Department of Health and Human Services],
you may have the study reviewed by an approved IRB in another organization.)

9. Maintaining the Confidentiality of IDENTIFYING or IDENTIFIABLE death record information

9a. Name the orgamization(s), including your own, that will:

(1) Submit records of study subjects for the NDI file search(es): * Select "MOME" if not other sites other than the applicant
x

Org. Name: Site Indicator: | Ind: b

ADD SUBMITTING ORGANIZATION DELETE LAST ROW

I

(2) Receive the results of the NDI search directly: * Select "NONE" if not other sites other than the applicant

Org. Name: Site Indicator: | Ind: v | %
M 20D rRECEIVING ORGANIZATION DELETE LAST ROW

Baszed on the results of the NDI file search(es), will copies of death| yes o
certificates be reguested from state vital statistics offices? *

(3) Request copies of death certificates from the state vital statistics offices: *
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NDIAPPoSP Screenshots of Application Form

Tab labelled “Page 5” continued:

9b. Describe the following controls that would be used to store and maintain the confidentiality of the IDENTIFYING or
IDENTIFIABLE death record information at your organization:

Physical controls - building guards, identification badges, key cards, closed circuit TV, and locked offices. *** 250 Word
Maximum! *** Extra words will be truncated! *

Technical controls - user identification, passwords, firewalls, encryption, virtual prnvate network, intrusion detection system,
and stand-alone desktop use only. Please be aware that the standard encryption requirement for sensitive federal information,
like the NDI data, is FIPS-140-2 in accordance with NIST 800-53 (see:

https:/ /nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS5.140-2.pdf and

https:/ /nvipubs.nist.gov/nistpubs/SpecialPublications /NIST.SP.B00-53r4.pdf ).

*** 350 Word Maximum! *** Extra words will be truncated! *

Administrative controls - frequency of backing up files, where backup files will be stored, methods to ensure least privilege
access, methods for ensuring IDENTIFYING or IDENTIFIABLE death record information is not co-mingled with
administrative records not part of this project, how use will be monitored to prevent use for purposes not approved for this
project, how personnel using the system will be trained and made aware of their responsibilities for protecting

the IDENTIFYING or IDENTIFIABLE death record information, methods for monitoring whe has access to the data, and
methods for ensuring return or destruction of data. Please include text indicating the number of persons who will have access
to the backup files containing IDENTIFYING OR IDENTIFIABLE death record information.

##% 350 Word Maximum! *** Extra words will be truncated! *

NOTE: If muwitiple sites are involved in the above-mentioned study project, each site must describe its own controls that would
he used to maintain the confidentiality of the IDENTIFYING or IDENTIFIABLE death record information.

Notes:

IDENTIFYING OR IDENTIFIABLE DEATH RECORD INFORMATION
- -
S SAVE AND EXIT SAVE AND CONTINUE CANCEL
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NDIAPPoSP Screenshots of Application Form

The tab labeled “Page 6” focuses on Completion of study or project and how the data will be disposed:

Sldlus. [New
Disclaimer Page 1 Page 2 Page3 Page4 Page5 Page 6 Page 7 Staff Adviser Director

10. Completion of study or project

10a. Is the study or project ongoing or open-ended? * @® Yes O No

10b. In what form (e.g., aggregate, statistical, report, etc.) and to whom (e.g., peer reviewed scientific journals,
monegraphs) will the results of your study or activities be released? (NDI would appreciate a courtesy copy of any
publications that may result from the use of NDI data) *

10c. Will study subjects be nctified of study results? * O Yes @ No

11. Data disposition plan

Some state vital statistics offices have expressed concern about indefinite retention of IDENTIFYING or IDENTIFIABLE
death record information that could be used in the future by other persons for other purposes.

Except for data stored in registries, or other approved long-term studies, all identifying or identifiable data received from NDI
must be removed frem all research records at the conclusion of the study or within 5 years after receipt of the NDI data -
regardless of the data set in which the data are kept. This means that all identifiers or potentially identifiable data elements
associated with cause-of-death codes must be removed from all analysis files unless there is no way to identify an individual
decedent. This also means that any linked files (with crosswalks) must be destroyed. As long as there are no identifiers or
linkage variables remaining in the analytic or public-use file(s), cause(s) of death codes may remain in such
file(s). (NOTE: Death certificates obtained directly from state offices may have to be shredded in less than 5 years depending
on each state's requirements.)

1. Based on the above requirements, when do you plan te dispose of all IDENTIFYING or IDENTIFIABLE death record
information obtained from NDI? Give the proposed month and year of destruction, or enter UNKNOWN or 99/9999 if this
is an open-ended or ongoing study that has no specific disposition plan at this time. *

(Use MM/YYYY format)

Notes:

IDENTIFYING OR IDENTIFIABLE DEATH RECORD INFORMATION
* Required Input SAVE AND EXIT SAVE AND CONTINUE CANCEL

Depending on answer to 10a and 10c, there may be more fields to enter:
10a. Is the study or preject engoing or open-ended? * L) Yes @ No
If no, indicate the scheduled termination date for the study: * E
10b. In what form (e.g., aggregate, statistical, report, etc.) and to whom (e.g., peer reviewed scientific journals,

monegraphs) will the results of your study or activities be released? (MDI would appreciate a courtesy copy of any
publications that may result from the use of NDI data) *

10c. Will study subjects be notified of study results? * @ Yes ) No

If yes, how will the subjects be notified? *
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NDIAPPoSP Screenshots of Application Form

The final tab labelled “Page 7” allows the applicant to upload documents supporting any of the items on
the previous tabs. Additionally, this is the tab that contains fillable PDF forms that they can fill out and

upload to this page.

STatus: New
Disclaimer Page 1 Page 2 Page2 Page4 Page S Page 6 Page 7 Staff Adviser Director

Documents:

Please: convert all documents to PDF and label them by using the provided convention after initial review of draft has been
completed.

Applicant: *
— % pdd Attachment

Confidentiality Agreement: YYYY-NNNWV Institution Name, abbreviated when possible
IRB: YYYY-NNNN IRB

IRB Protocol: YYYY-NNNN IRB_Protocofl NDI_pg

Letter addressing amendment: YYYY-NNNN Letter of Explanation

Supplemental o
Confidentiality % pdd Attachment
Agreements:

« If funding source: scan the Supplemental Confidentiality Agreement and label the document: YYYY-NNNN Funding

» If any other party/parties listed in Ttem #5: scan the Supplemental Confidentiality Agreement followed by the
Site’s IRB into one file and label the document: YYYY-NNNW Institution Name, abbreviated when possible.

+« If one of the multi sites listed in Items 9(a): scan the Supplemental Confidentiality Agreement followed by the
site’s IRB into one file and label the document: YYYY-NNNN Site Indicator

Other
Documents: % add Attachment

Open and download the applicable files. Fill the downloaded copy out and upload the completed forms to your application.
[confidentiality Agreement |attachment A (Data Disposition Form) |attachment c |
[Supplemental Confidentiality Agreement |attachment B |attachment D |

|Repeat Request Form || || |

Notes:

IDENTIFYING OR IDENTIFIABLE DEATH RECORD INFORMATION
* Required Input SAVE AND EXIT SAVE AND CONTINUE CANCEL

As previously stated, the other tabs are not available to the applicant. Depending on SharePoint Group,
these other tabs will not appear. | am in the Admin Group, so | see all the tabs.
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NDIAPPoSP Screenshots of Application Form

On all the tabs, there is a “Notes” footer that contains reference to Identifying or Identifiable Death
Record Information. By click it, the applicant is given what that definition means in a pop-up.

MNotes:

IDENTIFYING OR IDENTIFIABLE DEATH RECORD INFORMATION

Definition of “identifying or identifiable death record information"™—
Any information on death certificates, other paper documents, or in
computer files which by itself, or if linked with other records, would
permit the identification of one or more individuals or
establishments; for example, name(s), Social Security number, exact
dates, addresses, and death certificate number. Even with the
removal of direct identifiers and linkable study subject identification
numbers, there is still a special concern that some combinations of

the remaining variables could potentially be used to identify an

el iin]l Cor mvnmmmla o camn s atinm AF Aatn AF et Aabn A F Anath

That conclude all the tabs that applicants see.
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Attachment A

NDI

National Death Index

National Death Index (NDI) Data Disposition Form

Use the multipurpose form on the next page to notify the NDI program of one of the following
events:

*  When you have disposed of ALL the identifying or identifiable death record information
obtained from the NDI.

» If your initial NDI Application was submitted more than 5 years ago and you are now
submitting an NDI Repeat Request Form (and have never completed this form).

* To request an extension for the retention of your identifying or identifiable death record
information beyond 5 years from when your initial NDI Application was submitted.

+ If you have already been approved for a 1 to 5 year extension, to request another extension
beyond your previously approved extension period.

Some State Vital Statistics Offices have expressed concern about indefinite retention of “identifying or
identifiable death record data” that could be used in the future by other persons for other purposes.

Definition of “IDENTIFYING or IDENTIFIABLE death record information”—Any information on
death certificates, other paper documents, or in computer files that by itself, or if linked with
other records, would permit the identification of one or more individuals or establishments;
for example, name(s), Social Security number, exact dates, addresses, and death certificate
number. Even with the removal of direct identifiers and linkable study subject identification
numbers, there is still a special concern that some combinations of the remaining variables
could potentially be used to identify an individual. For example, a combination of date of birth,
date of death, and/or cause of death is considered identifiable.

Except for data stored in registries, or other approved long-term studies, all identifying

or identifiable data received from NDI must be removed from all research records at the
conclusion of the study or within 5 years after receipt of the NDI data—regardless of the

data set in which the data are kept. This means that all identifiers or potentially identifiable
data elements associated with cause-of-death codes must be removed from all analysis files
unless there is no way to identify an individual decedent. This also means that any linked files
(with crosswalks) must be destroyed. As long as there are no identifiers or linkage variables
remaining in the analytic or public-use file(s), cause(s) of death codes may remain in such
file(s). Files including backup and derived files with NDI identifying or identifiable data must
be both deleted and overwritten to prevent recovery of the data. The requirements above also
apply to all data derived from NDI data.

Please note: Death certificates obtained directly from state offices may have to be shredded in
less than 5 years depending on each state’s requirements.



Attachment A

NDI Data Disposition Form (continued) NDI
National Death Index

Date request approved: NDI Application number:

Title of study or project:

Principal Investigator or
Project Director:

Title:
Organization:

Mailing address:

Phone number: E-mail:

1. As the Data Custodian for the above listed study/project, | affirm that all electronic
and paper files containing identifiable NDI data have been destroyed on:
(If not destroyed, put NA and answer items 3—5 below.)

2. lalso affirm that all derivative and back-up copies have been destroyed on:
(If not destroyed yet, put NA and answer items 3—5 below.)

3. When will the identifiable death record information be destroyed?
(State UNKNOWN if this is an open-ended or ongoing study that has no specific
disposition plan at this time.)

4. |If the answer to item 3 is: (1) unknown, (2) more than 5 years after you submitted your NDI Application Form,
or (3) more than 5 years after you last requested an extension for the retention of your data, please provide a
strong justification for why the data need to be retained beyond the 5-year period.

5. If it has been more than 5 years since your initial NDI Application (or since your
last request for an extension), are you requesting an extension for the retention of C Yes I:‘NO
identifiable NDI data?

6. If your extension is approved, you are responsible for submitting this form when
your data have been destroyed OR within 5 years from now but no later than the
date you indicate in the box to the right.

Data Steward (print name and title) Signature Date

Principal Investigator or Project Signature Date
Director (print name and title)

Email form to: ndi@cdc.gov
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Attachment B

Registries and Long-term Use and Indefinite End Date Studies: Additional
Information Required for NDI Application Form

In addition to the information requested of all NDI applicants, the NDI Application Form must also
include the following information in item 6 of the Application:

1.

Provide brief descriptions of examples of specific studies that are now being performed or planned.
After describing such studies, the applicant should state the following: Should there be any
significant deviations from such studies, we fully understand that an amended NDI Application
must first be submitted to and approved by NCHS.”

(The purpose of the above requirements is to provide evidence that the organization in fact will be
using the registry mortality database solely for “statistical purposes in medical and health studies.”)

If the applicant indicates that no death record follow-back investigations will be implemented, the
applicant must make the following statement:

“Should follow-back investigations become necessary, and involve death records obtained via the
NDI, it is understood that first we must (1) submit an amended Application Form describing the
follow-back investigations, (2) obtain and submit an approval from an Institutional Review Board for
the Protection of Human Subjects, and (3) wait for the amended application to be reviewed by the
NDI advisers and approved by the NCHS Director.

Provide a specific statement that all hard-copy death record information obtained via the NDI,
including copies of death certificates, will be flagged and stored separately from any administrative
records or from statistical records that could be used in the future for purposes not described in the
application. Computer records containing death record information obtained via the NDI shall also
be flagged so that they will not be used in the future for purposes not described in the application.

10



Attachment C

National Death Index (NDI) Requirements for Approval by an Institutional Review

Board (IRB) for the Protection of Human Subjects

General NDI Requirements for IRB Approvals:

1.

3.

4.

The IRB determination needs to be made by (a) an institution that has a Multiple Project Assurance
(MPA) or a Federal Wide Assurance (FWA) approved by the Department of Health and Human
Services (DHHS) or (b) by an independent IRB registered with DHHS.

If the NDI applicant’s institution has an IRB (or its equivalent) that is not approved by DHHS, the
applicant must submit additional documentation describing the IRB and listing how its membership
is constituted.

All applicants must submit a current IRB determination letter (official federal medical and health
surveillance projects are exempt).

The review and approval by an IRB must occur before the approval of the NDI Application.

Specific NDI Requirements for Studies Involving Death Record Follow-back Investigations:

1.

3.

The applicant must obtain a letter from the IRB indicating specifically that the study’s death record
follow-back methodology has been reviewed and approved and that the review of the study also
included an assessment of any potential emotional harm and undue respondent burden that may
be caused by the proposed follow-back activities. (Of concern are any contacts made to next-
of-kin, physicians, hospitals, or other establishments based on information appearing on death
certificates obtained via use of the NDI.)

. The letter must include language similar to the following statement (but tailored specifically to the

study that was reviewed):

“We have reviewed this study in conjunction with your application to use the NDI. We are
satisfied that the procedure to be used to obtain additional information on deceased study
subjects (from next-of-kin, physicians, hospitals, and/or others) provides appropriate protection
to the respondents with respect to minimizing respondent burden, maintaining confidentiality,
protecting their privacy, and avoiding or minimizing any emotional or other harm that may affect
the respondent. Our review included an assessment of all existing and/or proposed contact
letters, telephone techniques, questionnaires, and consent forms used in the death record
follow-back investigations. These were all deemed to be satisfactory.”

If the applicant is unable to obtain such a letter from the IRB, the study’s IRB approval document

must include attachments that clearly show that the IRB’s review included the death record
follow-back methodology.

11



Attachment C (continued)

Rationale:

It is understood that most studies using the NDI do not involve diagnostic, therapeutic, or any other
forms of physical contacts with human subjects and consequently do not receive or need to receive
IRB approvals based on requirements set forth by their own institution or by the regulations for the
protection of human subjects from DHHS. On the other hand, NCHS and many State Vital Statistics
Offices are concerned about the invasion of privacy, potential emotional harm, and undue respondent
burden that can result (from contacts made to next-of-kin, physicians, hospitals, and others) as part
of death record follow-back investigations that are felt to be essential components of some studies.
Because of this concern, an IRB should review the follow-back methodology to be used in such
studies, including review of all contact letters and/or telephone techniques, questionnaires, and
consent forms (for release of medical records), as well as procedures for ensuring that the information
obtained remains confidential. Therefore, IRB approvals have been made a prerequisite for NDI
approvals for studies involving death record follow-back investigations.

NDI applicants or IRB committees requiring additional information on the above requirements should
contact NDI staff at 1-301-458-4444.

12



Attachment D

CDC accepts digital signatures from any federal agency that employs a PIV or CAC card under the
“interoperability requirement” of HSPD-12, as long as revocation information is available from that PIV
or CAC card at the time we receive the form.

For persons who do not have a U.S. government-issued PIV or CAC card, CDC currently has no way
of verifying that the signatures are authentic. As technology changes, this may become an option in
the future.
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National Death Index Confidentiality Agreement NDI

National Death Index

Study or Project Title:

The undersigned hereby agrees to the following terms and conditions associated with this National Death Index (NDI) Application
and to the use of the information obtained from: (1) the NDI, (2) state death records, and (3) death record follow-back investigations:

A.

Except for persons or organizations specified in the approved NDI Application Form, no data will be published or released
in identifiable form to any party. ALL REQUESTS FOR IDENTIFIABLE DATA OBTAINED VIA THE NDI WILL BE
REFERRED IMMEDIATELY TO NDI STAFF. In accordance with Section 308(d) of the Public Health Service Act, such
identifiable data will specifically not be provided in response to a direct order from an official of any government agency, the
Administration, or Congress, nor in response to an order from a court of justice.

The identifying information will be used ONLY for statistical purposes in medical and health studies.

The identifying information will not be used as a basis for legal, administrative, or other actions that may directly affect those
particular individuals or establishments as a result of their specific identification in this project.

The identifying information will be used only for the study or project proposed and the purpose described in the approved NDI
Application Form. Use of the information for a research project other than the one described in the application form will not be
undertaken until after a separate NDI Application Form for that project has been submitted to and approved by the NDIL.

The National Center for Health Statistics (NCHS) obtains death record information via contracts with the state vital statistics
offices. These contracts contain specific restrictions on the use of the information by the NDI and by the NDI Plus service
(which gives NDI users cause-of-death codes). By providing NCHS with these assurances, I understand that I am also
providing the same assurances to the State Vital Statistics Offices. Violation of the terms and conditions of this Agreement
may subject the organization/researcher to immediate abrogation of the Agreement by NCHS, the required return of all NDI
data and related materials, and denial of future use of the NDI. Violation of the terms of the Agreement may also be a violation
of federal criminal law under 18 U.S.C. Section 1001. In the event of unauthorized disclosure of identifiable information

from NDI data, NCHS will pursue all legal remedies. Violations of the terms of the Agreement are also subject to state legal
remedies.

The original version of the NDI data must be retained at a single location and no copy or extract of identifiable information
may be made available to anyone except those persons identified in the NDI Application and those who have signed the NDI
confidentiality agreements. The NDI data may not be re-released to others except as specified in item 5 of the NDI Application.

Access to identifiable NDI data maintained in computer memory must be controlled by password protection. Servers housing
NDI data must be protected by a firewall and must not be directly accessible from the Internet. All persons must have
completed required computer security training required by their institution. All printouts, diskettes, personal computers

with data on hard disks, or other physical products containing identifiable information derived from the NDI must be kept

in locked cabinets, file drawers, or other secure locations when not in use. Security procedures must be in place to ensure that
identifiable NDI data cannot be used or taken by unauthorized individuals. Printouts, tabulations, reports, and other materials
must be edited for any possible disclosures of NDI identifiable data before making the information available to anyone other
than the persons identified in this Agreement.

Except for data stored in registries, or other approved long-term studies, all identifying or identifiable data received from NDI
must be removed from all research records at the conclusion of the study or within 5 years after receipt of the NDI data—
regardless of the data set in which the data are kept. This means that all identifiers or potentially identifiable data elements
associated with cause-of-death codes must be removed from all analysis files unless there is no way to identify an individual
decedent. This also means that any linked files (with crosswalks) must be destroyed. As long as there are no identifiers or
linkage variables remaining in the analytic or public-use file(s), cause(s) of death codes may remain in such file(s). Files
including backup and derived files with NDI identifying or identifiable data must be both deleted and overwritten to prevent
recovery of the data. The requirements above also apply to all data derived from NDI data. Note: Death certificates obtained
directly from state offices may have to be shredded in less than 5 years depending on each state’s requirements. See
Attachment A.

The organization/researcher agrees to report any confirmed or suspected losses, including theft and unauthorized
disclosure/ access, of personally identifiable information (PII) from the NCHS data file(s) to the CDC Computer Security
Incident Response Team’s (CSIRT) 24x7 Emergency Number (1-866-655-2245) within 1 hour. After notifying CSIRT, the
organization/researcher will notify Steven Schwartz (1-301-458-4210) of the NCHS Division of Vital Statistics with the
incident number issued by CDC CSIRT. The organization/researcher will not communicate PII details via email.



NDI Confidentiality Agreement (continued)

Authorized NDI staff or agents may, upon request, be granted access to facilities, where
confidential NDI data are kept or used, for the purpose of inspecting the data security arrangements.

I understand that while State Vital Statistics Offices may receive copies of this application, states may require additional
information and/or assurances before responding to requests for copies of death certificates or for death record information.
Some states may not be able to honor certain requests because of the proposed uses of the state data. Furthermore, after data
from a particular state are received, I understand that users of the data are subject to that state’s laws and regulations relating to
disclosure of information on individuals or establishments.

I have reviewed this NDI Application. All the statements made in this application and in any confidentiality assurances
related to this application are true, complete, and correct to the best of my knowledge and belief. My signature below indicates
my agreement to comply with the stated statutorily based requirements with the knowledge that deliberately making a false
statement in any matter within the jurisdiction of any department or agency of the federal government violates 18 USC 1001
and is punishable by a fine of up to $10,000 or up to 5 years in prison.

The Data Steward for this project is: Title:
Name

Organization:

Work phone number: E-mail address:

As Data Steward, I affirm that I will act as the custodian of the NDI files and will be responsible for the observance of

conditions of use.
I will notify the NDI Director, Dr. Lillian Ingster (1-301-458—4286; lingster(@cdc.gov):

a. when access to the NDI data is no longer needed (see Attachment A);
b. if a change in site access is contemplated;

c. of the intent to modify the project’s purpose; or

d. if these responsibilities are to be transferred.

Signature of Data Steward: Date:
SIGNATURE of Principal Investigator or Project *SIGNATURE of official authorized to execute
Director: agreements (last person to sign and date)
Signature Date Signature Date
Name (type or print) Name (type or print)
Title Title
Organization Organization
E-mail E-mail

* NOTE: The “official authorized to execute agreements” will vary among organizations. Whenever possible, the NDI prefers that this official be someone at a
higher level of authority than the principal investigator or other persons responsible for the study or project; for example, a university official authorized to sign
grant proposals, a company vice president, or a government division or bureau director. By signing this agreement as the authorized official, you are declaring
that you have the authority to make the above assurances on behalf of the university, company, agency, or other organization and to bind the organization to the
terms of this agreement and you take responsibility for the confidentiality assurances of all organizations or individuals who are participating in this study.

For those individuals planning to sign digitally, please keep in mind that not all types of electronic signatures are acceptable. For further information, see
Attachment D.
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NDI

National Death Index

National Death Index (NDI) Supplemental Confidentiality Agreement

A separate Supplemental Confidentiality Agreement must be completed and signed by each EXTERNAL organization (funding or
participating in this study) as listed in § of the NDI Application Form. The Supplemental Confidentiality Agreement(s) must then
be submitted as an attachment to the Application Form. THIS REQUIREMENT IS WAIVED ONLY FOR A FEDERAL GRANT,
AND THEN ONLY WHEN THE NDI APPLICANT (GRANTEE) CAN GIVE ASSURANCES THAT THE IDENTIFYING
INFORMATION OBTAINED DIRECTLY OR INDIRECTLY FROM THE NDI WILL UNDER NO CIRCUMSTANCES BE
PROVIDED TO THE GRANTOR.

Name and title of Principal Investigator,
Project Director, Project Officer, or other
responsible official:

Organization name and complete
mailing address:

Phone Number: E-mail :

1. Will this organization (or individual) receive any of the identifying or identifiable death record information obtained
from the NDI, state death records, and/or death record follow-back investigations? (By “definition of “IDENTIFYING or
IDENTIFIABLE death record information”—Any information on death certificates, other paper documents, or in computer
files that by itself, or if linked with other records, would permit the identification of one or more individuals or establishments;
for example, name(s), Social Security number, exact dates, addresses, and death certificate number. Even with the removal of
direct identifiers and linkable study subject identification numbers, there is still a special concern that some combinations of
the remaining variables could potentially be used to identify an individual. For example, a combination of date of birth, date of
death, and/or cause of death is considered identifiable.

O Yes O No O Maybe

2. Does this organization (or individual) have any contractual or other rights to the identifying information referred to above?

D Yes O No O Maybe

If you answered “No” to both questions 1 and 2, skip questions 3 and 4 and just provide the
two requested signatures below. If you answered “Yes” or “Maybe” to either questions 1 or 2,
please complete questions 3 and 4 and provide three signatures.




National Death Index (NDI) Supplemental Confidentiality Agreement (continued)

3. Inthe box below, describe how your organization will store and maintain the confidentiality of the identifying or identifiable
death record information obtained from (1) the NDI, (2) state death records, and (3) death record follow-back investigations.
Definition of “IDENTIFYING or IDENTIFIABLE death record information”—Any information on death certificates, other
paper documents, or in computer files that by itself, or if linked with other records, would permit the identification of one or
more individuals or establishments; for example, name(s), Social Security number, exact dates, addresses, and death certificate
number. Even with the removal of direct identifiers and linkable study subject identification numbers, there is still a special
concern that some combinations of the remaining variables could potentially be used to identify an individual. For example, a
combination of date of birth, date of death, and/or cause of death is considered identifiable.

Describe the following controls that would be used to maintain the confidentiality of the NDI data:

* Physical controls—Iimiting access to data such as building guards, identification badges, key cards, closed circuit TV, and
locked offices.

* Technical controls—user identification, passwords, firewalls, encryption, virtual private network, intrusion detection
system, and standalone desktop use only.

* Administrative controls—how frequently files will be backed up, where backup files will be stored, methods in place
to ensure least privilege access, methods for ensuring NDI identifying information is not co-mingled with administrative
records not part of this project, how use of NDI data will be monitored to prevent its use for purposes other than those
approved for this project, how personnel using the system will be trained and made aware of their responsibilities for
protecting the NDI information, methods for keeping track of who has access to the data, and methods for ensuring return or
destruction of data.

Note: if multiple sites are involved in the above-mentioned study project, each site must describe its own controls that would be used to maintain the confidentiality
of the NDI data

4. How and when will your organization dispose of identifying or identifiable death record data? If your organization has no plans
to dispose of some or all of the identifying or identifiable death record data, please explain why.



National Death Index Confidentiality Agreement NDI

National Death Index

Study or Project Title:

The undersigned hereby agrees to the following terms and conditions associated with this National Death Index (NDI) Application
and to the use of the information obtained from: (1) the NDI, (2) state death records, and (3) death record follow-back investigations:

A.

Except for persons or organizations specified in the approved NDI Application Form, no data will be published or released
in identifiable form to any party. ALL REQUESTS FOR IDENTIFIABLE DATA OBTAINED VIA THE NDI WILL BE
REFERRED IMMEDIATELY TO NDI STAFF. In accordance with Section 308(d) of the Public Health Service Act, such
identifiable data will specifically not be provided in response to a direct order from an official of any government agency, the
Administration, or Congress, nor in response to an order from a court of justice.

The identifying information will be used ONLY for statistical purposes in medical and health studies.

The identifying information will not be used as a basis for legal, administrative, or other actions that may directly affect those
particular individuals or establishments as a result of their specific identification in this project.

The identifying information will be used only for the study or project proposed and the purpose described in the approved NDI
Application Form. Use of the information for a research project other than the one described in the application form will not be
undertaken until after a separate NDI Application Form for that project has been submitted to and approved by the NDL

The National Center for Health Statistics (NCHS) obtains death record information via contracts with the state vital statistics
offices. These contracts contain specific restrictions on the use of the information by the NDI and by the NDI Plus service
(which gives NDI users cause-of-death codes). By providing NCHS with these assurances, I understand that I am also
providing the same assurances to the State Vital Statistics Offices. Violation of the terms and conditions of this Agreement
may subject the organization/researcher to immediate abrogation of the Agreement by NCHS, the required return of all NDI
data and related materials, and denial of future use of the NDI. Violation of the terms of the Agreement may also be a violation
of federal criminal law under 18 U.S.C. Section 1001. In the event of unauthorized disclosure of identifiable information

from NDI data, NCHS will pursue all legal remedies. Violations of the terms of the Agreement are also subject to state legal
remedies.

The original version of the NDI data must be retained at a single location and no copy or extract of identifiable information
may be made available to anyone except those persons identified in the NDI Application and those who have signed the NDI
confidentiality agreements. The NDI data may not be re-released to others except as specified in item 5 of the NDI Application.

Access to identifiable NDI data maintained in computer memory must be controlled by password protection. Servers housing
NDI data must be protected by a firewall and must not be directly accessible from the Internet. All persons must have
completed required computer security training required by their institution. All printouts, diskettes, personal computers

with data on hard disks, or other physical products containing identifiable information derived from the NDI must be kept

in locked cabinets, file drawers, or other secure locations when not in use. Security procedures must be in place to ensure that
identifiable NDI data cannot be used or taken by unauthorized individuals. Printouts, tabulations, reports, and other materials
must be edited for any possible disclosures of NDI identifiable data before making the information available to anyone other
than the persons identified in this Agreement.

Except for data stored in registries, or other approved long-term studies, all identifying or identifiable data received from NDI
must be removed from all research records at the conclusion of the study or within 5 years after receipt of the NDI data—
regardless of the data set in which the data are kept. This means that all identifiers or potentially identifiable data elements
associated with cause-of-death codes must be removed from all analysis files unless there is no way to identify an individual
decedent. This also means that any linked files (with crosswalks) must be destroyed. As long as there are no identifiers or
linkage variables remaining in the analytic or public-use file(s), cause(s) of death codes may remain in such file(s). Files
including backup and derived files with NDI identifying or identifiable data must be both deleted and overwritten to prevent
recovery of the data. The requirements above also apply to all data derived from NDI data. Note: Death certificates obtained
directly from state offices may have to be shredded in less than 5 years depending on each state’s requirements. See
Attachment A.

The organization/researcher agrees to report any confirmed or suspected losses, including theft and unauthorized
disclosure/ access, of personally identifiable information (PII) from the NCHS data file(s) to the CDC Computer Security
Incident Response Team’s (CSIRT) 24x7 Emergency Number (1-866-655-2245) within 1 hour. After notifying CSIRT, the
organization/researcher will notify Steven Schwartz (1-301-458-4210) of the NCHS Division of Vital Statistics with the
incident number issued by CDC CSIRT. The organization/researcher will not communicate PII details via email.



NDI Confidentiality Agreement (continued)

Authorized NDI staff or agents may, upon request, be granted access to facilities, where
confidential NDI data are kept or used, for the purpose of inspecting the data security arrangements.

I understand that while State Vital Statistics Offices may receive copies of this application, states may require additional
information and/or assurances before responding to requests for copies of death certificates or for death record information.
Some states may not be able to honor certain requests because of the proposed uses of the state data. Furthermore, after data
from a particular state are received, I understand that users of the data are subject to that state’s laws and regulations relating to
disclosure of information on individuals or establishments.

I have reviewed this NDI Application. All the statements made in this application and in any confidentiality assurances
related to this application are true, complete, and correct to the best of my knowledge and belief. My signature below indicates
my agreement to comply with the stated statutorily based requirements with the knowledge that deliberately making a false
statement in any matter within the jurisdiction of any department or agency of the federal government violates 18 USC 1001
and is punishable by a fine of up to $10,000 or up to 5 years in prison.

The Data Steward for this project is: Title:
Name

Organization:

Work phone number: E-mail address:

As Data Steward, I affirm that I will act as the custodian of the NDI files and will be responsible for the observance of
conditions of use.
I will notify the NDI Director, Dr. Lillian Ingster (1-301-458-4286; lingster@cdc.gov):

a. when access to the NDI data is no longer needed (see Attachment A);
b. if a change in site access is contemplated;
c. of the intent to modify the project’s purpose; or
d. if these responsibilities are to be transferred.
Signature of Data Steward: Date:
SIGNATURE of Principal Investigator or Project *SIGNATURE of official authorized to execute
Director: agreements (last person to sign and date)
Signature Date Signature Date
Name (type or print) Name (type or print)
Title Title
Organization Organization
E-mail E-mail

* NOTE: The “official authorized to execute agreements” will vary among organizations. Whenever possible, the NDI prefers that this official be someone at a
higher level of authority than the principal investigator or other persons responsible for the study or project; for example, a university official authorized to sign
grant proposals, a company vice president, or a government division or bureau director. By signing this agreement as the authorized official, you are declaring
that you have the authority to make the above assurances on behalf of the university, company, agency, or other organization and to bind the organization to the
terms of this agreement and you take responsibility for the confidentiality assurances of all organizations or individuals who are participating in this study.

For those individuals planning to sign digitally, please keep in mind that not all types of electronic signatures are acceptable. For further information, see
Attachment D.
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