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 https://www.usda.gov/home/privacy-policy/privacy-office
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USDA Privacy Act Request – Link on Privacy Page

Privacy Act Requests  
The Privacy Act grants individuals a right of access to their records and any information 
pertaining to them that are contained in the agency systems of records. While the Privacy Act 
increases an individual's right to access the individual's own record, it restricts an individual's 
ability to access a record pertaining to someone else. The Privacy Act prohibits disclosure of 
records in a system of records to any person or agency, unless disclosure is pursuant to the prior 
written request by, or with the prior written consent of, the individual to whom the record 
pertains.  

To make an Electronic Privacy Act Request, please click here: USDA Public Access Link.   
 
Note:  This link will allow you to electronically complete your request. 
The USDA Public Access Link (PAL) is a web portal that allows requestors to create, submit, and 
track the status of their FOIA and Privacy Act Request(s). To use the system, the requestor must 
register and create a username and password. This system also provides remote identity 
proofing and authentication through login.gov for Privacy Act requests. 

https://efoia-pal.usda.gov/


 https://efoia-pal-test.usda.gov/
 The link provided above is the test 

environment and will be moved to the 
production environment once approved. 
Link will be updated accordingly on the 
Privacy Office Page. 
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USDA Privacy Act Request – Public Access Portal

(or Privacy Act Request)

https://efoia-pal-test.usda.gov/


 Step 1:  Register OR Sign In

 New User: Select Register, create a 
requestor profile, username, and 
password.

 Return User:  Enter username and 
password if an account has already been 
established. 
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USDA Privacy Act Request – Register / Sign In



 Step 1(a): If Register is selected, create a 
Requestor Registration, username, and 
password.
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USDA Privacy Act Request – Requestor Registration



 Step 1(b): Once registration is complete, you 
will be returned to the Home Page to Sign In.  
Enter newly created username and password.
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USDA Privacy Act Request –Sign In
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USDA Privacy Act Request – Submit a Request
 Step 2: “Submit Request” for 

new requests or check status 
for previous requests.
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USDA Privacy Act Request – Requestor Details
 Step 3:  Confirm requestor profile data 

is accurate (this information auto 
populates when making a request). 

 Name
 Title
 Address
 Phone
 Email



9

USDA Privacy Act Request – Select Agency/Request Type
 Step 4:  Select a USDA  

Component (USDA Agency).

 Step 5:  Select request type



USDA Privacy Act Request – Verify ID
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 Step 6: Select Verify ID (the 
Proof of Identity field 
populates when a Privacy Act 
request is selected).  This 
selection will take the 
requestor to login.gov for 
digital authentication.



USDA Privacy Act Request – Login.gov
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 Step 7:  Create an Account OR 
sign in if you have an existing 
account to Verify Identity with 
login.gov.



USDA Privacy Act Request – Validated/Verified
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 Step 8:  Once you have 
completed the steps to verify 
your identity via login.gov, 
you will receive the message, 
“Your ID has been validated.  
Please click on close button 
and continue with your 
request.

 Step 9: Upon selecting close, 
the requestor will be 
automatically redirected back 
to the PAL with a verified date 
of proof of identity. 



USDA Privacy Act Request – Optional Consent
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 Step 10 (Optional): ONLY REQUIRED IF:  
you are the parent or legal guardian 
requesting records of a minor or of an 
individual who has been declared by a 
court to be incompetent, please enter 
the name of records subject.

 Step 11 (Optional):  ONLY REQUIRED IF: 
you are providing consent and 
authorizing the agency to disclose 
your records to another person or 
entity, please provide the name of the 
recipient (person or entity) to whom 
disclosure is authorized and the 
address for receiving the requested 
information. 
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USDA Privacy Act Request – Requestor Category/Delivery 
 Step 12:  Select Requestor 

Category.

 Step 13: Select Delivery 
Method of Response.
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USDA Privacy Act Request – Mailing Address

 Step 14:  Mailing address is 
automatically populated from the 
user account registration.  These 
fields can be altered, if necessary. 
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USDA Privacy Act Request – Description of Records
 Step 15:  Enter Description of 

Records Request.  For additional 
“guidelines on how to describe 
your request” link: 
https://www.ecfr.gov/current/title
-7/subtitle-A/part-1#p-1.3(c)

 Step 16:  (Optional) Enter a Date 
Range.

 Step 17:  (Optional) Add an 
attachment to describe the 
document. 

https://www.ecfr.gov/current/title-7/subtitle-A/part-1#p-1.3(c)
https://www.ecfr.gov/current/title-7/subtitle-A/part-1#p-1.3(c)
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USDA Privacy Act Request – Fee Waiver Requests
 Step 18:  Determine if you would 

like to Request a Fee Waiver.  Link 
to “criteria used to determine if 
fee waiver requests are justified”: 
https://www.ecfr.gov/current/title
-7/subtitle-A/part-1#p-1.12(p)

https://www.ecfr.gov/current/title-7/subtitle-A/part-1#p-1.12(p)
https://www.ecfr.gov/current/title-7/subtitle-A/part-1#p-1.12(p)
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USDA Privacy Act Request – Expediting/Security
 Step 19:  (Optional) Provide 

reason for expediting the request. 
Link to “procedures to request 
expediated processing”:   
https://www.ecfr.gov/current/title
-7/subtitle-A/part-1#p-1.6(e)

 Step 20: Security Information,  
enter text shown in box above.

 Step 21: Select “submit”.

 The request is now complete and 
sent to the Privacy Officer within 
the selected agency.

https://www.ecfr.gov/current/title-7/subtitle-A/part-1#p-1.6(e)
https://www.ecfr.gov/current/title-7/subtitle-A/part-1#p-1.6(e)
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USDA Privacy Act Request – Additional Notes:
 All fields show in screenshots are 

on one (1) continuous page as 
shown here. 

 Each field has directions provided.

 This process has been successfully 
utilized for FOIA requests across 
Federal Agencies and now able to 
accept Privacy Act Requests with 
digital authentication. 



USDA Implementation of M-21-04
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Submitted by:
Mr. David Lindner
USDA Chief Privacy Officer
Office of the Chief Information Officer
David.Lindner@usda.gov

Paula Pearcy / USDA Program Manager
Paula.Pearcy@usda.gov

mailto:David.Lindner@usda.gov
mailto:Paula.Pearcy@usda.gov
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