

OMB Control No: 1110-XXXX
Federal Bureau of Investigation Uniform Crime Reporting Program’s 
Lawful Access Data Collection Instrument
Data Pertaining to Agency/NIBRS Info
1. Originating Agency Identifier: ______________________

2. State: __________________

3. Agency Case Number: ____________________

4. National Incident-Based Reporting System (NIBRS) Incident Number ___________________

1. Offense Category(s) associated with the encryption (select all that apply)
· Murder and Violent Crimes
· Theft Offenses
· Cybercrime
· Drug/Narcotic Violations
· Sex Offenses of an Adult
· Sex Offenses of a Minor
· Child Sexual Abuse Material
· Acts Involving Deception or Corruption
· Other Offenses __________________

1. Stored Data Device(s) (Add up to 99 devices)
· iPhone
· IOS 10 or older
· IOS 11
· IOS 12
· IOS 13
· IOS 14
· IOS 15 or newer
· Android
· Android 7 or older
· Android 8
· Android 9
· Android 10
· Android 11
· Android 12 or newer
· Hard Drive/SSD
· Removable Media
· Tablet
· Apple
· Android
· Windows
· Digital Video Recorder
· Other: ____________
Date of Device(s) Seizure: ____________________

2. App(s)/Software (Add up to 99 app(s)/software)
	+ (Add App)
· WhatsApp
· Apple iMessage
· Apple Facetime
· Signal App
· Telegram App
· Snap Chat
· Other: _______________

Data Pertaining to Incident Info
3. [bookmark: OLE_LINK6]Was the encrypted device associated with the Victim, Offender, Witness, or Unknown?
· Victim
· Offender
· Witness
· Unknown

4. Was access to encrypted data achieved? 
· Unknown
· Pending
· Penetration/Access/Decryption
· Partial Penetration/Access/Decryption
· Abandoned


According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless such collection displays a valid OMB control Number. Public reporting burden for this collection of information is estimated to average 10 minutes per response, including time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. The obligation to respond to this collection is voluntary to obtain or retain a benefit. Send comments regarding the burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to Edward L Abraham, Federal Bureau of Investigation, Crime and Law Enforcement Statistics,1000 Custer Hollow Rd., Clarksburg, WV 26306 and reference the OMB Control Number 1110-XXXX. 

