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WBSCM User Administration Job Aid

(Not intended for Corporate Vendor Administrators)

New User Creation Process in WBSCM

This job aid provides an overview of the WBSCM new user creation process, the USDA WBSCM organization
and sub-organization structure, and the differences between an Organization Administrator (Org Admin) and a
User Administrator (User Admin).

Access to WBSCM requires:

(1) The User Admin/Org Admin creates a new user profile under the applicable organization within the
WBSCM application. In some cases, this also includes setting up a new sub-organization.

(2) The new user sets up login credentials through USDA eAuthentication (eAuth) and registers this eAuth
account to their WBSCM user profile. Instructions are provided to a new user by email notification when the
WBSCM user profile is created. Refer to the eAuthentication Tips and Support job aid for more information.

Note: Detailed work instructions are available for Create User and Display and Maintain User. Similar
instructions for vendor user administration are also available for Create User — Vendor and Display and
Maintain User — Vendor . A list of roles available for assignment to each type of admin and organization are
provided in the WBSCM Role Assignment Matrix.
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USDA Organizations and Sub-organizations in WBSCM

Every WBSCM user is assigned to a USDA organization and/or a sub-organization. Based on the
organization/sub-organization assignment, new users are assigned one or more roles, which determines their
level of access to WBSCM functions.

There are two types of administrators:
@

1. w Org Admin: creates and maintains organization and its sub-organizations; creates and maintains
users for its sub-organizations

®
2. wUser Admin: creates and maintains users for their own organization

Note: To manage users for both their own organization and its sub-organizations, both the User Admin and

Org Admin roles must be assigned.

The illustration below displays the relationship between organizations and sub-organizations in WBSCM and
what administrative roles are available. Refer to the WBSCM Role Assignment Matrix for a complete list of
roles available for each type of organization.
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Organization and User Administrators

Org Admins are responsible for creating and User Admins are responsible for creating and
maintaining sub-organizations. Org Admins can also maintaining user roles in WBSCM for users
create and maintain users for their sub-organizations, within their organization.

including assigning all applicable roles.

Org Administration Tasks User Administration Tasks
Org Admin Same Level Tasks Create Users Assign Roles
® 0 O
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Org Admin: Create User Tasks

In WBSCM, User Admins can see users for their own organization and its sub-organizations only. Org Admins
see their organization and its relationship to sub-organizations in the left-hand panel of the WBSCM Admin %
Manage Users # Manage Users screen. Refer to the Create User work instruction for detailed step-by-step

instructions.

Welcome to Manage Users El
Al requied ek are marked with a red asteik ('
This example on the right Organization Selection User Search
from FNS dIS |a s an SDA Or; Org Search Criteria:* Search | [Reset | User Search Criteria:* Search | [ Reset
. A p y g . B First Name Last Name Last Logon Date -
Admin view for the Texas Organizations T — = s
. » TX Dept. of Agriculture
Department of Agriculture - e Cbino b
with their Recipient Agency soa AlrolesEmat 2018.097 10.4203
SDA ‘Complaint Specialist
(RA) and CO-Op sub- SDA Complaint Speciaiist 2018-10-8 15:39:01
OfgaanatIOnS. Corey DelLeon 2017-02-6 092833 -
Welcome to Manage Users =)
AN required fiekds are marked with ared asterisk ()
A 2 Organization Selection User Search
This example on the right —
. L Org Search Criteria:* Search | | Reset User Search Criteria:* Search || Reset
from AMS displays an AMS — Resei To Top 01| B Frsthame LastName LastLogon Date -
1 1 1 1 Organizations & Carrie Alexander 2017-01-18 09:06 59
INTL Org Admin view with its < Fom s 50 A e Rt avs e
. o « (Port Authorty) Port Authorty
various sub-organizations « (FAS) Foreign Agricutural Service (FAS) - :”'";':“' e
such as Port Authority, Freight [ Dennis P Atkns 20171020 102205
Forwa rders’ FAS’ and USAID. « (FF) AMEX INTERNATIONAL INC oL D— Gl bvlhibniced
« (FF) Aziz 0772622017 123 Donna Baver 2017033 131821 -
» (FF) BKA LOGISTICS Create New User
+ (FF) CHARRIER, GIBSON & ASSOCIATES INC
Welcome to Manage Users [=
This example on the right T e
from AMS displays an AMS — 0rg Search Crteria Searh ] [Reset User Search Criteria:* [Search] [Reset
DOMESTIC Admin view. AMS S || IR, Eiiee s Lovmines -
) Organizaions G Use e a1 103215
— Domestic does not use sub- * Agicdturs Markatg Services sames e 2017.03.4 123502
- Kimberly Alen 140612125642
organlzatlons. Richard Amstrong 20121127 13:58.43
Anta Ains 2011213063448
Joan Avila 2012022095613
Rex Dames s

[Create New User |

User Admin: Maintain User Tasks

In WBSCM, User Admins perform tasks such as updating personal data, adding or removing roles, and locking
or unlocking users in their organizations. Generally, Org Admins do not perform user maintenance for their
sub-organizations unless a User Admin for that organization is not assigned or active; for example, they may
assign missing roles or resend the new user registration email for sub-organization users.

Admin > Manage Users = Manage Users Full Screen || Options

Welcome to Manage Users EIE

Organization Selection User Search

Org Search Criteria:* User Search Criteria:* [Last Name |~ [Smith
HeseIulb PRy B First Name Last Name Last Logen Date
Organizations Cathy Smith 2017-03-7 08:01:10
- Capital Area Food Bank of Texas
Greate New User
User Details
PersonalData | Rolc Data Admin Data
Company 0004000302 Strest Address: | 1400 Independance Ave., SW
User ID: SMITHCO0D1 City Washington
Title: Ms. Zip Code: 20250
First Name. Cathy Country- USA
LastName:  |Smith State Or Province: | District of Columbia
Email Catherine Smith@ams u| Time Zone: Eastern Time (New York)
Fax
Mobile Phone:
Phone:

Modify User || Delete User
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User Admin: Maintain User Details

Once a user has been selected within the WBSCM Admin # Manage Users # Manage Users transaction, the
user record is displayed in the User Details section on three tabs: Personal Data, Role Data, and Admin Data.
Refer to the Display and Maintain User work instruction for detailed step-by-step instructions.

User Details

Update Personal Data:

Personal Data | Role Data [ Admin Data
«+ Update First and Last Name

Company: 0004000302 Street Address: 1400 Independance Ave., SW
. . User ID: SMITHC0001 City. Washington
< Email Address iy = S o
s ip Code:
. . First Name: Cath Counts USA
< Title ’ 2
Last Name: Smith State Or Province:  District of Columbia
. Email: Catherine. Smith@ams v Time Zone: Eastern Time (New York)
% Address *

Fax
Mobile Phone:
Phone

** Phone Numbers

Modify User || Delete User
User Details

Personal Data Role Data |, Admin Data

Update Role Assignment: Current Roles:

53]
++ Add Roles based on appropriate job Org Admin - AMS
. Dom Loss/Damage Approve/Post - AMS
fu n Ct on Dom Loss/Damage Create/Edit - AMS
COR - AMS
Invoice Approver - FSA DOM
Recall Specialist - AMS

+* Remove Roles when access is no

|0nger requ"ed Invoice Approver - AMS v

User Details

Lock or Delete User:
Personal Data { Role Data Admin Data

¢+ Lock or unlock user as per your — 0
ser Locked: ]

organization business process
Reason Locked:

¢ Delete a user — option available
p

once you save the record Ravsrid Mow Door sl
¢ Resend new user registration email | [yogity User |[ Delete User |
Need Help?

Access all Help documentation on the WBSCM Portal under the Help tab # Training sub-tab. Utilize the links in
this job aid to review detailed step-by-step instructions. For further help, please email the WBSCM Service
Desk at WBSCM.servicedesk@CACIl.com or call 877-WBSCM-4U (877-927-2648).
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Purpose

The purpose of this transaction is for Organization (Org) and User Administrators (Admins) to create a
new user in WBSCM. Admins will be able to create a new user and assign security roles in their
organization or sub-organization as follows:

. Org Admins can create any user in their sub-organizations.
. User Admins can create or update users only in their own organization.

After following these steps to create a new user, the new user will receive instructions to set up an
eAuth ID and login to WBSCM using eAuthentication (eAuth). The new user will then be asked to accept
the rules of behavior upon their initial login to WBSCM.

Process Trigger
Use this procedure to create a new user in WBSCM.
Prerequisites
. User performing this transaction must have the Org or User Admin role.
Portal Path
Follow the Portal path below to complete this transaction:

. Select Admin tab + Manage Users tab & Manage Users link to go to the Manage Users
screen.

Tips and Tricks

. The R/O/C acronyms in the field tables represent Required, Optional, or Conditional field entries.
o Required (R) — a mandatory field necessary to complete the transaction.
o  Optional (O) — a non-mandatory field not required to complete the transaction.
o  Conditional (C) — a field that may be required if certain conditions are met, typically
linked to completion of a mandatory field.
. Refer to WBSCM Help site, Frequently Referenced Training Materials section for basic
navigational training and tips on creating favorites, performing searches, etc.
. If the user is a Corporate Vendor Administrator (CVA) and needs to create users for their own
organization, refer to the Create User (Vendor) work instruction.
. Refer to the WBSCM User Administration job aid for an overview of the User Administration
process.
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1. Start the transaction using the following Portal path: Admin tab & Manage Users tab =
Manage Users link.

Image: Manage Users Screen

Home Operations Admin Reporis Help

Manage Users Master Data Organization Maintenance
Admin > Manage Users > Msanage Users Full Screen || Options =

Maintain User Profile
~
Welcome to Manage Users
User Security Report
All required figlds sre marked with & red asterisk (%)

Organization Selection User Selection
Organization Search Criteria=* | |[Seersh | User Search Criteria:= [Last Mame | =
Active Organizations |  Inactive Organizstions B First Name Last Name: Ls
SDA Aliroles 20
» TX Dept of Agricufture — ED1 S Al c
SDA AllrolesEmail 20
SDA Autocomplaint Specialist 20
Ram Bsla
SDA Complaint Specialist 20
SDA Complaint Specislist
W
< >
2. Click _*_ (the Hide Navigator arrow) to minimize the Portal menu. Note this can be done on any

transaction in WBSCM.

@ (Note) The Manage Users screen content depends on the assigned role(s). For Org Admins, the
organization and sub-organization(s) are listed in the Organizations panel on the left. For both
Org Admins and User Admins, user details are listed in the User Search panel on the right.
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Image: Manage Users Screen

Home Operations Admin Reporis Help

Manage Users Master Data Organization Maintenance
Admin > Manege Users > Manage Users Full Soreen || Options

~

Welcome to Manage Users
All required fields are marked with & red ssterisk (%)

Organization Selection User Selection
Organization Search Criteria:* | |[Seareh | [Reset To Top Organizatian | User Search Criteria:* |LastName |¥ | |[Seareh |
Active Organizatic | Inactive Organizati EL FirstMsme  LastName Last Logen Dsta [~
lE‘ SDA Allroles 2021-06-8 13:00:55
¥ T Dept. of Agricutture - EDI | SDA Allroles 2020-10-15 08:08:16
S5DA AllrolesEmsil 2019-02-13 08:55:53
_SDA Autoccomplaint Specialist  2019-02-14 09:34:42
Rem Bala
B s0A Complaint Specialist 2021-04-27 12:42:28
SDA Complaint Specislist =
v
< >
3. Perform one of the following:
If Then
Admin needs to create a new user for a sub- Go to Step 4.
organization.
Admin needs to create a new user for own Go to Step 8.

organization.

6 (Note) Only an Org Admin for USDA agencies or SDAs/ITOs can create new users for their sub-
organizations. Other Admins can create new users for their own organization only.
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Work Instruction
Create User

Image: Manage Users Screen

Home Operations

Admin

Reports Help

Manage Users Master Data Organization Maintenance
Admin > Manage Users > Manage Users Full Screen || Options »

~

Welcome to Manage Users
All required fields are marked with & red asterisk (%)

Organization Selection

User Selection

Organization Search Criteria:= | |[Searen | | Reset To Top Grganizatian | User Search Criteria:® |Last Name | = | |[Searen |
Active O Inactive O EL First Name Last Name Last Logon Date =
E sDA Allroles 2021-08-8 13:00:55
¥ TX Dept. of Agriculture — EDI SDA Allroles 2020-10-15 08:08:16
50A AllrolesEmsil 2019-02-13 08:55:63
SDA Autocomplaint Specialist  2019-02-14 09:34:42
Ram Bala
sDA Complaint Specialist 2021-04-27 12:42:28
SDA Complaint Specilist -
v
< >
4. Click " ¥ (the Available Organizations arrow) next to the tree item at the top of the Organization

Selection panel.

@ (Note) The sub-organizations listed in the Organizations Selection panel for each type of
organization include:

FSA - Vendor and other sub-organizations (USAID, FAS, CPPAD, Private
Voluntary Organizations (PVOs), Stevedores, and Freight Forwarders)
AMS - Vendors

FNS - Dom Ship-tos, HQ Receiver, National WH (Warehouses), SDA, and Third
Party Barter (SEAM)

SDA - Co-Ops and Recipient Agency

Co-Op - Recipient Agency

Recipient Agency - No sub-organizations

HQ Receivers - Dom Ship-to

Dom Ship-to - No sub-organizations

National WH - No sub-organizations

@ (Note) In the Organization Selection panel, for each organization, the Active
Organizations and Inactive Organizations tabs display is dependent on the sub-
organization status. For example, if an organization only has active sub-organizations,
then only the Active Organizations tab will display and the Inactive Organizations tab
will be hidden. In this example, the organization has both active and inactive sub-
organizations, therefore both Active Organizations and Inactive Organizations tabs
are displayed.

Thursday, June 24, 2021
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1 Work Instruction
J Create User

Image: Manage Users Screen

Home Operations Admin Reports

Help

Manage Users Master Data Organization Maintenance

Admin > Manege Users » Manage Users

Full Screen | Opfions »

-~
Welcome to Manage Users
All required fizlds are marked with a red asterisk (%)
Organization Selection User Selection
Organization Search Criteria:= |[ S=arch Resst To Top Organization | User Search Criteria:* |Last Name |+ | |[ S=arch
Active Organizati Inactive O S E. First Mame Last Name Last Logen Date |
SDA Allroles 2021-08-8 13:00:55
|
sDA Allroles 2020-10-15 08:08:16
+ {Co-op} Food bank COOP, LANS-1, MN (0004005766) e S lasEmall SRR gy
+ {Co-op) South Texss Co-Op. SOUTH TEXAS, Tx (0004008380) St E T PR Ert ) B R
* {Co-op) Tx Coop, ASHBURN, VA (0D04009440) Rem Bala
+ {Co-op) test coop postalcode, PHILADELPHIA, PA (0004017183) SDA Complaint Specialist 2021-04-27 12:42:28
« (Recipient Agency) ALEE TEST 08151588 RA 001. New Bedford, MD (D004010251) SDA Complaint Specislist =
« (Recipient Agency) ALEE TEST 0815188 RA 003, New Bedford, MA (0004010253)
« (Recipient Agency) ALEE TEST 0815158 RA 004. New Bedford, MA (0004010254)
« {Racipient Agency) ALEE TEST 0215158 RA 006, Mew Badford, MA (0004010255)
« (Recipient Agency) ALEE TEST 0815188 RA 007. New Bedford. MA (0004010257)
« (Recipient Agency) ALEE TEST 0215188 RA 008, Mew Badford, MA (0004010258)
« (Recipient Agency) ALEE TEST 0815188 RA 009. New Bedford. MA (0004010258)
« {Recipient Agency) ALEE TEST 021518E RA 011, New Badford, MA (0004010281)
» (Recipient Agency) ALEE TEST 0815188 RA 012, New Bedford, MA (0004010262
« (Recipient Agency) ALEE TEST 0215188 RA 013, New Bedford, MA (0004010283
» (Recipient Agency) ALEE TEST 0815188 RA 014, New Bedford, MA (0004010284)
« {Recipient Agency) ALEE TEST 0215188 RA 015, New Badford, MA (0004010285)
« (Recipient Agency) ALEE TEST 0815188 RA 016, New Bedford, MA (0004010286
« (Recipient Agency) ALEE TEST 0215188 RA 017, New Badford, MA (0004010267)
» (Recipient Agency) ALEE TEST 0815188 RA 018, New Bedford, MA (0004010263) v
= {Recipient Agency) ALEE TEST 081518B RA 019, New Bedford, MA (0004010289) A4 >
5. As required, complete/review the following fields:
Field R/O/C Description
Organization Search R Field on a WBSCM screen used to define the
Criteria criteria for a search.
Example:
% *
central
(Note) Use the wildcard symbol
: to search part of the name. Refer to the
Wildcard and Matchcode Searches job
aid for guidance on partial match
searches.
Thursday, June 24, 2021 © WBSCM Training - Proprietary Page 5 of 17
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Image: Manage Users Screen

Home Operations Admin Reports Help

Manage Users Master Data Organization Maintenance
Admin > Manage Users > Manage Users Full Screen || Options

~

Welcome to Manage Users
All required fields are marked with & red asterisk (%)

Organization Selection User Selection
Organization Search Criteria:* |"central” |[ =arch Reset To Top Organization | User Search Criteria:* |Last Name | | |[ S=arch
Active Organizati | Inactive O " EL First Mame Last Name Last Logon Date
o DA Allroles 2021-08-8 13:00:55
L DA Allroles 2020-10-15 08:08:16
« {Co-op) Food bank COOP. LANS-1, M {0004005766) Sk llerzsl ol e
+ (Co-op) South Texas Co-Op, SOUTH TEXAS. TX (0004008340) SDA Autocomplsint Specialist  2019-02-14 08:34:42
» {Co-op) Tx Coop, ASHEURN, VA (0004002440) Ram Bala
* (Co-op) test coop postalcode, PHILADELPHIA, PA (0004017183) SDA Compisint Speislist 2021-04-27 12:42:28
* (Recipiant Agency) ALEE TEST 0215128 RA 001, New Badford, MD (0004010251) | sDA Compisint Specislist
« (Recipient Agency) ALEE TEST 081515E RA 003. New Bedford, MA (0004010253)
* (Recipiant Agency) ALEE TEST 0215188 RA 004, New Badford, MA (0004010254)
* (Recipiant Agency) ALEE TEST 0815188 RA 008. New Bedford, MA (0004010256
* (Recipiant Agency) ALEE TEST 0215128 RA 007, New Badford, MA (0004010257
* {Recipient Agency) ALEE TEST 0815158 RA 008. New Bedford. MA (0004010258
* (Recipient Agency) ALEE TEST 0215188 RA 009, New Badford, MA (0004010259)
* {Recipient Agency) ALEE TEST 0215128 RA 011, New Bedford, MA (0004010281)
« {Recipient Agency) ALEE TEST 0815158 RA 012, New Bedford, MA (0004010282
* {Recipient Agency) ALEE TEST 0215128 RA 013, New Bedford, MA (0004010283)
» {Recipient Agency) ALEE TEST 0215188 RA 014, New Bedford, MA (0004010284)
* {Recipient Agency) ALEE TEST 0215188 RA 015, New Bedford, MA (0004010285)
« {Recipient Agency) ALEE TEST 0815158 RA 016, New Bedford, MA (0004010286)
* {Recipient Agency) ALEE TEST 0215188 RA 017, New Badford, MA (0004010267)
» {Recipient Agency) ALEE TEST 0815188 RA 018, New Bedford, MA (0004010285) v
* {Recipient Agency] ALEE TEST 0215128 RA 019, New Bedford, MA [0004010269) L% .
6. Click (the Search button) to search for the matching sub-organization(s).
Image: Manage Users Screen
Home Operations Admin Reports Help
Manage Users Master Data Organization Maintenance
Admin > Manege Users > Mansge Users Full Screen || Opfions ~

A
Welcome to Manage Users
All required figlds are marked with 2 red asterisk (%)
Organization Selection User Selection
Organization Search Criteria:* |*central |[ Zearch Reset To Top Organization | User Search Criteria:* |Last Name |w | |[ Zearch
Active Organizations EL First Name Last Name Last Logon Date ]
SDA Allroles 2021-06-8 13:00:55
= T Dept. of Agriculture — EDI 50DA Allroles 2020-10-15 08:08:16
- {Recipient A cy) Central Texas Food Bank, Austin, TX (0004001181) SDA AllrolesEmail 2019-02-13 08:55:53
s0A Autocomplaint Specialist  2019-02-14 00:34:42
Ram Bala
SDA Complgint Specislist 2021-04-27 12:42:28
| DA Complsint Specislist [=
v
< >
7. Select the appropriate sub-organization in the Organization Selection panel.
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@ (Note) The users for the selected sub-organization will display in the Users Search panel.

@ (Note) Org Admins should confirm that the correct organization is selected in the
Organizations Selection panel on the left. To return to the top-most organization, click

| Reset To Top Organizstion | (the Reset to Top Organization button).

8. Perform one of the following:
If Then
Admin needs to search for an existing user by last Enter the Last name in the User Search Criteria
name field. LastMame (the Last Name option) is the

default option.

Admin needs to search for an existing user by first Click FirstName (the First Name option) from the
name User Search Criteria drop-down.

@ (Note) In this example, the Central Texas Food Bank has an active
organization; therefore only the Active Organizations tab displays.

@ (Note) To prevent creating duplicate user profiles for the same person, always perform a
user search to ensure that a user profile does not already exist in WBSCM.

@ (Note) Last Name is the default option for the User Search Criteria field. The user can

select the First Name as a search option by clicking on = (the drop-down arrow) and
select First Name from the option list. In this example, Last Name is used.

Image: Manage Users Screen

Home Operations Admin Reports Help

Manage Users Master Data Organization Maintenance
Admin > Mansge Users > Mansge Users Full Screen || Options »
~

Welcome to Manage Users
All required fiekds are marked with s red asterisk (%)

Organization Selection User Selection
[Seareh | Reset To Top Orgsnization User Search Criteria:* |Last Name |* || |[Search |
Active Organizations EL First Name Last Name Last Logon Dste -
i RA AlRoles 2018-01-4 12:19:16
T Kannie Craig 2011-11-2 11:43:40
Jane Jones.
RA OrderManager
RA OrderMenager
ATRA OrderMansger  2019-07-18 10:06:44
RA OrderMansger  2021-04-8 12.20:31 -
Create New User
W
< >

Thursday, June 24, 2021 © WBSCM Training - Proprietary Page 7 of 17



WBS(M | Create User

9. As required, complete/review the following fields:
Field R/O/C Description
User Search Criteria: |R First name or last name of the user to locate.
(Value)
Example:
smith

@ (Note) Enter the name or use the
wildcard symbol to match part of the
name. Refer to the Wildcard and
Matchcode Searches job aid for
guidance on partial match searches.

Image: Manage Users Screen

Home Operations Admin Reports Help

Manage Users Master Data Organization Maintenance

. Admin > Manege Users > Manage Users Full Screen || Options »

~

Welcome to Manage Users
All required fields are marked with & red ssterisk (%)

Organization Selection User Selestion
Reset To Top Crganization User Search Criteria:* [Last Name | |smith| |[Searen]
Active Organizations EL First Name Last Name Last Logon Date B
i RA AllRoles 2018-01-4 12:18:16
T Kannie Craig 2011-11-2 11:43:40
Jane Jones
RA OrderManager
RA OrderManager
ATRA OrderManager  2019-07-18 10-06:44
RA OrderManager  2021-04-8 12:28:31 -
Create New User
v
< >

10. Click (the Search button) to check for matching user profile(s) in WBSCM.

@ (Note) If the user already exists for the selected organization, do not continue with the steps to
create a new user. Refer to the Display and Maintain User work instruction for guidance on
reviewing and updating the existing user profile, as needed.

Thursday, June 24, 2021 © WBSCM Training - Proprietary Page 8 of 17
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Create User

Image: Manage Users Screen

Home Operations Admin Reporis Help

Manage Users Master Data Organization Maintenance
Admin > Manege Users > Manage Users

Full Screen || Options *

~
Welcome to Manage Users
All required fields are marked with & red ssterisk (%)
{8 Mo sesrch resulis found matching the entered criteria

Organization Selection User Selection

Organization Search Criteria: [“central® Search |[Clesr|  [ResetTo Top Orgenization User Search Criteria:* [Last Name | |smith |[E=arch
Active Organizations EL First Name Last Nama Last Logon Dete =
* Central Texas Food Bank
Craata New User
v
< >

1.

Click LCreate New User | 4ho Create New User button) to create a new user ID.

9 (Note) In this example, as the message of the search is "No search results found matching

the entered criteria." the new user can be created as it does not already exist in the
system.

9 (Note) The User Details panel displays.

Thursday, June 24, 2021 © WBSCM Training - Proprietary Page 9 of 17
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Work Instruction
Create User

Image: Manage Users Screen

Home Operations Admin

Manage Users

Admin > Manege Users » Manage Users
.

Reports

Help

Master Data Organization Maintenance

Full Screen | Options «

~
Welcome to Manage Users
All required fields are marked with & red asterisk (%)
Organization Selection User Selection
on Search Criteria: [“central® Reset To Top Crgsnization User Search Criteria:® |Last Name |* |smith |[Searen | [ Cear |
Active Organizations EL First Name Last Hame Last Logon Date
]
* Central Texss Food Bank
User Details
Personal Data Role Data Admin Dats
Company: 0004001181 Street Addrass: |
User ID: City: [
Tie: ™ Zp Cose —
Fottomes | | cowwys |5
Lastames [ sweOrPedmes [ ]
Fax [—
Mobile Phone: [ |
e X
< >
12. As required, complete/review the following fields:
Field R/O/C Description
Company: C Numeric code assigned by the system for
organization
0004001181
(Note) System generated business
. partner number
User ID: C Identification assigned to a user.
@ (Note) The system will create the User
b ID after the record is saved.
Title: O A heading used before a surname or full name.
@ (Note) Use = (the Drop-down arrow)
b in the field to select the title.
First Name: R First name of the user.
Example:
Jane

Thursday, June 24, 2021
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Field R/O/C Description

Last Name: R Last name of the user.
Example:
Smith

Email: C Email address for the user or organization.
Example:

jane.smith@email.com

@ (Note) This is the email address where
s the new registration email will be sent.
The new user must have access to this
email account.

Fax: O Fax number for the user or organization.

Mobile Phone: O Cellular phone number where the user or
organization can be reached.

Phone: O Phone number for user or organization.

Street Address: R A free text field in which to enter the street address
of the user or organization.

Example:
280 W Highway 30

City: R City where the user or company is located.

Example:
Austin

Zip code: R Zip code for the location of the user or
organization.

Example:

78701

@ (Note) Zip code is required even though
oy it is not marked with a red asterisk. If

the user leaves this field blank or enters
the zip code in incorrect format, an error
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Field R/O/C Description

will occur and the entry will need to be
corrected before the user can be
created.

Country: R Country code that represents country name.

Example:
USA

@ (Note) Use =] (the Drop-down arrow)
LB in the field to select the country.
State or Province: R State where the user or organization is located.

Example:
Texas

@ (Note) Use El (the Drop-down arrow)

LB in the field to select the country.
Time Zone: O Standard time for a region throughout the world.

Example:
Central Time (Dallas)

@ (Note) Use | ™! (the Drop-down arrow)

in the field to select the country.

_.;_@ (Note) As a best practice, Admins should populate all known fields on the Personal Data tab.
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Image: Manage Users Screen

Home Operstions Admin Reparts Help

Manage Users Master Data Orgsnization Maintenance

Admin > Manage Users > Manage Users

Welcome to Manage Users
All required fislds are marked with a red asterisk (%)
Organization Selection

Active Organizations
* Central Texas Food Bank
<
13. Click | FoleDst=

Full Screen || Options =

A
User Selection
User Search Criteria* [Last Name || [=mith | [Search|
Bl First Name Last Mame LastLogon Date
Crest Mew User
User Details
Personal Data | RoleDsts | Admin Dsts
Compeny: 0004001181 Sirest Address: 280 W Hingwsy 30
User ID: City: Ausbn
Title: &2 Zip Gode: 78701
Firt Neme:* Gountry:* E
Last Neme:=  [Smith State Or Province:
Email * Time Zone: Central Time (Dallag -
Fax L ]
N —
Fhone 555-555-1212
v

| (the Role Data tab) to select roles for the new user.

@ (Note) The Role Data tab displays two columns that contain the following details:

e Available Roles - All roles available, but not yet assigned, based on the new user's
organization. Note that different roles are available for each type of organization; refer to
the WBSCM Role Assignment Matrix job aid for more information.

e Current Roles - All roles currently assigned to the new user.
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Image: Manage Users Screen

Home Operstions Admin Reparts Help

Manage Users  Master Dats  Organization Maintenance
Admin > Manage Users > Manags Users

Full Screen || Options ~

Welcome to Manage Users
All required fikds are marked with & red asterisk (%)
Organization Selection User Selection

=l User Sesra Crerec [Lastiame 5] i | ][]

B First Name Last Name Last Logon Date

= Central Texas Food Bank

Creste Mew Usar
User Details
Personal Data RoleData | Admin Data

Awailable Roles:

Current Roles:
B

Crder Manager - RA (3] Mo Current Roles Assigned
Crg Admin - R&

User Admin - RA
iew-Only - RA

14. Click (the Selection button) next to a role to be assigned to the new user in the Available
Roles column. In this example, the Order Manager - RA role is selected.

Image: Manage Users Screen

Home Operstions Admin Reparts. Help
Manage Users ~ Master Data  Organization Maintenance
Admin > Manage Users > Manage Usars

Full Screen || Options ~

Welcome to Manage Users
Al required fikds are marked with & red asterisk ()
Organization Selection User Selection

User Search Criteria:* |LastName || [smith |[ Search | [ Clear

B First Name Last Mame Last Logon Date

= Central Tesxas Food Bank

Create Mew User
User Details.

Parsonal Dats RoleData | Admin Data

Available Roles: Current Roles:
B =3
£ Ovder Manager - RA [E] Mo Current Roles Assigned
Crg Admin - R
User Admin - R4
\iew-Ory - R
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15. Click (the Add button) to assign the selected role, which will appear in the Current Roles
column.

16. Repeat steps 14 and 15 to assign each additional role, as needed.

Image: Manage Users Screen

Home Operstions | Admin Reparts Help

Manage Users  Master Data  Orgsnization Maintenance
Admin > Manage Users > Manage Users Full Screen || Options «

Welcome to Manage Users
All required fislds sre marked with 2 red asterisk (%}

Organization Selection User Selection
=) User Search Crtera:= [Last e [¥] (e | Sear | [ e
B First Name Last Name Last Logon Dste
= Central Texas Food Bank
User Details

Personal Data Role Data Admin Data

Available Roles: Cument Roles:
B [ B
Order Manager - R4, Order Manager - R4
Crg Admin - R4
Usar Admin - RA
Wiew-Only - RA

17. Click (the Save button) to save the new user.

@ (Note) The system displays a message "User Created Successfully".

@ (Note) Refer to the User Security Report job aid to review a list of created users and
perform any required analysis.
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18.

Image: Manage Users Screen

Home  Operstions | Admin | Repots  Help

Manage Users Master Data Organization Maintenance

Admin > Manage Users > Manage Users
.

Welcome to Manage Users
Al required fiskds sre marked with a red asterisk (°}
User Crested Successfully.

‘Organization Selection

Orriiaahacas Serutch Crtivin | Folamial et T g Oigancila

- :

The transaction is complete.

Full Screen || Options =

~
User Selection
User Search Criteria™® [LastMame | %) [mith | [Search
B First Name Last Name Last Logon Date. [&]
| ra AlRles 2013014 12:15:18
Koonie Craig 2011112 11:43:40
Jane Jones
RA CrderManaper
RA CrderManager
ATRA Crderanaper 2015-07-16 100644
| ra CrderManager 2021048 12:20:31 =
Crasts Hew Ussr
User Details
PersonsiData - RoleDafa | Admin Dats
Current Roles:
=) =
(&) Me Current Roles Assigned
=
v
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RESULT

A new user profile has been created in WBSCM. The new user will receive an email with instructions to
set up an eAuth ID. After completing the steps described in the registration email, the new user will be

able to access WBSCM. Provide the eAuthentication Tips and Support job aid to new users for support in
creating the eAuth account.
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PROCESS OVERVIEW

Purpose

The purpose of this transaction is for Organization (Org) and User Administrators (Admins) to review or
modify user details in WBSCM. Admins will be able to update the user's name, contact information, and
security roles for users within their own organization or sub-organization as follows:

. Org Admins can manage a user in their sub-organizations.
. User Admins can manage users only in their own organization.

The Admin can also lock or unlock user access to WBSCM or resend a registration/confirmation email to
a user as required.

Process Trigger
Use this procedure to display or modify a user in WBSCM.
Prerequisites

. User performing this transaction must have the Org or User Admin role.
o User profile to be reviewed/updated must already exist in WBSCM.

Portal Path
Follow the Portal path below to complete this transaction:

. Select Admin tab #Manage Users tab @ Manage Users link to go to the Manage Users
screen.

Tips and Tricks

. The R/O/C acronyms in the field tables represent Required, Optional, or Conditional field entries.
o Required (R) - a mandatory field necessary to complete the transaction.
o  Optional (O) - a non-mandatory field not required to complete the transaction.
o  Conditional (C) - a field that may be required if certain conditions are met, typically
linked to completion of a mandatory field.

. Refer to WBSCM Help site, Frequently Referenced Training Materials section for basic
navigational training and tips on creating favorites, performing searches, etc.

. If the user is a Corporate Vendor Administrator (CVA) and needs to review or change user
details for their own organization, refer to the Display and Maintain User (Vendor) work
instruction.

o Refer to the WBSCM User Administration job aid for an overview of the User Administration
process.
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PROCEDURE

1. Start the transaction using the following Portal path: Admin tab #Manage Users tab #Manage
Users link.

Image: Manage Users Screen

Home Operations Admin Reporis Help

Manage Users Master Data Organization Maintenance
Admin > Manage Users > Msanage Users Full Screen || Options =

Maintain User Profile
~
Welcome to Manage Users
User Security Report
All required figlds sra marked with 8 red asterisk (%)

Organization Selection User Selection
Organization Search Criteria* | || Sesrch| User Search Criteria:= [LsstMame |+ |
Active Organizations | Inactive Orgsnizstions EL First Name Last Name Le
SDA Allroles 20
} TX Dept of Agriculture — ED1 S5DA Allroles 20
SDA AllrolesEmail 20
SDA Autocomplaint Specialist 20
Ram Bala
SDA Complaint Specialist 20
SDA Complaint Specislist
v
< >
2. Click + (the Hide Navigator arrow) to minimize the Portal menu. Note this can be done on any

transaction in WBSCM.

@ (Note) The Manage Users screen content depends on the user's assigned role(s). For Org
Admins, the organization and sub-organization(s) are listed in the Organizations Selection panel
on the left. For both Org Admins and User Admins, the user details are listed in the User
Selection panel on the right.

3. Perform one of the following:
If Then

Admin needs to review or modify user details fora Go to Step 4.
sub-organization

Admin needs to review or modify user Go to Step 9.
details for own organization
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Image: Manage Users Screen

Home Operations Admin Reports Help

Manage Users Master Data Organization Maintenance

Admin > Mansge Users > Mansge Users Full Screen || Options =

~
Welcome to Manage Users

All required fields are marked with s red asterisk ()

Organization Selection User Selection
Organization Search Criteria:* | |[S=aren] [Reset To Top Orgenization | User Seareh Criteria:® [Last Name |= | |[S=aren]
Active O izati Inactive O iz atit EL First Name Last Name Last Logon Dste -
E SDA Allroles 2021-06-0 16:31:03
¥ T Dept. of Agriculture — EDI 504 Allroles. 2020-10-15 08:08:16
SDA AllrolesEmail 2019-02-132 08:55:53
sDA Autocomplaint Specialist  2019-02-14 00:34:42
Ram Bala
SDA Complgint Specislist 2021-04-27 12:42:28
SDA Complsint Specislist -
A d
< >
4. Click ¥ (the Available Organizations arrow) next to the tree item at the top of the Organization

Selection panel.

5. Click the Organization Search Criteria field.

@ (Note) The sub-organizations listed in the Organizations Selection panel for each type of
organization include:

e FSA - Vendors or other sub-organizations (USAID, FAS, CPPAD, Private
Voluntary Organizations (PVOs), Stevedores, and Freight Forwarders)

e AMS - Vendors

FNS - Ship-tos, HQ Receiver, National WH (Warehouse), SDAs/ITOs, and Third

Party Barter (SEAM)

SDA - Co-Ops and Recipient Agency

Co-Op - Recipient Agency

Recipient Agency - No sub-organizations

HQ Receivers - Dom Ship-tos

Dom Ship-to - No sub-organizations

National WH - No sub-organizations

@ (Note) Only Org Admins for USDA agencies, and SDAs/ITOs can update users for their
sub-organizations. Co-Ops can view but cannot make updates to users form their sub-
organizations (RAs). Other Admins can update users for their own organization only.

@ (Note) In the Organizations Selection panel, for each organization, the Active
Organizations and Inactive Organizations tabs display is dependent on the sub-
organization status. For example, if an organization only has active sub-organizations,
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then only the Active Organizations tab will display and the Inactive Organizations tab
will be hidden. In this example, the organization has both active and inactive sub-
organizations; therefore, both the Active Organizations and Inactive Organizations tabs

are displayed.

Image: Manage Users Screen

Operations Admin Reporis Help

Manage Users Master Data Organization Maintenance

Admin > Manege Users > Manags Users

Full Screen | Options +

-~
Welcome to Manage Users
All required fields are marked with & red asterisk (%)
Organization Selection User Selection
Organization Search Criteria:= |[Searen] | Reset Ta Top Orgenization | User Seareh Criteria:® |Last Name |+ | |[Searen]
Active O izati Inactive O o EL First Mame Last Name Last Logon Date .
EI sDA Allroles 2021-08-0 16:21:03
w T Dept. of Agriculture — EDI sDA Allroles 2020-10-15 08:08:16
+ (Co-op) Food bank COOP, LANS-1, MN (0004005766 Blah RlieE ) Gl R el
+ (Co-op) South Texas Co-Op, SOUTH TEXAS, TX (0004008380) SDA Autocomplsint Specialist  2019-02-14 08:34:42
» (Co-op) Tx Coop, ASHEURN, VA (0004000440) Ram Bala
= (Co-op) test coop postalcode, PHILADELPHIA, PA (0004017183 s0A Complaint Specialist 2021-04-27 12:42:28
« (Recipient Agency) ALEE TEST 0215158 RA 001, New Bedford, MD (0004010251) SDA Complaint Speciglist -
« (Recipient Agency) ALEE TEST 0815158 RA 003, New Badford, MA (0004010253)
» (Recipient Agency) ALEE TEST 0215158 RA 004, New Badford, MA (D004010254)
« (Recipient Agency) ALEE TEST 0815158 RA 008, New Badford, MA (0004010256)
« (Recipient Agency) ALEE TEST 0215158 RA 007, New Badford, MA (D004010257)
« (Recipient Agency) ALEE TEST 0815158 RA 008, New Badford, MA (0004010258)
» (Recipient Agency) ALEE TEST 0215158 RA 009, New Badford, MA (D004010250)
« (Recipient Agency) ALEE TEST 0815188 RA 011, New Bedford, MA (0004010281
» (Recipient Agency) ALEE TEST 0215188 RA 012, New Bedford, MA (0004010262)
« (Recipient Agency) ALEE TEST 0815158 RA 013, New Badford, MA (0004010283)
» (Recipient Agency) ALEE TEST 0215158 RA 014, New Badford, MA (D004010284)
« (Recipient Agency) ALEE TEST 0815188 RA 015, New Bedford, MA (0004010285)
« (Recipient Agency) ALEE TEST 0215158 RA 016, New Badford, MA (0004010285)
« (Recipient Agency) ALEE TEST 0815158 RA 017. New Badford, MA (0004010287)
= (Recipient Agency) ALEE TEST 081518E RA 018, New Badford, MA (0004010288) (V]
* (Recipient Agency) ALEE TEST 081518E RA 019, New Bedford, MA (0004010289} ~ >
6. As required, complete/review the following fields:
Field R/O/C Description
Organization Search R Field on a WBSCM screen used to define the
Criteria criteria for a search.
Example:
% *
central
@ (Note) Use the wildcard symbol
b to search part of the name. Refer to the
Wildcard and Matchcode Searches job
aid for guidance on partial match
searches.
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7.

Image: Manage Users Screen

Home Operations Admin Reporis Help

Manage Users Master Data Organization Maintenance

Admin > Manege Users > Manage Users

Welcome to Manage Users
All required fiekds are marked with s red asterisk (%)

Organization Selection

Organization Search Criteria:* [*central® |[ 5=arch Reset To Top Organization |

Inactive O

Active O

w T Dept. of Agricultura — EDI
* [Co-op) Food bank COOF, LANS-1, MN {0004005766)
» {Co-op) South Texss Co-Op. SOUTH TEXAS, TX (0004008350
« [Co-op) Tx Coop, ASHEURN, VA (0004002440)
« (Co-op) test coop postalcode, PHILADELFHIA, FA (0004017183)
« (Recipient Agency) ALEE TEST 0815188 RA 001, New Bedford, MD (0004010251)
« (Recipient Agency) ALEE TEST 0815188 RA 003, New Bedford, MA (0004010253)
« {Recipient Agency) ALEE TEST 0815188 RA 004, New Bedford, MA (0004010254)
« (Recipient Agency) ALEE TEST 0815188 RA 006, New Badford, MA (0004010258)
« {Recipient Agency) ALEE TEST 0815188 RA 007. New Bedford. MA (0004010257)
+ (Recipient Agency) ALEE TEST 0815188 RA 008, New Badford, MA [0004010258)
« {Recipient Agency) ALEE TEST 0815188 RA 00, New Bedford, MA (0004010258)
« (Recipient Agency) ALEE TEST 0815188 RA 011, New Badford, MA (0004010281)
« {Recipient Agency) ALEE TEST 0815188 RA 012, New Bedford. MA (0004010282}
+ (Recipient Agency) ALEE TEST 0815188 RA 013, New Badford, MA [0004010253)
« {Recipient Agency) ALEE TEST 0815188 RA 014, New Bedford, MA (0004010284)
« (Recipient Agency) ALEE TEST 0815188 RA 015, New Badford, MA [0004010285)
« {Recipient Agency) ALEE TEST 0815188 RA 016. New Bedford. MA (0004010285}
+ (Recipient Agency) ALEE TEST 0815188 RA 017, New Badford, MA (0004010257}
« {Recipient Agency) ALEE TEST 0815188 RA 018, New Bedford, MA (0004010288)

= (Recipient Agency) ALEE TEST 081518E RA 010, New Badford, MA (0004010280) ~

<

Click

Image: Manage Users Screen

Home Operations Admin Reports Help

Manage Users Master Data Organization Maintenance

Admin > Manege Users > Manage Users

‘ i n

User Selection

Full Screen || Options +

~

User Search Criteria:* |Last Name | |

EL First Mame
SDA
| s0A
SDA
504

Create New User

|[ 5=arch

Last Name

Allroles

Aliroles

AllrolesEmail
Autocomplaint Specialist
Bala

Complaint Specislist
Complaint Specislist

Last Logon Date
2021-08-8 18:31:02

2020-10-16 08:08:16
2019-02-13 08:55:53
2019-02-14 00:34:42

2021-04-27 12:42:28

(the Search button) to search for the matching sub-organization(s).

Full Screen || Options »

~
Welcome to Manage Users
All required fields are marked with & red ssterisk (%)
Organization Selection User Selection
Organization Search Criteria=* [*centrsl* |[Eaareh Resst To Top Organization User Search Criteria:* |Last Name | | |[ ==arch
Active Organizations EL FirstName  LastName Last Logen Dste
SDA Allroles 2021-08-0 18:31.03
S SDA Allrales 2020-10-15 08:08:16
+ {Recipient Agency) Gentral Texas Food Bank, Austin, TX (0004001181) S0A AllralesEmail 2019-02-13 08:65:53
DA Autocomplsint Specilist  2019-02-14 08:34:42
Ram Bala
SDA Complsint Specislist 2021-04-27 12:42:28
SDA Complsint Specialist
Create New User
v
< >
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8. Select the appropriate sub-organization in the Organization Selection panel.

@ (Note) The users for the selected sub-organization will display in the Users Search panel.

@ (Note) Confirm that the correct organization is selected in the Organization Selection panel

on the left. To return to the top-most organization, click | Reset To Tep Organization | (the
Reset to Top Organization button).

@ (Note) In this example, the Central Texas Food Bank has an active organization;
therefore, only the Active Organizations tab displays.

Image: Manage Users Screen

Home Operations Admin Reporis Help

Manage Users Master Data Organization Maintenance

Admin > Manege Users > Manage Users Full Screen || Options »

~

Welcome to Manage Users
All required fields are marked with & red ssterisk (%)

Organization Selection User Selection
[Search | [Clesr| Reset To Tap Organization User Search Criteria:* |LastName |¥ | |[Seareh |
Active Organizations EL First Name Lsst Name Last Logon Date [«
E RA AllRoles 2018-01-4 12:10:18
= Semml s Eank‘ Konnie Craig 2011-11-2 11:43:40
Jai Jones
RA OrderManager
RA OrderManager
ATRA ‘OrderMenager 2019-07-16 10:08:44
RA OrderMsnager 2021-04-8 12:20:31 =
o
< >
9. If necessary, click Ed (the Drop-down arrow) in the User Search Criteria: field to select the first

name.

@ (Note) If there are many users selected , it may be helpful to perform a search to find the
user profile(s) that needs to be reviewed or updated.

@ (Note) Last Name is the default option for the User Search Criteria field. The user can

select the First Name as a search option by clicking on Ed (the drop-down arrow) and
select First Name from the option list. In this example, Last Name is used.

Thursday, June 24, 2021 © WBSCM Training - Proprietary Page 6 of 18



Jd T Work Instructi
|WBS(MJ D?srpIr;;syrU:a(:rlfg1 Maintain User

Image: Manage Users Screen

Home Operations Admin Reports Help

Manage Users Master Data Organization Maintenance

Admin > Mansge Users > Mansge Users

Welcome to Manage Users
All required figlds are marked with 2 red asterisk (%)

Organization Selection

User Selection

Organizstion Search Criteria: [*cantrs [Search | [Clear | Reset To Top Orgenization User Search Criteria:*
Active Organizations Bl First Name
RA
|
Konrie

« Central Texss Food Bank

10. Perform one of the following:
If

Admin needs to search for an existing user by last

name

Jane
RA
RA
ATRA
RA

Create New User

Then

Full Screen || Options =

~
vl ] ]
First Nama T =
Last Name Eastioon
AlFcies 2018-01-4 12:12:18
Crsig 3011-11-2 11:43:40
Jores
OrderManager
OrderManager
OrderMsnager | 2019-07-16 10:08:44
OrderMsnager  2021-04- 12:28:31 =
L4
>

Enter the Last name in the User Search Criteria

field. Last Name (the | ast Name option) is the
default option.

Admin needs to search for an existing user by first

name

Click First Name (

the First Name option) from the

User Search Criteria drop-down.

Thursday, June 24, 2021
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Image: Manage Users Screen

Home Operations Admin Reports Help

Manage Users Master Data Organization Maintenance

Admin > Manege Users » Mansge Users
.

Full Screen | Options «

~
Welcome to Manage Users
All required fields are marked with & red asterisk 7]
Organization Selection User Selection
ization Search Criteria: [“central® [ Search |[Clesr]  [ResetTo Top Orgenization | User Seareh Criteria:® |Last Name |+ | |[Search | [Clear |
EL First Name Last Name Last Logon Dste [~
E RA AllRoles 2018-01-4 12:10:18
Konnie Craig 2011-11-2 11:43:40
Jane Jones
RA OrderManager
RA OrderManager
ATRA ‘OrderMenager 2019-07-16 10:08:44
RA OrderMsnager 2021-04-8 12:20:31 ::
A4
< >
1. As required, complete/review the following fields:
Field R/O/C Description
User Search Criteria: [R First name or last name of the user to locate.
(value)
Example:
smith
@ (Note) Use the wildcard symbol
b to search part of the name. Refer to the
Wildcard and Matchcode Searches job
aid for guidance on partial match
searches.
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Image: Manage Users Screen

Home Operations Admin Reporis Help

Manage Users Master Data Organization Maintenance
Admin > Mansge Users > Mansge Users Full Screen || Options »
~

Welcome to Manage Users
All required fiekds are marked with s red asterisk (%)

Organization Selection User Selection
*Gentral* Search Reset To Top Orgsnization User Search Criteria:* |Last Name |* |smith| |[5earch |
B First Hame Last Name Last Logon Date =]
o | RA AlRgles 2018-01-4 12:19:18 ‘ ‘
T S e Konnie Craig 2011-11-2 11:43:40 |
Jane Jonas
RA OrderManager
RA OrderManager
ATRA OrderManager | 2019-07-18 10:08:44
RA OrderMenager | 2021-04-8 12:20:31 =
v
< >
12. Click [ Seareh | (the Search button) to generate a list of matching user profiles in WBSCM.
Manage Users Screen
Home Operations Admin Reports Help
Manage Users Master Data Organization Maintenance
T Admin > Manege Users > Manage Users Full Screen || Options
~
Welcome to Manage Users
All required fields sre marked with & red asterisk (*)
Organization Selection User Selection
Orga [Reset To Tap Organization | User Search Criteria:* [Last Name | = |smith | [E=arch
Active Organizations B First Mame Last Name Last Logon Date =
i Jane Smith
* Central Texss Food Bank
v
< >
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13. Click ©  (the Selection button) next to the user to be modified. In this example, Jane Smith is
selected.

@ (Note) The User Details panel displays information for the selected user on the following three
tabs:

e Personal Data - User name, organization, and contact information
e Role Data - User security role details
e Admin Data - User account status and available actions

Image: Manage Users Screen

Home Operstions Admin Reparts Help

Manage Users Master Data Organization Maintenance

Admin > Manage Users > Manage Users Full Screen || Options ~

Welcome to Manage Users o
All required fields are marked with & red asterisk (%)
Organization Selection User Selection
[Sesrch| [Clear ] User Search Criteria=* [Last Name || [=mith |[Search | [ Gleer |
Active Organizations E. First Name Last Mame Last Logon Date
E Jane Smith
= Central Texas Food Bank
User Details
Personal Data Role Data. Admin Data
Company: 0004001181 Sireet Address. | 280 W Hihgway 30
User ID: SMITHI0024 City: Austin
Title: Zip Code: 78701
First Name: Jane Country: USA
Last Name: Smith Siate Or Province:  Texas
Email: jane smith@smail.eom | Time Zone: Central Time (Dallas)
Fax:
Mobile Phane:
Phone: 565-556-1212
=
£ >
14. Perform one of the following:
If Then
Admin needs to review the user profile details Go to Step 15.
without making changes
Admin needs to make changes to the user's 1. Click [ Modify User | (the Modify User

name, contact information, and/or security roles button) to activate modify mode.

2. Go to Step 15.

Admin needs to perform other administrative Go to Step 20.
actions on the selected user profile
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Image: Manage Users Screen

Home Operstions Admin Reparts Help

Manage Users  Master Data  Orgsnization Maintenance
Admin > Manage Users > Manage Users Full Screen || Options =

Welcome to Manage Users i
Al required fikds are marked with & red astarisk (%}
Organization Selection User Selection
[z [Gewr | User Search Criteria= [LastName | smih | [Searan] [Gear]
Active Organizations. B First Name Last Mame Last Logon Date
E Jane Smith
= Central Texas Food Bank
User Details
Personal Data Role Data Admin Data
Company: 0004001181 Street Address: 260 W Hihgway 30
Usar ID: SMITHI0024 city: Augtn
Title: = Zip Code: el |
FistMame:® [Jane | Gountre® USA v
Last Name:= Stste OrProvince: [Texss  |=
Emsit*  [janesmith@emaicom | Time Zone: [Cenkeal Time (Dallaz) |+
Fax |
) I
L= R—
[ty .
< >
15. As required, complete/review the following fields:
Field R/O/C Description
Title: O A heading used before a surname or full name.
@ (Note) Use [] (the Drop-down arrow)
[ in the field to select the title.
First Name: O First name of the user.
Example:
Jane
Last Name: 0] Last name of the user.
Example:
Smith
Email: O Email address for user or organization.
Example:
janesmith@email.com
@ (Note) This is the email address where
b the new registration email will be sent.
The new user must have access to this
email account.

Thursday, June 24, 2021 © WBSCM Training - Proprietary Page 11 of 18
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Field R/O/C Description
Fax: O Fax number for the user or business partner.
Mobile Phone: O Cellular phone number where the user or

organization can be reached.

Phone: O Phone number for a user or organization.

Example:
555-555-1212

Street Address: O A free text field to enter the main street address of
the user or organization.

Example:
280 W Highway 30

City: O City where the user or company is located.

Example:
Austin

Zip Code: O Zip code for the location of the user or
organization.

Example:

78701

@ (Note) Zip code is required even though
.l it is not marked with a red asterisk. If

the user leaves this field blank or enters
the zip code in incorrect format, an error
will occur and entry will need to be
corrected before user can be created.

Country: O Country code that represents country name.

Example:
USA

9 (Note) Use ™! (the Drop-down arrow)

in the field to select the country.

Thursday, June 24, 2021 © WBSCM Training - Proprietary Page 12 of 18



| i Work Instructi
|WBS(MJ D?srpIr;;syrL:a(;rI\cz;1 Maintain User

Field R/O/C Description

State Or Province: O State where the user or organization is located.
Example:
Texas

@ (Note) Use "= (the Drop-down arrow)
el in the field to select the state or
province.

Time Zone: O Standard time for a region throughout the world.

Example:
Central Time (Dallas)

(Note) Use ™! (the Drop-down arrow)
il in the field to select the time zone.

@ (Note) Fields that are grayed out may not be edited.

16. Click = RoleDsta (the Role Data tab) to review or update user role details.

@ (Note) The Role Data tab displays two columns that contain the following details:

o Available Roles - All roles available but not yet assigned based on the user's
organization. Note that different roles are available for each type of organization; refer to
the WBSCM Role Assignment Matrix job aid for more information.

e Current Roles - All roles currently assigned to the new user.

Image: Manage Users Screen

Home Cperstions | Admin Reports Help

Manage Users  Master Dats  Organization Maintenance
Admin > Manage Users > Manags Users Full Scrzen || Options ~

Welcome to MBI'IEQE Users
Al required fiskds sre markad with a red asterisk (7}
Organization Selection User Selection

[Bearch] Reset To Top Crganizafion User Search Criteria:* [Last Name | ] [=mith | [Search]
Active Organizations Bl First Name Last Name Last Logon Date
Jane Smith

= Central Texas Food Bank

Creste Mew User

User Details.

Personal Data

Available Roles. Cunent Roles:
B B
Crder Manages - RA Order Mansger - RA
Crg Admin - RA
User Admin - RA
iew-Only - RA

Thursday, June 24, 2021 © WBSCM Training - Proprietary Page 13 of 18
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(WBSCM |

Display and Maintain User

17. Perform the following as needed:
If

Admin needs to assign a role to the selected user

Then

1.  Click (the Selection button) next to the
role in the Available Roles column.

2. Click (the Add button) to assign
the role to the user.

LE (Note) Once assigned, the role will appear in
the Current Roles column.

Admin needs to unassign a role from the selected
user

1. Click (the Selection button) next to the
role in the Current Roles column.

2.  Click Remave (the Remove button) to
unassign the role from the user.

:-E Once unassigned, the role will appear in the
Available Roles column.

Admin has completed updates to Role Data

Go to Step 20.

jE (Note) If not already in modify mode, click (the Modify User button).

@ (Note) Each role must be assigned/unassigned individually. In this example, the Org
Admin - RA role is added. Repeat the steps above as needed.

Image: Manage Users Screen

Home Cperstions | Admin Reports Help

Manage Users  Master Dats  Organization Maintenance

Admin > Manage Users > Manags Users

Welcome to Manage Users
All required fislds are marked with & red astarisk ()
User Updsted Successfully

Organization Selection

Reset To Top Crganization

Full Scrzen || Options ~

fal

User Selection
User Search Criteria=* [LastName | %] [smith |
B First Name Last Nama Last Logon Date

Jane Smith
Creste Mew Ussr
User Details.
Personsl Data RoleData | Admin Data

Current Roles:
B
Crder Manager - RA
Org Admin - R&

(T Ve | [Doee awr] (551

Thursday, June 24, 2021
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WBSCH |

Display and Maintain User

18. Click (the Save button) to save any changes to the Personal Data and Roles Data tabs.
@ (Note) This button will only appear if modify mode was activated.
@ (Note) WBSCM displays a message that the user was updated successfully.
19. Perform one of the following:
If Then
Admin needs to review account status or perform  Go to Step 20.
administrative actions on the selected user profile
Admin needs to delete the selected user profile Go to Step 22.
Admin has completed all updates Go to Step 24.
20. Click =~ AdminBsta (the Admin Data tab) to lock/unlock the user profile or resend eAuth
instructions to the new user.
Image: Manage Users Screen
Welcome to Manage Users
All required fiekds are marked with a red asterisk ("}
Organization Selection User Selection
EmlE User Search Critri:* [LastHame |~ (3w | [Searen] [Gear]
Active Organizations Bl First Name Last Name Last Logon Date
Jane Smith
User Locked: ]
Reason Locked: [
[odity User | [ Delete User | Canoel
< >
21. Perform any of the following:
If Then

Admin needs to lock the user

1. Click (the Modify User

button) to activate modify mode.

2. Click ! (the empty checkbox) next to User
Locked to lock the user profile, preventing
the user from accessing WBSCM.

3.  As applicable, provide information in the

Thursday, June 24, 2021
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Work Instruction

(WBSCM |

Display and Maintain User

Then

Reason Locked: field.

4. Click (the Save button) to save the
changes.

Admin needs to unlock the user

1. Click (the Modify User

button) to activate modify mode.

2. Click ¥ (the checked box) next to User
Locked: to unlock the user profile, allowing
the user to access WBSCM.

3.  As applicable, provide information in the
Reason Locked: field.

4. Click (the Save button) to save the
changes.

Admin needs to send the eAuth registration email
to the user again

Click | Resend New User Email | (the Resend New
User Email button) to have the system resend the
new user registration email.

Admin has no further updates

Go to Step 24.

Image: Manage Users Screen

Home Cperstions Admin Reports Help

Manage Users  Master Dats  Organization Maintenance
Admin > Manage Users > Manage Users

Welcome to Manage Users
Al required fiskds sre marked with a red asterisk (°)
User Updstad Successfully.

Organization Selection
Active Organizations

= Central Texas Food Bank

Full Screen || Options ~

Lol

User Selection
User Search Criteria™® [LastName || [smith | [Search]
B First Name Last Mame Last Logon Date
Jane Smith
Create New User
User Details
RoleDais | Admin Dats

Company: 0004001181 Sireet Address. | 280 W Hihgway 30

User ID: SMITHJ00Z4 Gity: Austin

Title Zip Code: 7B701

FirstMame. | Jane Gountry USA

State Or Province: | Tesas
Central Time (Dallss)

Last Name: Smith

Emsil fane smith@emsil com | Time Zone:

Mobile Phone:
Phone: 555-555-1212

o |G|

22. Click (the Delete User button) to remove the user.

o

(Note) (the Delete User button) is active only in display mode. If the user is in modify

mode the button is grayed out and cannot be used.

Thursday, June 24, 2021
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WBS ( M{:;-—g Work Instruction
DILM Display and Maintain User

Image: Confirm Delete User SMITHJ0024? Pop-Up

Confirm Delete User SMITHJ0024? @

Please confirm you want to delete this user.

23. Click (the Yes button) to confirm in the Confirm Delete User pop-up window.

B (Note) After a user profile is deleted, the Admin will no longer be able to search for or
display the user in the Manage User screen; however, the User Security Report shows
deleted users.

o (Note) Refer to the User Security Report job aid to review a list of users and perform any
required analysis.

24. The transaction is complete.

Thursday, June 24, 2021 © WBSCM Training - Proprietary Page 17 of 18



WBS(M i Work Instruction
¥ J Display and Maintain User
RESULT

User details have been reviewed or modified. This could include:

Reviewed/updated personal data
Reviewed/assigned/unassigned security roles
Locked/unlocked user

Resent eAuth email

Deleted the user

Thursday, June 24, 2021 © WBSCM Training - Proprietary Page 18 of 18
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USDA United States Department of Agriculture

— Web-Based Supply Chain Management

WBSCM User Security Roles
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1. SDA/ITO

The State Distributing Agency (SDA) and Indian Tribe Organization (ITO) is responsible for making and
enforcing decisions about operations, setting up RA access in WBSCM, ensuring RA staff are trained, and
providing guidance and operational support for RA activities in WBSCM.

1.1 Complaint Specialist - SDA/ITO
A user assigned the Complaint Specialist - SDA/ITO role may enter and review complaints submitted in
WBSCM on behalf of their organization or associated RAs and Co-Ops.

e Create/Display FNS Complaints
1.2 Order Manager - SDA/ITO
A user assigned the Order Manager - SDA/ITO role can manage orders, maintain delivery dates for Direct-Ship

and National Warehouse deliveries, perform file uploads/downloads for catalogs and orders, run
entitlement/bonus reports, and perform shipment receipts on behalf of their organization or RAs.

Catalog Maintenance

e Display RA Catalog
e Maintain Direct-Ship Delivery Periods

File Uploads/Downloads

e Download Catalog

e Download Purchase Orders
e Download Sales Orders

e Upload SDA Sales Orders

NW Delivery Calendar
e Maintain National Warehouse Delivery Calendar

o NW Delivery Calendar Report

Order Management

e Consolidate Requisitions

e Domestic Order Entry

e  Full Truck Load and Transfer Requests
e Redistribute Order Quantities

e Returned FNS Orders

Reports
e Entitlement/Bonus Summary Report

e RA Entitlement/Bonus Detail Report
e SDA Entitlement/Bonus Detail Report

March 3, 2022 3



USD United States Department of Agriculture

sl \Veb-Based Supply Chain Management

Shipment Receipts

e Enter Shipment Receipt
e Upload Shipment Receipt

1.3 Org Admin - SDA/ITO
A user assigned the Org Admin - SDA/ITO role can maintain organization data, create and maintain users at
both the SDA and RA level, maintain catalog views, and manage RA entitlement.

Catalog Maintenance

e Display RA Catalog
e Manage RA Catalog Views

Entitlement Management

e SDA Entitlement Budgeting for CACFP
e SDA Entitlement Budgeting for NSIP

e SDA Entitlement Budgeting for NSLP
e SDA Entitlement Budgeting for SFSP

e SDA Entitlement Budgeting for TEFAP

File Uploads/Downloads

e Download Catalog

Manage Users
e Manage Users

e User Security Report

Organization Maintenance

o Create RA Organization

e Update RA Organization

e (Create Co-op Organization

e Update Co-op Organization

e Mass Assign/Un-assign Ship-To
e Update my Organization

e Upload New RA Organization

e Upload RA Updates

Back to top
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1.4 Recall Contact - External
A user assigned the Recall Contact — External role is flagged as an SDA/ITO contact that should receive recall
notifications from WBSCM (via email, phone, or SMS text message) in the event of a recall.

1.5 Recall Specialist - SDA/ITO
A user assigned the Recall Specialist - SDA/ITO role can view recall information in WBSCM and complete the
Recall Survey Response Form for recalls in which the SDA/ITO is impacted.

e Access Recall Survey Response Form
o Display FNS Recall
e View Business Partners Impacted by Recall

1.6 User Admin - SDA/ITO

A user assigned the User Admin —SDA/ITO role can create new users as well as update contact information
and assigned roles for users within the SDA/ITO organization. They may also deactivate user accounts for their
organization that are no longer needed.

e Manage Users
e User Security Report

1.7 View-Only - SDA/ITO
A user assigned the View-Only - SDA/ITO role has access to order management, material pricing, and
entitlement reports.

e Domestic Price Support Report

e Domestic Ship-To Contacts Report

e Entitlement/Bonus Summary Report

e List of Materials

e Material Outlay Report

e Material Pricing Report

e  Multi-Food Received Shipment Report
e Multi-Food Requisition Report

e NW Delivery Calendar Report

e Order Status Report

e Processing Status Report

e RA Entitlement/Bonus Detail Report

e Received Shipment Report

e Redistribution/Redonation Detail Report
e Requisition Status Report

e SDA Entitlement/Bonus Detail Report

March 3, 2022 5



US DA United States Department of Agriculture

sl \Veb-Based Supply Chain Management

e Stocks at Subcontractor

e Value of Commodities Received - RA

e Value of Materials Received - Domestic & Price Support
e Value of Materials Received - Multi-Food

Back to top
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2. Recipient Agency (RA)

The Recipient Agency (RA) is responsible for creating requisition orders and performing shipment receipts in
WBSCM in coordination with its SDA/ITO.

2.1 Order Manager - RA
A user assigned the Order Manager - RA role can create requisition orders, run the National Warehouse (NW)
Delivery Calendar Report, run entitlement/bonus reports, and perform shipment receipts.

Order Management
e Domestic Order Entry

NW Delivery Calendar

e NW Delivery Calendar Report

Reports
e Entitlement/Bonus Summary Report

e RA Entitlement/Bonus Detail Report

Shipment Receipts

e Enter Shipment Receipt
e Upload Shipment Receipt

2.2 Org Admin - RA
A user assigned the Org Admin - RA role can maintain organization data and view users assigned to its
organization.

e Maintain Organization
e Manage Users
e User Security Report

2.3 User Admin - RA

A user assigned the User Admin - RA role can create new users as well as update contact information and
assigned roles for users within their RA organization. They may also deactivate user accounts that are no
longer needed.

e Manage Users
e User Security Report

March 3, 2022 7
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2.4 View-Only - RA
A user assigned the View-Only - RA role has access to order management, material pricing, and entitlement
reports.

e Domestic Ship-To Contacts Report

e Entitlement/Bonus Summary Report

o List of Materials

e  Material Pricing Report

e  Multi-Food Received Shipment Report

e Multi-Food Requisition Report

e RA Entitlement/Bonus Detail Report

e Redistribution/Redonation Detail Report
e Requisition Status Report

e Value of Commodities Received - RA

e Value of Materials Received - Multi-Food

Back to top
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3. Co-op
The Co-op organization (if set up by the SDA) may place requisition orders on behalf of member RAs and
review/consolidate RA requisitions before submission to the SDA for approval.

3.1 Order Manager - Co-op
A user assigned the Order Manager - Co-op role can create/manage orders and perform shipment receipts on
behalf of their RAs.

Order Management

e Consolidate Requisitions
e Domestic Order Entry

Shipment Receipts

e Enter Shipment Receipt
e Upload Shipment Receipt

3.2 Org Admin - Co-op
A user assigned the Org Admin - Co-op role can maintain organization data and view users assigned to its
organization and its RAs.

e Maintain Organization
e Manage Users
e User Security Report

3.3 User Admin - Co-op

A user assigned the User Admin - Co-op role can create new users as well as update contact information and
assigned roles for users within their own Co-op organization. They may also deactivate user accounts for their
organization that are no longer needed.

e Manage Users
e User Security Report

3.4 View-Only - Co-op

A user assigned the View-Only - Co-op role has access to order management and entitlement/bonus reports.

e Domestic Ship-To Contacts Report

e Entitlement/Bonus Summary Report

e  Multi-Food Received Shipment Report
e  Multi-Food Requisition Report

e RA Entitlement/Bonus Detail Report
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e Received Shipment Report

e Redistribution/Redonation Detail Report

e Requisition Status Report

e Value of Commodities Received — RA

e Value of Materials Received - Domestic & Price Support
e Value of Materials Received - Multi-Food

Back to top
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4. HQ Receiver

The HQ Receiver organization is responsible for managing shipment receipts for a group of ship-to locations.

4.1 Org Admin - HQ
A user assigned the Org Admin - HQ role can download catalogs, perform shipment receipts, and view
organization and user data for its own organization.

File Uploads/Downloads

e Download Catalog

Shipment Receipts

e Enter Shipment Receipt
e Upload Shipment Receipt

Maintain Organization

e Display My Organization

Manage Users
e Manage Users

e User Security Report

4.2 Org Admin - Processor HQ
A user assigned the Org Admin - Processor HQ role can perform inventory allocations and run Processing
reports. This role is assigned by FNS.

e Inventory Dashboard
o Processing Status Report
e Processor Request Report

4.3 User Admin - HQ

A user assigned the User Admin - HQ role can create new users as well as update contact information and
assigned roles for users within their own organization. They may also deactivate user accounts for their
organization that are no longer needed.

e Manage Users
e User Security Report

March 3, 2022 11
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4.4 View-Only - HQ

A user assigned the View-Only - HQ role has access to order management and material pricing reports.

o List of Materials

e  Material Pricing Report

e  Multi-Food Received Shipment Report

o NW Delivery Calendar Report

e Order Status Report

e Received Shipment Report

e Redistribution/Redonation Detail Report
e Requisition Status Report

e Stocks at Subcontractor

Back to top
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5. Domestic Ship-To

The Ship-to organization is responsible for performing shipment receipts in WBSCM in coordination with the
SDA/RA or ITO.

5.1 Org Admin - Domestic Ship-To
A user assigned the Org Admin — Ship-To role can download catalogs, perform shipment receipts, and view
organization and user data for its own organization.

e Download Catalog

e Enter Shipment Receipt

e Maintain Organization (Display My Organization)
e Manage Users

e Upload Shipment Receipt

e User Security Report

5.2 Org Admin - Processor
A user assigned the Org Admin - Processor role can perform inventory allocations and run Processing reports.
This role is assigned by FNS.

e Inventory Dashboard
e Processing Status Report
e Processor Request Report

5.3 User Admin - Domestic Ship-To

A user assigned the User Admin — Domestic Ship-To role can create new users as well as update contact
information and assigned roles for users within their own ship-to organization. They may also deactivate user
accounts for their organization that are no longer needed.

e Manage Users
e User Security Report

5.4 View-Only - Domestic Ship-To
A user assigned the View-Only - Domestic Ship-To role has access to order management and material pricing
reports.

e List of Materials

e Material Pricing Report

e Multi-Food Received Shipment Report
e NW Delivery Calendar Report

March 3, 2022 13
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e  Order Status Report

e Received Shipment Report

e Redistribution/Redonation Detail Report
e Requisition Status Report

e Stocks at Subcontractor

Back to top
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7. National Warehouse (NW)

The National Warehouse (NW) is responsible for provisioning commodities for multi-food orders and managing
multi-food inventory in WBSCM.

7.1 Org Admin - National Warehouse

A user assigned the Org Admin — National Warehouse role can perform shipment receipts for replenishment
orders, maintain NW delivery calendar, perform warehouse management transactions, and view user data for
its own organization.

e Order Processing
o Shipment Receipts
= Enter Shipment Receipt
= Upload Shipment Receipt
o NW Delivery Calendar
= Maintain National Warehouse Delivery Calendar
= NW Delivery Calendar Report
e Warehouse Management
o Delivery Management
= Qutbound Delivery Monitor
o Inventory Management
= Block Stock
= Display Material Document
= Display Warehouse Stocks of Material
= Stock on Posting Date
= Stock Overview - Display Inventory
o Batch Management
= Batch Information Cockpit
= Batch Where-Used List
= Display Inventory Batch
= Modify Inventory Batch
= View MRP Created PRs
o File Uploads/Downloads
= National Warehouse Orders to be Filled
= Upload BOLs from National Warehouse
= Upload National Warehouse Inventory
e Manage Users
e User Security Report
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7.2 User Admin - National Warehouse

A user assigned the User Admin - National Warehouse role can create new users as well as update contact
information and assigned roles for users within their own NW organization. They may also deactivate user
accounts for their organization that are no longer needed.

e Manage Users
e User Security Report

7.3 View-Only - National Warehouse
A user assigned the View-Only - National Warehouse role has access to NW inbound/outbound order reports
and material pricing reports.

o List of Materials

e Material Pricing Report

e  Multi-Food Received Shipment Report

e Multi-Food Requisition Report

e National Warehouse Replenishment Report

Back to top
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8. Third-Party Barter (SEAM)

8.1 Org Admin - Third-Party Barter
A user assigned the Org Admin - Third-Party Barter role can download sales order and update orders via the
Mass Order update screen.

e Download Sales Order
e Mass Order Update

8.2 User Admin - Third Party Barter

A user assigned the User Admin - Third-Party Barter role can create new users as well as update contact
information and assigned roles for users within their own organization. They may also deactivate user accounts
for their organization that are no longer needed.

e Manage Users
e User Security Report

8.3 View-Only - Third Party Barter
The View-Only - Third-Party Barter role currently provides no additional views or reports for users. For this
reason, this security role does not need to be assigned.

Back to top
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WBSCM New User Registration
Job Aid

Create eAuth ID I ngrister WBSCM Account '. )

A WBSCM account must first be created by the User Administrator or the user’s organization. Once this account is created, WBSCM automatically generates a
registration email that is sent to the user with steps to create an eAuthentication (eAuth) ID and link it to their WBSCM account. This email should be saved until the eAuth
ID has successfully been linked to the WBSCM account(s).

r Create eAuth ID 1 Register WBSCM Account L
Step 1: Create new eAuth ID Step 2: Link to WBSCM
(If an existing eAuth ID exists, skip to Step 2 of the Registration email.)
% Enter a unique email address that has not previously been associated with % Click the unique link listed under Step 2 of the WBSCM Account
an eAuth ID (such as for previous access to WBSCM). Registration email.
% Select the appropriate type of eAuth ID based on the user’s role: < Accept the Rules of Behavior to link the eAuth ID and WBSCM account.
» Customer/Vendors/Business Partners = Customer If the Rules of Behavior are not accepted the WBSCM account gets

> USDA Federal Employees/Affliates/Contractors - USDA
Employee/Contractor *

K7

locked.
< An active eAuth ID can be linked to more than one WBSCM account.

Upon logging into future WBSCM sessions, the user can select the

> USAID Federal Employees/Affiliates/Contractors - Other Federal
Employee/Contractor

desired account from a Selection screen. If a desired WBSCM account is
not listed on the Selection screen, it may be due to one of the following

The Rules of Behavior have not been accepted

There is a Last Name and Email Address mismatch between the
eAuth ID and the WBSCM Account

The WBSCM Account is locked/inactive

+» Theregistration link is only valid for 30 minutes; this link can be resent reasons:
from the eAuth website. >

¢ USAID Internal users must complete Identity Verification. From the eAuth >
Update Account page, select Verify My Identity, accept the terms of
service, and provide the required information. In-person identity >
verification is available at USDA Service Center/Local Registration Authority >

(LRA) location.

L J L

/7

Helpful Tips: .

Additional available resources:

+» WBSCM New User Registration Video
+»+ eAuthentication Tips and Support Job Aid
s Multiple WBSCM Account Registration Job Aid
March 14, 2022 © WBSCM Training — Proprietary

The WBSCM Account is a legacy account (prior to 6/26/2020)

J

+* Chrome is the recommended browser for the registration process.
+» Bookmark the WBSCM website: https://portal.wbscm.usda.gov/

Page1of1l
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eAuthentication Tips and Support

New eAuth IDs require a unique email address as the User ID. Existing eAuth IDs (created before
June 26,2020) remain unchanged, even if they were set up with non-unique email addresses.

This job aid includes information on the following topics:
e About eAuthentication
e eAuth ID and WBSCM Accounts
e eAuth User ID and Password Recovery

e eAuth ID Maintenance

e Online Identity Verification Process

e eAuth Help Resources
e Related WBSCM Help Resources

(1) About eAuthentication

a. eAuth is a USDA system used to manage identity and login credentials for a variety of
Department applications, including WBSCM. The same eAuth ID may be used to access different
systems.

b. eAuth IDs are set up for individuals not organizations. When setting up a new eAuth ID, users are
prompted to provide their own name and email address.

c. Auser may create more than one eAuth ID as long as a unique email address is used for each. The

uniqgue email address becomes the eAuth User ID.

If the email address associated with a new eAuth account is updated, the User ID will also change.

For legacy eAuth IDs, if the email address is not unique, the user will see the following Email is
Not Unique warning prompt each time they log in, informing them of the option to enter a
unique Account Management Email (AME). This email is used for password resets and similar
activities. The warning will no longer appear after an AME is entered.

Emailis Not Unique
This account shares an email address with one or more other eAuth accounts. To provide enhanced security for this account we recommend you complete one of the following:
1. Change your email address in the Login Information section to a new email address that is not currently being used by this account or another account in the system and only you have access to.

2. Add a new email (not used by other accounts) as the Account Management Email. If you need to keep your shared Login Information email fer business or application reasons.

Note: When an Account Management Email is added to your account it will be used in place of your primary email when updating account information.

Remind me later Update Account

Back to Top

(2) eAuth ID and WBSCM Accounts

a. Inorder to establish the link between eAuth and WBSCM, the last name and email must match
exactly, including any spaces and punctuation. When setting up a new eAuth ID, refer to the
WBSCM registration email to see how the last name and email were entered in the WBSCM

Thursday, June 25, 2020 ©WBSCM Training — Proprietary Page 1 of 5
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eAuthentication Tips and Support

profile; if this is incorrect, the user should contact the user administrator for their organization to
update the WBSCM profile before proceeding.

b. During the registration process, users must also accept the WBSCM Rules of Behavior to
successfully link the eAuth ID to their WBSCM account. If the user does not accept, the WBSCM
account gets locked. To regain access, users should contact their user administrator.

c. Users can have more than one WBSCM account if they support different organizations. Multiple
WBSCM accounts can be linked to the same eAuth ID. During WBSCM login, the user can select
which account they would like to access.

d. If the desired WBSCM account does not appear on the selection screen, it may be locked OR the
email address and/or last name do not match between the eAuth ID and the WBSCM accounts.
To update the WBSCM account, users should request assistance from their user administrator.

e. For more information on how to link multiple WBSCM accounts to a single eAuth ID, refer to the
Multiple WBSCM Account Registration job aid.

Back to Top

(3) eAuth User ID and Password Recovery
a. Self-service tools are accessible from the eAuth login dialog and on the eAuth Help webpage.

b. To recover forgotten eAuth User ID(s), click (the Forgot User ID link) next to User ID.
The user must know the First Name, Last Name, and Email associated with the eAuth account,

and they must also have access to that email account.
c. After providing the requested information, users will receive their User ID(s) at the email address
associated with the eAuth ID.

An official website of the United States government Here's how you knowv

]

USDA eAuthentication @eAuth

Sl U .S. DEPARTMENT OF AGRICULTURE

HOME  CREATEACCOUNT MANAGE ACCOUNT v HELP v

Log In with Log In with
PIV/CAC B Password

“\' )

d. To reset a forgotten Password, click EEEEEEEIIE (the Forgot Password link) and select the
desired reset method.
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IWBSCMJ Job Aid

eAuthentication Tips and Support

HOME ~ CREATEACCOUNT MANAGE ACCOUNT v HELP v

Forgot Password @

() Iwant to reset my password with my email

(_) I'want to use my PIV/CAC Card (for federal employees and contractors)

e. Customers and USDA Employees/Contractors who forget their password may use the email reset
option to recover their password. The user must know and have access to the email account

associated with the eAuth ID; they will receive further instructions by email.

f. After clicking the Reset Password link in the email, users may be prompted to select the eAuth
account by User ID or by First and Last Name, if there is more than one legacy eAuth ID using the
same email address. If the email is associated with multiple eAuth IDs, the user must also know
either the User ID or the First and Last Name.

HOME CREATE ACCOUNT MANAGE ACCOUNT ~ HELP ~

Forgot Password

The email you provided is associated with multiple accounts. To identity a specific account and reset the password, please enter either
your user 1D or first and last name.

Please select a method to identify a specific account

C. User 1D

C. First and Last Name

g. USDA Employees/Contractors may also use their LincPass card to reset their forgotten password.
After entering the PIN and successfully authenticating, the user is taken to their eAuth account
profile to enter a new password for the account.

h. Inthe event a user does not know the User ID and cannot use the recovery methods above, they
should request assistance from their User Admin, if:

- The user cannot access email associated with the account, or

- The email address is associated with more than one account, and
1. The user cannot recall the User ID
2. The user cannot recall the First/Last Name

Back to Top
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WBS(MJ Job Aid

eAuthentication Tips and Support

(4) eAuth ID Maintenance

a. Inactive eAuth IDs will be disabled after 400 days of inactivity. Users will not be notified by the
eAuth system when this occurs. Users should log in to WBSCM at least once per calendar year for
each user profile to stay active. If the user has forgotten their User ID and/or Password, they may
use the self-service recovery tools described in eAuth User ID and Password Recovery.

b. Passwords, including those for legacy eAuth IDs, do not expire.

c. Users may change their password at any time using (the Manage Account
dropdown) on the eAuth banner. The user must know their current password to use this tool.

HOME  CREATE ACCOUNT MANAGE ACCOUNT v HELP v

Update Account

Change Password |
Log Inwith

Forgot Password Password

Forgot User ID
User ID

Password

B Show Password

Uiy
L

d. After loggingin, legacy users may be prompted to update other eAuth profile information. These
requests are not phishing attempts.

e. Users can update profile information for their eAuth ID. On the eAuth Home webpage, select

Update Account (the Update Account link) from the (the Manage Account
dropdown). If not already logged in, users will be prompted to do so.

S An official website of the United States govemment Hre's how you know™

USDA eAuthentication (3
_ U.S. DEPARTMENT OF AGRICULTURE UE‘AU'th

HOME CREATE ACCOUNT MANAGE ACCOUNT v HELP v

Update Account

Change Password

eAuth Home Forgot Password
Forgot User ID

Delivering easy to obtain,

secure and private online
access to USDA programs
and services.

f. After making any changes to the eAuth profile or password, users should log out and close the
browser. Then, log in to WBSCM to confirm access is still valid.

Back to Top
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WBSCM ;

eAuthentication Tips and Support

Online Identity Verification Process

a. The Online Identity Verification process is a new feature that allows users to verify their identity
online to enable access to restricted applications (known as “Level 2” prior to June 26, 2020). For
some users, this may eliminate the need to visit a Local Registration Authority (LRA) location.

b. USAID Internal users must complete Identity Verification to use WBSCM. Log in to the eAuth
Update Account page, select Verify My Identity, accept the terms of service, and provide the
required information.

c. Ifitisrequired for their role, after logging in to WBSCM, users can conveniently complete the
Online Identify Verification process online. The eAuth F.A.Q. contains additional information.

d. Alternatively, users may complete the identity verification process at a USDA Service
Center/Local Registration Authority (LRA) location.

e. To complete the process online, the Terms of Service must be accepted. Choosing not to accept
the Terms of Service and exiting will opt the user out of the online verification process.

f. After accepting the Terms of Service, the system prompts the user to complete the account
profile form. Date of Birth and Social Security Number are required; the verification process will
search for a matching identity through Experian. Then, the user must answer five questions.
Afterwards, they will receive an email to confirm successful completion of identity verification.

g. Reasons for unsuccessful Online Identity Verification include insufficient data to generate the
identity verification questions, incorrect answers by the user, or too many attempts.

Back to Top

(6) eAuth Help Resources

a.
b.
C.

eAuth Home Page: https://www.eauth.usda.gov/home
eAuth Contact Us: https://www.eauth.usda.gov/eauth/b/usda/contactus
eAuth F.A.Q.: https://www.eauth.usda.gov/eauth/b/usda/faq

Back to Top

(7) Related WBSCM Help Resources

a.
b.
C.

WBSCM New User Registration job aid

Multiple WBSCM Account Registration job aid
WBSCM New User Registration video

Back to Top
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PROCESS OVERVIEW

Purpose

Use this procedure to review and update user profile information if there is a change of address or
communication information, including email address (required) and alternate methods. Any

WBSCM user may follow these steps to update contact information and notification preferences in their
own user profile. User Administrators (User Admins) create the initial user profile in WBSCM, and can
also update the contact information for the user using the Maintain User Profile transaction.

Process Trigger
Perform this procedure when:

. a user has a name or address change
. a user needs to update communication methods.

Users may only update their own profile. This process is intended to be done by an individual WBSCM
user.

Prerequisites
o The WBSCM user must exist in the system.
Portal Path
Follow the Portal path below to complete this transaction:
. Select Admin tab + Manage Users folder # Maintain User Profile link.
Tips and Tricks

. The R/O/C acronyms in the field tables represent Required, Optional, or Conditional field entries.
o Required (R) — a mandatory field necessary to complete the transaction
o  Optional (O) — a non-mandatory field not required to complete the transaction
o  Conditional (C) — a field that may be required if certain conditions are met, typically
linked to completion of a mandatory field
o Refer to the WBSCM Help site, Frequently Referenced Training Materials section for basic
navigation training and tips on creating favorites, performing searches, etc.
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PROCEDURE

1. Start the transaction using the Portal path Admin tab & Manage Users folder & Maintain User
Profile link.

Image: Maintain User Profile Screen

Home: Operations Admin Reparts Help

Manage Users  Master Data

o Admin > Manage Users = Maintain User Profie Full Scrzen | Options =

Welcome to Maintain User Profile
All required fields sre marked with a red asterisk (*). Dates are formatted a5 MMDO/Y Y'Y
My Profile Details =
Name
Title: -
# First Mame: [John ]
= Last Name: [Dos |
Address
Streat: | |Housa Mumber: [ |
City: [
Regionor State: [Alspama [+ Pastal Code:
Country: [USA =
Communication
Method Walue { Number ! E-mail Address |
E [John.Doe@email.com |
elephons [202-111-1111 Ik: §
[ il ki
[ B[ s}
Opt-out from e-mails:
NOTE: To unsubscribe from an email - check one or more option below:
[[] order Change Netification
[ Missing GR Matification
[E Updst=
2. Click * (the Hide Navigator arrow) to minimize the Portal menu. This can be done for all

transactions in WBSCM.

@ (Note) Recall Contacts have an additional section at the bottom of the screen used to
enter preferred communication method in case of recall. For instructions to review or edit
the recall communication methods, Recall Contacts should use the Maintain Recall
Notification Preferences work instruction.

@ (Note) Upon opening the user profile, users will see the information added by the User
Administrator at the time of creating the profile. The user can edit these fields as
appropriate.
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3.

Image: Maintain User Profile Screen

Hama Operations Admin Repors Help

Manage Users  Master Data

Admin > Manage Users > Maintain User Profile
C

Welcome to Maintain User Profile

All reguired fields are marked with 2 red asterisk (*). Dates are formatted 25 MM/DOYYYY.

My Profile Details

Name

Title -

* First Mame: [John |

# Lasi Name: [Dos |

Full Screen | Options

Address
Strest: [ | House Number: | |
City: [
Region or State Fostal Code: [22033
Country: [USA I}
Communication

Method Value { Number ! E-mail Address }

aodress [{onn.Doe@email.com

[2oz-111-1m1

i |

[ I

|

i |

Opt-out from e-mails:

NOTE: To unsubscribe from an email - check one or mare option below
[[] order Change Notification
[[IMissing GR Notification

Update

As required, complete/review the following fields:

Field R/O/C

Description

Title: O

Mr., Mrs., Ms., Miss, or Dr.

Example:
Mr.

First Name: R

First name of the user.

Example:
John

Last name: R

Last name of the user.

Example:
Doe

Street: O

A free text field in which to enter the street address
of the user or organization.

Example:
123 Main Street

Thursday, July 28, 2022
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Field R/O/C Description
House Number: O The street number of a house or building, as
applicable.
City: O City where the user or company is located.
Example:
Mobile
Region R The State, District, Province, County, or other
regional locale.
State:
Example:
Alabama
@ (Note) The Region / State field is
(P dynamically related to the Country field,
and will display states or regions
relevant to the country selected. To
locate the correct region or state, the
user must first select the correct
country.
Postal Code: R A ZIP code.
Example:
12345
Country R Country code that represents country name.
Example:
USA
4. Perform one of the following:
If Then
The user needs to add a new Communication 1. CIick| [=] (the Method
Method drop-down) to select the communication
method.

2.  Enter the value in the Value (Number / E-
mail Address) field.

:-»—i (Note) The Method for the first line in this
section is for Email Address and cannot be
changed. This is a required field.

The user needs to edit the value of an existing
Communication Method

1. Click in the Value (Number / E-mail
Address) field for the existing
communication method.
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If Then
2. Type the new value.

The user needs to change or delete an existing

Communication Method Click o (the Trash Can icon) to clear saved

fields.

:-E (Note) To add a new Communication
Method to replace the one removed, see steps
above.

The user does not need to make any changesto ~ Go to Step 6.
Communication Methods

@ (Note) All users are required to enter an email address as a Communication Method;
additional methods are optional.

@ (Note) In this transaction, Method refers to a communication method. Users may select
from Fax Number, Email Address, Mobile Phone, and Telephone.

5. If applicable, review and update the user preferences in the Opt-out from emails: sectio

@ (Note) The Order Change Notification checkbox applies to Order Managers. If the Order
Change Notification checkbox is selected, the user will not receive notifications.

@ (Note) The Missing GR Notification checkbox applies to SDA Order Managers, Ship-
to, HQ, and NW Org Admins. If the Missing GR Notification checkbox is selected, the
user will not receive notifications.
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WBS(M Maintain User Profile

- -

Image: Maintain User Profile Screen

Homa Oparations Admin Repons Help

Manage Users Master Data

Admin > Manage Users > Maintain User Profile
3

Welcome to Maintain User Profile
All required fields are marked with a red asterisk (*). Dates are formatted a5 MMDO/Y Y'Y
My Profile Details

Tite:

# First Mame: [John |

= Last Name: [Doe |

Address

Street: [123 Main Strest | House Number: | |
City: [Mobile
Region or State: [Alabama  [¥] Postal Code: [12345

Country: [USA I}

Communication

Method Value { Number ! E-mail Address }

[{onn.Doe@email.com
[2o0z-111-11m1 i §
| [Mobile Phone [=] [202-555-1414 ki §

[ I ki |

Opt-out from e-mails:

NOTE: To unsubscribe from an email - check one or more option below:
[[] order Change Motification
[ Missing GR Motification

Full Screen | Cptions =

Update

6. Click BEIUPe== " 1o Update button).

Q (Note) A confirmation message "Data was saved successfully" displays.

Thursday, July 28, 2022 © WBSCM Training - Proprietary
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WBS(M Maintain User Profile

- -

Image: Maintain User Profile Screen

Home Operafions Admin Reports Help

Manage Users Master Data

Admin > Manage Users > Maintzsin User Profile
Data was saved successfully

Welcome to Maintain User Profile
All required fields are marked with a red asterisk (*). Dates are formatted as: MM/DDMYYYY.

My Profile Details

Name

Tite:
* First Name: [John |
# Last Name: [Doe ]

Address
Street- [123 Main Street | House Number: ||
City: [Mobile
Region or State: [Alabama [+ Postal Code: [12345

Country: [USA [+

‘Communication

Method Value [ Number !/ E-mail Address )

mail address [Joh Doe@email.com |
Mot B 202-555-1414 ki |
Telephone [202-111-1111 k: |

[ = i}

‘Opt-out from e-mails:

NOTE: To unsubscribe from an email - check one or more option below:
[] Order Change Mofification
[ ] Missing GR Motification

7. The transaction is complete.

Full Screen || Options *

81
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Page 7 of 8



-7 i Work Instructi
W‘BS(M ] Mc;rin?;irl:cLIJOger Profile

RESULT

The User Profile has been reviewed and updated, including changes to name, address, contact methods,
and subscriptions. Users who are Recall Contacts may also have updated their Recall Communication
Method settings. All updates entered by an individual user will be applied to the user's profile in

the Maintain User Profile transaction (for User Admins) as well.
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