Supporting Statement for Paperwork Reduction Act Submissions
Title: .gov Registrar
OMB Control Number: XXXXXX
A. Justification

1. Explain the circumstances that make the collection of information necessary. Identify any
legal or administrative requirements that necessitate the collection. Attach a copy of the
appropriate section of each statute and regulation mandating or authorizing the collection of
information.

.gov is a ‘top-level domain’ (TLD), similar to .com, .org, or .us. Enterprises use a TLD to
register a “domain name” (often simply called a domain) for use in their online services, like a
website or email. Well-known .gov domains include whitehouse.gov, congress.gov, or
uscourts.gov, but most .gov domains are from non-federal governments like ny.gov (State of
New York) or lacounty.gov (LA County).

.gov is only available to bona fide U.S.-based government organizations and publicly controlled
entities. When governments use .gov, they make it harder for would-be impostors to successfully
impersonate them online.

Under the DOTGOV Act of 2020 (6 U.S.C. § 665), CISA is responsible for the operation and
security of the .gov TLD. Pursuant to that law, the .gov program at CISA works to “provide
simple and secure registration of .gov internet domains”, “ensure that domains are registered and
maintained only by authorized individuals”, and “minimize the risk of .gov internet domains
whose names could mislead or confuse users”. In order to provision .gov domains to eligible
government entities and ensure adherence to the domain requirements published by CISA
pursuant to 6 U.S.C. § 665(c), CISA needs to collect information from requestors of .gov

domains. This is a new information collect request submission.

2. Indicate how, by whom, and for what purpose the information is to be used. Except for a new
collection, indicate the actual use the agency has made of the information received from the
current collection.

The information will be collected on an online web portal called the “.gov registrar”, which is
built and maintained by CISA.

Domain requestors will be asked to provide information on the characteristics of their
government entity (e.g., name, type, physical location, current domain), their preferred .gov
domain name (e.g., example.gov), their rationale for the name, organizational contact
information (names, phone numbers, email addresses), and nameserver addresses.

CISA analysts will review the attested information and assess whether the
organization/individual making the request is in fact eligible and verify that the request is from
the eligible organization. The information is also used to evaluate whether the requested domain
name meets domain requirements published by CISA pursuant to 6 U.S.C. § 665.



The information will be collected on an online web portal called the “.gov registrar”, which is
being developed under CISA’s direction. The registrar will be usable on mobile devices and be
the subject of user experience research to meet the needs of our users, including accessibility
needs.

The information to be collected is unique and not available from other sources.

Only U.S.-based government organizations are eligible for .gov domains; some of these
organizations may be small entities. The collection has been developed to request only the
information needed to confirm eligibility and adjudicate a .gov domain request.

Without this collection, CISA will be unable to assess the eligibility of requestors nor
provision .gov domains to government organizations. That outcome would decrease
cybersecurity for governments across the nation and minimize the public’s ability to identify
governments online.

This does not apply.

In rare circumstances, the eligibility of an organization may be inconclusive after a
response is evaluated. This may occur when information submitted is inadequate, unclear,
or suspect. It may also occur when CISA is unable to verify that the request has come

N



from an individual who is actually affiliated or represents the organization which could
qualify for a .gov domain.

In these situations, CISA may ask specific questions which could result in a written
(emailed) response.

This does not apply.

This does not apply.

This does not apply.

This does not apply.

This does not apply.

This does not apply.



disclosure, or reporting format (if any), and on the data elements to be recorded,
disclosed, or reported.

c. Describe consultations with representatives of those from whom information is to be
obtained or those who must compile records. Consultation should occur at least once
every three years, even if the collection of information activities is the same as in prior
periods. There may be circumstances that may preclude consultation in a specific
situation. These circumstances should be explained.

Date of Comments
1 # | N #| P #
_ Publication Volume umber age Addressed

60-Day Federal Feb 27, 2023 88 38 12399 n/a
Register Notice:

30-Day Federal
Register Notice

A 60 day notice for comments was published in the Federal Register on Feb 27, 2023. 0
comments were received related to the 60 day notice.

A 30 day notice for comments was published in the Federal Register on XX/XX/XXXX. 0
comments were received related to the 30 day notice.

9. Explain any decision to provide any payment or gift to respondents, other than remuneration
of contractors or grantees.
This does not apply.

10. Describe any assurance of confidentiality provided to respondents and the basis for the
assurance in statute, regulation, or agency policy.

Respondents are informed in CISA’s published domain requirements that “Pursuant to the
DOTGOV Act of 2020 (6 U.S.C. § 665(c)(4)), CISA will establish policies to limit the sharing or
use of any information obtained through administration of the .gov top-level domain with any
other component of the Department of Homeland Security or any other agency for any purpose
other than the administration of the .gov internet domain, supporting services we may offer, and
the establishment of a .gov inventory”.

11. Provide additional justification for any questions of a sensitive nature, such as sexual
behavior and attitudes, religious beliefs, and other matters that are commonly considered private.
This justification should include the reasons why the agency considers the questions necessary,
the specific uses to be made of the information, the explanation to be given to persons from
whom the information is requested, and any steps to be taken to obtain their consent.

This does not apply.



12. Provide estimates of the hour burden of the collection of information. The statement should:

a. Indicate the number of respondents, frequency of response, annual hour burden, and an
explanation of how the burden was estimated. Unless directed to do so, agencies should
not conduct special surveys to obtain information on which to base hour burden
estimates. Consultation with a sample (fewer than 10) of potential respondents is
desired. If the hour burden on respondents is expected to vary widely because of
differences in activity, size, or complexity, show the range of estimated hour burden, and
explain the reasons for the variance. Generally, estimates should not include burden
hours for customary and usual business practices.

The collection of data from respondents is voluntary. These figures are estimates and may

vary based on external factors or government policy. CISA estimates there would be 1,500

respondents annually, one response per respondent and each respondent will spend 20

minutes (0.333 hours) to gather and input the information into the .gov registrar. CISA

assumes the respondents will be government employees and uses the Bureau of Labor

Statistics state and local government employee wages and benefits data to estimate an hourly

compensation rate of $49.35." CISA multiplies the number of respondents, responses per

respondent, time per response and the hourly compensation rate to estimate an annual cost of
$24.674.

Number
Loaded
of Average Total
Average Total Annual
Form Number of Responses | Burden per Annual
Hourly Respondent
Name Respondents per Response Burden
Responde | (inhours) | (in hours) Wage Cost
in hou in hou
P Rate
nt
.gov registrar 1,500 1 0.333 500 $49.35 $24,674

! Bureau of Labor Statistics (BLS) Occupational Employment Statistics. May 2022. All Occupations (SOC 00-0000)
in State (NAICS 999200) and Local (NAICS 999300) Government. State mean wage was $31.28 with employment
of 2,122,270 and local mean wage was $30.30 with employment of 5,374,670. Weighted average wage for both state
and local = $30.58 = [($31.28 x 2,122,270) + ($30.30 x 5,374,670)] + (2,122,270+5,374,670) Source:
https://www.bls.gov/oes/2022/may/naics4 999200.htm and https://www.bls.gov/oes/2022/may/naics4 999300.htm.
Next CISA calculates the benefit factor for state and local workers based on total hourly compensation divided by
hourly wages. The benefit factor was 1.6139 = $57.60 + $35.69 Source: Employer cost for mployee Compensation
(ECEC), State and Local Government Workers, Released March 2023, for December 2022 data. Employer Costs for
Employee Compensation News Release - 2022 Q04 Results (bls.gov)
https://www.bls.gov/news.release/pdf/ecec.pdf

Finally, CISA multiplies the weighted average wage of $30.58 by the benefits factor of 1.6139 to get the hourly
compensation rate of $49.35.



https://www.bls.gov/oes/2022/may/naics4_999200.htm
https://www.bls.gov/news.release/pdf/ecec.pdf
https://www.bls.gov/oes/2022/may/naics4_999300.htm

There is no cost burden to entities submitting information to the federal government. The
information is used to provision .gov domains at no cost.

CISA estimates the annualized cost to the Federal Government is a combination of $477,000 in
contractor support costs and $111,600 in technology infrastructure costs. Therefore, a total
Federal Government cost of $588,600 per year.

Not applicable, there are no changes from previous collection methods. This is a new collection.

Certain metadata for any approved domains (domain name, organization name, nameserver
address, city/state information, security contact) will be published online.

Requests will be voluntary, although failure to complete volunteer information will prevent the
assignment of a .gov domain.

Unless explicitly opted-into for specific roles, the collection of personal information will not be
published. There is no collection period or planned end date of collection.

This does not apply.
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This does not apply.
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