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Paperwork Reduction Act
The public reporting burden to complete this information collection is estimated at 1 minute per response, including

the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and
the completing and reviewing the collected information. The collection of information is voluntary. An agency may
not conduct or sponsor, and a person is not required to respond to a collection of information unless it displays a

currently valid OMB control number and expiration date. Send comments regarding this burden estimate or any other

aspect of this collection of information, including suggestions for reducing this burden to DHS/CISA/CSD, 245 Murray
Lane, SW, Mail Stop 0640, Arlington, VA 20598-0640 ATTN: PRA [OMB Control No. 1670-0037].
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Downloading and Installing CSET

* *

The Cyber Security Evaluation Tool (CSET) provides a systematic, disciplined, and repeatable approach for evaluating an organization’s security posture. CSET is a desktop
software tool that guides asset owners and operators through a step-by-step process to evaluate industrial control system (ICS) and information technology (IT) network

security practices. Users can evaluate their own cybersecurity stance using many recognized government and industry standards and recommendations.

CSET v11.5, includes the Cyber Performance Goals (CPG) Assessment. The CPG's are intended to outline high-priority cybersecurity goals and associated actions to enable

progress towards a consistent baseline across all critical infrastructure sectors. The CPG's are a tool that individual critical infrastructure operators can use to evaluate their

own cybersecurity posture and drive investments towards meaningfully reducing the likelihood and impact of known risks and adversary techniques. Learn more at Cross-

Sector Cybersecurity Performance Goals | CISA

You can find the latest version of CSET v11.5 and older legacy versions of the software on GitHub.o

Download CSET v11.5 here.
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This is a Department of Energy (DOE) computer system. DOE computer systems are
provided for the processing of official U.S. Government information only. All data
contained within DOE computer systems is owned by DOE and may be audited,
intercepted, recorded, read, copied, or captured in any manner and disclosed in any
manner by authorized personnel. THERE IS NO RIGHT OF PRIVACY IN THIS SYSTEM.
System personnel may disclose any potential evidence of crime found on DOE computer
systems to appropriate authorities. USE OF THIS SYSTEM BY ANY USER, AUTHORIZED
OR UNAUTHORIZED, CONSTITUTES CONSENT TO THIS AUDITING, INTERCEPTION,
RECORDING, READING, COPYING, CAPTURING, and DISCLOSURE OF COMPUTER
ACTIVITY.
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CSET Download

The Cyber Security Evaluation Tool (CSET®) is a Department of Homeland Security (DHS) product that assists organizations in protecting their key
national cyber assets. It was developed under the direction of the CSET Policy, Plans, and Engagement (Surface Cyber Policy) Division by cybersecurity
experts and with assistance from the Idaho National Laboratory (INL). This tool provides users with a systematic and repeatable approach for assessing
the security posture of their cyber systems and networks. It includes both high-level and detailed questions related to all industrial control and IT
systems.

Organization Type * :

Sector * : Industry *:

Country *:

* Required Fields

Proceed to Download ©

All requests to this server are logged. Demographic information is anonymously used to mature and improve the CSET application for the
user base.







