™
NI( ( S Education & Training  Workforce Development  Cybersecurity & Career Resources

AL HTI & CYHER 5 AN STLS

Workforce Development *  MICE Framework Mapging Tool

NICE Framework Mapping Tool

mework for Cyborsecunty {NICE Framewnik) Mapping Tool takes the guesswork out of using the NICE Framewark - simply answer questions abaut cach

ramework and what can be done 1o strengthen your cyborse

The Workforce

y team, Click the

cybersecurity related position and the toal will shaw you haw cach pesitian aligns to the

bustan below ta access the complete user gukde for the FCE Framewark Mapping Tool

The tool will:

i = &l 2]

Enable you ta print outa e part (¥ ine the skilks anc Seewhere yaur

Help you inventory yo
cyber woekfarce and begin repart b use for warkiore cyber pasition coding [“OFM tyne af trainmg your team undenti
warkioeoe planning development Data Element” requirements) s

Continue from previous session

Enter the So:

siain 10 fram yoar previous sesson b continue fram whers you ke off

Your Session I is required b koad previous sessons

Additional Resources

10F, Mugus 2017) and revisians

This tool is based an the National i

publishod in late 2000 renaming th 1, Nowember 2020]. Bloase wisit the NICE
of for mare information, 25 well as the

‘tie value your feedback and welcame any suggestions you may have ta holp us imprave the NICE Framewark Mapping Tool. Flease cantact us at MCC

Paperwork Reduction Act

The puilic reparting burden to compbete thes informaton collection is cstimated at 5 manutes per response, mcluding the tme completmg and revcving the collected informatian

aysa

The coficction of this infermation i valurtary. An agency may not conduct or sponsce, 2nd a person s not required ta respend to 3 collection of infarmatian unless it disp!
cumreraly valid DME comtrod rumber and expimtion date. Send comments regarding this burden cstsmate or any other aspect of shis colloction of information, including suggestions

{or reducing this burden to DHECISA. Mail Stop 0508, 245 Murmy Lane SW, Adington, VA 20555 ATTH: PRA [1670 O
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OMB Control Number: 1670-0027 Expiration Date: 05/24/2024

PRA Burden Statement: The public reporting burden to complete this information collection is estimated at .25 hours per response, including
the time completing and reviewing the collected information. The collection of this information is voluntary. An agency may not conduct or
sponsor, and a person is not required to respond to a collection of information unless it displays a currently valid OMB control number and
expiration date. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for
reducing this burden to DHS/CISA. Mail Stop 0608, 245 Murray Lane SW, Arlington, VA 20598. ATTN: PRA [1670-0027].

Far far away, behind the word mountains, far from the countries Vokalia and Consonantia, there live the blind texts. Separated they live in

Bookmarksgrove right at the coast of the Semantics, a large language ocean. A small river named Duden flows by their place and supplies it with the necessary regelialia. It is a
paradisematic country, in which roasted parts of sentences fly into your mouth.

Please choose from the follow options:

~ Federal Government
" Other (Private Sector, Industry, Academia, Local Government, Individual)

Tell us about the position:

Position
Description System will use the Position
(Optional) Description keywords to

suggest potential Position Title

Position Title* | cyber

Click here for the OPM Handbook Job Titles.

Location =
Alabama
Location by States Alaska
and U.S. Territories Arizona Status POSition
Arkansas

California



OCCUpied : List Options TBD
Vacant - Candidate Selected waiting confirmation from
Vacant - No Action Underway Human Capita
Vacant - Under Active Recruitment
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Far far away, behind the word mountains, far from the countries Vokalia and Consonantia, there live the blind texts. Separated they live in Bookmarksgrove right at the coast of the
Semantics, a large language ocean. A small river named Duden flows by their place and supplies it with the necessary regelialia. It is a paradisematic country, in which roasted parts of
sentences fly into your mouth.

Federal Government (User)

Are you mapping an existing job that has been classified? (i.e. do you have an OPM series and job number)

Will be presented if

user answers “yes”

Series* | Job Number* |
Government -
Department DHS Capture Government

or Agency * DOD Department & Agency
DOJ List TBD by BlueWater

etc.

DIVISIO“/ User can enter the
Sector/ ‘ (ie. NPPD, Army, Navy) Component & Devision
Component *

Home  Privacy Policy: NICCS Policy ~ FOIA Policy ~ No Fear Act Policy  Accessibility @ Is-Iomql[and
e Security
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Far far away, behind the word mountains, far from the countries Vokalia and Consonantia, there live the blind texts. Separated they live in Bookmarksgrove right at the coast of the

Semantics, a large language ocean. A small river named Duden flows by their place and supplies it with the necessary regelialia. It is a paradisematic country, in which roasted parts of
sentences fly into your mouth.

Framework Input Fields (Federal User & Private Sector)

Select the statements below that best describe this position’s work at a high level *
(Categories)
| Designs or builds secure systems and/or has responsibility for some aspect of the systems’ development.

:’ Identifies, analyzes, and/or mitigates threats to internal systems or n & it wno ¢ knso. rk “Category”

Descriptions need to be
Investigates cyber events or crimes related to systems, networks, 0,,fodgiigfietaql. €sVeidienNCHe: current

Leads or manages so the organization may effectively conduct cybersecudrietySewrioPrtkio n-
;/ Provides administration and maintenance necessary for system perforLmimaint:c3e CaantdegSoercieusr.ity.

Leads or manages so the organization may effectively conduct cybersecurity work.
L/ Provides admspheicsltdralr})oAnmaansd: |m,aeig1tti% N@N gL necessary for system performence and secury.

Options to best present options
to user.

Select the stateme, n,.ts. be Jo.w.:t h.a t. m ost specifically describe the position’s work* (Specialty Areas)

v

Analyzes threat information from multiple sources, disciplines, and agencies across the Intel

Analyzes collected information to identify vulnerabilities and potential for exploitation.

Applies current knowledge of one or more regions, countries, non-state entities, and/or
Add Filter Intelligence -

option: Occupational
Series #options
Select the statements below that most specifically Select all knowledge, skills, or abilities possessed by this
describe the position’s work * (Task) position* (KSA)
v v
Analyzes collected information to identify Analyzes collegtedihPo T erfForrtroridently
Applies current knowledge of one Applies current knowledge of one
Home Privacy Policy™ NICCS Policy ~ FOIA Policy No Fear Act Policy ~ Accessibility N/ Homqland

77 Security
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Far far away, behind the word mountains, far from the countries Vokalia and Consonantia, there live the blind texts. Separated they live in Bookmarksgrove right at the coast of the
Semantics, a large language ocean. A small river named Duden flows by their place and supplies it with the necessary regelialia. It is a paradisematic country, in which roasted parts of
sentences fly into your mouth.

Continue from an existing session:

File Import * Browse

Import CSV or XML file from local computer.

Users can continue from an existing session, all
Position Descriptions (PD) can be saved and
aggregated on single file.

Home  Privacy Policy® NICCS Policy FOIAPolicy No Fear Act Policy  Accessibility @ IS-Iome_l[and
, ecurity
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