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Question
Question
Answer
Answer
1
Question 1
OPDIV:
OPDIV:
2
Question 2
PIA Unique Identifier:
PIA Unique Identifier:
2a
Question 2a
Name:
Name:
3
Question 3
The subject of this PIA is which of the following?
The subject of this PIA is which of the following?
3a
Question 3 a
Identify the Enterprise Performance Lifecycle Phase of the system.
Identify the Enterprise Life-Cycle Phase of the system:
3b
Question 3 b
Is this a FISMA-Reportable system?
Is this a FISMA Reportable system?
4
Question 4
Does the system include a Website or online application available to and for the use of the general public?
Does the system include a Website or online application available to and for the use of the general public?
Question 4 Comments
Question 4 Comments
5
Question 5
Identify the operator.
Identify the operator:
6
Question 6
Point of Contact (POC):
Point of Contact (POC):
Question 6 Comments
Question 6 Comments
7
Question 7
Is this a new or existing system?
Is the system/collection a new or existing system?
8
Question 8
Does the system have Security Authorization (SA)?
Does the system have Security Authorization (SA)?
Question 8 Comments
Question 8 Comments 
8a
Question 8 a
Date of Security Authorization
Date of Security Authorization
8b
Question 8 b
Planned Date of Security Authorization
Planned Date of Security Authorization
8c
Question 8 c
Briefly explain why security authorization is not required
Briefly explain why security authorization is not required
9
Question 9
Indicate the following reason(s) for updating this PIA. Choose from the following options.
Indicate the following reason(s) for updating this PIA. Choose from the following options.
Question 9 Comments
Question 9 Comments
10
Question 10
Describe in further detail any changes to the system that have occurred since the last PIA.
Describe in further detail any changes to the system that have occurred since the last PIA.
Question 10 Comments
Question 10 Comments
11
Question 11
Describe the purpose of the system.
Describe the purpose of the system.
Question 11 Comments
Question 11 Comments
12
Question 12
Describe the type of information the system will collect, maintain (store), or share. (Subsequent questions will identify if this information is PII and ask about the specific data elements.)
Describe the type of information the system will collect, maintain (store), or share (Subsequent questions will identify if this information is PII and the specific data elements.)
Question 12 Comments
Question 12 Comments
13
Question 13
Provide an overview of the system and describe the information it will collect, maintain (store), or share, either permanently or temporarily.  
Provide an overview of the system and describe the information it will collect, maintain (store), or share, either permanently or temporarily.  
Question 13 Comments
Question 13 Comments
14
Question 14
Does the system collect, maintain, use or share PII? 
The term "personally identifiable information" refers to information which can be used to distinguish or trace an individual's identity, such as their name, social security number, biometric records, etc. alone, or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother's maiden name, etc."
Does the system collect, maintain, use or share PII? 
Question 14 Comments
Question 14 Comments
15
Question 15
Indicate the type of PII that the system will collect or maintain.
Indicate the type of PII that the system will collect or maintain.
Question 15 Comments
Question 15 Comments
16
Question 16
Indicate the categories of individuals about whom PII is collected, maintained or shared.
Indicate the categories of individuals about whom PII is collected, maintained or shared.
Question 16 Comments
Question 16 Comments
17
Question 17
How many individuals' PII is in the system?
How many individuals' PII is in the system?
Question 17 Comments
Question 17 Comments
18
Question 18
For what primary purpose is the PII used?
For what primary purpose is the PII used?
Question 18 Comments
Question 18 Comments
19
Question 19
Describe the secondary uses for which the PII will be used (e.g. testing, training or research)
Describe the secondary uses for which the data will be used (e.g. testing, training or research)
Question 19 Comments
Question 19 Comments
20
Question 20
Describe the function of the SSN.
Describe the function of the SSN.
Question 20 Comments
Question 20 Comments
20a
Question 20 a
Cite the legal authority to use the SSN.
Examples of legal authorities include United States Code, Executive Orders, Code of Federal Regulations, or Presidential Directives. The Privacy Act does not provide authority to collect SSNs, but rather may govern handling of the SSNs in the event SSNs are required data elements.
Cite the legal authority to use the SSN.
21
Question 21
Identify legal authorities governing information use and disclosure specific to the system and program.
Identify legal authorities governing information use and disclosure specific to the system and program
Examples of legal authorities include  United States Code, Executive Orders, Code of Federal Regulations, and Presidential Directives. The Privacy Act does not provide authority to collect PII, but rather may govern handling of the PII in the event PII data elements are required.
Question 21 Comments
Question 21 Comments
22
Question 22
Are records on the system retrieved by one or more PII data elements?
Are records on the system retrieved by one or more PII data elements?
Question 22 Comments
Question 22 Comments
22a
Question 22 a
Identify the number and title of the Privacy Act System of Records Notice (SORN) that is being used to cover the system or identify if a SORN is being developed.
Question 22 a. Identify the number and title of the Privacy Act System of Records Notice (SORN) that is being used to cover the system or identify if a SORN is being developed.
23 
Question 23
Identify the sources of PII in the system.
Identify the sources of PII in the system.
Directly from an individual about whom the information pertains 
Question 23. Identify the sources of PII in the system. Directly from an individual about whom the information pertains 
Government Sources
Question 23. Identify the sources of PII in the system. Government Sources
Non-Government Sources
Question 23. Identify the sources of PII in the system. Non-Government Sources
Question 23 Comments
Question 23 Comments
23a
Question 23 a
Identify the OMB information collection approval number and expiration date.
Identify the OMB information collection approval number and expiration date.
24
Question 24
Is the PII shared with other organizations?
Is the PII shared with other organizations?
Question 24 Comments
Question 24 Comments
24a
Question 24 a
Identify with whom the PII is shared or disclosed and for what purpose.
Identify with whom the PII is shared or disclosed and for what purpose.
24b
Question 24 b 
Describe any agreements in place that authorizes the information sharing or disclosure (e.g. Computer Matching Agreement, Memorandum of Understanding (MOU), or Information Sharing Agreement (ISA)).
24c
Question 24 c
Describe the procedures for accounting for disclosures
Describe the procedures for accounting for disclosures
25
Question 25
Describe the process in place to notify individuals that their personal information will be collected.  If no prior notice is given, explain the reason.
Describe how individuals are provided notice prior to the collection of PII. If notice is not provided, explain why not.
Question 25 Comments
Question 25 Comments
26
Question 26
Is the submission of PII by individuals voluntary or mandatory?
Is the submission of PII by individuals voluntary or mandatory?
Question 26 Comments
Question 26 Comments
27
Question 27
Describe the method for individuals to opt-out of the collection or use of their PII.  If there is no option to object to the information collection, provide a reason.
Describe the method for individuals to object to the collection or use of their PII or describe why individuals cannot object.
Question 27 Comments
Question 27 Comments
28
Question 28
Describe the process to notify and obtain consent from the individuals whose PII is in the system when major changes occur to the system (e.g., disclosure and/or data uses have changed since the notice at the time of original collection). Alternatively, describe why they cannot be notified or have their consent obtained.
Describe the process to notify and obtain consent from the individuals whose PII is in the system when major changes occur to the system (e.g., disclosure and/or data uses have changed since the notice at the time of original collection). Alternatively, describe why they cannot be notified or have their consent obtained.
Question 28 Comments
Question 28 Comments
29
Question 29
Describe the process in place to resolve an individual's concerns when they believe their PII has been inappropriately obtained, used, or disclosed, or that the PII is inaccurate. If no process exists, explain why not.
Describe the process in place to resolve an individual's concerns when they believe their PII has been inappropriately obtained, used, or disclosed, or that the PII is inaccurate. If no process exists, explain why not.
Question 29 Comments
Question 29 Comments
30
Question 30
Describe the process in place for periodic reviews of PII contained in the system to ensure the data's integrity, availability, accuracy and relevancy. If no processes are in place, explain why not.
Describe the process in place for periodic reviews of PII contained in the system to ensure the data's integrity, availability, accuracy and relevancy. If no processes are in place, explain why not.
Question 30 Comments
Question 30 Comments
31
Question 31
Identify who will have access to the PII in the system and the reason why they require access.
Identify who will have access to the PII in the system and the reason why they require access.
Question 31 Comments
Question 31 Comment
32
Question 32
Describe the procedures in place to determine which system users (administrators, developers, contractors, etc.) may access PII.
Describe the procedures in place to determine which users may access PII
Question 32 Comments
Question 32 Comments
33
Question 33
Describe the methods in place to allow those with access to PII to only access the minimum amount of information necessary to perform their job.
Describe the methods in place to allow those with access to PII to only access the minimum amount of information necessary to perform their job.
Question 33 Comments
Question 33 Comments
34
Question 34
Identify training and awareness provided to personnel (system owners, managers, operators, contractors and/or program managers) using the system to make them aware of their responsibilities for protecting the information being collected and maintained.
Identify training and awareness provided to personnel (system owners, managers, operators, contractors and/or program managers) using the system to make them aware of their responsibilities for protecting the information being collected and maintained.
Question 34 Comments
Question 34 Comments
35
Question 35
Describe training system users receive (above and beyond general security and privacy awareness training).
Describe training system users receive (above and beyond general security and privacy awareness training).
Question 35 Comments
Question 35 Comments
36
Question 36
Do contracts include Federal Acquisition Regulation and other appropriate clauses ensuring adherence to privacy provisions and practices?
Do contracts include clauses ensuring adherence to privacy provisions and practices?
Question 36 Comments
Question 36 Comments
37
Question 37
Describe the process and guidelines in place with regard to the retention and destruction of PII. Cite specific records retention schedules.
Describe the process and guidelines in place with regard to the retention and destruction of PII. Cite specific records retention schedules.
Question 37 Comments
Question 37 Comments
38
Question 38
Describe, briefly but with specificity, how the PII will be secured in the system using administrative, technical, and physical controls. 
Describe, briefly but with specificity, how the PII will be secured in the system using administrative, technical, and physical controls. 
Question 38 Comments
Question 38 Comments
39
Question 39
Identify the publicly-available URL:
Identify the publicly-available URL:
Question 39 Comments
Question 39 Comments
40
Question 40
Does the website have a posted privacy notice?
Does the website have a posted privacy policy?
Question 40 Comments
Question 40 Comments
40a
Question 40 a
Is the privacy policy available in a machine-readable format?
Is the privacy policy available in a machine-readable format?
41
Question 41
Does the website use web measurement and customization technology?
Does the website use web measurement and customization technology?
Question 41 Comments
Question 41 Comments
41a
Question 41 a
Select the type of website measurement and customization technologies is in use and if it is used to collect PII. (Select all that apply)
Select the type of website measurement and customization technologies is in use and if it is used to collect PII. (Select all that apply)
Technologies	
Question 41 a. Technologies
Collects PII?
Question 41 a. Collects PII?
42
Question 42
Does the website have any information or pages directed at children under the age of thirteen?
Does the website have any information or pages directed at children under the age of thirteen?
Question 42 Comments
Question 42 Comments
42a
Question 42 a
Is there a unique privacy policy for the website, and does the unique privacy policy address the process for obtaining parental consent if any information is collected?
Is there a unique privacy policy for the website, and does the unique privacy policy address the process for obtaining parental consent if any information is collected?
43
Question 43
Does the website contain links to non- federal government websites external to HHS?
Does the website contain links to non-federal government websites external to HHS?
Question 43 Comments
Question 43 Comments
43a
Question 43 a
Is a disclaimer notice provided to users that follow external links to websites not owned or operated by HHS?
Is a disclaimer notice provided to users that follow external links to websites not owned or operated by HHS?
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
Reviewer Questions
Reviewer Questions
Answer
Answer
1
Reviewer Question 1
Are the questions on the PIA answered correctly, accurately, and completely?
Are the questions on the PIA answered correctly, accurately, and completely?
Reviewer Notes
Reviewer Notes
Question 1 Comments
Reviewer Question 1 Are the questions on the PIA answered correctly, accurately, and completely? Comments 
2
Reviewer Questions 2
Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities?
Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities?
Reviewer Notes
Reviewer Notes
Question 2 Comments
Reviewer Question 2 Does the PIA appropriately communicate the purpose of PII in the system and is the purpose justified by appropriate legal authorities? Comments 
3
Reviewer Question 3
Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors?
Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors?
Reviewer Notes
Reviewer Notes
Question 3 Comments
Reviewer Question 3  Do system owners demonstrate appropriate understanding of the impact of the PII in the system and provide sufficient oversight to employees and contractors? Comments 
4
Reviewer Questions 4
Does the PIA appropriately describe the PII quality and integrity of the data?
Does the PIA appropriately describe the PII quality and integrity of the data?
Reviewer Notes
Reviewer Notes
Question 4 Comments
Reviewer Question 4 Does the PIA appropriately describe the PII quality and integrity of the data? Comments 
5
Reviewer Question 5
Is this a candidate for PII minimization?
Is this a candidate for PII minimization?
Reviewer Notes
Reviewer Notes
Question 5 Comments
Reviewer Question 5 Is this a candidate for PII minimization? Comments 
6
Reviewer Question 6
Does the PIA accurately identify data retention procedures and records retention schedules?
Does the PIA accurately identify data retention procedures and records retention schedules?
Reviewer Notes
Reviewer Notes
Question 6 Comments
Reviewer Question 6 Does the PIA accurately identify data retention procedures and records retention schedules? Comments 
7
Reviewer Questions 7
Are the individuals whose PII is in the system provided appropriate participation?
Are the individuals whose PII is in the system provided appropriate participation?
Reviewer Notes
Reviewer Notes
Question 7 Comments
Reviewer Question 7 Comments 
8
Reviewer Questions 8
Does the PIA raise any concerns about the security of the PII?
Does the PIA raise any concerns about the security of the PII?
Reviewer Notes
Reviewer Notes
Question 8 Comments
Reviewer Question 8 Does the PIA raise any concerns about the security of the PII? Comments 
9
Reviewer Questions 9
Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be?
Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be?
Reviewer Notes
Reviewer Notes
Question 9 Comments
Reviewer Question 9 Is applicability of the Privacy Act captured correctly and is a SORN published or does it need to be? Comments 
10
Reviewer Question 10
Is the PII appropriately limited for use internally and with third parties?
Is the PII appropriately limited for use internally and with third parties?
Reviewer Notes
Reviewer Notes
Question 10 Comments
Reviewer Question 10 Is the PII appropriately limited for use internally and with third parties? Comments 
11
Reviewer Question 11
Does the PIA demonstrate compliance with all Web privacy requirements?
Does the PIA demonstrate compliance with all Web privacy requirements?
Reviewer Notes
Reviewer Notes
Question 11 Comments
Reviewer Question 11 Does the PIA demonstrate compliance with all Web privacy requirements? Comments 
12
Reviewer Question 12
Were any changes made to the system because of the completion of this PIA?
Were any changes made to the system because of the completion of this PIA?
Reviewer Notes
Reviewer Notes
Question 12 Comments
Reviewer Question 12 Were any changes made to the system because of the completion of this PIA? Comments 
General Comments
General Comments
Third-Party Website Assessment PIA Form  
v 1.47.4
Question
Question
Answer
Answer
1
Question 1
OPDIV:
OPDIV:
2
Question 2
TPWA Unique Identifier (UID):
TPWA Unique Identifier (UID):
3
Question 3
TPWA Name:
TPWA Name:
4
Question 4
Is this a new TPWA?
Is this a new TPWA?
4a
Question 4 a
Please provide the reason for revision
Please provide the reason for revision
5
Question 5
Will the use of a third-party Website or application create a new or modify an existing HHS/OPDIV System of Records Notice (SORN) under the Privacy Act?	
Will the use of a third-party Website or application create a new or modify an existing HHS/OPDIV System of Records Notice (SORN) under the Privacy Act?	
Question 5 Comments
Question 5 Comments
5a
Question 5 a
Indicate the SORN number (or identify plans to put one in place.)
Indicate the SORN number (or identify plans to put one in place.)
6
Question 6
Will the use of a third-party Website or application create an information collection subject to OMB clearance under the Paperwork Reduction Act (PRA)?
Will the use of a third-party Website or application create an information collection subject to OMB clearance under the Paperwork Reduction Act (PRA)?
Question 6 Comments
Question 6 Will the use of a third-party Website or application create an information collection subject to OMB clearance under the Paperwork Reduction Act (PRA)? Comments
6a
Question 6 a
Indicate the OMB approval number and approval number expiration date (or describe the plans to obtain OMB clearance.)
Indicate the OMB approval number and approval number expiration date (or describe the plans to obtain OMB clearance.)
7
Question 7
Does the third-party Website or application contain Federal Records?
Does the third-party Website or application contain Federal Records?
Question 7 Comments
Question 7 Comments: Does the third-party Website or application contain Federal Records?
8
Question 8
Point of Contact (POC):
Point of Contact (POC):
Question 8 Comments
Question 8 Comments
9
Question 9
Describe the specific purpose for the OPDIV use of the third-party Website or application:
Describe the specific purpose for the OPDIV use of the third-party Website or application:
Question 9 Comments
Question 9 Comments: Describe the specific purpose for the OPDIV use of the third-party Website or application:
10
Question 10
Have the third-party privacy policies been reviewed to evaluate any risks and to determine whether the Website or application is appropriate for OPDIV use?
Have the third-part's privacy policies been reviewed to evaluate any risks and to determine whether the Website or application is appropriate for OPDIV use?
Question 10 Comments
Question 10 Have the third-party privacy policies been reviewed to evaluate any risks and to determine whether the Website or application is appropriate for OPDIV use? Comments
11
Question 11
Describe alternative means by which the public can obtain comparable information or services if they choose not to use the third-party Website or application:
Describe alternative means by which the public can obtain comparable information or services if they choose not to use the third-party Website or application:
Question 11 Comments
Question 11 Describe alternative means by which the public can obtain comparable information or services if they choose not to use the third-party Website or application: Comments
12
Question 12
Does the third-party Website or application have appropriate branding to distinguish the OPDIV activities from those of nongovernmental actors?
Does the third-party Website or application have appropriate branding to distinguish the OPDIV activities from those of nongovernmental actors?
Question 12 Comments
Question 12 Comments: Does the third-party Website or application have appropriate branding to distinguish the OPDIV activities from those of nongovernmental actors?
13
Question 13
How does the public navigate to the third party Website or application from the OPIDIV? 
How does the public navigate to the third party Website or application from the OPIDIV? 
Question 13 Comments
Question 13 Comments: How does the public navigate to the third party Website or application from the OPIDIV? 
13a
Question 13 a
Please describe how the public navigate to the third-party website or application:
Please describe how the public navigate to the third-party Website or application
13b
Question 13 b
If the public navigate to the third-party website or application via an external hyperlink, is there an alert to notify the public that they are being directed to a nongovernmental Website?
If the public navigate to the third-party website or application via an external hyperlink, is there an alert to notify the public that they are being directed to a nongovernmental Website?
14
Question 14
Has the OPDIV Privacy Policy been updated to describe the use of a third-party Website or application?
Has the OPDIV Privacy Policy been updated to describe the use of a third-party Website or application?
Question 14 Comments
Question 14 Has the OPDIV Privacy Policy been updated to describe the use of a third-party Website or application? Comments
14a
Question 14 a
Provide a hyperlink to the OPDIV Privacy Policy:
Provide a hyperlink to the OPDIV Privacy Policy:
15
Question 15
Is an OPDIV Privacy Notice posted on the third-party Website or application?
Is an OPDIV Privacy Notice posted on the third-party Website or application?
Question 15 Comments
Question 15 Comments: Is an OPDIV Privacy Notice posted on the third-party Website or application?
15a
Question 15 a
Confirm that the Privacy Notice contains all of the following elements: (i) An explanation that the Website or application is not government-owned or government-operated; (ii) An indication of whether and how the OPDIV will maintain, use, or share PII that becomes available; (iii) An explanation that by using the third-party Website or application to communicate with the OPDIV, individuals may be providing nongovernmental third-parties with access to PII; (iv) A link to the official OPDIV Website; and (v) A link to the OPDIV Privacy Policy
Confirm that the Privacy Notice contains all of the following elements: (i) An explanation that the Website or application is not government-owned or government-operated; (ii) An indication of whether and how the OPDIV will maintain, use, or share PII that becomes available; (iii) An explanation that by using the third-party Website or application to communicate with the OPDIV, individuals may be providing nongovernmental third-parties with access to PII; (iv) A link to the official OPDIV Website; and (v) A link to the OPDIV Privacy Policy
15b
Question 15 b
Is the OPDIV's Privacy Notice prominently displayed at all locations on the third-party Website or application where the public might make PII available?
Is the OPDIV's Privacy Notice prominently displayed at all locations on the third-party Website or application where the public might make PII available?
16
Question 16
Is PII collected by the OPDIV from the third-party Website or application?
Is PII collected by the OPDIV from the third-party Website or application?
Question 16 Comments
Question 16 Comments: Is PII collected by the OPDIV from the third-party Website or application?
17
Question 17
Will the third-party Website or application make PII available to the OPDIV?
Will the third-party Website or application make PII available to the OPDIV?
Question 17 Comments
Question 17 Comments: Will the third-party Website or application make PII available to the OPDIV?
18
Question 18
Describe  the PII that will be collected by the OPDIV from the third-party Website or application and/or the PII which the public could make available to the OPDIV through the use of the third-party Website or application and the intended or expected use of the PII:
Describe  the PII that will be collected by the OPDIV from the third-party Website or application and/or the PII which the public could make available to the OPDIV through the use of the third-party Website or application and the intended or expected use of the PII
Question 18 Comments
Question 18 Describe  the PII that will be collected by the OPDIV from the third-party Website or application and/or the PII which the public could make available to the OPDIV through the use of the third-party Website or application and the intended or expected use of the PII: Comments
19
Question 19
Describe the type of PII from the third-party Website or application that will be shared, with whom the PII will be shared, and the purpose of the information sharing:
Describe the type of PII from the third-party Website or application that will be shared, with whom the PII will be shared, and the purpose of the information sharing.
Question 19  Comments
Question 19 Comments: Describe the type of PII from the third-party Website or application that will be shared, with whom the PII will be shared, and the purpose of the information sharing:
19a
Question 19 a
If PII is shared, how are the risks of sharing PII mitigated?
If PII is shared, how are the risks of sharing PII mitigated?
20
Question 20
Will the PII from the third-party Website or application be maintained by the OPDIV?
Will the PII from the third-party Website or application be maintained by the OPDIV?
Question 20 Comments
Question 20 Comments: Will the PII from the third-party Website or application be maintained by the OPDIV?
20a
Question 20 a
If PII will be maintained, indicate how long the PII will be maintained:
If PII will be maintained, indicate how long the PII will be maintained:
21
Question 21
Describe how PII that is used or maintained will be secured:
Describe how PII that is used or maintained will be secured
Question 21 Comments
Question 21 Comments: Describe how PII that is used or maintained will be secured:
22
Question 22
What other privacy risks exist and how will they be mitigated?
What other privacy risks exist and how will they be mitigated?
Question 22 Comments
Question 22 Comments: What other privacy risks exist and how will they be mitigated?
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy. 
 
REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV Senior Officer for Privacy.  
Reviewer Questions
Reviewer Questions
Answer
Answer
1
Reviewer Questions 1
Are the responses accurate and complete?
Are the responses accurate and complete?
Reviewer Notes
Reviewer Notes Question 1
Question 1 Comments
Question 1 Comments. Are the responses accurate and complete?
2
Reviewer Question 2
Is the TPWA compliant with all M-10-23 requirements, including appropriate branding and alerts?
Is the TPWA compliant with all M-10-23 requirements, including appropriate branding and alerts?
Reviewer Notes
Reviewer Question 2 Reviewer Notes
Question 2 Comments
Question 2 Comments. Is the TPWA compliant with all M-10-23 requirements, including appropriate branding and alerts?
3
Has the OPDIV posted an updated privacy notice on the TPWA and does it contain the five required elements?
Reviewer Notes
Reviewer Question 3 Reviewer Notes
Question 3 Comments
Question 3 Comments. Has the OPDIV posted an updated privacy notice on the TPWA and does it contain the five required elements?
4
Does the PIA clearly identify PII made available and/or collected by the TPWA?
Reviewer Notes
Reviewer Question 4 Reviewer Notes
Question 4 Comments
Question 4 Comments. Does the PIA clearly identify PII made available and/or collected by the TPWA?
5
Is the handling of PII appropriate?
Reviewer Notes
Reviewer Question 5 Reviewer Notes
Question 5 Comments
Question 5 Comments. Is the handling of PII appropriate?
General Comments
Reviewer Questions General Comments
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	Question_11_TextField: The National Institute of Diabetes and Digestive and Kidney Diseases (NIDDK) On-Site Web and Apps (Applications) provides automated mechanisms to manage the collection, storage and analysis of clinical, research and administrative data. These mechanisms facilitate the dissemination of information to the public for various NIDDK health areas; manage public registration, applicant review, and enrollment for all NIDDK workshops and training programs; and serves as internal operations and administrative use. The following systems/applications come under the NIDDK On-Site Web and Apps:  Research Electronic Data Capture (REDCap) Production (Prod) - an electronic data capture system used for the development and management of online surveys and research databases. It is a web-based application that is accessible from within the NIH firewall. REDCap Survey - a second installation that is available outside of the NIH firewall.  Integrated Research Data and Storage Application (iRDSA) ensures that the data can be collected from across various sections of studies and will optimize the findings that lead to preventive measures or treatment modalities. It records all study associated data entered via REDCap.   Clinical Data Mart - a Postgre Structured Query Language (SQL) database used to pull and restructure large amounts of the NIDDK clinical research data from the Clinical Centers Biomedical Translational Research Information System (BTRIS) system.Network of Minority Health Research Investigators (NMRI)-Public offers participants and eligible members access to National Annual Meetings and Regional Meetings, NMRI Newsletter, limited travel awards, networking opportunities and network directory, and a mentor/mentee program.  National Medical Association (NMA)-Public provides travel awards to participate in the NIH/NMA Academic Career Development Workshop, NMA’s Annual Convention and Scientific Assembly.National Hispanic Medical Association (NHMA)-Public provides travel awards to participate in the NIDDK Academic Career Development Workshop and NHMA Annual Conference. Short-Term Research Experience for Underrepresented Persons (STEP-UP)– Student provides hands-on summer research experience for high school and undergraduate students interested in exploring research careers. Glycoscience Meeting is an on-line application to attend Glyoscience meetings and submit abstracts for presentation; create programs and abstract materials for attendees.Board of Scientific Review is a portal for external scientific advisors to review data to complete the Intramural staff Board of Scientific Review process.The following systems/applications under NIDDK On-Site Web and Apps do not collect PII:Digital Pathology Repository provides controlled access to deidentified whole slide images.Globus, run by the University of Chicago, lets researchers share and access data on NIDDK or Globus storage systems from other institutions.  NIDDK is currently sharing and receiving digital pathology whole slide images with a consortium that is receiving NIDDK grants.  Health Disparities/Health Equity Workgroup - The NIDDK Advisory Council prepares a report that reviews the landscape of the Health Disparities/Health Equity field, with a NIDDK focus, and makes recommendations on strategic immediate, mid, and long-term goals. U.S. Food and Drug Administration (FDA) Regulatory Site manages the submission of voluntary reporting of adverse events, product problems and product use/medication errors to the FDA, including annual routine and safety-related reporting.The information collected, including PII, provides access to various NIDDKnet systems/applications to manage the collection, storage and analysis of clinical, research and administrative data.
	Q11Comments: Based on the response in Q11-12 , it sounds like NIDDKnet is an overarching system that provides access to various systems/applications.  If this is the case, we recommend the following language be added to the end of Q11:“The PII collected within NIDDKnet provides access to various NIDDKnet systems/applications to manage the collection, storage and analysis of clinical, research and administrative data."
	Question_12_TextField: The following systems/applications, under the NIDDK On Site Web and Apps umbrella, collect PII:Network of Minority Health Research Investigators (NRMI)-Public, National Medical Association (NMA)-Public, National Hispanic Medical Association (NHMA)-Public, Glyoscience Meeting, and NIDDK Central Repository collect name, email address, phone numbers, mailing address, employment status, and race/ethnicity. STEP-UP Student collects name, email address, phone numbers, education records, date of birth (DOB), and mailing address.   Board of Scientific Review collects name, work email address, work phone number, education records, and work mailing address, Curriculum Vitae (CV), bibliography, research descriptions, review letters, reviews, and other required materials for the review process. REDCap Production, REDCap Survey, and Clinical Data Mart collect name, driver’s license number, mother’s maiden name, email address, phone numbers, medical notes, certificates, education records, military status, foreign activities, DOB, photographic identifiers, vehicle identifiers, mailing address, medical records number, legal documents, device identifiers, employment status. In addition, the systems collect quantitative and qualitative data for clinical research. Integrated Research Data and Storage Application (iRDSA) collects social security number (SSN), name, email address, phone numbers, medical notes, DOB, and medical records number (MRN). Other data includes patient lab work, respiratory chamber data, Dual Energy energetic High-Frequency Electromagnetic Radiation  (X-ray) Absorptiometry (DEXA), body composition, food intake, psychological questionnaire responses.  SSN is used for tracking and management of payments for participation in clinical trials.(Chamber data refers to data that are collected from human volunteers who stay in the respiratory chamber; examples include oxygen consumption, carbon dioxide production, and spontaneous physical activity in the chamber.)The Digital Pathology Repository stores and shares digital whole slide images (WSI) of molecular and histopathological data sets so investigators can review and study pathology features and clinical diagnoses. Metadata in the WSI is de-identified and includes a slide barcode number, the clinical study number, the study site number, the organ biopsied (e.g. kidney or liver), the material (e.g., slide), tissue comment (e.g., biopsy), slide series number, and the participant study identification (ID) number (distinct from any patient's medical records numbers or PII). U.S. FDA Regulatory Site collects voluntary reporting of adverse events, product problems and product use/medication errors.  Information includes, Patient age in days/weeks/months/years or date of birth (DOB), gender, ethnicity, race, date of event, medical notes.  It also collects the person reporting the information’s name, address, phone number, email address, and occupation.  The following sites/systems do not collect PII: Globus synchronizes and shares de-identified research data.Health Disparities/Health Equity Workgroup prepares a report that reviews the landscape of the Health Disparities/Health Equity field with an NIDDK focus and makes recommendations on strategic immediate, mid, and long-term goals. Users log into the Digital Pathology Repository with an assigned username (typically, their organization's email address) which is a federated login.Users may log in to the other supported applications/systems using the NIH ICAM, which maintains its own unique PIA on record, including all legal authorities documented.  These systems/applications are under the security boundary of NIDDKnet authority to operate (ATO).
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	Q14Comments: 
	SSNCheckBox: 1
	DOBCheckBox: 1
	NameCheckBox: 1
	PhotoCheckBox: 1
	DLNCheckBox: 1
	BiometricCheckBox: 
	MMNameCheckBox: 1
	VehicleCheckBox: 
	EmailCheckBox: 1
	AddressCheckBox: 1
	PhoneCheckBox: 1
	MedRecCheckBox: 1
	MedNotesCheckBox: 1
	FinAcctCheckBox: 
	CertsCheckBox: 
	LegalDocCheckBox: 1
	EduRecCheckBox: 1
	DeviceIDCheckBox: 1
	MilStatusCheckBox: 1
	EmpStatusCheckBox: 1
	ForeignActCheckBox: 1
	PaaNumCheckBox: 
	TaxIDCheckBox: 
	Q15Other1: Birthplace, Curriculum Vitae, demographics
	Q15Other2: Medical visit dates and labs, Specimen/lab information, Medical images, Clinical study number
	Q15Other3: Bibliography, research description and materials required for the review process
	Q15Other4: 
	Q15Other5: 
	Q15Comments: Per Q12, please check Driver's License Number.  Per Q12, please include bibliography, research description and materials required for the review process.
	EmpCheckBox: 1
	PubCitizensCheckBox: 1
	BusPartnerCheckBox: 
	VendorCheckBox: 
	PatientsCheckBox: 1
	Q16Other_TextField: 
	Q16Comments: 
	Question_17_DropDownList: 10,000-49,999
	Q17Comments: 
	Question_18_TextField: To identify eligibility of, and correspond with, applicants. Facilitate medical research.
	Q18Comments: 
	Question_19_TextField: The Board of Scientific Review uses member CV as part of the review process.  
	Q19Comments: Reviewer noticed the following typo: "Curricular Vitae."  Please replace with "Curriculum Vitae."
	Question_20_TextField: The NIH may compensate study participants for their time and participation in clinical studies.  Social Security Numbers (SSN) are used for tracking and management of payments for participation in clinical trials and proper reporting to the Internal Revenue Service (IRS). The SSN is legally required for NIH to report compensation to the IRS and the participant on Federal Tax forms. 
	Q20Comments: 
	Question_20a_TextField: 42 U.S.C. 203, 241, 289l-1 and 44 U.S.C. 3101, and Section 301 and 493 of the Public Health Service Act.Executive Order (E.O.) 9397, as amended by E.O. 13478
	Question_21_TextField: 42 US Code § 241/42 Code of Federal Regulations (CFR) Part 2a, 5 U.S. Code §¿301 
	Q21Comments: 
	Q22Comments: 
	Q22Published3: 09-25-0200, Clinical, Basic and Population-based Research Studies of the NIH
	Q22Published2: 09-25-0099 Clinical Research: Patient Medical Records SORN history: 86 FR 12704 (3/4/21)
	Q22Published1: 
	InProgressCheckBox: 
	InPersonCheckBox: 1
	HardCopyCheckBox: 1
	EmailCheckBox2: 1
	OnlineCheckBox: 1
	DirectOtherCheckBox: 
	WithinOPDIVCheckBox: 1
	OtherOPDIVCheckBox: 1
	StateCheckBox: 
	ForeignCheckBox: 
	OtherFedCheckBox: 1
	GovOtherCheckBox: 
	PublicCheckBox: 1
	ComDataCheckBox: 
	PubMediaCheckBox: 
	PrivateSectorCheckBox: 1
	NGOtherCheckBox: 
	Q23Comments: 
	Question_23a_TextBox: Office of Minority Health Research Coordination (OMHRC) Research Training and Mentor Programs Applications. OMB# 0925-0748, OD/OPERA - 0925-0001- PHS Applications and Pre-Award Reporting Requirements (OD)OD/OPERA - 0925-0002 - Post-Award Reporting Requirements Including Research Performance Progress Report (RPPR) Collection (OD)
	Q24Comments: 
	WithinHHSCheckBox: 1
	WithinHHSTextField: PII/Medical Research data may be shared and disclosed for specific purpose and routine use in support of mission with partner organizations (FDA, Centers for Disease Control (CDC), Health Resources and Services Administration (HRSA), Centers for Medicare and Medicaid Services (CMMS)).Information is also shared with the National Cancer Institute (NCI) for IT support and may have incidental access to PII.
	OtherFedTextField: PII/Medical Research data may be shared and disclosed for specific purpose and routine use in support of mission with partner organizations (e.g., pre-approved researchers/program staff from other Federal agencies). 
	StateLocalCheckBox: 
	StateLocalTextField: 
	PrivateCheckBox: 1
	PrivateTextField: STEP-UP Student discloses PII information Coordinating Centers, which manage the training program as part of a contract. The Coordinating Centers are involved in the review and selection process.  
	Question_24b_TextBox: A Data Use Agreement (DUA) with the Porphyria Consortium of the Rare Diseases Clinical Research Network (RDCRN) is in place for any system users agreeing they will not attempt to identify patient participants in any research studies. An Interconnection Security Agreement (ISA) is in place between NIDDK and the NCI.  NCI provides IT support and assistance for a shared interface system and what data NCI can access.
	Question_24c_TextBox: Every time HHS discloses a record outside HHS for a reason other than the Freedom of Information Act (FOIA), HHS is required to document:The date, nature, and purpose of each disclosure; and The name and address of the recipient.HHS shall keep that document for five years after the disclosure occurred or the life of the record (whichever is longer).If the individual named in the record requests an accounting of disclosures, HHS shall provide the details of all disclosures except for certain ones which relate to civil or criminal law enforcement
	Question_25_TextBox: Prior to any treatment and collection of data, the study participant signs a protocol consent form with the participant explicitly acknowledging the collection of medical and other data. The protocol consent form explicitly addresses the use and distribution of the data with respect to confidentiality and the Privacy Act.For systems not related to treatment of patients, end-users are notified at the point of entry that PII will be collected and stored.
	Q25Comments: 
	Voluntary: 
	Mandatory: 
	Q26Comments: 
	Question_27_TextBox: Individuals can decline or opt-out of the collection or use of their PII, however, submission of PII is a condition to being accepted into a research study, NIDDK sponsored programs or access to a NIDDK system.
	Q27Comments: 
	Question_28_TextBox: Individuals would be contacted using data maintained in the system and asked to re-consent to any changes.
	Q28Comments: 
	Question_29_TextBox: Individuals may contact the program managers (administrators) who will contact the Privacy Officer and/or System Owner for resolution. Study participants may contact the principal investigator, who will contact the Privacy Officer and/or System Owner for resolution.
	Q29Comments: 
	Question_30_TextBox: The NIH IT Privacy Program requires systems to implement privacy reviews and controls throughout the development life cycle, and to incorporate review of privacy controls into the annual assessment schedule of controls on all systems, networks and interconnected systems.
	Q30Comments: 
	UsersCheckBox: 1
	UserReason: Users manage their own PII at point of submission and corrections as needed. 
	AdminsCheckBox1: 1
	AdminReason: Maintenance of the system and component major applications.  Program Administrators require access to the information so as to determine program eligibility and to correspond with applicants.
	DevsCheckBox: 1
	DevReason: Developers may have access to data as they troubleshoot issues within the application.
	ContractorsCheckBox: 1
	ContractorsReason: Direct contractors perform upgrades of the system components; installation of security patches and related network maintenance and/or application support functions. 
	OthersCheckBox: 
	OthersReason: 
	Q31Comments: 
	Question_32_TextBox: The NIDDK employs a policy of least privilege in order to segregate data to only those employees, contractors, system and application roles to ensure that only those that "need to know" have access to the data. Access to PII data is controlled through defined role-based access controls.
	Q32Comments: 
	Question_33_TextBox: Technical, management and operational controls exist in order to allow those with access to PII to only access the minimum amount of information necessary required to perform their jobs.  These controls include user identification, passwords, auditing, firewalls, encryption, intrusion detection systems, and Personal Identity Verification (PIV) cards.  Least privilege access ensures that users are assigned to specific roles which limit the information required to perform the duties of the role.
	Q33Comments: 
	Question_34_TextBox: According to NIH policy, all personnel who use NIH applications must complete annual security awareness training.  There are five categories of mandatory IT training (Information Security, Counterintelligence, Privacy Awareness, Records Management and Emergency Preparedness).  In addition, special roles such as system owners, managers, operators, program managers, developers and administrators are required to participate in specialized security awareness and privacy training based on job function and privileged access. Mandatory training includes - New Hire Records Management Awareness course; a Records Management course. Users requiring remote access and/or administrative privileges must successfully complete those training sessions as well. All users are required to read and agree to follow the NIH General Information Technology Rules of Behavior.
	Q34Comments: 
	Question_35_TextBox: Role-based training is required at least annually--or more frequently as needed to address technology changes or patterns of vulnerabilities in information systems--for individuals with significant IT security responsibilities. This training is in addition to security awareness. NIH provides role-based training for the following job categories:Managers: System Owners, Business/Data Owners, Data Stewards, Software Developers, Program Managers, Project Managers, Information System Security Officer (ISSO) and their information security employees or contractorsIT Administrators: Network, System and Database Administrators
	Q35Comments: 
	Q36Comments: 
	Question_37_TextBox: Records are maintained within NIDDK On Site Web and Apps for one year after the system is superseded by a new iteration or when no longer needed for agency/IT administrative purposes to ensure a continuity of security and privacy controls throughout the life of the system in accordance with the National Archives and Records Administration (NARA) record retention schedule: 3.2.010, Systems and data security records: DAA-GRS-2013-0006-0001 and NIH Record Schedule Item 07-201 Systems and data security records.
	Q37Comments: 
	Question_38_TextBox: Administrative controls include system security plan, contingency plan, data/file back-up procedures, administrator training, and access based on least privilege principle. Privileged access is limited to the system administrators, programmers, and database administrators supporting specific applications or those assigned to support network devices and operations at the general support system level.Technical access controls include user identification and authentication, through multi-factor authentication (including password and PIV card) firewall, NIH virtual private network (VPN), intrusion detection system (IDS), and encryption/public key infrastructure.  Physical controls include identification badges, key cards, cipher locks and closed-circuit television (TV).
	Q38Comments: 
	Question_39_TextBox: https://forms.niddk.nih.gov/nmri/https://forms.niddk.nih.gov/nmatravelawards/https://forms.niddk.nih.gov/nhmatravelawards/https://forms.niddk.nih.gov/stepuphttps://extranet.niddk.nih.govRegulatory.extranet.niddk.nih.govBsc.extranet.niddk.nih.govIrb.extranet.niddk.nih.govHdhewg.extranet.niddk.nih.govhttps://dkgbt.niddk.nih.govhttps://dpr.niddk.nih.govhttp://redcap.niddk.nih.gov/The following links are only available during enrollment sessions and sent to attendees:http://redcapsurvey.niddk.nih.gov/https://forms.niddk.nih.gov/glycoday
	Q39Comments: The reviewer noted that the following URLs were inaccessible: https://forms.niddk.nih.gov/glycoday, http://redcapsurvey.niddk.nih.gov/
	Q40Comments: 
	Q41Comments: 
	WebBeaconsCheckBox: 
	WebBugsCheckBox: 
	SessionCookiesCheckBox: 1
	PersistentCookiesCheckBox: 1
	Q41aOtherTextField: 
	Q42Comments: 
	Q43Comments: 
	RQ1Notes_TextBox: 
	RQ1Comments_TextBox: 
	RQ2Notes_TextBox: 
	RQ2Comments_TextBox: 
	RQ3RN_TextBox: 
	RQ3Comments_TextBox: 
	RQ4RN_TextBox: 
	RQ4Comments_TextBox: 
	RQ5RN_TextBox: 
	RQ5Comments_TextBox: 
	RQ6RN_TextBox: 
	RQ6Comments_TextBox: 
	RQ7RN_TextBox: 
	RQ7Comments_TextBox: 
	RQ8RN_TextBox: 
	RQ8Comments_TextBox: 
	RQ9RN_TextBox: 
	RQ9Comments_TextBox: 
	RQ10RN_TextBox: 
	RQ10Comments_TextBox: 
	RQ11RN_TextBox: 
	RQ11Comments_TextBox: 
	RQ12RN_TextBox: 
	RQ12Comments_TextBox: 
	RQGeneralComments_TextBox: This component is under the National Institute of Diabetes and Digestive and Kidney Diseases Network (NIDDK)  General Support System (GSS), whose Universal Unique Identifier (UUID) is:   25E9E6FD-1E40-4B01-A82D-D9DE2936CBD1.
	PIAOPDIVSignatureField: 
	PIAHHSSignatureField: 
	Acceptable Values: Transition, Draft, Review, Redraft,  TPWATransition, TPWADraft, TPWAReview, TPWARedraft: 
	TPWAFormNumber_TextField: Read Only
	TPWADateField1: Read Only
	TPQuestion_1_TextBox: Read Only - OPDIV
	TPQuestion_2_TextBox: Read Only - TPWA UID
	TPQuestion_3_TextBox: Read Only - TPWA Name
	TPQuestion_4a_TextBox: 
	TPQ5Comments: 
	SORN_Num_TextField: 
	Not_Publish_TextField: 
	TPQ6Comments: 
	Approval_num_TextField: 
	Expiration_DateField: 
	Explanation_TextField: 
	TPQ7Comments: 
	TP_POC_Title_TextField: 
	TP_POC_Name_TextField: 
	TP_POC_Org_TextField: 
	TP_POC_Email_TextField: 
	TP_POC_Phone_TextField: 
	TPQ8Comments: 
	TPQuestion_9_TextField: 
	TPQ9Comments: 
	TPQ10Comments: 
	TPQuestion_11_TextField: 
	TPQ11Comments: 
	TPQ12Comments: 
	TPQuestion_13_DropDownList: 
	TPQ13Comments: 
	TPQuestion_13a_TextField: 
	TPQ14Comments: 
	TPQuestion_14a_TextField: 
	TPQ15Comments: 
	TPQ16Comments: 
	TPQ17Comments: 
	TPQuestion_18_TextField: 
	TPQ18Comments: 
	TPQuestion_19_TextField: 
	TPQ19Comments: 
	TPQuestion_19a_TextField: 
	TPQ20Comments: 
	TPQuestion_20a_TextField: 
	TPQuestion_21_TextField: 
	TPQ21Comments: 
	TPQuestion_22_TextField: 
	TPQ22Comments: 
	TPRW1RN_TextBox: 
	TPRQ1C_TextBox: 
	TPRQ2RN_TextBox: 
	TPRQ2C_TextBox: 
	TPRQ3RN_TextBox: 
	TPRQ3C_TextBox: 
	TPRQ4RN_TextBox: 
	TPRQ4C_TextBox: 
	TPRQ5RN_TextBox: 
	TPRQ5C_TextBox: 
	TPGenCommentsTextBox: 
	TPOPDIVSignatureField: 
	TPHHSSignatureField: 



