SUPPORTING STATEMENT - PART A
Child Care Provider Information-For the Child Care Subsidy Program – OMB Control No. 2900-0717
	Summary of Changes from Previously Approved Collection 

· [bookmark: _Hlk176853280]Child Care Provider Information-For the Child Care Subsidy Program.
· 0730b - Child Care Subsidy, Increased the annual number of responses and decreased the burden hours.
· No comments were received. 





1. 	Need for the Information Collection (1-3 paragraphs)

Public Law 107-67, Section 630, and Title 5, Part 792, Subpart B of the Code of Federal Regulations, authorizes the Department of Veteran’s Affairs to use appropriated funds to assist eligible employees with the cost of child care.  Children from birth through the age of 13 and children through the age of 18, if disabled, are eligible.  For this program, a child is defined as: A biological, adopted, step, or foster child who lives with the Federal employee, a child for whom a judicial determination of support has been obtained, or a child to whom the Federal employee is a parent or legal guardian and makes regular and substantial contributions to the child’s care. The Department of Veterans Affairs (VA) implemented the VA Child Care Subsidy Program in January 2001.  
VA employees interested in the child care subsidy program and wish to apply for the program and receive the subsidy, they need to fill out the child care subsidy program application forms to include the VA 0730b form. 
Child care providers are required to submit information on VA Form 0730b regarding the type of child care services that they provide as well as their address, phone number, e-mail address, tax identification number or Social Security Number, license number and license expiration date for validation purposes in accordance with Public Law 107-67, sec. 630 which requires the VA Child Care Subsidy program staff to validate program requirements.  
2.	Use of the Information (2-4 paragraphs)

VA Form 0730b is completed by the child care provider and is included in an employee’s application package. Any changes related to the provider such as change in fees, license expiration, change in child care provider, adding or removing a child would require a revised 0730b. This form is used to validate that the child care provider is licensed and/or regulated by the state as required by Title 5, Part 792, Subpart B of the Code of Federal Regulations.    

If the collection of information were not carried out, the approving official would not be able to validate whether the employee and child(ren) is eligible to participate in VA Child Care Subsidy Program as state in the VA policy.

3. 	Use of Information Technology (1-4 sentences)

VA Form 0730b is available in a fillable format on the VA Forms Website.  The forms may be downloaded and made available for manual completion by respondents who do not have access to the VA Forms Website.
 
4. 	Non-duplication (1-2 sentences)

The 0730b form has a specific purpose and limited use.  There is no data available that can be used or modified for this purpose.  Each individual entry is a single entity and is required for the collection of information to process an employee’s application to participate in the VA Child Care Subsidy Program and to validate that the child care provider is licensed and/or regulated by the state.

5. 	Burden on Small Businesses (1-2 sentences)

The information collected on VA Form 0730b will be used by the VA Child Care Subsidy Program to administer the day-to-day operations. This function determines the employee’s eligibility criteria to participate in the program. The form has been designed to minimize the information collection burden on the public and applicant.

6.	 Less Frequent Collection (1-3 sentences)

A daily occurrence occurs when new applications are submitted, but the frequency occurs when a change is initiated.

7. 	Paperwork Reduction Act Guidelines (1 sentence)
This collection of information does not require collection to be conducted in a manner inconsistent with the guidelines delineated in 5 CFR 1320.5(d)(2).
8. 	Consultation and Public Comments
Part A: PUBLIC NOTICE
A 60-Day Federal Register Notice (FRN) for the collection published on Tuesday, July 9, 2024. The 60-Day FRN citation is 89 FR 56477.
No comments were received during the 60-Day Comment Period
A 30-Day Federal Register Notice (FRN) for the collection published on Thursday, October 17, 2024. The 30-Day FRN citation is 89 FR  83759.

Part B: CONSULTATION (2-4 sentences)
No additional consultation apart from soliciting public comments through the Federal Register was conducted for this submission. 


9. 	Gifts or Payment (1-3 sentences)

No payments or gifts are being offered to respondents as an incentive to participate in the collection. 

10. 	Confidentiality 

Respondents are informed that the furnishing of data is voluntary; that Public Law 104-134 authorizes use of their social security number for the orderly administration of records; and that disclosure of the information may be made in accordance with the disclosure provisions of the Privacy Act of 1974.  (System of Records 165VA05CCSP, Child Care Subsidy Program Records). 



The SORN, VA Child Care Subsidy Program Records - VA (165VA05CCSP) was signed by the CIO on 9/12/20204 and has been forwarded to Congress and OMB for review. Office of Information and Technology will notify CCSP once OMB has concluded its review and the SORN has been forwarded to the Federal Register for publication.




A draft copy of the PIA, PIA title, attached, currently under program review. 





11. 	Sensitive Questions (1 paragraph)

Public Law 104-134 (April 26, 1996) requires that any person doing business with the Federal Government furnish a Social Security Number or tax identification number. This is an amendment to title 31, Section 7701. The primary use of these Social Security Numbers (SSN) and tax identification numbers will be for identification purposes in assuring licensure and/or regulation compliance. This compliance is necessary for the purpose of determining Federal employee eligibility for child care subsidy.


12. 	Respondent Burden and its Labor Costs
Part A: ESTIMATION OF RESPONDENT BURDEN

1) Collection Instrument(s)
Child Care Provider Information-For the Child Care Subsidy Program
a) Number of Respondents: # 4,500
b) Number of Responses Per Respondent: # 2 on average
c) Number of Total Annual Responses: # 4,500
d) Response Time: 20 Minutes 
e) Respondent Burden Hours: 937 hours 

2) Total Submission Burden (Summation or average based on collection)
a) Total Number of Respondents: # 4,500
b) Total Number of Annual Responses: #4,500
c) Total Respondent Burden Hours: # 937 hours

Part B: LABOR COST OF RESPONDENT BURDEN

1) Collection Instrument(s)
Child Care Provider Information-For the Child Care Subsidy Program
a) Number of Total Annual Responses: # 4,500
b) Response Time: # 20 minutes
c) Respondent Hourly Wage: $16
d) Labor Burden per Response: $3.20 
e) Total Labor Burden: $14,400

2) Overall Labor Burden 
a) Total Number of Annual Responses: #4,500
b) Total Labor Burden: $14,400

The Respondent hourly wage was determined by using the [Department of Labor Wage Website] ([http://www.dol.gov/dol/topic/wages/index.htm])

13.	Respondent Costs Other Than Burden Hour Costs (1-4 sentences)

There are no annualized costs to respondents other than the labor burden costs addressed in Section 12 of this document to complete this collection.  There is no capital start-up operation or maintenance costs. Cost estimates are not expected to vary.  The only cost is the time of the respondent. There are neither anticipated capital start-up cost components nor requests to provide information.

14. 	Cost to the Federal Government

Part A: LABOR COST TO THE FEDERAL GOVERNMENT

1) Collection Instrument(s)
Child Care Provider Information-For the Child Care Subsidy Program
a) Child Care Provider Information-For the Child Care Subsidy Program Number of Total Annual Responses: 4,500
b) Processing Time per Response: 20 Minutes
c) Hourly Wage of Worker(s) Processing Responses:  see table below.
d) Cost to Process Each Response: see table below.
e) Total Cost to Process Responses: see table below.

	f) 
	HR Rate
	Min.
	Cost Per Min.
	Process Time
	Cost to process 1 app
	Appr. # 0730b
	Total cost per GS
	# Staff
	Total cost per GS

	GS -9 
	28.52
	60
	0.48
	20
	                  $9.51
	500
	               $4,753.33
	2
	                     $9,506.67

	GS-11
	34.51
	60
	0.58
	20
	                $11.50
	500
	            $5,751.67
	4
	$23,006.67

	GS-12
	41.37
	60
	0.69
	20
	                  $13.79
	500
	                $6,895.00
	3
	                 $20,685.00

	
	
	
	
	
	
	
	
	
	                      $53,198.33 

	Approximate annual cost to the federal government to process VA Form 0730b is $53,198.33
	


	

2) Overall Labor Burden to the Federal Government
a) Total Number of Annual Responses: #4,500
b) Total Labor Burden: $53,198.33

Part B: OPERATIONAL AND MAINTENANCE COSTS
 
1) Cost Categories
a) Equipment: $13,500
b) Printing: $0
c) Postage: $0
d) Software Purchases: $0
e) Licensing Costs: $0
f) Other: Contract Support through OIT $ 526,368.00

2) Total Operational and Maintenance Cost: $ 539,868

Part C: TOTAL COST TO THE FEDERAL GOVERNMENT

1) Total Labor Cost to the Federal Government: $ 53,198.33

2) Total Operational and Maintenance Costs: $ 526,368.00

3) Total Cost to the Federal Government: $ 579,566.33.

15. 	Reasons for Change in Burden (1-7 sentences)

Yes, the burden estimates have changed since the last time this collection was approved as the number of respondents have increased. This is a reinstatement with change to an expired collection.


16. 	Publication of Results (1 sentence/ 1 paragraph)

The results of this information collection will not be published. 

17. 	Non-Display of OMB Expiration Date (1 sentence/ 1 paragraph)

We are not seeking approval to omit the display of the expiration date of the OMB approval on the collection instrument. 

18. 	Exceptions to “Certification for Paperwork Reduction Submissions” (1 sentence)

We are not requesting any exemptions to the provisions stated in 5 CFR 1320.9. 
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BILLING CODE: 8320-01 


DEPARTMENT OF VETERANS AFFAIRS  


PRIVACY ACT OF 1974; SYSTEM OF RECORDS 


AGENCY:  Department of Veterans Affairs (VA) 
 
ACTION:  Notice of a Modified System of Records 
 
 
 
SUMMARY: Pursuant to the Privacy Act of 1974, notice is hereby given that the 


Department of Veterans Affairs (VA) is modifying the system of records titled, ‘‘VA Child 


Care Subsidy Program Records-VA” (165VA05CCSP). This system contains the 


records used by the Child Care Records Management System (CCRMS) which 


provides a mechanism for online application processing; subsidy benefit requests; and 


the tracking, filing, retrieving, and storing of documents.  


DATES:  Comments on this modified system of records must be received no later than 


[INSERT DATE 30 DAYS AFTER DATE OF PUBLICATION IN THE FEDERAL 


REGISTER]. If no public comment is received during the period allowed for comment or 


unless otherwise published in the Federal Register by VA, the modified system of 


records will become effective a minimum of 30 days after the date of publication in the 


Federal Register. If VA receives public comments, VA shall review the comments to 


determine whether any changes to the notice are necessary. 


ADDRESSES:  Comments concerning the modified system of records may be   
 
submitted through www.Regulations.gov or mailed to VA Privacy Service,  
 
810 Vermont Avenue, NW, (005X6F), Washington, DC 20420. Comments should  
 
indicate they are submitted in response to ‘‘VA Child Care Subsidy Program  
 



http://www.regulations.gov/
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Records-VA’’ (165VA05CCSP). Comments received will be available at  
 
www.Regulations.gov for public viewing, inspection, or copies. 
 
FOR FURTHER INFORMATION CONTACT: Willie Swailes, Chief, Office of Human 


Resources and Administration/Operations, Security, and Preparedness, Child Care 


Subsidy Program, telephone (202) 578-7759 and email at willie.swailes@va.gov or 


Martha Ramirez, Director, Operations Management, telephone (202) 461-5805 or email 


at martha.ramirez@va.gov.  


SUPPLEMENTARY INFORMATION:  


VA is modifying the system by revising the System Location; System Manager; 


Routine Uses of Records Maintained in the System; Policies and Practices for Storage 


of Records; Practices for Retention and Disposal of Records; and Administrative, 


Technical, and Physical Safeguards.  


 Routine Uses 2 and 3 are added in accordance with Office of Management and 


Budget memorandum M-17-12, which permits disclosure to respond to a suspected or 


confirmed data breach.  Routine Use 7 is being added to permit disclosure to the Office 


of Personnel Management in connection with the application or effect of civil service 


laws, rules, regulations, or guidelines in particular situations. Additionally, the language 


of the existing routine uses has been modified for clarity.  


VA is republishing the system notice in its entirety. 


 


  



http://www.regulations.gov/

mailto:willie.swailes@va.gov

mailto:martha.ramirez@va.gov
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Signing Authority 


The Senior Agency Official for Privacy, or designee, approved this document and 


authorized the undersigned to sign and submit the document to the Office of the Federal 


Register for publication electronically as an official document of the Department of 


Veterans Affairs.   


Approved: 


_______________________________ Date: _______________ 
Kurt D. DelBene 


Assistant Secretary for Office of Information and Technology 


and Chief Information Officer 
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SYSTEM NAME AND NUMBER: “Child Care Subsidy Program – VA” (165VA05CCSP) 
 
SECURITY CLASSIFICATION: Unclassified 


SYSTEM LOCATION: Applications to participate in the Department of Veterans Affairs 


(VA) Child Care Subsidy Program are submitted through the Child Care Records 


Management System (CCRMS) located at VA Web Operation, Capital Region 


Readiness Center (CRRC), 221 Butler Avenue, Martinsburg, West Virginia 25405-9700. 


SYSTEM MANAGER(S): Willie Swailes, Chief, Office of Human Resources and 


Administration/Operations, Security, and Preparedness, Child Care Subsidy Program, 


telephone (202) 578-7759 and email at willie.swailes@va.gov or Martha Ramirez, 


Director, Operations Management, telephone (202) 461-5805 or email at 


martha.ramirez@va.gov, 810 Vermont Avenue NW, Washington, DC 20420. 


AUTHORITY FOR MAINTENANCE OF THE SYSTEM:  


P.L. 106–58, Section 643; Executive Order 9397 
 


PURPOSE(S) OF THE SYSTEM:  


To establish and verify VA employees' eligibility for childcare subsidies for VA to 


provide monetary assistance to its employees. 


CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM:  


VA employees who voluntarily apply for childcare subsidy program.  


CATEGORIES OF RECORDS IN THE SYSTEM:  
 


Records in the system contain personally identifiable information, including 


employee (parent) name; social security number; pay grade; telephone numbers; total 


family income; names of children on whose behalf the parent is applying for the 


childcare subsidy; children’s date of birth; information on childcare providers, including 


childcare provider’s names, addresses, provider license numbers, and states where 



mailto:willie.swailes@va.gov

mailto:martha.ramirez@va.gov
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issued; provider tax identification numbers; and copies of IRS Form 1040 and 1040A for 


verification purposes. 


 
RECORD SOURCE CATEGORIES: 


Information is provided by VA employees who apply for childcare subsidy,  
 
furnishing the information is voluntary. 
 


ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING 
CATEGORIES OF USERS AND PURPOSES OF SUCH USES:  
 


1.    Congress 


To a Member of Congress or staff acting upon the Member’s behalf when the Member  
 
or staff requests the information on behalf of, and at the request of, the individual who is 
 
the subject of the record.  
 


2.     Data Breach Response and Remediation for VA 


To appropriate agencies, entities, and persons when (a) VA suspects or has confirmed 
 
that there has been a breach of the system of records; (b) VA has determined that as a  
 
result of a suspected or confirmed breach, there is a risk of harm to individuals, VA 
 
(including its information systems, programs, and operations), the Federal Government, 
 
or national security; and (c) the disclosure made to such agencies, entities, and persons 
 
is reasonably necessary to assist in connection with VA’s efforts to respond to the  
 
suspected or confirmed breach or to prevent, minimize, or remedy such harm. 
 


3.      Data Breach Response and Remediation for Another Federal Agency 
 
To another Federal agency or Federal entity when VA determines that information from  
 
this system of records is reasonably necessary to assist the recipient agency or entity  
 
in (a) responding to a suspected or confirmed breach or (b) preventing, minimizing, or  
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remedying the risk of harm to individuals, the recipient agency or entity (including its  
 
information systems, programs, and operations), the Federal Government, or national  
 
security, resulting from a suspected or confirmed breach. 
 


4. Law Enforcement  


To a Federal, state, local, territorial, tribal, or foreign law enforcement authority or 


other appropriate entity charged with the responsibility of investigating or prosecuting a 


violation or potential violation of law, whether civil, criminal, or regulatory in nature, or 


charged with enforcing or implementing such law, provided that the disclosure is limited 


to information that, either alone or in conjunction with other information, indicates such a 


violation or potential violation. A disclosure of information about veterans or their 


dependents from VA claims files under this routine use must also comply with the 


requirements of 38 U.S.C. 5701(f).  


5.  DoJ, Litigation, Administrative Proceeding 
 


To the Department of Justice (DoJ), or in a proceeding before a court, adjudicative 


body, or other administrative body before which VA is authorized to appear, when: 


(a) VA or any component thereof; 


(b) A VA employee in his or her official capacity;  


(c) A VA employee in his or her individual capacity where DoJ has agreed to 


represent the employee; or 


(d) The United States, where VA determines that litigation is likely to affect the 


agency or any of its components 
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is a party to such proceedings or has an interest in such proceedings, and VA 


determines that use of such records is relevant and necessary to the proceedings. 


6.  Contractors  


To contractors, grantees, experts, consultants, students, and others performing 


or working on a contract, service, grant, cooperative agreement, or other assignment for 


VA, when reasonably necessary to accomplish an agency function related to the 


records.  


7.  EEOC  


To the Equal Employment Opportunity Commission (EEOC) in connection with 


investigations of alleged or possible discriminatory practices, examination of Federal 


affirmative employment programs, or other functions of the Commission as authorized 


by law. 


8.   FLRA  


To the Federal Labor Relations Authority (FLRA) in connection with the 


investigation and resolution of allegations of unfair labor practices, the resolution of 


exceptions to arbitration awards when a question of material fact is raised, matters 


before the Federal Service Impasses Panel, and the investigation of representation 


petitions and the conduct or supervision of representation elections. 


9.  MSPB   


To the Merit Systems Protection Board (MSPB) in connection with appeals, 


special studies of the civil service and other merit systems, review of rules and 


regulations, investigation of alleged or possible prohibited personnel practices, and such 


other functions promulgated in 5 U.S.C. 1205 and 1206, or as authorized by law. 
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10.  NARA  


To the National Archives and Records Administration (NARA) in records 


management inspections conducted under 44 U.S.C. 2904 and 2906 or other functions 


authorized by laws and policies governing NARA operations and VA records 


management responsibilities. 


POLICIES AND PRACTICES FOR STORAGE OF RECORDS:  
 


Records are maintained in/records are stored in the Child Care Records  
 
Management System (CCRMS) in an electronic format.  
 
POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS:  
 


Records are retrieved by use of individual names and may  
 
also be cross-referenced to social security numbers or other personal identifying  
 
numbers. 
 
POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS:  
 


Records in this system are retained and disposed of in accordance with the  


schedule approved by the Archivist of the United States, Records Control Schedule 


VHA RCS 3075.12. 


ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS: 
 


When the system is not in use by an authorized person with a valid  


Personal Identification Verification (PIV/Smart Card), the system will not allow access.  


Electronic records are secured and require the employee’s Personal Identification  


Verification (PIV/Smart Card) to access, and the system will self-lock within 5 – 7  


minutes of no-activity within the system. 


 
RECORD ACCESS PROCEDURES: 
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Individuals seeking information on the existence and content of records in this 


system pertaining to them should contact the system manager in writing as indicated  


above.  A request for access to records must contain the requester’s full name, address,  


telephone number, signed by the requester, and a description of the records sought in  


sufficient detail to enable VA personnel to locate them with a reasonable amount of  


effort.  


 
CONTESTING RECORD PROCEDURES:  


Individuals seeking to contest or amend records in this system pertaining to them 


should contact the system manager in writing as indicated above.  A request to contest  


or amend records must state clearly and concisely what record is being contested, the  


reasons for contesting it, and the proposed amendment to the record. 


 
NOTIFICATION PROCEDURE: 


Generalized notice is provided by the publication of this notice.  For specific  


notice, see Record Access Procedure, above.  


 
EXEMPTIONS PROMULGATED FOR THE SYSTEM: None 


HISTORY: 77 FR 54660 (September 5, 2012).  
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The completion of Veterans Affairs Privacy Impact Assessments (PIAs) is mandated for any rulemaking, program, system, or practice that collects or uses PII under the authority of the E-government Act of 2002 (44 U.S.C. § 208(b)) and VA Directive 6508, Implementation of Privacy Threshold Analysis and Privacy Impact Assessment. When completing this PIA please reference, the PTA/PIA guide located at: VA Privacy Service Privacy Hub under training resources:  https://dvagov.sharepoint.com/sites/OITPrivacyHub/SitePages/PIA-Training-Resources.aspx



The PIA is designed to identify risk associated with the use of PII by a system, program, project or practice, and to ensure that vital data stewardship issues are addressed for all phases of the System Development Life Cycle (SDLC) of IT systems. It also ensures that privacy protections are built into an IT system during its development cycle. By regularly assessing privacy concerns during the development process, VA ensures that proponents of a program or technology have taken its potential privacy impact into account from the beginning. The PIA also serves to help identify what level of security risk is associated with a program or technology. In turn, this allows the Department to properly manage the security requirements under the Federal Information Security Management Act (FISMA).

Please note that the E-government Act of 2002 requires that a PIA be made available to the public. In order to comply with this requirement PIA will be published online for the general public to view. When completing this document please use simple, straight-forward language, avoid overly technical terminology, and write out acronyms the first time you use them to ensure that the document can be read and understood by the general public. 

** Note all questions must be addressed on the PIA, Not Applicable (N/A) responses will not be accepted**

















[image: http://www.leavedebtbehind.com/wp-content/uploads/2010/09/VA-symbol.jpg]

Privacy Impact Assessment for the VA IT System called:

Child Care Records Management System (CRM) 

EMPO Austin Information Technology Center (AITC)

eMASS ID #644

Date PIA submitted for review:

 08/28/2024



System Contacts:

System Contacts 

		

		Name

		E-mail

		Phone Number



		Privacy Officer

		Lynn A Olkowski

		Lynn.Olkowski@va.gov

		202-632-8405



		Information System Security Officer (ISSO)

		Ahmed Tamer

		Tamer.Ahmed@va.gov

		202-461-9306



		Information System Owner

		Willie Swailes

		Willie.swailesl@example.com

		202-578-7759





[bookmark: _Toc478545431]



Abstract 

[bookmark: _Toc478545432]The abstract provides the simplest explanation for “what does the system do?”. 

The Child Care Records Management System provides Veterans Administration (VA) employees the ability to create an on-line application, via the VA intranet access, requesting childcare subsidy benefits and to scan in required documents to support that application. 

Overview 

The overview is the most important section of the PIA. A thorough and clear overview gives the reader the appropriate context to understand the responses in the PIA. The overview should contain the following elements: 



1 [bookmark: _Toc478545433]General Description 

A. What is the IT system name and the name of the program office that owns the IT system? 

[bookmark: _Hlk137207676]The Child Care Records Management System (CRM) provides Veterans Administration (VA) employees the ability to submit an on-line application, via VA intranet access, requesting childcare subsidy benefits and to scan in required documents to support that application. VA employees will also be able to input their childcare provider’s data into the system. 

The program office that owns this system is Office of Human Resources and Administration. 



CRM uses web-based technologies that are hosted on virtual machines (VMs) in the Capitol Region Readiness Center (CRRC) VA datacenter to meet privacy and security standards established by VA guidelines. CRM does not conduct any information sharing. 

CRM has the potential to be used by all VA employees. The current number of individuals whose information is stored in the system is up to 180,000 and growing. The system stores health and financial information about individuals. 

CRM does not use cloud technology at this time. 

The completion of this PIA will not result in the SORN, technology or business processes being changed. 



B. [bookmark: _Hlk108511922][bookmark: _Hlk107558292]What is the business purpose of the program, IT system, or technology and how it relates to the program office and agency mission?

 CRM is operating under the legal authority of Public Law 1 06–58, Section 643, and Executive Order 9397: Numbering System for Federal Accounts Relating to Individual Persons, 

(https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executive-order-9397-relating-to-federal-agency-use-of-social-security-numbers) as stated in System of Records Notice (SORN) 165VA05CCSP-VA: VA Child Care Subsidy Program Records, 

(http://www.gpo.gov/fdsys/pkg/FR-2012-09-05/pdf/2012-21792.pdf ) 

CRM will provide control of records from creation, or receipt, through processing, distribution, organization, storage, and retrieval to ultimate disposition. 





C. Who is the owner or control of the IT system or project?

The enterprise environment for the Child Care Records Management System (CRM) is managed by EIS EWIS Service Line and located at Capital Region Readiness Center (CRRC)



2. Information Collection and Sharing 

D. What is the expected number of individuals whose information is stored in the system and a brief description of the typical client or affected individual?

The current number of individuals whose information is stored in the system is up to 180,000 and growing 



E. What is a general description of the information in the IT system and the purpose for collecting this information?

CRM provides the capability to accept and store monthly requests for payment documents, enter the actual subsidy amount paid, recertify eligibility to continue program participation on an annual basis, keep the total of year-to-date subsidy payments made for each applicant, track the Provider License expiration date, and generate reports. The primary customers are VA employees who are eligible to participate in the CCS.



F. What information sharing conducted by the IT system? A general description of the modules and subsystems, where relevant, and their functions.

<<ADD ANSWER HERE>>



G. Is the system is operated in more than one site, and if so, a description of how use of the system and PII is maintained consistently in all sites and if the same controls are used across sites? 

No



3. Legal Authority and SORN

H. What is the citation of the legal authority to operate the IT system?

CRM is operating under the legal authority of Public Law 1 06–58, Section 643, and Executive Order 9397: Numbering System for Federal Accounts Relating to Individual Persons, 

(https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executive-order-9397-relating-to-federal-agency-use-of-social-security-numbers) as stated in System of Records Notice (SORN) 165VA05CCSP-VA: VA Child Care Subsidy Program Records, 

(http://www.gpo.gov/fdsys/pkg/FR-2012-09-05/pdf/2012-21792.pdf)









I. If the system is in the process of being modified and a SORN exists, will the SORN require amendment or revision and approval? If the system is using cloud technology, does the SORN for the system cover cloud usage or storage?

Yes



4. System Changes

J. Will the completion of this PIA will result in circumstances that require changes to business processes?

No



K. Will the completion of this PIA could potentially result in technology changes? 

No







Section 1. Characterization of the Information 

The following questions are intended to define the scope of the information requested and collected as well as the reasons for its collection as part of the program, IT system, or technology being developed. 

1.1 What information is collected, used, disseminated, created, or maintained in the system? 



Identify and list all Sensitive Personal Information (SPI) that is collected and stored in the system, including Individually Identifiable Information (III), Individually Identifiable Health Information (IIHI), Protected Health Information (PHI), and Privacy- Protected Information. For additional information on these information types and definitions, please see VA Directives and Handbooks in the 6500 series (https://vaww.va.gov/vapubs/). If the system creates information (for example, a score, analysis, or report), list the information the system is responsible for creating. 



If a requesting system receives information from another system, such as a response to a background check, describe what information is returned to the requesting system. 

This question is related to privacy control AP-1, Authority To Collect, and AP-2, Purpose Specification.



The information selected below must match the information provided in question 2.1 as well as the data elements columns in 4.1 and 5.1. It must also match the information provided in question 3.4 of the PTA. 



Please check any information listed below that your system collects, uses, disseminates, creates, or maintains. If additional SPI is collected, used, disseminated, created, or maintained, please list those in the text box below:

· 
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|X| Name

|X| Social Security Number

|X| Date of Birth

|_| Mother’s Maiden Name

|X| Personal Mailing Address

|X| Personal Phone Number(s)

|X| Personal Fax Number|X| Personal Email Address

|_| Emergency Contact Information (Name, Phone Number, etc. of a different individual)

|X| Financial Information

|_| Health Insurance Beneficiary Numbers

Account numbers

|X| Certificate/License numbers[footnoteRef:1] [1:  *Specify type of Certificate or License Number (e.g., Occupational, Education, Medical)
] 


|_| Vehicle License Plate Number

|_| Internet Protocol (IP) Address Numbers

|_| Medications

|_| Medical Records

|_| Race/Ethnicity

|_| Tax Identification Number

|_| Medical Record Number

|_| Gender

|_| Integrated Control Number (ICN)

|_|Military History/Service Connection

|_| Next of Kin

|_| Other Data Elements (list below)



 













Other PII/PHI data elements: <<Add Additional Information Collected but Not Listed Above Here (For Example, A Personal Phone Number That Is Used as A Business Number)>>



[bookmark: _Toc323120407]PII Mapping of Components (Servers/Database)

<Child Care Records Management System (CRM) consists of 4 key components (servers/databases/instances/applications/software/application programming interfaces (API). Each component has been analyzed to determine if any elements of that component collect PII. The type of PII collected by <Child Care Records Management (CRM)  and the reasons for the collection of the PII are in the table below.



Note: Due to the PIA being a public facing document, please do not include server names in the table. The first table of 3.9 in the PTA should be used to answer this question. 

Internal Components Table 

		Component Name (Database, Instances, Application, Software, Application Program Interface (API) etc.) that contains PII/PHI

		Does this system collect PII? (Yes/No)

		Does this system store PII?  (Yes/No)

		Type of PII (SSN, DOB, etc.)

		Reason for Collection/ Storage of PII

		Safeguards



		Production (database server) 

		Yes 

		Yes 

		Email Address, Provider Financial Account Information, Provider 

Certificate License Numbers, Alias, Pay Grade, SSN 



		Necessary for what the application does, provide 

childcare services 



		VA 6500 Controls in place 

Data is encrypted 

using FIPS 140-2 standard or equivalent 





		Production (database server) 

		Yes 

		Yes 

		Applicant’s name, address, home phone 

		Necessary for what the application does, provide childcare services 

		VA 6500 Controls in place 

Data is encrypted 



		Production(database server) 

		Yes 

		Yes 

		Total Family Income, Names of children on whose behalf the parent is applying for subsidy, children’s Date of Birth, including daycare provider’s names & addresses 

		Necessary for what the application does, provide childcare services 

		VA 6500 Controls in place 

Data is encrypted 



		Production (database server) 

		Yes 

		Yes 

		provider license numbers and States where issued, and provider tax identification numbers and copies of IRS Form 1040 and 1040A 

		Necessary for what the application does, provide childcare services 

		VA 6500 Controls in place 

Data is encrypted 







1.2 What are the sources of the information in the system? 

These questions are related to privacy controls DI-1, Data Quality, and IP-1, Consent.



1.2a List the individual, entity, or entities providing the specific information identified above. For example, is the information collected directly from the individual as part of an application for a benefit, or is it collected from other sources such as commercial data aggregators? 

All information is received directly from the VA employee 



1.2b Describe why information from sources other than the individual is required? For example, if a program’s system is using data from a commercial aggregator of information or data taken from public Web sites, state the fact that this is where the information is coming from and then in question indicate why the system is using this source of data. 

 All information is entered by the VA employee using the CRM application through a VA intranet web portal. 



1.2c Does the system create information (for example, a score, analysis, or report), list the system as a source of information? 

	Yes

1.3 How is the information collected? 

These questions are related to privacy controls DI-1, Data Quality, and IP-1, Consent.



1.3a This question is directed at the means of collection from the sources listed in question 1.2. Information may be collected directly from an individual, received via electronic transmission from another system, or created by the system itself. Specifically, is information collected through technologies or other technologies used in the storage or transmission of information in identifiable form? 

	  All information is entered by the VA employee using the CRM application through a VA intranet web portal. 



1.3b If the information is collected on a form and is subject to the Paperwork Reduction Act, what is the form’s OMB control number and the agency form number?

<<ADD ANSWER HERE>>

1.4 How will the information be checked for accuracy?  How often will it be checked?

These questions are related to privacy controls DI-1, Data Quality, and DI-2, Data Integrity and Integrity Board.



1.4a Discuss whether and how often information stored in the system is checked for accuracy. Is information in the system checked against any other source of information (within or outside your organization) before the information is used to make decisions about an individual? For example, is there a computer matching agreement in place with another government agency? For systems that receive data from internal data sources or VA IT systems, describe the system checks to ensure that data corruption has not occurred during transmission.

 All information collected is for determining eligibility of participation in the program based on received financial data, qualified daycare, and parental information. 



1.4b Does the system check for accuracy by accessing a commercial aggregator of information, describe this process and the levels of accuracy required by the contract?

	<<ADD ANSWER HERE>>

1.5 What specific legal authorities, arrangements, and agreements defined the collection of information? 



List the full legal authority for operating the system, specifically the authority to collect the information listed in question 1.1. Provide the authorities in a manner understandable to any potential reader, i.e., do not simply provide a legal citation; use statute names or regulations in addition to citations. Legal authorities include Federal laws, regulations, statutes, and Executive Orders. This question is related to privacy control AP-1, Authority to Collect

Public Law 1 06–58, Section 643. Executive Order 9397: Numbering System for Federal Accounts Relating to Individual Persons, (https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executiveorder-9397-relating-to-federal-agency-use-of-social-security-numbers) 

as stated in SORN 165VA05CCSP-VA: VA Child Care Subsidy Program Records, https://www.govinfo.gov/

 



1.6 PRIVACY IMPACT ASSESSMENT: Characterization of the information 

[bookmark: _Hlk108518068]Consider the specific data elements collected and discuss the potential privacy risks and what steps, if any are currently being taken to mitigate those identified risks.  (Work with your System ISSO to complete this section)



Consider the following Fair Information Practice Principles (FIPPs) when assessing the risk to individual privacy: 



Principle of Purpose Specification: Explain how the collection ties with the purpose of the underlying mission of the organization and its enabling authority. 



Principle of Minimization: Is the information directly relevant and necessary to accomplish the specific purposes of the program? 



Principle of Individual Participation: Does the program, to the extent possible and practical, collect information directly from the individual? 



Principle of Data Quality and Integrity: Are there policies and procedures for VA to ensure that personally identifiable information is accurate, complete, and current? 

This question is related to privacy control AR-1, Governance and Privacy Program, and AR-2, Privacy Impact and Risk Assessment.



Follow the format below when entering your risk assessment:



Privacy Risk: CRM collects both Personally Identifiable Information (PII) and a variety of other SPI, such as PHI. However, PHI is only used to for children participating in the program between the ages of 13 – 18 to provide medical documentation of a medical disability to continue participation in the program. This medical documentation information is provided by the parent from a medical doctor on a yearly basis to re-qualify for the program. Due to the highly sensitive nature of this data, there is a risk that, if the data were accessed by an unauthorized individual or otherwise breached, serious personal, professional or financial harm may result for the individuals affected.



Mitigation:  CRM employs a variety of security measures designed to ensure that the information is not inappropriately disclosed or released. The VA’s risk assessment validates the security control set and determines if any additional controls are needed to protect agency operations. Many of the security controls are common security controls throughout the VA. These measures include access control; awareness and training; audit and accountability; certification, accreditation, and security assessments; configuration management; contingency planning; identification and authentication; incident response; maintenance; media protection; physical and environmental protection; planning; personnel security; risk assessment; systems and services acquisition; system and communications protection; and system and information integrity. Our security controls follow VA 6500 Handbook and NIST SP800-53 Moderate impact defined set of controls. The system owner is responsible for any system-specific issues associated with the implementation of the facility’s common security controls. These are identified and described in the CRM system security plan. 

[bookmark: _Toc478545434]Section 2. Uses of the Information 

The following questions are intended to clearly delineate the use of information and the accuracy of the data being used. 

2.1 Describe how the information in the system that will be used in support of the program’s business purpose. 



Identify and list each use (both internal and external to VA) of the information collected or maintained. This question is related to privacy control AP-2, Purpose Specification.

 	

		PII/PHI Data Element

		Internal Use

		External Use



		<<Name>>

		File Identification purposes

		Not used



		Full name

		Used to identify the employee

		



		Alias

		Any alias used

		



		Social Security Number (SSN)

		Used as an employee identifier and as a resource for verifying subsidy benefits received by participants throughout the calendar year to provide W-2 calculations are placed on correct Taxpayer Identification Number (TIN) which is used to identify child care provider taxes for the calendar year

		



		Date of Birth

		Used to confirm employee identity

		



		Maiden name

		Used to confirm employee identity

		



		Mailing address

		Used to identify participate home mailing address and childcare vendor address

		



		Zip Code

		Used to identify participate home mailing address and childcare vendor address

		



		Phone Number(s)

		Used to contact employees and childcare vendors, if necessary

		



		Fax Number

		Used to contact employees and childcare vendors, if necessary

		



		Email address

		Used to contact employees and childcare vendors, if necessary

		



		Financial account number

		Used to identify account to transfer subsidy benefits to childcare provider on behalf of the VA employee

		



		Certificate/License number

		Used to determine if the childcare provider is following state licensing and/or regulations pertaining to caring for children

		



		Pay Grade

		Used as accounting data to measure the number of VA employees using the program in each grade group.

		



		Total Family Income

		Used to determine the percentage of total childcare costs VA will pay. -Internal

		



		Names of Children

		Used to determine the percentage of total childcare costs VA will pay. -Internal

		



		Child(s) Date of Birth

		Used to determine the percentage of total childcare costs VA will pay. -Internal

		



		Name of Child Care Provider

		Used to contact childcare vendors, if necessary.

		



		Child Care Provider TIN

		Used to ensure that W-2 calculations are placed on correct TIN which is used to identify childcare provider taxes for the calendar year

		



		IRS Tax Forms 1040 and 1040A

		Used to determine the percentage of total childcare costs VA will pay.

		







2.2 What types of tools are used to analyze data and what type of data may be produced? 

These questions are related to privacy controls DI-1, Data Quality, DI-2, Data Integrity and Integrity Board, and SE-1, Inventory of Personally Identifiable Information.



2.2a Many systems sift through large amounts of information in response to a user inquiry or programmed functions. Systems may help identify areas that were previously not obvious and need additional research by agents, analysts, or other employees. Some systems perform complex analytical tasks resulting in, among other types of data, matching, relational analysis, scoring, reporting, or pattern analysis. Describe any type of analysis the system conducts and the data that is created from the analysis? 

 CRM does not contain any tools to analyze data. CRM does not create or make available new or previously unutilized information about an individual. 



2.2b If the system creates or makes available new or previously unutilized information about an individual, explain what will be done with the newly derived information. Will it be placed in the individual's existing record? Will a new record be created? Will any action be taken against or for the individual identified because of the newly derived data? If a new record is created, will the newly created information be accessible to Government employees who make determinations about the individual? If so, explain fully under which circumstances and by whom that information will be used.

 	<<ADD ANSWER HERE>>



2.3 How is the information in the system secured? 

These questions are related to security and privacy controls SC-9, Transmission Confidentiality, and SC-28, Protection of Information at Rest. 



2.3a What measures are in place to protect data in transit and at rest? 

Safeguards implemented to ensure data is not sent to the wrong person. VA organization are employee security and privacy training and awareness and required reporting of suspicious activity. Use of secure passwords, access for need-to-know basis, Personal Identification Verification (PIV) Cards, Personal Identification Numbers (PIN), encryption, and access authorization using Network Identification (NTID) are all measures that are utilized within the facilities.



2.3b If the system is collecting, processing, or retaining Social Security Numbers, are there additional protections in place to protect SSNs?

Encrypted email and access authorization using Network Identification (NTID) are all measures that are utilized within the facility.



2.3c How is PII/PHI safeguarded in accordance with OMB Memorandum M-06-15?

System enforces PIV for internal users – Multi factor Authentication (MFA), Data Encryption

2.4 PRIVACY IMPACT ASSESSMENT: Use of the information.  

Describe any types of controls that may be in place to ensure that information is handled in accordance with the uses described above. Example: Describe if training for users of the project covers how to appropriately use information. Describe the disciplinary programs or system controls (i.e. denial of access) that are in place if an individual is inappropriately using the information. 



Consider the following FIPPs below to assist in providing a response: 



Principle of Transparency: Is the PIA and SORN, if applicable, clear about the uses of the information? 



Principle of Use Limitation: Is the use of information contained in the system relevant to the mission of the project? 

This question is related to privacy control AR-4, Privacy Monitoring and Auditing, AR-5, Privacy Awareness and Training, and SE-2, Privacy Incident response. 

2.4a How is access to the PII determined?  

 	<<ADD ANSWER HERE>>

2.4b Are criteria, procedures, controls, and responsibilities regarding access documented?

 	Yes

2.4c Does access require manager approval?

Yes

2.4d Is access to the PII being monitored, tracked, or recorded?

Ye

 2.4e Who is responsible for assuring safeguards for the PII?

<<ADD ANSWER HERE>>

[bookmark: _Toc478545435]Section 3. Retention of Information 

The following questions are intended to outline how long information will be retained after the initial collection. 

3.1 What information is retained? 



Identify and list all information collected from question 1.1 that is retained by the system. 

This question is related to privacy controls DM-1, Minimization of Personally Identifiable Information, and DM-2, Data Retention and Disposal

[bookmark: _Hlk110515801] 	Full name, maiden name, mother’s maiden name, alias, SSN, TIN, financial account number, mailing address, email address; date of birth, zip code, phone numbers, fax numbers, pay grade, telephone numbers, total family income, names of children on whose behalf the parent is applying for subsidy, children’s date of birth, information on child care providers used, including daycare provider’s names, addresses, provider license numbers and States where issued, and provider tax identification numbers and copies of IRs Form 1040 and 1040A . 



3.2 How long is information retained? 



In some cases, VA may choose to retain files in active status and archive them after a certain period of time. State active file retention periods, as well as archived records, in number of years, for the information and record types. For example, financial data held within your system may have a different retention period than medical records or education records held within your system, please be sure to list each of these retention periods. The VA records officer should be consulted early in the development process to ensure that appropriate retention and destruction schedules are implemented. If the system is using cloud technology, will it be following the NARA approved retention length and schedule? This question is related to privacy control DM-2, Data Retention and Disposal.

 Information is retained until 3 years after leaving the program. 

3.3 Has the retention schedule been approved by the VA records office and the National Archives and Records Administration (NARA)? 

An approved records schedule must be obtained for any IT system that allows the retrieval of a record via a personal identifier. The VA records officer will assist in providing a proposed schedule. The schedule must be formally offered to NARA for official approval. Once NARA approves the proposed schedule, the VA records officer will notify the system owner. Please work with the system Privacy Officer and VA Records Officer to answer these questions. 

This question is related to privacy control DM-2, Data Retention and Disposal.

3.3a Are all records stored within the system of record indicated on an approved disposition authority? 

 CRM records are retained in accordance with General Record Schedule 1 and the Office of Personnel Management Recordkeeping Manual as approved by NARA. 

Yes, see below the items 120 & 121 where the CRM application is covered. https://www.archives.gov/



3.3b Please indicate each records retention schedule, series, and disposition authority?

After a 3-year period, the VA sanctioned destruction of paper and electronic records process in the form of shredding and program administrator the system for periodic purging. 



3.4 What are the procedures for the elimination or transfer of SPI?



Explain how records are destroyed, eliminated or transferred to NARA at the end of their mandatory retention period.  Please give the details of the process.  For example, are paper records shredded on site, or by a shredding company and accompanied by a certificate of destruction, etc.? This question is related to privacy control DM-2, Data Retention and Disposal.

Electronic media sanitization, when the records are authorized for destruction (or upon system decommission), will be carried out in accordance with VA 6500.1 HB Electronic Media Sanitization. 



Disposition of Printed Data: 

Forms and other types of printed output produced by any computer systems and related peripherals will be evaluated by the responsible staff member for data sensitivity. Printed output containing sensitive data will be stored in locked cabinets or desks and disposed of properly (when the approved records schedule permits destruction) by shredding or similar VA approved methods in accordance with VA Directive 6371. Program listings and documentation relating to the use of or access to a computer system require special handling if the listings or documentation provide information about a system which processes sensitive data.



3.5 Does the system, where feasible, use techniques to minimize the risk to privacy by using PII for research, testing, or training?



Organizations often use PII for testing new applications or information systems prior to deployment. Organizations also use PII for research purposes and for training. These uses of PII increase the risks associated with the unauthorized disclosure or misuse of the information. Please explain what controls have been implemented to protect PII used for testing, training and research. This question is related to privacy control DM-3, Minimization of PII Used in Testing, Training and Research.

For training purposes, Human Resources (HR) Point of Contacts (POCs) do not use PII information of VA employees.

3.6 PRIVACY IMPACT ASSESSMENT: Retention of information

[bookmark: _Hlk108518860] Discuss the risks associated with the length of time data is retained and what steps, if any, are currently being taken to mitigate those identified risks. (Work with your System ISSO to complete all Privacy Risk questions inside the document this section).



While we understand that establishing retention periods for records is a formal process, there are policy considerations behind how long a project keeps information. The longer a project retains information, the longer it needs to secure the information and assure its accuracy and integrity. The proposed schedule should match the requirements of the Privacy Act to keep the minimum amount of PII for the minimum amount of time, while meeting the Federal Records Act. The schedule should align with the stated purpose and mission of the system.



Consider the following FIPPs below to assist in providing a response: 



Principle of Minimization: Does the project retain only the information necessary for its purpose? Is the PII retained only for as long as necessary and relevant to fulfill the specified purposes? 



Principle of Data Quality and Integrity: Has the PIA described policies and procedures for how PII that is no longer relevant and necessary is purged? 

This question is related to privacy controls DM-1, Minimization of Personally Identifiable Information, and DM-2, Data Retention and Disposal.



Follow the format below: 



Privacy Risk: The risk to maintaining data within CRM is the longer time frame information is kept, the greater the risk that information possibly will be compromised or breached.



Mitigation:  To mitigate the risk posed by information retention, CRM adheres to the VA RCS schedules for each category of data it maintains. When the retention data is reached for a record, CRM will carefully dispose of the data by the VA approved method.

[bookmark: _Toc478545436]Section 4. Internal Sharing/Receiving/Transmitting and Disclosure 

The following questions are intended to define the scope of information sharing/receiving/transmitting within VA. 

4.1 With which internal organizations is information shared/received/transmitted? What information is shared/received/transmitted, and for what purpose? How is the information transmitted?

NOTE: Question 3.9 (second table) on Privacy Threshold Analysis should be used to answer this question.



Identify and list the names of any program offices, contractor-supported IT systems, and any other organization or IT system within VA with which information is shared. 



State the purpose for the internal sharing. If you have specific authority to share the information, provide a citation to the authority. 



For each interface with a system outside your program office, state what specific data elements (PII/PHI) are shared with the specific program office, contractor-supported IT system, and any other organization or IT system within VA. 



Describe how the information is transmitted. For example, is the information transmitted electronically, by paper, or by some other means? Is the information shared in bulk, on a case-by-case basis, or does the sharing partner have direct access to the information? 

This question is related to privacy controls AP-2, Purpose Specification, AR-3, Privacy Requirements for Contractors and Service Providers, AR-8, Accounting of Disclosures, TR-1, Privacy Notice, and UL-1, Internal Use.



Data Shared with Internal Organizations

		List the Program Office or IT System information is shared/received with

		List the purpose of the information being shared /received with the specified program office or IT system

		List the specific PII/PHI data elements that are processed (shared/received/transmitted) with the Program Office or IT system

		Describe the method of transmittal



		Office of Finance 

		Financial Services Center (FSC 

		Personally, Identifiable Information (PII) 

		Encrypted email and access authorization using Network 

Identification (NTID) are all measures that are utilized 

within the facilities 



		

		

		

		





4.2 PRIVACY IMPACT ASSESSMENT: Internal sharing and disclosure

Discuss the privacy risks associated with the sharing of information within the Department and what steps, if any, are currently being taken to mitigate those identified risks. (Work with your System ISSO to complete all Privacy Risk questions inside the document this section). 

 

This question is related to privacy control UL-1, Internal Use.



Follow the format below: 



Privacy Risk:  There is a risk that information may be shared with an unauthorized VA program, system, or individual.



Mitigation:  Safeguards implemented to ensure data is not sent to the wrong VA organization are employee security and privacy training and awareness and required reporting of suspicious activity. Use of secure passwords, access for need to know basis, Personal Identification Verification (PIV) Cards, Personal Identification Numbers (PIN), encryption, and access authorization using Network Identification (NTID) are all measures that are utilized within the facilities.

[bookmark: _Toc478545437]Section 5. External Sharing/Receiving and Disclosure 

The following questions are intended to define the content, scope, and authority for information sharing external to VA, which includes Federal, State, and local governments, and the private sector. 

5.1 With which external organizations (outside VA) is information shared/received? What information is shared/received, and for what purpose? How is the information transmitted and what measures are taken to ensure it is secure?

Is the sharing of information outside the agency compatible with the original collection? If so, is it covered by an appropriate routine use in a SORN? If not, please describe under what legal mechanism the IT system is allowed to share the information in identifiable form or personally identifiable information outside of VA. 

NOTE:  Question 3.10 on Privacy Threshold Analysis should be used to answer this question.



Identify and list the names of any Federal, State, or local government agency or private sector organization with which information is shared. 



For each interface with a system outside VA, state what specific data elements (PII/PHI) are shared with each specific partner. 



What legal mechanisms, authoritative agreements, documentation, or policies are in place detailing the extent of the sharing and the duties of each party? For example, is the sharing of data compatible with your SORN? Then list the SORN and the applicable routine use from the SORN. Is there a Memorandum of Understanding (MOU), Computer Matching Agreement (CMA), or law that mandates the sharing of this information?



Describe how the information is transmitted to entities external to VA and what security measures have been taken to protect it during transmission.

This question is related to privacy control UL-2, Information Sharing with Third Parties



Data Shared with External Organizations

		List External Program Office or IT System information is shared/received with

		List the purpose of information being shared / received / transmitted with the specified program office or IT system

		List the specific PII/PHI data elements that are processed  (shared/received/transmitted)with the Program or IT system

		List the legal authority, binding agreement, SORN routine use, etc. that permit external sharing (can be more than one)

		List the method of transmission and the measures in place to secure data



		N/A 

		N/A 

		N/A 

		N/A 

		N/A 



		

		

		

		

		





[bookmark: _Hlk138317719]5.2 PRIVACY IMPACT ASSESSMENT: External sharing and disclosure

Discuss the privacy risks associated with the sharing of information outside the Department and what steps, if any, are currently being taken to mitigate those identified risks. 



If no External Sharing listed on the table above, (State there is no external sharing in both the risk and mitigation fields).



Discuss whether access controls have been implemented and whether audit logs are regularly reviewed to ensure appropriate sharing outside of the Department. For example, is there a Memorandum of Understanding (MOU), contract, or agreement in place with outside agencies or foreign governments. 

Discuss how the sharing of information outside of the Department is compatible with the stated purpose and use of the original collection. 

This question is related to privacy control AR-2, Privacy Impact and Risk Assessment, AR-3, Privacy Requirements for Contractors and Service Providers, and AR-4, Privacy Monitoring and Auditing 



Follow the format below: 



Privacy Risk:  N/A



Mitigation: N/A

[bookmark: _Toc478545438]Section 6. Notice 

The following questions are directed at providing notice to the individual of the scope of information collected, the right to consent to uses of the information, and the right to decline to provide information. 

6.1 Was notice provided to the individual before collection of the information? If yes, please provide a copy of the notice as an Appendix-A 6.1 on the last page of the document. Also provide notice given to individuals by the source system (A notice may include a posted privacy policy, a Privacy Act notice on forms, or a system of records notice published in the Federal Register.) If notice was not provided, why not?

These questions are related to privacy control TR-1, Privacy Notice, and TR-2, System of Records Notices and Privacy Act Statements, and TR-3, Dissemination of Privacy Program Information.



6.1a This question is directed at the notice provided before collection of the information. This refers to whether the person is aware that his or her information is going to be collected. A notice may include a posted privacy policy, a Privacy Act statement on forms, or a SORN published in the Federal Register, Notice of Privacy Practice provided to individuals for VHA systems. If notice was provided in the Federal Register, provide the citation. 

At the beginning of the application process, employees receive notice of the use of information to determine program eligibility.



6.1b If notice was not provided, explain why. If it was provided, attach a copy of the current notice. 



Please provide response here

6.1c Describe how the notice provided for the collection of information is adequate to inform those affected by the system that their information has been collected and is being used appropriately. Provide information on any notice provided on forms or on Web sites associated with the collection. 

Additional notice is provided through this PIA, which is available online, as required by the eGovernment Act of 2002, Public Law 107–347 §208(b)(1)(B)(iii), the Department of Veterans Affairs and the following VA SORN which is published in the Federal Register and available online: 

SORN 165VA05CCSP-VA: VA Child Care Subsidy Program Records - Routine use of information in CRM through the SORN can be used for purposes of Law Enforcement; Congressional Inquiry, 

Judicial/Administrative Proceedings; NARA and General Services Administration; Statistical/Analytical Studies used by VA; Litigation; Merit System Protection Board; Equal Employment Federal Labor Relations Authority and Non-Federal Personnel. https://www.oprm.va.gov/docs/Current_SORN_List_08_17_2021.pdf



6.2 Do individuals have the opportunity and right to decline to provide information? If so, is a penalty or denial of service attached? 



This question is directed at whether the person from or about whom information is collected can decline to provide the information and if so, whether a penalty or denial of service is attached. This question is related to privacy control IP-1, Consent, IP-2, Individual Access, and IP-3, Redress.

Failure to submit required documentation to determine eligibility to participate in the program would result in denial of service. This is an opt-in program. 

VA participants are allowed to make changes or corrections within his/her file by doing a formal change within the CRM to address any issues. All changes within the application establish a second review of the participant’s application to ensure information added still maintains the individual’s qualification to remain in the program. 

6.3 Do individuals have the right to consent to particular uses of the information? If so, how does the individual exercise the right? 



This question is directed at whether an individual may provide consent for specific uses, or the consent is given to cover all uses (current or potential) of his or her information. If specific consent is required, how would the individual consent to each use? This question is related to privacy control IP-1, Consent.

Failure to submit required documentation to determine eligibility to participate in the program would result in denial of service. This is an opt-in program. Only the VA employee is allowed to have direct access to the contents of his/her application information. 

6.4 PRIVACY IMPACT ASSESSMENT: Notice

[bookmark: _Hlk108519397]Describe the potential risks associated with potentially insufficient notice and what steps, if any, are currently being taken to mitigate those identified risks. (Work with your System ISSO to complete all Privacy Risk questions inside the document this section).



Consider the following FIPPs below to assist in providing a response: 



Principle of Transparency: Has sufficient notice been provided to the individual? 



Principle of Use Limitation: Is the information used only for the purpose for which notice was provided either directly to the individual or through a public notice? What procedures are in place to ensure that information is used only for the purpose articulated in the notice? 

This question is related to privacy control TR-1, Privacy Notice, AR-2, Privacy Impact and Risk Assessment, and UL-1, Internal Use.

Follow the format below:



Privacy Risk: Only assigned role users for the system are allowed access to participant’s data in the system. There is a risk that VA employees, employee veterans and other members of the public will not know that the CRM exists or that it collects, maintains, and/or disseminates PII and other SPI about them.



Mitigation: If an assigned user no longer requires access to the system, the user account can be de-activated by the program administrator. 

CRM mitigates this risk by ensuring that it provides individuals notice of information collection and notice of the system’s existence through the methods discussed in question 6.1.

[bookmark: _Toc478545439]Section 7. Access, Redress, and Correction 

The following questions are directed at an individual’s ability to ensure the accuracy of the information collected about him or her. 

7.1 What are the procedures that allow individuals to gain access to their information? 

These questions are related to privacy control IP-2, Individual Access, and AR-8, Accounting of Disclosures.



7.1a Cite any procedures or regulations your program has in place that allow access to information. These procedures, at a minimum, should include the agency’s FOIA/Privacy Act practices, but may also include additional access provisions. For example, if your program has a customer satisfaction unit, that information, along with phone and email contact information, should be listed in this section in addition to the agency’s procedures. See 5 CFR 294 and the VA FOIA Web page at http://www.foia.va.gov/ to obtain information about FOIA points of contact and information about agency FOIA processes. 

Failure to submit required documentation to determine eligibility to participate in the program would result in denial of service. Childcare subsidy benefits is an opt-in program. VA participants are allowed to make changes or corrections within his/her file by doing a formal change within CRM to address any issues. All changes within the application establish a second review of the participant’s application



7.1b If the system is exempt from the access provisions of the Privacy Act, please explain the basis for the exemption or cite the source where this explanation may be found, for example, a Final Rule published in the Code of Federal Regulations (CFR)? 

CRM is a Privacy Act System and not exempt from the access provisions of the Privacy Act. Any VA employee with an active VA network account may access CRM, via the VA intranet, to apply for childcare subsidy. A VA network user identification and password are issued only after proper clearance is verified and all VA required training is complete. The VA ensures that these requirements are met for each user on an annual basis.



7.1c If the system is not a Privacy Act system, please explain what procedures and regulations are in place that covers an individual gaining access to his or her information? 

SORN 165VA05CCSP states: Individuals wishing to request access to records about them should contact the system manager indicated. Individuals must provide the following information for their records to be located and identified: a. Full name b. Social Security Number. Individuals requesting access must also follow the Office of Personnel Management’s Privacy Act Regulations regarding verification of identity and amendment of records (5 CFR, Part 297).



7.2 What are the procedures for correcting inaccurate or erroneous information? 



Describe the procedures and provide contact information for the appropriate person to whom such issues should be addressed? If the correction procedures are the same as those given in question 7.1, state as much. This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management.

VA participants are allowed to make changes or corrections within his/her file by doing a formal change within CRM to address any issues. All changes within the application establish a second review of the participant’s application to ensure information added still maintains the individual’s qualification to remain in the program. 

SORN 165VA05CCSP states: Individuals wishing to request amendment of records about them should contact the system manager indicated. Individual must furnish the following information for their records to be located and identified: a. Full name b. Social Security Number. Individuals requesting amendment must also follow the Office of Personnel Management’s Privacy Act Regulations regarding verification of identity and amendment of records (5 CFR part 297). 

7.3 How are individuals notified of the procedures for correcting their information? 



How are individuals made aware of the procedures for correcting his or her information? This may be through notice at collection or other similar means. This question is meant to address the risk that even if procedures exist to correct information, if an individual is not made fully aware of the existence of those procedures, then the benefits of the procedures are significantly weakened. 

This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management.

Individuals are notified of the procedures for correcting their information by SORN 165VA05CCSP 

The SORN is published in Federal Registry and linked on the VA public website: https://www.oprm.va.gov/privacy/systems_of_records.aspx

 

7.4 If no formal redress is provided, what alternatives are available to the individual? 



Redress is the process by which an individual gains access to his or her records and seeks corrections or amendments to those records. Redress may be provided through the Privacy Act and Freedom of Information Act (FOIA), and also by other processes specific to a program, system, or group of systems. Example: Some projects allow users to directly access and correct/update their information online. This helps ensures data accuracy. 

This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management.

	VA participants are allowed to make changes or corrections within his/her file by doing a formal change within CRM to address any issues. All changes within the system establish a second review of the participant’s application to ensure information added still maintains the individual’s qualification to remain in the program. 

Formal redress is provided in SORN 165VA05CCSP.

7.5 PRIVACY IMPACT ASSESSMENT: Access, redress, and correction

Discuss what risks there currently are related to the Department’s access, redress, and correction policies and procedures for this system and what, if any, steps have been taken to mitigate those risks. For example, if a project does not allow individual access, the risk of inaccurate data needs to be discussed in light of the purpose of the project. For example, providing access to ongoing law enforcement activities could negatively impact the program’s effectiveness because the individuals involved might change their behavior. (Work with your System ISSO to complete all Privacy Risk questions inside the document this section). 



Consider the following FIPPs below to assist in providing a response: 

Principle of Individual Participation: Is the individual provided with the ability to find out whether a project maintains a record relating to him? 



Principle of Individual Participation: If access and/or correction is denied, then is the individual provided notice as to why the denial was made and how to challenge such a denial? 



Principle of Individual Participation: Is there a mechanism by which an individual is able to prevent information about him obtained for one purpose from being used for other purposes without his knowledge? 

This question is related to privacy control IP-3, Redress.



Follow the format below: 



Privacy Risk: There is a risk that the employee provides inaccurate information that is required in order for their application to be approved.



Mitigation: Information provided during the application process is verified by the employees HR department. If data is found to be missing or inaccurate, the HR employee working on the application will contact the employee and notify them, this will provide the employee the opportunity to resubmit the required documentation.

CRM mitigates the risk of incorrect information in an individual’s records by authenticating information when possible using the resources discussed in question 1.5.

[bookmark: _Toc478545440]Section 8. Technical Access and Security 

The following questions are intended to describe technical safeguards and security measures. 

8.1 What procedures are in place to determine which users may access the system, and are they documented? 

These questions are related to privacy control AR-7, Privacy-Enhanced System Design and Development.



8.1a Describe the process by which an individual receives access to the system? 

 Only a CCSP staff member with Administrator functionality in CRM can assign roles and or add/change role assignment. 

This feature allows Program Analysts and CCSP Admins to maintain Admin users. Using the fields provided, users shall be added and assigned a Role. User information can also be updated or deleted using the icons within the action column. Note: Only CCSP Admins can add other CCSP Admins. 



8.1b Identify users from other agencies who may have access to the system and under what roles these individuals have access to the system. Who establishes the criteria for what PII can be shared?  

<<ADD ANSWER HERE>>



8.1c Describe the different roles in general terms that have been created to provide access to the system? For example, certain users may have "read-only" access while others may be permitted to make certain amendments or changes to the information. 

The CRM application is role-based and consists of the following roles, which cannot be combined:

•HR Specialist – users assigned this role can complete application forms (0730a), upload supporting documents, enter childcare provider information, complete the HR checklist, and complete submit payment requests.

•Processor – users assigned this role can do everything an HR Specialist can, plus determine eligibility, approve/deny applications, process monthly payment request forms (0730h), and send out announcement emails. 

• Budget Analyst – users assigned this role can verify the subsidy payment information on the monthly payment request forms (0730h), manage actual payment amounts, and run reports.

•Program Analyst – users assigned this role can run reports (except audit reports), manage actual payment amounts, and manage user accounts (except CCSP Admin accounts).

•Program Support Specialist – users assigned this role can view all records in the system in order to research participant questions but cannot make changes. This is a read-only role.

•CCSP Admin – users assigned this role can perform all tasks of other roles in the system, manages Admin accounts, and generate audit reports.

•VA Employee – This is not an assigned role in the application, but noted in this PIA because all VA Employees, with an active directory ID, have access to submit an application for childcare subsidy through the User Interface.

8.2 Will VA contractors have access to the system and the PII?  If yes, what involvement will contractors have with the design and maintenance of the system?  Has a contractor confidentiality agreement, Business Associate Agreement (BAA), or a Non-Disclosure Agreement (NDA) been developed for contractors who work on the system? 



If so, how frequently are contracts reviewed and by whom? Describe the necessity of the access provided to contractors to the system and whether clearance is required. If Privacy Roles and Responsibilities have been established to restrict certain users to different access levels, please describe the roles and associated access levels.  Explain the need for VA contractors to have access to the PII. This question is related to privacy control AR-3, Privacy Requirements for Contractors, and Service Providers.

Yes, VA contractors access CRM. The majority of the development team is comprised of contractors. The System Administrator team is also comprised of contractors. Access to the system for both teams is required for ongoing software development work to continue as well as for day to day maintenance of the systems and their networks. 

Contractors can be granted access to CRM if their VA manager and local Information Security Officer approve. They are required to follow the same procedures VA employees do for access, which is to submit a 9957 form as specified in section 8.1. In addition, in accordance with the contract between the contractor and the government, all contractors with access to CRM information are required to meet the VA/CRRC contractor security requirements. Contracts are reviewed annually by the Contracting Officers Representative (COR).

VA contract employee access is verified through the Contracting Officer’s Representative (COR) and other VA supervisory/administrative personnel before access is granted to any VA system. Contractor access is reviewed annually at a minimum. The contractors who provide support to the system are required to complete annual VA Privacy and Information Security and Rules of behavior training via the VA Talent Management System (TMS). All contractors are vetted using the VA background investigation process and must obtain the appropriate level background investigation for their role. Contractors with systems administrative access are required to complete additional role-based training prior to gaining system administrator access. Generally, contracts are reviewed at the start of the initiation phase of acquisitions and again during procurement of option years by the Contracting Officer, Information Security Officer, Privacy Officer, COR, Procurement Requestor/Program Manager and any other stakeholders required for approval of the acquisition. Contracts generally have an average duration of 1-3 years and may have option years stipulated in the original contract.



8.3 Describe what privacy training is provided to users either generally or specifically relevant to the program or system? 



VA offers privacy and security training. Each program or system may offer training specific to the program or system that touches on information handling procedures and sensitivity of information. Please describe how individuals who have access to PII are trained to handle it appropriately. 

This question is related to privacy control AR-5, Privacy Awareness and Training.





Training is provided to all HR Specialist whom service as point-of-contact to assist employee’s locally with the CCSP application process. Each HR Specialist is instructed to use his/her Network facility identifier to pull their participants out the system and within the provided “User Manual” describing security elements for the system. 

Personnel that will be accessing information systems must read and acknowledge their receipt and acceptance of the VA National Rules of Behavior (ROB) or VA Contractor's ROB prior to gaining access to any VA information system or sensitive information. The rules are included as part of the VA Privacy and Security Awareness training which all personnel must complete via the VA’s Talent Management System (TMS). After the user’s initial acceptance of the Rules, the user must re-affirm their acceptance annually as part of the privacy and security awareness training. Acceptance is obtained via electronic acknowledgment and is tracked through the TMS system. The following questions are directed at providing notice to the individual of the scope of information collected, the right to consent to uses of the information, and the right to decline to provide information. System administrators are required to complete additional role-based training. Users with access to PHI are required to complete HIPAA privacy training annually

8.4 Has Authorization and Accreditation (A&A) been completed for the system? 



8.4a If Yes, provide:



1. The Security Plan Status: Approved

2. The System Security Plan Status Date: 24-Jul-2024

3. The Authorization Status: Authorization to Operate (ATO)

4. The Authorization Date: 14-Mar-2024

5. The Authorization Termination Date: 13-Sep-2024

6. The Risk Review Completion Date: 22-Aug-2023

7. The FIPS 199 classification of the system (LOW/MODERATE/HIGH): Moderate



Please note that all systems containing SPI are categorized at a minimum level of “moderate” under Federal Information Processing Standards Publication 199. 



8.4b If No or In Process, provide your Initial Operating Capability (IOC) date.

[bookmark: _Hlk110510966]<<ADD ANSWER HERE>>

Section 9 – Technology Usage

The following questions are used to identify the technologies being used by the IT system or project. 

9.1 Does the system use cloud technology? If so, what cloud model is being utilized?

 If so, Does the system have a FedRAMP provisional or agency authorization?  If the system does use cloud technology, but does not have FedRAMP authorization, explain how the Cloud Service Provider (CSP) solution was assessed and what FedRAMP documents and processes were used for the assessment in order to comply with VA Handbook 6517. Types of cloud models include: Software as a Service (SaaS), Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Commercial off the Shelf (COTS), Desktop as a Service (DaaS), Mobile Backend as a Service (MBaaS), Information Technology Management as a Service (ITMaaS). This question is related to privacy control UL-1, Information Sharing with Third Parties. 

Note: For systems utilizing the VA Enterprise Cloud (VAEC), no further responses are required after 9.1. (Refer to question 3.3.1 of the PTA)

No



9.2  Does the contract with the Cloud Service Provider, Contractors and VA customers establish who has ownership rights over data including PII? (Provide contract number and supporting information about PII/PHI from the contract). (Refer to question 3.3.2 of the PTA) This question is related to privacy control AR-3, Privacy Requirements for Contractors, and Service Providers.

N/A



9.3 [bookmark: _Hlk69215442]Will the CSP collect any ancillary data and if so, who has ownership over the ancillary data? 

Per NIST 800-144, cloud providers hold significant details about the accounts of cloud consumers that could be compromised and used in subsequent attacks. Ancillary data also involves information the cloud provider collects or produces about customer-related activity in the cloud. It includes data collected to meter and charge for consumption of resources, logs and audit trails, and other such metadata that is generated and accumulated within the cloud environment.

This question is related to privacy control DI-1, Data Quality.

N/A



9.4 NIST 800-144 states, “Organizations are ultimately accountable for the security and privacy of data held by a cloud provider on their behalf.” Is this principle described in contracts with customers? Why or why not?

What are the roles and responsibilities involved between the organization and cloud provider, particularly with respect to managing risks and ensuring organizational requirements are met? This question is related to privacy control AR-3, Privacy Requirements for Contractors and Service Providers.

N/A



9.5 If the system is utilizing Robotics Process Automation (RPA), please describe the role of the bots. 

Robotic Process Automation is the use of software scripts to perform tasks as an automated process that executes in parallel with or in place of human input. For example, will the automation move or touch PII/PHI information. RPA may also be referred to as “Bots” or Artificial Intelligence (AI).

N/A











































[bookmark: _Toc478545441]Section 10. References 

Summary of Privacy Controls by Family

Summary of Privacy Controls by Family

		ID

		Privacy Controls



		AP

		Authority and Purpose



		AP-1 

		Authority to Collect 



		AP-2 

		Purpose Specification 



		AR 

		Accountability, Audit, and Risk Management 



		AR-1 

		Governance and Privacy Program 



		AR-2 

		Privacy Impact and Risk Assessment 



		AR-3 

		Privacy Requirements for Contractors and Service Providers 



		AR-4 

		Privacy Monitoring and Auditing 



		AR-5 

		Privacy Awareness and Training 



		AR-7 

		Privacy-Enhanced System Design and Development 



		AR-8 

		Accounting of Disclosures 



		DI 

		Data Quality and Integrity 



		DI-1 

		Data Quality 



		DI-2 

		Data Integrity and Data Integrity Board 



		DM 

		Data Minimization and Retention 



		DM-1 

		Minimization of Personally Identifiable Information 



		DM-2 

		Data Retention and Disposal 



		DM-3

		Minimization of PII Used in Testing, Training, and Research



		IP 

		Individual Participation and Redress 



		IP-1 

		Consent 



		IP-2 

		Individual Access 



		IP-3 

		Redress 



		IP-4 

		Complaint Management 



		SE 

		Security 



		SE-1 

		Inventory of Personally Identifiable Information 



		SE-2 

		Privacy Incident Response 



		TR 

		Transparency 



		TR-1 

		Privacy Notice 



		TR-2 

		System of Records Notices and Privacy Act Statements 



		TR-3 

		Dissemination of Privacy Program Information 



		UL 

		Use Limitation 



		UL-1 

		Internal Use 



		UL-2 

		Information Sharing with Third Parties 










Signature of Responsible Officials

The individuals below attest that the information they provided in this Privacy Impact Assessment is true and accurate. 

	



Privacy Officer, << INSERT NAME FROM COVER PAGE>>





Information System Security Officer, << INSERT NAME FROM COVER PAGE>>




_________________________________________

Information System Owner, << INSERT NAME FROM COVER PAGE>>

















[bookmark: _Toc478545442]APPENDIX A-6.1



Please provide a link to the notice or verbiage referred to in Section 6 (a notice may include a posted privacy policy; a Privacy Act notice on forms; screen shot of a website collection privacy notice).
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Abstract 


The abstract provides the simplest explanation for “what does the system do?” and will be published 


online to accompany the PIA link. 


The Child Care Records Management System provides Veterans Administration (VA) employees the 
ability to create an on-line application, via the VA intranet access, requesting childcare subsidy 


benefits and to scan in required documents to support that application. 


Overview 


The overview is the most important section of the PIA. A thorough and clear overview gives the reader 


the appropriate context to understand the responses in the PIA. The overview should contain the 


following elements:  


• The IT system name and the name of the program office that owns the IT system.


• The business purpose of the program, IT system, or technology and how it relates to the program


office and agency mission.


• Indicate the ownership or control of the IT system or project.


• The expected number of individuals whose information is stored in the system and a brief


description of the typical client or affected individual.


• A general description of the information in the IT system and the purpose for collecting this


information.


• Any information sharing conducted by the IT system. A general description of the modules and


subsystems, where relevant, and their functions.


• Whether the system is operated in more than one site, and if so, a description of how use of the


system and PII is maintained consistently in all sites and if the same controls are used across


sites.


• A citation of the legal authority to operate the IT system.


• Whether the completion of this PIA will result in circumstances that require changes to business


processes


• Whether the completion of this PIA could potentially result in technology changes


• If the system is in the process of being modified and a SORN exists, will the SORN require


amendment or revision and approval? If the system is using cloud technology, does the SORN for


the system cover cloud usage or storage?


The Child Care Records Management System (CRM) provides Veterans Administration (VA) 
employees the ability to submit an on-line application, via VA intranet access, requesting childcare 


subsidy benefits and to scan in required documents to support that application. VA employees will 
also be able to input their childcare provider’s data into the system.  


The program office that owns this system is Office of Human Resources and Administration. 
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CRM is operating under the legal authority of Public Law 1 06–58, Section 643, and Executive Order 
9397: Numbering System for Federal Accounts Relating to Individual Persons,  
 (https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executive-order-
9397-relating-to-federal-agency-use-of-social-security-numbers)  as stated in System of Records 


Notice (SORN) 165VA05CCSP-VA: VA Child Care Subsidy Program Records,  
(http://www.gpo.gov/fdsys/pkg/FR-2012-09-05/pdf/2012-21792.pdf ) 


CRM will provide control of records from creation, or receipt, through processing, distribution, 


organization, storage, and retrieval to ultimate disposition.  


CRM uses web-based technologies that are hosted on virtual machines (VMs) in the Capitol Region 
Readiness Center (CRRC) VA datacenter to meet privacy and security standards estab lished by VA 


guidelines. CRM does not conduct any information sharing.  


CRM has the potential to be used by all VA employees. The current number of individuals whose 
information is stored in the system is up to 180,000 and growing. The system stores health and 


financial information about individuals.  


CRM does not use cloud technology at this time. 


The completion of this PIA will not result in the SORN, technology or business processes being 
changed. 


Section 1. Characterization of the Information 


The following questions are intended to define the scope of the information requested and collected as 


well as the reasons for its collection as part of the program, IT system, or technology being developed. 


1.1 What information is collected, used, disseminated, created, or maintained in the system? 


Identify and list all Sensitive Personal Information (SPI) that is collected and stored in the system, 


including Individually Identifiable Information (III), Individually Identifiable Health Information (IIHI), 


Protected Health Information (PHI), and Privacy- Protected Information.  For additional information on 


these information types and definitions, please see VA Directives and Handbooks in the 6500 series 


(https://vaww.va.gov/vapubs/). If the system creates information (for example, a score, analysis, or 


report), list the information the system is responsible for creating.  


If a requesting system receives information from another system, such as a response to a background 


check, describe what information is returned to the requesting system.  


This question is related to privacy control AP-1, Authority To Collect, and AP-2, Purpose Specification. 



https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executive-order-9397-relating-to-federal-agency-use-of-social-security-numbers

https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executive-order-9397-relating-to-federal-agency-use-of-social-security-numbers

http://www.gpo.gov/fdsys/pkg/FR-2012-09-05/pdf/2012-21792.pdf
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Please check any information listed below that your system collects, uses, disseminates, creates, or 


maintains. If additional SPI is collected, used, disseminated, created, or maintained, please list those in 


the text box below: 


 Name 


 Social Security 


Number 


 Date of Birth 


 Mother’s Maiden Name 


 Personal Mailing 


Address 


 Personal Phone 


Number(s) 


 Personal Fax Number


 Personal Email 


Address 


 Emergency Contact 


Information (Name, Phone 


Number, etc. of a different 


individual) 


 Financial Account 


Information 


 Health Insurance 


Beneficiary Numbers 


Account numbers 


 Certificate/License 


numbers 


 Vehicle License Plate 


Number 


 Internet Protocol (IP) 


Address Numbers 


 Current Medications 


 Previous Medical 


Records 


 Race/Ethnicity 


 Tax Identification 


Number 


 Medical Record 


Number 


 Other Unique 


Identifying  Information 


(list below) 


In addition, Child Care Records Management System (CRM) collects the following data: 


Alias, Pay grade, total family income, names of children on whose behalf the parent is applying for 


subsidy, children’s date of birth, childcare provider’s tax identification numbers and copies of IRS 


Form 1040 and 1040A. 


PII Mapping of Components 


Child Care Records Management System (CRM) consists of 4 key components. Each component has 
been analyzed to determine if any elements of that component collect PII. The type of PII collected by 


Child Care Records Management System (CRM) and the functions that collect it are mapped below. 


PII Mapped to Components 


Note: Due to the PIA being a public facing document, please do not include the server names in the table. 


PII Mapped to Components 


Components of the 
information system 
(servers) 
collecting/storing PII 


Does this 
system 
collect PII? 
(Yes/No) 


Does this 
system 
store PII? 
(Yes/No) 


Type of PII (SSN, 
DOB, etc.) 


Reason for 
Collection/ 
Storage of PII 


Safeguards 


Production (database 
server) 


Yes Yes Email Address, 
Provider 
Financial Account 
Information, 
Provider 


Necessary for 
what the 
application 
does, provide 


VA 6500 
Controls in 
place 
Data is 
encrypted 
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Certificate 
License Numbers, 
Alias, Pay Grade, 
SSN 


childcare 
services 


using FIPS 
140-2 
standard or 
equivalent 


Production (database 
server) 


Yes Yes Applicant’s 
name, address, 
home phone 


Necessary for 
what the 
application 
does, provide 
childcare 
services 


VA 6500 


Controls in 


place 


Data is 
encrypted 


Production(database 
server) 


Yes Yes Total Family 
Income, Names 
of children on 
whose behalf the 
parent is applying 
for subsidy, 
children’s Date of 
Birth, including 
daycare 
provider’s names 
& addresses 


Necessary for 
what the 
application 
does, provide 
childcare 
services 


VA 6500 
Controls in 
place 
Data is 
encrypted 


Production (database 
server) 


Yes Yes provider license 
numbers and 
States where 
issued, and 
provider tax 
identification 
numbers and 
copies of IRS 
Form 1040 and 
1040A 


Necessary for 
what the 
application 
does, provide 
childcare 
services 


VA 6500 
Controls in 
place 
Data is 
encrypted 


1.2 What are the sources of the information in the system? 


List the individual, entity, or entities providing the specific information identified above. For 


example, is the information collected directly from the individual as part of an application for a 


benefit, or is it collected from other sources such as commercial data aggregators?  


Describe why information from sources other than the individual is required. For example, if a 


program’s system is using data from a commercial aggregator of information or data taken from 


public Web sites, state the fact that this is where the information is coming from and then in question 


1.3 indicate why the system is using this source of data.  


If the system creates information (for example, a score, analysis, or report), list the system as a 


source of information.  
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This question is related to privacy controls DI-1, Data Quality, and IP-1, Consent. 


All information is received directly from the VA employee.  


1.3 How is the information collected? 


This question is directed at the means of collection from the sources listed in question 1.2. 


Information may be collected directly from an individual, received via electronic transmission from 


another system, or created by the system itself. Specifically, is information collected through 


technologies or other technology used in the storage or transmission of information in identifiable 


form?  


If the information is collected on a form and is subject to the Paperwork Reduction Act, give the 


form’s OMB control number and the agency form number.  


This question is related to privacy controls DI-1, Data Quality, and IP-1, Consent. 


All information is entered by the VA employee using the CRM application through a VA 
intranet web portal. 


1.4 How will the information be checked for accuracy?  How often will it be checked? 


Discuss whether and how often information stored in the system is checked for accuracy. Is 


information in the system checked against any other source of information (within or outside your 


organization) before the information is used to make decisions about an individual? For example, is 


there a computer matching agreement in place with another government agency? For systems that 


receive data from internal data sources or VA IT systems, describe the system checks to ensure that 


data corruption has not occurred during transmission. 


If the system checks for accuracy by accessing a commercial aggregator of information, describe this 


process and the levels of accuracy required by the contract.  


This question is related to privacy controls DI-1, Data Quality, and DI-2, Data Integrity and 


Integrity Board. 


All information collected is for determining eligibility of participation in the program based on 
received financial data, qualified daycare, and parental information. 


1.5 What specific legal authorities, arrangements, and agreements defined the collection of 


information?  


List the full legal authority for operating the system, specifically the authority to collect the 


information listed in question 1.1. Provide the authorities in a manner understandable to any 
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potential reader, i.e., do not simply provide a legal citation; use statute names or regulations in 


addition to citations. Legal authorities include Federal laws, regulations, statutes, and Executive 


Orders. 


This question is related to privacy control AP-1, Authority to Collect 


Public Law 1 06–58, Section 643. Executive Order 9397: Numbering System for Federal 
Accounts Relating to Individual Persons, 


(https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executiveorder-
9397-relating-to-federal-agency-use-of-social-security-numbers) 
as stated in SORN 165VA05CCSP-VA: VA Child Care Subsidy Program Records,  
https://www.govinfo.gov/ 


1.6 PRIVACY IMPACT ASSESSMENT: Characterization of the information 


Consider the specific data elements collected and discuss the potential privacy risks and what steps, 


if any are currently being taken to mitigate those identified risks.  


Consider the following Fair Information Practice Principles (FIPPs) when assessing the risk to 


individual privacy:  


Principle of Purpose Specification: Explain how the collection ties with the purpose of the 


underlying mission of the organization and its enabling authority.  


Principle of Minimization: Is the information directly relevant and necessary to accomplish the 


specific purposes of the program?  


Principle of Individual Participation: Does the program, to the extent possible and practical, collect 


information directly from the individual?  


Principle of Data Quality and Integrity: Are there policies and procedures for VA to ensure that 


personally identifiable information is accurate, complete, and current?  


This question is related to privacy control AR-1, Governance and Privacy Program, and AR-2, 


Privacy Impact and Risk Assessment. 


Follow the format below when entering your risk assessment: 


Privacy Risk:  


CRM collects both Personally Identifiable Information (PII) and a variety of other SPI, such as 


PHI. However, PHI is only used to for children participating in the program between the ages of 
13 – 18 to provide medical documentation of a medical disability to continue participation in the 
program. This medical documentation information is provided by the parent from a medical 
doctor on a yearly basis to re-qualify for the program. Due to the highly sensitive nature of this 


data, there is a risk that, if the data were accessed by an unauthorized individual or otherwise 
breached, serious personal, professional or financial harm may result for the individuals affected. 



https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executiveorder-9397-relating-to-federal-agency-use-of-social-security-numbers

https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executiveorder-9397-relating-to-federal-agency-use-of-social-security-numbers

https://www.govinfo.gov/
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Mitigation: 


CRM employs a variety of security measures designed to ensure that the information is not 
inappropriately disclosed or released. The VA’s risk assessment validates the security control set 


and determines if any additional controls are needed to protect agency operations. Many of the 
security controls are common security controls throughout the VA. These measures include 
access control; awareness and training; audit and accountability; certification, accreditation, and 
security assessments; configuration management; contingency planning; identification and 


authentication; incident response; maintenance; media protection; physical and environmental 
protection; planning; personnel security; risk assessment; systems and services acquisition; 
system and communications protection; and system and information integrity. Our security 
controls follow VA 6500 Handbook and NIST SP800-53 Moderate impact defined set of 


controls. The system owner is responsible for any system-specific issues associated with the 
implementation of the facility’s common security controls. These are identified and described in 
the CRM system security plan. 


Section 2. Uses of the Information 


The following questions are intended to clearly delineate the use of information and the accuracy of 


the data being used.  


2.1 Describe how the information in the system will be used in support of the program’s 


business purpose.  


Identify and list each use (both internal and external to VA) of the information collected or 


maintained.  


This question is related to privacy control AP-2, Purpose Specification. 


All information collected is for determining eligibility to participate in the Child Care Subsidy 
Program (CCSP). 
Full name: Used to identify the employee –Internal 
Alias: Any alias used 


Social Security Number (SSN): Used as an employee identifier and as a resource for verifying 
subsidy benefits received by participants throughout the calendar year to provide W-2 
calculations are placed on correct Taxpayer Identification Number (TIN) which  is used to 
identify child care provider taxes for the calendar year. -Internal 


Date of Birth: Used to confirm employee identity -Internal 
Maiden name: Used to confirm employee identity -Internal 
Mailing address: Used to identify participate home mailing address and childcare vendor 
address. -Internal 


Zip Code: Used to identify participate home mailing address and childcare vendor address. -
Internal 
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Phone Number(s): Used to contact employees and childcare vendors, if necessary. -Internal 
Fax Number: Used to contact employees and childcare vendors, if necessary. -Internal 
Email address: Used to contact employees and childcare vendors, if necessary. -Internal 


Financial account number: Used to identify account to transfer subsidy benefits to childcare 
provider on behalf of the VA employee. -Internal 
Certificate/License number: Used to determine if the childcare provider is following state 
licensing and/or regulations pertaining to caring for children. -Internal 


Pay Grade: Used as accounting data to measure the number of VA employees using the program 
in each grade group. -Internal 
Total Family Income: Used to determine the percentage of total childcare costs VA will pay. -
Internal 


Names of Children: Used to determine the percentage of total childcare costs VA will pay. -
Internal 
Child(s) Date of Birth: Used to determine the percentage of total childcare costs VA will pay. -


Internal 


Name of Child Care Provider: Used to contact childcare vendors, if necessary. -Internal 


Child Care Provider TIN: Used to ensure that W-2 calculations are placed on correct TIN which is 


used to identify childcare provider taxes for the calendar year. -Internal 


IRS Tax Forms 1040 and 1040A: Used to determine the percentage of total childcare costs VA will 


pay. -Internal 


2.2 What types of tools are used to analyze data and what type of data may be produced? 


Many systems sift through large amounts of information in response to a user inquiry or 


programmed functions. Systems may help identify areas that were previously not obvious and need 


additional research by agents, analysts, or other employees. Some systems perform complex 


analytical tasks resulting in, among other types of data, matching, relational analysis, scoring, 


reporting, or pattern analysis. Describe any type of analysis the system conducts and the data that is 


created from the analysis.  


If the system creates or makes available new or previously unutilized information about an 


individual, explain what will be done with the newly derived information. Will it be placed in the 


individual's existing record? Will a new record be created? Will any action be taken against or for 


the individual identified because of the newly derived data? If a new record is created, will the newly 


created information be accessible to Government employees who make determinations about the 


individual? If so, explain fully under which circumstances and by whom that information will be 


used. 


This question is related to privacy controls DI-1, Data Quality, DI-2, Data Integrity and Integrity 


Board, and SE-1, Inventory of Personally Identifiable Information 


CRM does not contain any tools to analyze data. CRM does not create or make available new or 
previously unutilized information about an individual. 


2.3 How is the information in the system secured? 
2.3a What measures are in place to protect data in transit and at rest? 
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2.3b If the system is collecting, processing, or retaining Social Security Numbers, are there 


additional protections in place to protect SSNs? 


This question is related to security and privacy controls SC-9, Transmission Confidentiality, and SC-


28, Protection of Information at Rest  


2.4 PRIVACY IMPACT ASSESSMENT: Use of the information.  How is access to the PII 


determined?  Are criteria, procedures, controls, and responsibilities regarding access 


documented?  Does access require manager approval?  Is access to the PII being monitored, 


tracked, or recorded?  Who is responsible for assuring safeguards for the PII? 


Describe any types of controls that may be in place to ensure that information is handled in 


accordance with the uses described above. Example: Describe if training for users of the project 


covers how to appropriately use information. Describe the disciplinary programs or system controls 


(i.e. denial of access) that are in place if an individual is inappropriately using the information.  


Consider the following FIPPs below to assist in providing a response:  


Principle of Transparency: Is the PIA and SORN, if applicable, clear about the uses of the 


information?  


Principle of Use Limitation: Is the use of information contained in the system relevant to the mission 


of the project? 


This question is related to privacy control AR-4, Privacy Monitoring and Auditing, AR-5, Privacy 


Awareness and Training, and SE-2, Privacy Incident response.  


Add answer here: 


Formal, documented procedures to facilitate the implementation of the access control policies 
and associated access controls in: The VA Form 9957 process detailed in this SSP (Appendix A); 
and VA Handbook 6500. 
Typical dissemination by the VA: 


In order to gain access to the system, a 9957 must be filled out and sent to the Chief of Child 
Care Subsidy Program (CCSP). The Chief will review the 9957 and then add the user to the 
application with the role specified in the 9957. 
The CRM PIA and SORN 165VA05CCSP-VA: VA Child Care Subsidy Program Records, are 


clear about the uses of the information. All Human Resource (HR) Specialists that use the system 
are granted access to enter the system and assist employees. The application administrator 
monitors and tracks access to PII. System training is held bi-annually to all point-of-contacts 
(HR Specialist) with access to CRM to ensure all system controls are in place. Routine uses of 


information in CRM through the SORN can be for purposes of Law Enforcement; Congressional 
Inquiry, Judicial/Administrative Proceedings; National Archives and Records Administration 
and General Services Administration; Statistical/Analytical Studies used by VA; Litigation; 
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Merit System Protection Board; Equal Employment Federal Labor Relations Authority and Non-
Federal Personnel. 


Section 3. Retention of Information 


The following questions are intended to outline how long information will be retained after the initial 


collection.  


3.1 What information is retained? 


Identify and list all information collected from question 1.1 that is retained by the system.  


This question is related to privacy controls DM-1, Minimization of Personally Identifiable 


Information, and DM-2, Data Retention and Disposal 


Full name, maiden name, mother’s maiden name, alias, SSN, TIN, financial account number, 
mailing address, email address; date of birth, zip code, phone numbers, fax numbers, pay grade, 
telephone numbers, total family income, names of children on whose behalf the parent is 


applying for subsidy, children’s date of birth, information on child care providers used, including 
daycare provider’s names, addresses, provider license numbers and States where issued, and 
provider tax identification numbers and copies of IRs Form 1040 and 1040A . 


3.2 How long is information retained? 


In some cases VA may choose to retain files in active status and archive them after a certain period 


of time. State active file retention periods, as well as archived records, in number of years, for the 


information and record types. For example, financial data held within your system may have a 


different retention period than medical records or education records held within your system, please 


be sure to list each of these retention periods. If the system is using cloud technology, will it be 


following the NARA approved retention length and schedule? 


The VA records officer should be consulted early in the development process to ensure that 


appropriate retention and destruction schedules are implemented.  


This question is related to privacy control DM-2, Data Retention and Disposal. 


Information is retained until 3 years after leaving the program.  


3.3 Has the retention schedule been approved by the VA records office and the National 


Archives and Records Administration (NARA)? If so please indicate the name of the records 


retention schedule.  
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An approved records schedule must be obtained for any IT system that allows the retrieval of a 


record via a personal identifier. The VA records officer will assist in providing a proposed schedule. 


The schedule must be formally offered to NARA for official approval. Once NARA approves the 


proposed schedule, the VA records officer will notify the system owner. 


This question is related to privacy control DM-2, Data Retention and Disposal. 


CRM records are retained in accordance with General Record Schedule 1 and the Office of Personnel 


Management Recordkeeping Manual as approved by NARA.  


Yes, see below the items 120 & 121 where the CRM application is covered.  


https://www.archives.gov/ 


3.4 What are the procedures for the elimination of SPI? 


Explain how records are destroyed or eliminated at the end of the retention period.  Please give the 


details of the process.  For example, are paper records shredded on site, or by a shredding company 


and accompanied by a certificate of destruction, etc? 


This question is related to privacy control DM-2, Data Retention and Disposal 


After a 3-year period, the VA sanctioned destruction of paper and electronic records process in 


the form of shredding and program administrator the system for periodic purging.  


Electronic media sanitization, when the records are authorized for destruction (or upon system 
decommission), will be carried out in accordance with VA 6500.1 HB Electronic Media 


Sanitization. 


Disposition of Printed Data: 
Forms and other types of printed output produced by any computer systems and related 


peripherals will be evaluated by the responsible staff member for data sensitivity. Printed output 
containing sensitive data will be stored in locked cabinets or desks and disposed of properly 
(when the approved records schedule permits destruction) by shredding or similar VA appro ved 
methods in accordance with VA Directive 6371. Program listings and documentation relating to 


the use of or access to a computer system require special handling if the listings or 
documentation provide information about a system which processes sensitive data. 


3.5 Does the system, where feasible, use techniques to minimize the risk to privacy by using PII 


for research, testing, or training? 


Organizations often use PII for testing new applications or information systems prior to deployment. 


Organizations also use PII for research purposes and for training. These uses of PII increase the 


risks associated with the unauthorized disclosure or misuse of the information. Please explain what 


controls have been implemented to protect PII used for testing, training and research. Have policies 


and procedures been developed to minimize the use of PII for testing, training, and research?  



https://www.archives.gov/
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This question is related to privacy control DM-3, Minimization of PII Used in Testing, Training and 


Research 


For training purposes, Human Resources (HR) Point of Contacts (POCs) do not use PII 
information of VA employees. 


3.6 PRIVACY IMPACT ASSESSMENT: Retention of information 


 Discuss the risks associated with the length of time data is retained and what steps, if any, are 


currently being taken to mitigate those identified risks.  


While we understand that establishing retention periods for records is a formal process, there are 


policy considerations behind how long a project keeps information. The longer a project retains 


information, the longer it needs to secure the information and assure its accuracy and integrity. The 


proposed schedule should match the requirements of the Privacy Act to keep the minimum amount of 


PII for the minimum amount of time, while meeting the Federal Records Act. The schedule should 


align with the stated purpose and mission of the system. 


Consider the following FIPPs below to assist in providing a response: 


Principle of Minimization: Does the project retain only the information necessary for its purpose? Is 


the PII retained only for as long as necessary and relevant to fulfill the specified purposes?  


Principle of Data Quality and Integrity: Has the PIA described policies and procedures for how PII 


that is no longer relevant and necessary is purged?  


This question is related to privacy controls DM-1, Minimization of Personally Identifiable 


Information, and DM-2, Data Retention and Disposal. 


Follow the format below: 


Privacy Risk:  


The risk to maintaining data within CRM is the longer time frame information is kept, the greater 
the risk that information possibly will be compromised or breached. 


Mitigation: 


To mitigate the risk posed by information retention, CRM adheres to the VA RCS schedules for each 


category of data it maintains. When the retention data is reached for a record, CRM will carefully 


dispose of the data by the VA approved method. 


Section 4. Internal Sharing/Receiving/Transmitting and Disclosure 


The following questions are intended to define the scope of information 


sharing/receiving/transmitting within VA.  







Version Date:  May 1, 2021 


Page 14 of 31 


4.1 With which internal organizations is information shared/received/transmitted? What 


information is shared/received/transmitted, and for what purpose? How is the information 


transmitted? 


NOTE: Question 3.10 (second table) on Privacy Threshold Analysis should be used to answer 


this question. 


Identify and list the names of any program offices, contractor-supported IT systems, and any other 


organization or IT system within VA with which information is shared.  


State the purpose for the internal sharing. If you have specific authority to share the information, 


provide a citation to the authority.  


For each interface with a system outside your program office, state what specific data elements 


(PII/PHI) are shared with the specific program office, contractor-supported IT system, and any other 


organization or IT system within VA.  


Describe how the information is transmitted. For example, is the information transmitted 


electronically, by paper, or by some other means? Is the information shared in bulk, on a case-by-


case basis, or does the sharing partner have direct access to the information?  


This question is related to privacy controls AP-2, Purpose Specification, AR-3, Privacy Requirements 


for Contractors and Service Providers, AR-8, Accounting of Disclosures, TR-1, Privacy Notice, and 


UL-1, Internal Use. 


Data Shared with Internal Organizations 


List the Program 


Office or IT System 


information is 


shared/received with 


List the purpose of 


the   information 


being shared 


/received with the 


specified program 


office or IT system 


List the specific 


PII/PHI data elements 


that are 


shared/received with 


the Program Office or 


IT system 


Describe the method 


of transmittal 


Office of Finance Financial Services 


Center (FSC 


Personally, Identifiable 


Information (PII)  
Encrypted email and 


access authorization 


using Network  
Identification (NTID) 


are all measures that 


are utilized  


within the facilities.  


4.2 PRIVACY IMPACT ASSESSMENT: Internal sharing and disclosure 


Discuss the privacy risks associated with the sharing of information within the Department and what 


steps, if any, are currently being taken to mitigate those identified risks.  
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This question is related to privacy control UL-1, Internal Use. 


Follow the format below: 


Privacy Risk:   


There is a risk that information may be shared with an unauthorized VA program, system, or 
individual. 


Mitigation: 


Safeguards implemented to ensure data is not sent to the wrong VA organization are employee 


security and privacy training and awareness and required reporting of suspicious activity. Use of 


secure passwords, access for need to know basis, Personal Identification Verification (PIV) Cards, 


Personal Identification Numbers (PIN), encryption, and access authorization using Network 
Identification (NTID) are all measures that are utilized within the facilities.  


Section 5. External Sharing/Receiving and Disclosure 


The following questions are intended to define the content, scope, and authority for information 


sharing external to VA, which includes Federal, State, and local governments, and the private sector. 


5.1 With which external organizations (outside VA) is information shared/received? What 


information is shared/received, and for what purpose? How is the information transmitted and 


what measures are taken to ensure it is secure? 


Is the sharing of information outside the agency compatible with the original collection? If so, 


is it covered by an appropriate routine use in a SORN? If not, please describe under what legal 


mechanism the IT system is allowed to share the information in identifiable form or personally 


identifiable information outside of VA.  


NOTE:  Question 3.11 on Privacy Threshold Analysis should be used to answer this question.  


Identify and list the names of any Federal, State, or local government agency or private sector 


organization with which information is shared.  


For each interface with a system outside VA, state what specific data elements (PII/PHI) are shared 


with each specific partner.  


What legal mechanisms, authoritative agreements, documentation, or policies are in place detailing 


the extent of the sharing and the duties of each party? For example, is the sharing of data compatible 


with your SORN? Then list the SORN and the applicable routine use from the SORN. Is there a 


Memorandum of Understanding (MOU), Computer Matching Agreement (CMA), or law that 


mandates the sharing of this information? 


Describe how the information is transmitted to entities external to VA and what security measures 


have been taken to protect it during transmission. 


This question is related to privacy control UL-2, Information Sharing with Third Parties 







Version Date:  May 1, 2021 


Page 16 of 31 


Data Shared with External Organizations 


List External 


Program Office 


or IT System 


information is 


shared/received 


with 


List the purpose 


of information 


being shared / 


received / 


transmitted with 


the specified 


program office 


or IT system 


List the specific 


PII/PHI data 


elements that are 


shared/received 


with the Program 


or IT system 


List the legal 


authority, 


binding 


agreement, 


SORN routine 


use, etc. that 


permit external 


sharing (can be 


more than one) 


List the method 


of transmission 


and the 


measures in 


place to secure 


data 


N/A N/A N/A N/A N/A 


If specific measures have been taken to meet the requirements of OMB Memoranda M-06-15 


and M-06-16, note them here.  


In order to protect Veteran personally identifiable information (PII) the following activities occur 


as part of the overall information assurance activities: 
1. The information with each application is categorized in accordance with FIPS 199 and NIST
SP 800-60. As part of the categorization any PII is identified.
2. The VA has policies which direct and guide the activities and processes performed by the VA.


The policies are periodically reviewed to ensure completeness and applicability.
3. The NIST SP 800-53 controls are selected based on the categorization. The controls provide
protection for veteran PII while developed or stored by an application or IT system, physically
transported, between facilities, least privilege, stored offsite, or transmitted between IT centers.


4. Internal protection is managed by access controls such as user IDs and passwords,
authentication, awareness and training, auditing, and internal network controls. Remote
protection is provided by remote access control, authenticator management, audit, and encrypted
transmission.


5.2 PRIVACY IMPACT ASSESSMENT: External sharing and disclosure 


Discuss the privacy risks associated with the sharing of information outside the Department and 


what steps, if any, are currently being taken to mitigate those identified risks.  


Discuss whether access controls have been implemented and whether audit logs are regularly 


reviewed to ensure appropriate sharing outside of the Department. For example, is there a 


Memorandum Of Understanding (MOU), contract, or agreement in place with outside agencies or 


foreign governments.  


Discuss how the sharing of information outside of the Department is compatible with the stated 


purpose and use of the original collection.  


This question is related to privacy control AR-2, Privacy Impact and Risk Assessment, AR-3, Privacy 


Requirements for Contractors and Service Providers, and AR-4, Privacy Monitoring and Auditing  
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Follow the format below: 


Privacy Risk:   


N/A 


Mitigation: 


N/A 


Section 6. Notice 


The following questions are directed at providing notice to the individual of the scope of information 


collected, the right to consent to uses of the information, and the right to decline to provide 


information.  


6.1 Was notice provided to the individual before collection of the information? If yes, please 


provide a copy of the notice as an appendix. (A notice may include a posted privacy policy, a 


Privacy Act notice on forms, or a system of records notice published in the Federal Register.) If 


notice was not provided, why not? 


This question is directed at the notice provided before collection of the information. This refers to 


whether the person is aware that his or her information is going to be collected. A notice may include 


a posted privacy policy, a Privacy Act statement on forms, or a SORN published in the Federal 


Register. If notice was provided in the Federal Register, provide the citation.  


If notice was not provided, explain why. If it was provided, attach a copy of the current notice. 


Describe how the notice provided for the collection of information is adequate to inform those 


affected by the system that their information has been collected and is being used appropriately. 


Provide information on any notice provided on forms or on Web sites associated with the collection. 


This question is related to privacy control TR-1, Privacy Notice, and TR-2, System of Records 


Notices and Privacy Act Statements, and TR-3, Dissemination of Privacy Program Information. 


At the beginning of the application process, employees receive notice of the use of information to 


determine program eligibility.  


Additional notice is provided through this PIA, which is available online, as required by the 


eGovernment Act of 2002, Public Law 107–347 §208(b)(1)(B)(iii), the Department of Veterans 


Affairs and the following VA SORN which is published in the Federal Register and available online: 
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SORN 165VA05CCSP-VA: VA Child Care Subsidy Program Records - Routine use of information 


in CRM through the SORN can be used for purposes of Law Enforcement; Congressional Inquiry,  


Judicial/Administrative Proceedings; NARA and General Services Administration; 


Statistical/Analytical Studies used by VA; Litigation; Merit System Protection Board; Equal 


Employment Federal Labor Relations Authority and Non-Federal Personnel. 


https://www.oprm.va.gov/docs/Current_SORN_List_08_17_2021.pdf 


6.2 Do individuals have the opportunity and right to decline to provide information? If so, is a 


penalty or denial of service attached?  


This question is directed at whether the person from or about whom information is collected can 


decline to provide the information and if so, whether a penalty or denial of service is attached.  


This question is related to privacy control IP-1, Consent, IP-2, Individual Access, and IP-3, Redress 


Failure to submit required documentation to determine eligibility to participate in the program would 


result in denial of service. This is an opt-in program.  


VA participants are allowed to make changes or corrections within his/her file by doing a formal 


change within the CRM to address any issues. All changes within the application establish a second 


review of the participant’s application to ensure information added still maintains the individual’s 


qualification to remain in the program. 


6.3 Do individuals have the right to consent to particular uses of the information? If so, how 


does the individual exercise the right?  


This question is directed at whether an individual may provide consent for specific uses or the 


consent is given to cover all uses (current or potential) of his or her information. If specific consent 


is required, how would the individual consent to each use?  


This question is related to privacy control IP-1, Consent 


Failure to submit required documentation to determine eligibility to participate in the program would 


result in denial of service. This is an opt-in program. Only the VA employee is allowed to have direct 


access to the contents of his/her application information. 


6.4 PRIVACY IMPACT ASSESSMENT: Notice 


Describe the potential risks associated with potentially insufficient notice and what steps, if any, are 


currently being taken to mitigate those identified risks.  



https://www.oprm.va.gov/docs/Current_SORN_List_08_17_2021.pdf
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Consider the following FIPPs below to assist in providing a response:  


Principle of Transparency: Has sufficient notice been provided to the individual? 


Principle of Use Limitation: Is the information used only for the purpose for which notice was 


provided either directly to the individual or through a public notice? What procedures are in place to 


ensure that information is used only for the purpose articulated in the notice?  


This question is related to privacy control TR-1, Privacy Notice, AR-2, Privacy Impact and Risk 


Assessment, and UL-1, Internal Use 


Follow the format below: 


Privacy Risk:  


Only assigned role users for the system are allowed access to participant’s data in the system. There 


is a risk that VA employees, employee veterans and other members of the public will not know that 


the CRM exists or that it collects, maintains, and/or disseminates PII and other SPI about them.  


Mitigation: 


If an assigned user no longer requires access to the system, the user account can be de-activated by 


the program administrator.  


CRM mitigates this risk by ensuring that it provides individuals notice of information collection and 


notice of the system’s existence through the methods discussed in question 6.1.  


Section 7. Access, Redress, and Correction 


The following questions are directed at an individual’s ability to ensure the accuracy of the 


information collected about him or her.  


7.1 What are the procedures that allow individuals to gain access to their information? 


Cite any procedures or regulations your program has in place that allow access to information. 


These procedures, at a minimum, should include the agency’s FOIA/Privacy Act practices, but may 


also include additional access provisions. For example, if your program has a customer satisfaction 


unit, that information, along with phone and email contact information, should be listed in this 


section in addition to the agency’s procedures. See 5 CFR 294 and the VA FOIA Web page at 


http://www.foia.va.gov/ to obtain information about FOIA points of contact and information about 


agency FOIA processes.  


If the system is exempt from the access provisions of the Privacy Act, please explain the basis for the 


exemption or cite the source where this explanation may be found, for example, a Final Rule 


published in the Code of Federal Regulations (CFR).  
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If the system is not a Privacy Act system, please explain what procedures and regulations are in 


place that covers an individual gaining access to his or her information.  


This question is related to privacy control IP-2, Individual Access, and AR-8, Accounting of 


Disclosures. 


CRM is a Privacy Act System and not exempt from the access provisions of the Privacy Act. Any 


VA employee with an active VA network account may access CRM, via the VA intranet, to apply for 


childcare subsidy. A VA network user identification and password are issued only after proper 


clearance is verified and all VA required training is complete. The VA ensures that these 


requirements are met for each user on an annual basis.  


Failure to submit required documentation to determine eligibility to participate in the program would 


result in denial of service. Childcare subsidy benefits is an opt-in program. VA participants are 


allowed to make changes or corrections within his/her file by doing a formal change within CRM to 


address any issues. All changes within the application establish a second review of the participant’s 


application to ensure information added still maintains the individual’s qualification to remain in the 


program.  


SORN 165VA05CCSP states: Individuals wishing to request access to records about them should 


contact the system manager indicated. Individuals must provide the following information for their 


records to be located and identified: a. Full name b. Social Security Number. Individuals requesting 


access must also follow the Office of Personnel Management’s Privacy Act Regulations regarding 


verification of identity and amendment of records (5 CFR, Part 297).  


7.2 What are the procedures for correcting inaccurate or erroneous information? 


Describe the procedures and provide contact information for the appropriate person to whom such 


issues should be addressed. If the correction procedures are the same as those given in question 7.1, 


state as much.  


This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management. 


VA participants are allowed to make changes or corrections within his/her file by doing a formal 


change within CRM to address any issues. All changes within the application establish a second 


review of the participant’s application to ensure information added still maintains the individual’s 


qualification to remain in the program.  


SORN 165VA05CCSP states: Individuals wishing to request amendment of records about them 


should contact the system manager indicated. Individual must furnish the following information for 


their records to be located and identified: a. Full name b. Social Security Number. Individuals 


requesting amendment must also follow the Office of Personnel Management’s Privacy Act 
Regulations regarding verification of identity and amendment of records (5 CFR part 297). 


7.3 How are individuals notified of the procedures for correcting their information? 
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How are individuals made aware of the procedures for correcting his or her information? This may 


be through notice at collection or other similar means. This question is meant to address the risk that 


even if procedures exist to correct information, if an individual is not made fully aware of the 


existence of those procedures, then the benefits of the procedures are significantly weakened.  


This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management. 


Individuals are notified of the procedures for correcting their information by SORN 
165VA05CCSP  


The SORN is published in Federal Registry and linked on the VA public website: 


https://www.oprm.va.gov/privacy/systems_of_records.aspx  


7.4 If no formal redress is provided, what alternatives are available to the individual? 


Redress is the process by which an individual gains access to his or her records and seeks 


corrections or amendments to those records. Redress may be provided through the Privacy Act and 


Freedom of Information Act (FOIA), and also by other processes specific to a program, system, or 


group of systems.  


This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management. 


Example: Some projects allow users to directly access and correct/update their information online. 


This helps ensures data accuracy.  


VA participants are allowed to make changes or corrections within his/her file by doing a formal 
change within CRM to address any issues. All changes within the system establish a second 


review of the participant’s application to ensure information added still maintains the 
individual’s qualification to remain in the program.  


Formal redress is provided in SORN 165VA05CCSP.  


7.5 PRIVACY IMPACT ASSESSMENT: Access, redress, and correction 


Discuss what risks there currently are related to the Department’s access, redress, and correction 


policies and procedures for this system and what, if any, steps have been taken to mitigate those 


risks. For example, if a project does not allow individual access, the risk of inaccurate data needs to 


be discussed in light of the purpose of the project. For example, providing access to ongoing law 


enforcement activities could negatively impact the program’s effectiveness because the individuals 


involved might change their behavior.  


Consider the following FIPPs below to assist in providing a response:  


Principle of Individual Participation: Is the individual provided with the ability to find out whether a 


project maintains a record relating to him?  



https://www.oprm.va.gov/privacy/systems_of_records.aspx
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Principle of Individual Participation: If access and/or correction is denied, then is the individual 


provided notice as to why the denial was made and how to challenge such a denial?  


Principle of Individual Participation: Is there a mechanism by which an individual is able to prevent 


information about him obtained for one purpose from being used for other purposes without his 


knowledge?  


This question is related to privacy control IP-3, Redress. 


Follow the format below: 


Privacy Risk:  


There is a risk that the employee provides inaccurate information that is required in order for their 


application to be approved. 


Mitigation: 


Information provided during the application process is verified by the employees HR department. If 


data is found to be missing or inaccurate, the HR employee working on the application will contact 


the employee and notify them, this will provide the employee the opportunity to resubmit the 


required documentation.  


CRM mitigates the risk of incorrect information in an individual’s records by authenticating 


information when possible using the resources discussed in question 1.5.  


Section 8. Technical Access and Security 


The following questions are intended to describe technical safeguards and security measures. 


8.1 What procedures are in place to determine which users may access the system, and are they 


documented?  


Describe the process by which an individual receives access to the system. 


Identify users from other agencies who may have access to the system and under what roles these 


individuals have access to the system. Who establishes the criteria for what PII can be shared?   


Describe the different roles in general terms that have been created to provide access to the system. 


For example, certain users may have "read-only" access while others may be permitted to make 


certain amendments or changes to the information.  


This question is related to privacy control AR-7, Privacy-Enhanced System Design and Development. 
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Only a CCSP staff member with Administrator functionality in CRM can assign roles and or 


add/change role assignment.  


This feature allows Program Analysts and CCSP Admins to maintain Admin users. Using the fields 


provided, users shall be added and assigned a Role. User information can also be updated or deleted 


using the icons within the action column. Note: Only CCSP Admins can add other CCSP Admins.  


The CRM application is role-based and consists of the following roles, which cannot be combined:  
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• HR Specialist – users assigned this role can complete application forms (0730a), upload supporting


documents, enter childcare provider information, complete the HR checklist, and complete submit


payment requests.


• Processor – users assigned this role can do everything an HR Specialist can, plus determine


eligibility, approve/deny applications, process monthly payment request forms (0730h), and send out


announcement emails. • Budget Analyst – users assigned this role can verify the subsidy payment


information on the monthly payment request forms (0730h), manage actual payment amounts, and


run reports.


• Program Analyst – users assigned this role can run reports (except audit reports), manage actual


payment amounts, and manage user accounts (except CCSP Admin accounts).


• Program Support Specialist – users assigned this role can view all records in the system in order to


research participant questions but cannot make changes. This is a read-only role.


• CCSP Admin – users assigned this role can perform all tasks of other roles in the system, manage


CCSP Admin accounts, and generate audit reports.


• VA Employee – This is not an assigned role in the application, but noted in this PIA because all VA


Employees, with an active directory ID, have access to submit an application for childcare subsidy


through the User Interface.


8.2 Will VA contractors have access to the system and the PII?  If yes, what involvement will 


contractors have with the design and maintenance of the system?  Has a contractor 


confidentiality agreement, Business Associate Agreement (BAA), or a Non-Disclosure 


Agreement (NDA) been developed for contractors who work on the system?   


If so, how frequently are contracts reviewed and by whom? Describe the necessity of the access 


provided to contractors to the system and whether clearance is required. If Privacy Roles and 


Responsibilities have been established to restrict certain users to different access levels, please 


describe the roles and associated access levels.  Explain the need for VA contractors to have access 


to the PII. 


This question is related to privacy control AR-3, Privacy Requirements for Contractors and Service 


Providers. 


Yes, VA contractors access CRM. The majority of the development team is comprised of contractors. 


The System Administrator team is also comprised of contractors. Access to the system for both teams 


is required for ongoing software development work to continue as well as for day to day maintenance 


of the systems and their networks.  


Contractors can be granted access to CRM if their VA manager and local Information Security 


Officer approve. They are required to follow the same procedures VA employees do for access, 


which is to submit a 9957 form as specified in section 8.1. In addition, in accordance with the 


contract between the contractor and the government, all contractors with access to CRM information 


are required to meet the VA/CRRC contractor security requirements. Contracts are reviewed 


annually by the Contracting Officers Representative (COR).  
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VA contract employee access is verified through the Contracting Officer’s Representative (COR) and 


other VA supervisory/administrative personnel before access is granted to any VA system. 


Contractor access is reviewed annually at a minimum. The contractors who provide support to the 


system are required to complete annual VA Privacy and Information Security and Rules of behavior 


training via the VA Talent Management System (TMS). All contractors are vetted using the VA 


background investigation process and must obtain the appropriate level background investigation for 


their role. Contractors with systems administrative access are required to complete additional role-
based training prior to gaining system administrator access. Generally, contracts are reviewed at 


the start of the initiation phase of acquisitions and again during procurement of option years by the 
Contracting Officer, Information Security Officer, Privacy Officer, COR, Procurement 


Requestor/Program Manager and any other stakeholders required for approval of the acquisition. 
Contracts generally have an average duration of 1-3 years and may have option years stipulated in 


the original contract. 


8.3 Describe what privacy training is provided to users either generally or specifically relevant 


to the program or system?  


VA offers privacy and security training. Each program or system may offer training specific to the 


program or system that touches on information handling procedures and sensitivity of information. 


Please describe how individuals who have access to PII are trained to handle it appropriately.  


This question is related to privacy control AR-5, Privacy Awareness and Training. 


Training is provided to all HR Specialist whom service as point-of-contact to assist employee’s 


locally with the CCSP application process. Each HR Specialist is instructed to use his/her Network 


facility identifier to pull their participants out the system and within the provided “User Manual” 


describing security elements for the system.  


Personnel that will be accessing information systems must read and acknowledge their receipt and 


acceptance of the VA National Rules of Behavior (ROB) or VA Contractor's ROB prior to gaining 


access to any VA information system or sensitive information. The rules are included as part of the 


VA Privacy and Security Awareness training which all personnel must complete via the VA’s Talent 


Management System (TMS). After the user’s initial acceptance of the Rules, the user must re-affirm 


their acceptance annually as part of the privacy and security awareness training. Acceptance is 


obtained via electronic acknowledgment and is tracked through the TMS system. The following 


questions are directed at providing notice to the individual of the scope of information collected, the 


right to consent to uses of the information, and the right to decline to provide information. System 


administrators are required to complete additional role-based training. Users with access to PHI are 


required to complete HIPAA privacy training annually 


8.4 Has Authorization and Accreditation (A&A) been completed for the system? 


If Yes, provide: 


1. The Security Plan Status,


2. The Security Plan Status Date,


3. The Authorization Status,
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4. The Authorization Date,


5. The Authorization Termination Date, .
6. The Risk Review Completion Date


7. The FIPS 199 classification of the system (LOW/MODERATE/HIGH).


Please note that all systems containing SPI are categorized at a minimum level of “moderate” under 


Federal Information Processing Standards Publication 199.  


If No or In Process, provide your Initial Operating Capability (IOC) date. 


Authority to Operate was granted on April 25, 2019 for 3 years expiring April 24, 2022. 


The FIPS 199 classification of the system is MODERATE  


Section 9 – Technology Usage 
The following questions are used to identify the technologies being used by the IT system or project. 


9.1 Does the system use cloud technology?  


 If so, Does the system have a FedRAMP provisional or agency authorization?  If the system does 


use cloud technology, but does not have FedRAMP authorization, explain how the Cloud Service 


Provider (CSP) solution was assessed and what FedRAMP documents and processes were used 


for the assessment in order to comply with VA Handbook 6517. 


This question is related to privacy control UL-1, Information Sharing with Third Parties. 


No 


9.2 Identify the cloud model being utilized. 


Example: Software as a Service (SaaS), Infrastructure as a Service (IaaS), Platform as a Service 


(PaaS), Commercial off the Shelf (COTS).  


This question is related to privacy control UL-1, Information Sharing with Third Parties. 


N/A 


9.3  Does the contract with the Cloud Service Provider, Contractors and VA customers 


establish who has ownership rights over data including PII? (Provide contract number 


and supporting information about PII/PHI from the contract) 
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This question is related to privacy control AR-3, Privacy Requirements for Contractors and 


Service Providers. 


N/A 


9.4 Will the CSP collect any ancillary data and if so, who has ownership over the ancillary 


data? 


Per NIST 800-144, cloud providers hold significant details about the accounts of cloud 


consumers that could be compromised and used in subsequent attacks. Ancillary data also 


involves information the cloud provider collects or produces about customer-related activity in 


the cloud. It includes data collected to meter and charge for consumption of resources, logs and 


audit trails, and other such metadata that is generated and accumulated within the cloud 


environment. 


This question is related to privacy control DI-1, Data Quality. 


N/A 


9.5 NIST 800-144 states, “Organizations are ultimately accountable for the security and 


privacy of data held by a cloud provider on their behalf.” Is this principle described in 


contracts with customers? Why or why not? 


What are the roles and responsibilities involved between the organization and cloud provider, 


particularly with respect to managing risks and ensuring organizational requirements are met? 


This question is related to privacy control AR-3, Privacy Requirements for Contractors and 


Service Providers. 


N/A 


9.6 If the system is utilizing Robotics Process Automation (RPA), please describe the role of the 


bots. 


Robotic Process Automation is the use of software scripts to perform tasks as an automated 


process that executes in parallel with or in place of human input. For example, will the 


automation move or touch PII/PHI information. RPA may also be referred to as “Bots” or 


Artificial Intelligence (AI). 


N/A 
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Section 9. References 
Summary of Privacy Controls by Family 
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AR-5 Privacy Awareness and Training 
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ID Privacy Controls 


UL-1 Internal Use 


UL-2 Information Sharing with Third Parties 
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Signature of Responsible Officials 


The individuals below attest that the information provided in this Privacy Impact 
Assessment is true and accurate. 


Privacy Officer, Rita K. Grewal 


Information Systems Security Officer, Ahmed Tamer 


System Owner, Greg Watson
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APPENDIX A-6.1 


Please provide a link to the notice or verbiage referred to in Section 6 (a notice may include a 


posted privacy policy, a Privacy Act notice on forms). 


http://www.gpo.gov/fdsys/pkg/FR-2012-09-05/pdf/2012-21792.pdf 


https://www.oprm.va.gov/docs/Current_SORN_List_08_17_2021.pdf 



http://www.gpo.gov/fdsys/pkg/FR-2012-09-05/pdf/2012-21792.pdf

https://www.oprm.va.gov/docs/Current_SORN_List_08_17_2021.pdf
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		The Child Care Records Management System provides Veterans Administration (VA) employees the ability to create an on-line application, via the VA intranet access, requesting childcare subsidy benefits and to scan in required documents to support that application. 

		Overview 

		The overview is the most important section of the PIA. A thorough and clear overview gives the reader the appropriate context to understand the responses in the PIA. The overview should contain the following elements:  
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		•The expected number of individuals whose information is stored in the system and a briefdescription of the typical client or affected individual.
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		•A general description of the information in the IT system and the purpose for collecting thisinformation.

		•A general description of the information in the IT system and the purpose for collecting thisinformation.



		•Any information sharing conducted by the IT system. A general description of the modules andsubsystems, where relevant, and their functions.

		•Any information sharing conducted by the IT system. A general description of the modules andsubsystems, where relevant, and their functions.



		•Whether the system is operated in more than one site, and if so, a description of how use of thesystem and PII is maintained consistently in all sites and if the same controls are used acrosssites.

		•Whether the system is operated in more than one site, and if so, a description of how use of thesystem and PII is maintained consistently in all sites and if the same controls are used acrosssites.



		•A citation of the legal authority to operate the IT system.

		•A citation of the legal authority to operate the IT system.



		•Whether the completion of this PIA will result in circumstances that require changes to businessprocesses

		•Whether the completion of this PIA will result in circumstances that require changes to businessprocesses



		•Whether the completion of this PIA could potentially result in technology changes

		•Whether the completion of this PIA could potentially result in technology changes



		•If the system is in the process of being modified and a SORN exists, will the SORN requireamendment or revision and approval? If the system is using cloud technology, does the SORN forthe system cover cloud usage or storage?

		•If the system is in the process of being modified and a SORN exists, will the SORN requireamendment or revision and approval? If the system is using cloud technology, does the SORN forthe system cover cloud usage or storage?





		P

		P

		The Child Care Records Management System (CRM) provides Veterans Administration (VA) employees the ability to submit an on-line application, via VA intranet access, requesting childcare subsidy benefits and to scan in required documents to support that application. VA employees will also be able to input their childcare provider’s data into the system.  

		P

		The program office that owns this system is Office of Human Resources and Administration. 

		CRM is operating under the legal authority of Public Law 1 06–58, Section 643, and Executive Order 9397: Numbering System for Federal Accounts Relating to Individual Persons,  

		 (

		 (

		https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executive-order-9397-relating-to-federal-agency-use-of-social-security-numbers

		https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executive-order-9397-relating-to-federal-agency-use-of-social-security-numbers



		)  as stated in System of Records Notice (SORN) 165VA05CCSP-VA: VA Child Care Subsidy Program Records,  
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		http://www.gpo.gov/fdsys/pkg/FR-2012-09-05/pdf/2012-21792.pdf
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		P

		CRM will provide control of records from creation, or receipt, through processing, distribution, organization, storage, and retrieval to ultimate disposition.  

		P

		CRM uses web-based technologies that are hosted on virtual machines (VMs) in the Capitol Region Readiness Center (CRRC) VA datacenter to meet privacy and security standards established by VA guidelines. CRM does not conduct any information sharing.  

		P

		CRM has the potential to be used by all VA employees. The current number of individuals whose information is stored in the system is up to 180,000 and growing. The system stores health and financial information about individuals.  

		P

		CRM does not use cloud technology at this time. 

		P

		The completion of this PIA will not result in the SORN, technology or business processes being changed. 

		P

		Section 1. Characterization of the Information 

		The following questions are intended to define the scope of the information requested and collected as well as the reasons for its collection as part of the program, IT system, or technology being developed. 

		1.1 What information is collected, used, disseminated, created, or maintained in the system? 

		L

		LI

		LBody





		Identify and list all Sensitive Personal Information (SPI) that is collected and stored in the system, including Individually Identifiable Information (III), Individually Identifiable Health Information (IIHI), Protected Health Information (PHI), and Privacy- Protected Information.  For additional information on these information types and definitions, please see VA Directives and Handbooks in the 6500 series (https://vaww.va.gov/vapubs/). If the system creates information (for example, a score, analysis, o

		P

		If a requesting system receives information from another system, such as a response to a background check, describe what information is returned to the requesting system.  

		This question is related to privacy control AP-1, Authority To Collect, and AP-2, Purpose Specification. 

		P

		P

		P

		P

		Please check any information listed below that your system collects, uses, disseminates, creates, or maintains. If additional SPI is collected, used, disseminated, created, or maintained, please list those in the text box below: 

		 Name 

		 Social Security Number 

		 Date of Birth 

		 Mother’s Maiden Name 

		 Personal Mailing Address 

		 Personal Phone Number(s) 

		 Personal Fax Number Personal Email Address 

		 Emergency Contact Information (Name, Phone Number, etc. of a different individual) 

		 Financial Account Information 

		 Health Insurance Beneficiary Numbers 

		Account numbers 

		 Certificate/License numbers 

		 Vehicle License Plate Number 

		 Internet Protocol (IP) Address Numbers 

		 Current Medications 

		 Previous Medical Records 

		 Race/Ethnicity 

		 Tax Identification Number 

		 Medical Record Number 

		 Other Unique Identifying  Information (list below) 

		P

		P

		P

		P

		P

		P

		P

		In addition, Child Care Records Management System (CRM) collects the following data: 

		P

		Alias, Pay grade, total family income, names of children on whose behalf the parent is applying for subsidy, children’s date of birth, childcare provider’s tax identification numbers and copies of IRS Form 1040 and 1040A. 

		P

		P

		P

		PII Mapping of Components 

		Child Care Records Management System (CRM) consists of 4 key components. Each component has been analyzed to determine if any elements of that component collect PII. The type of PII collected by Child Care Records Management System (CRM) and the functions that collect it are mapped below. 

		P

		PII Mapped to Components 

		P

		Note: Due to the PIA being a public facing document, please do not include the server names in the table. 

		P

		PII Mapped to Components 

		Components of the information system (servers) collecting/storing PII 
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		Production (database server) 
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		Necessary for what the application does, provide 
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		Data is encrypted 
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		provider license numbers and States where issued, and provider tax identification numbers and copies of IRS Form 1040 and 1040A 



		Necessary for what the application does, provide childcare services 

		Necessary for what the application does, provide childcare services 



		VA 6500 Controls in place 

		VA 6500 Controls in place 

		Data is encrypted 
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		TH

		P



		TD

		P



		TD

		P



		TD

		P



		TD

		P



		TD

		P









		P

		P

		1.2 What are the sources of the information in the system? 

		L

		LI

		LBody





		List the individual, entity, or entities providing the specific information identified above. For example, is the information collected directly from the individual as part of an application for a benefit, or is it collected from other sources such as commercial data aggregators?  

		P

		Describe why information from sources other than the individual is required. For example, if a program’s system is using data from a commercial aggregator of information or data taken from public Web sites, state the fact that this is where the information is coming from and then in question 1.3 indicate why the system is using this source of data.  

		P

		If the system creates information (for example, a score, analysis, or report), list the system as a source of information.  

		This question is related to privacy controls DI-1, Data Quality, and IP-1, Consent. 

		P

		P

		All information is received directly from the VA employee. 

		P

		1.3 How is the information collected? 

		L

		LI

		LBody





		This question is directed at the means of collection from the sources listed in question 1.2. Information may be collected directly from an individual, received via electronic transmission from another system, or created by the system itself. Specifically, is information collected through technologies or other technology used in the storage or transmission of information in identifiable form?  

		P

		If the information is collected on a form and is subject to the Paperwork Reduction Act, give the form’s OMB control number and the agency form number.  This question is related to privacy controls DI-1, Data Quality, and IP-1, Consent. 

		P

		P

		All information is entered by the VA employee using the CRM application through a VA intranet web portal. 

		P

		1.4 How will the information be checked for accuracy?  How often will it be checked? 

		L

		LI

		LBody





		Discuss whether and how often information stored in the system is checked for accuracy. Is information in the system checked against any other source of information (within or outside your organization) before the information is used to make decisions about an individual? For example, is there a computer matching agreement in place with another government agency? For systems that receive data from internal data sources or VA IT systems, describe the system checks to ensure that data corruption has not occur

		L

		LI

		LBody





		If the system checks for accuracy by accessing a commercial aggregator of information, describe this process and the levels of accuracy required by the contract.  

		This question is related to privacy controls DI-1, Data Quality, and DI-2, Data Integrity and Integrity Board. 

		P

		P

		All information collected is for determining eligibility of participation in the program based on received financial data, qualified daycare, and parental information. 

		P

		1.5 What specific legal authorities, arrangements, and agreements defined the collection of information?  

		L

		LI

		LBody





		List the full legal authority for operating the system, specifically the authority to collect the information listed in question 1.1. Provide the authorities in a manner understandable to any 

		potential reader, i.e., do not simply provide a legal citation; use statute names or regulations in addition to citations. Legal authorities include Federal laws, regulations, statutes, and Executive Orders. 

		This question is related to privacy control AP-1, Authority to Collect 

		P

		P

		Public Law 1 06–58, Section 643. Executive Order 9397: Numbering System for Federal Accounts Relating to Individual Persons, (

		Public Law 1 06–58, Section 643. Executive Order 9397: Numbering System for Federal Accounts Relating to Individual Persons, (

		https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executiveorder-9397-relating-to-federal-agency-use-of-social-security-numbers

		https://www.federalregister.gov/articles/2008/11/20/E8-27771/amendments-to-executiveorder-9397-relating-to-federal-agency-use-of-social-security-numbers



		) 



		as stated in SORN 165VA05CCSP-VA: VA Child Care Subsidy Program Records,  

		https://www.govinfo.gov/

		https://www.govinfo.gov/

		https://www.govinfo.gov/



		 



		P

		P

		1.6 PRIVACY IMPACT ASSESSMENT: Characterization of the information 

		Consider the specific data elements collected and discuss the potential privacy risks and what steps, if any are currently being taken to mitigate those identified risks.  

		P

		Consider the following Fair Information Practice Principles (FIPPs) when assessing the risk to individual privacy:  

		P

		Principle of Purpose Specification: Explain how the collection ties with the purpose of the underlying mission of the organization and its enabling authority.  

		P

		Principle of Minimization: Is the information directly relevant and necessary to accomplish the specific purposes of the program?  

		P

		Principle of Individual Participation: Does the program, to the extent possible and practical, collect information directly from the individual?  

		P

		Principle of Data Quality and Integrity: Are there policies and procedures for VA to ensure that personally identifiable information is accurate, complete, and current?  

		This question is related to privacy control AR-1, Governance and Privacy Program, and AR-2, Privacy Impact and Risk Assessment. 

		P

		Follow the format below when entering your risk assessment: 

		P

		Privacy Risk:  

		P

		CRM collects both Personally Identifiable Information (PII) and a variety of other SPI, such as PHI. However, PHI is only used to for children participating in the program between the ages of 13 – 18 to provide medical documentation of a medical disability to continue participation in the program. This medical documentation information is provided by the parent from a medical doctor on a yearly basis to re-qualify for the program. Due to the highly sensitive nature of this data, there is a risk that, if the

		P

		P

		Mitigation: 

		P

		CRM employs a variety of security measures designed to ensure that the information is not inappropriately disclosed or released. The VA’s risk assessment validates the security control set and determines if any additional controls are needed to protect agency operations. Many of the security controls are common security controls throughout the VA. These measures include access control; awareness and training; audit and accountability; certification, accreditation, and security assessments; configuration man

		P

		Section 2. Uses of the Information 

		The following questions are intended to clearly delineate the use of information and the accuracy of the data being used.  

		2.1 Describe how the information in the system will be used in support of the program’s business purpose.  

		L

		LI

		LBody





		Identify and list each use (both internal and external to VA) of the information collected or maintained.  

		This question is related to privacy control AP-2, Purpose Specification. 

		P

		P

		All information collected is for determining eligibility to participate in the Child Care Subsidy Program (CCSP). 

		Full name: Used to identify the employee –Internal 

		Alias: Any alias used 

		Social Security Number (SSN): Used as an employee identifier and as a resource for verifying subsidy benefits received by participants throughout the calendar year to provide W-2 calculations are placed on correct Taxpayer Identification Number (TIN) which is used to identify child care provider taxes for the calendar year. -Internal 

		Date of Birth: Used to confirm employee identity -Internal 

		Maiden name: Used to confirm employee identity -Internal 

		Mailing address: Used to identify participate home mailing address and childcare vendor address. -Internal 

		Zip Code: Used to identify participate home mailing address and childcare vendor address. -Internal 

		Phone Number(s): Used to contact employees and childcare vendors, if necessary. -Internal 

		Fax Number: Used to contact employees and childcare vendors, if necessary. -Internal 

		Email address: Used to contact employees and childcare vendors, if necessary. -Internal 

		Financial account number: Used to identify account to transfer subsidy benefits to childcare provider on behalf of the VA employee. -Internal 

		Certificate/License number: Used to determine if the childcare provider is following state licensing and/or regulations pertaining to caring for children. -Internal 

		Pay Grade: Used as accounting data to measure the number of VA employees using the program in each grade group. -Internal 

		Total Family Income: Used to determine the percentage of total childcare costs VA will pay. -Internal 

		Names of Children: Used to determine the percentage of total childcare costs VA will pay. -Internal 

		Child(s) Date of Birth: Used to determine the percentage of total childcare costs VA will pay. -Internal 

		Name of Child Care Provider: Used to contact childcare vendors, if necessary. -Internal 

		Child Care Provider TIN: Used to ensure that W-2 calculations are placed on correct TIN which is used to identify childcare provider taxes for the calendar year. -Internal 

		IRS Tax Forms 1040 and 1040A: Used to determine the percentage of total childcare costs VA will pay. -Internal 

		P

		P

		2.2 What types of tools are used to analyze data and what type of data may be produced? 

		L

		LI

		LBody





		Many systems sift through large amounts of information in response to a user inquiry or programmed functions. Systems may help identify areas that were previously not obvious and need additional research by agents, analysts, or other employees. Some systems perform complex analytical tasks resulting in, among other types of data, matching, relational analysis, scoring, reporting, or pattern analysis. Describe any type of analysis the system conducts and the data that is created from the analysis.  

		L

		LI

		LBody





		If the system creates or makes available new or previously unutilized information about an individual, explain what will be done with the newly derived information. Will it be placed in the individual's existing record? Will a new record be created? Will any action be taken against or for the individual identified because of the newly derived data? If a new record is created, will the newly created information be accessible to Government employees who make determinations about the individual? If so, explain

		This question is related to privacy controls DI-1, Data Quality, DI-2, Data Integrity and Integrity Board, and SE-1, Inventory of Personally Identifiable Information 

		P

		P

		CRM does not contain any tools to analyze data. CRM does not create or make available new or previously unutilized information about an individual. 

		P

		2.3 How is the information in the system secured? 

		2.3a What measures are in place to protect data in transit and at rest? 

		P

		2.3b If the system is collecting, processing, or retaining Social Security Numbers, are there additional protections in place to protect SSNs? 

		P

		This question is related to security and privacy controls SC-9, Transmission Confidentiality, and SC-28, Protection of Information at Rest  

		P

		P

		2.4 PRIVACY IMPACT ASSESSMENT: Use of the information.  How is access to the PII determined?  Are criteria, procedures, controls, and responsibilities regarding access documented?  Does access require manager approval?  Is access to the PII being monitored, tracked, or recorded?  Who is responsible for assuring safeguards for the PII? 

		Describe any types of controls that may be in place to ensure that information is handled in accordance with the uses described above. Example: Describe if training for users of the project covers how to appropriately use information. Describe the disciplinary programs or system controls (i.e. denial of access) that are in place if an individual is inappropriately using the information.  

		P

		Consider the following FIPPs below to assist in providing a response:  

		P

		Principle of Transparency: Is the PIA and SORN, if applicable, clear about the uses of the information?  

		P

		Principle of Use Limitation: Is the use of information contained in the system relevant to the mission of the project? 

		This question is related to privacy control AR-4, Privacy Monitoring and Auditing, AR-5, Privacy Awareness and Training, and SE-2, Privacy Incident response.  

		P

		Add answer here: 

		P

		P

		Formal, documented procedures to facilitate the implementation of the access control policies and associated access controls in: The VA Form 9957 process detailed in this SSP (Appendix A); and VA Handbook 6500. 

		Typical dissemination by the VA: 

		In order to gain access to the system, a 9957 must be filled out and sent to the Chief of Child Care Subsidy Program (CCSP). The Chief will review the 9957 and then add the user to the application with the role specified in the 9957. 

		The CRM PIA and SORN 165VA05CCSP-VA: VA Child Care Subsidy Program Records, are clear about the uses of the information. All Human Resource (HR) Specialists that use the system are granted access to enter the system and assist employees. The application administrator monitors and tracks access to PII. System training is held bi-annually to all point-of-contacts (HR Specialist) with access to CRM to ensure all system controls are in place. Routine uses of information in CRM through the SORN can be for purpos

		Merit System Protection Board; Equal Employment Federal Labor Relations Authority and Non-Federal Personnel. 

		P

		P

		Section 3. Retention of Information 

		The following questions are intended to outline how long information will be retained after the initial collection.  

		3.1 What information is retained? 

		L

		LI

		LBody





		Identify and list all information collected from question 1.1 that is retained by the system.  

		This question is related to privacy controls DM-1, Minimization of Personally Identifiable Information, and DM-2, Data Retention and Disposal 

		P

		P

		Full name, maiden name, mother’s maiden name, alias, SSN, TIN, financial account number, mailing address, email address; date of birth, zip code, phone numbers, fax numbers, pay grade, telephone numbers, total family income, names of children on whose behalf the parent is applying for subsidy, children’s date of birth, information on child care providers used, including daycare provider’s names, addresses, provider license numbers and States where issued, and provider tax identification numbers and copies o

		P

		P

		3.2 How long is information retained? 

		L

		LI

		LBody





		In some cases VA may choose to retain files in active status and archive them after a certain period of time. State active file retention periods, as well as archived records, in number of years, for the information and record types. For example, financial data held within your system may have a different retention period than medical records or education records held within your system, please be sure to list each of these retention periods. If the system is using cloud technology, will it be following the

		P

		The VA records officer should be consulted early in the development process to ensure that appropriate retention and destruction schedules are implemented.  

		This question is related to privacy control DM-2, Data Retention and Disposal. 

		P

		P

		Information is retained until 3 years after leaving the program. 

		P

		P

		3.3 Has the retention schedule been approved by the VA records office and the National Archives and Records Administration (NARA)? If so please indicate the name of the records retention schedule.  

		L

		LI

		LBody





		An approved records schedule must be obtained for any IT system that allows the retrieval of a record via a personal identifier. The VA records officer will assist in providing a proposed schedule. The schedule must be formally offered to NARA for official approval. Once NARA approves the proposed schedule, the VA records officer will notify the system owner. 

		This question is related to privacy control DM-2, Data Retention and Disposal. 

		P

		P

		CRM records are retained in accordance with General Record Schedule 1 and the Office of Personnel Management Recordkeeping Manual as approved by NARA.  

		Yes, see below the items 120 & 121 where the CRM application is covered.  

		https://www.archives.gov/

		https://www.archives.gov/

		https://www.archives.gov/



		 



		P

		P

		3.4 What are the procedures for the elimination of SPI? 

		P

		Explain how records are destroyed or eliminated at the end of the retention period.  Please give the details of the process.  For example, are paper records shredded on site, or by a shredding company and accompanied by a certificate of destruction, etc? 

		This question is related to privacy control DM-2, Data Retention and Disposal 

		P

		P

		After a 3-year period, the VA sanctioned destruction of paper and electronic records process in the form of shredding and program administrator the system for periodic purging. 

		P

		Electronic media sanitization, when the records are authorized for destruction (or upon system decommission), will be carried out in accordance with VA 6500.1 HB Electronic Media Sanitization. 

		P

		Disposition of Printed Data: 

		Forms and other types of printed output produced by any computer systems and related peripherals will be evaluated by the responsible staff member for data sensitivity. Printed output containing sensitive data will be stored in locked cabinets or desks and disposed of properly (when the approved records schedule permits destruction) by shredding or similar VA approved methods in accordance with VA Directive 6371. Program listings and documentation relating to the use of or access to a computer system requir

		P

		P

		P

		3.5 Does the system, where feasible, use techniques to minimize the risk to privacy by using PII for research, testing, or training? 

		P

		Organizations often use PII for testing new applications or information systems prior to deployment. Organizations also use PII for research purposes and for training. These uses of PII increase the risks associated with the unauthorized disclosure or misuse of the information. Please explain what controls have been implemented to protect PII used for testing, training and research. Have policies and procedures been developed to minimize the use of PII for testing, training, and research?  

		This question is related to privacy control DM-3, Minimization of PII Used in Testing, Training and Research 

		P

		P

		For training purposes, Human Resources (HR) Point of Contacts (POCs) do not use PII information of VA employees. 

		P

		P

		3.6 PRIVACY IMPACT ASSESSMENT: Retention of information 

		 Discuss the risks associated with the length of time data is retained and what steps, if any, are currently being taken to mitigate those identified risks.  

		P

		While we understand that establishing retention periods for records is a formal process, there are policy considerations behind how long a project keeps information. The longer a project retains information, the longer it needs to secure the information and assure its accuracy and integrity. The proposed schedule should match the requirements of the Privacy Act to keep the minimum amount of PII for the minimum amount of time, while meeting the Federal Records Act. The schedule should align with the stated p

		P

		Consider the following FIPPs below to assist in providing a response: 

		P

		Principle of Minimization: Does the project retain only the information necessary for its purpose? Is the PII retained only for as long as necessary and relevant to fulfill the specified purposes?  

		P

		Principle of Data Quality and Integrity: Has the PIA described policies and procedures for how PII that is no longer relevant and necessary is purged?  

		This question is related to privacy controls DM-1, Minimization of Personally Identifiable Information, and DM-2, Data Retention and Disposal. 

		P

		Follow the format below: 

		P

		Privacy Risk:  

		P

		The risk to maintaining data within CRM is the longer time frame information is kept, the greater the risk that information possibly will be compromised or breached. 

		P

		Mitigation: 

		P

		To mitigate the risk posed by information retention, CRM adheres to the VA RCS schedules for each category of data it maintains. When the retention data is reached for a record, CRM will carefully dispose of the data by the VA approved method. 

		Section 4. Internal Sharing/Receiving/Transmitting and Disclosure 

		The following questions are intended to define the scope of information sharing/receiving/transmitting within VA.  

		4.1 With which internal organizations is information shared/received/transmitted? What information is shared/received/transmitted, and for what purpose? How is the information transmitted? 

		NOTE: Question 3.10 (second table) on Privacy Threshold Analysis should be used to answer this question. 

		P

		Identify and list the names of any program offices, contractor-supported IT systems, and any other organization or IT system within VA with which information is shared.  

		L

		LI

		LBody





		State the purpose for the internal sharing. If you have specific authority to share the information, provide a citation to the authority.  

		P

		For each interface with a system outside your program office, state what specific data elements (PII/PHI) are shared with the specific program office, contractor-supported IT system, and any other organization or IT system within VA.  

		L

		LI

		LBody





		Describe how the information is transmitted. For example, is the information transmitted electronically, by paper, or by some other means? Is the information shared in bulk, on a case-by-case basis, or does the sharing partner have direct access to the information?  

		This question is related to privacy controls AP-2, Purpose Specification, AR-3, Privacy Requirements for Contractors and Service Providers, AR-8, Accounting of Disclosures, TR-1, Privacy Notice, and UL-1, Internal Use. 

		P

		P

		Data Shared with Internal Organizations 

		List the Program Office or IT System information is shared/received with 

		List the Program Office or IT System information is shared/received with 

		List the Program Office or IT System information is shared/received with 

		List the Program Office or IT System information is shared/received with 

		List the Program Office or IT System information is shared/received with 



		List the purpose of the   information being shared /received with the specified program office or IT system 

		List the purpose of the   information being shared /received with the specified program office or IT system 



		List the specific PII/PHI data elements that are shared/received with the Program Office or IT system 

		List the specific PII/PHI data elements that are shared/received with the Program Office or IT system 



		Describe the method of transmittal 

		Describe the method of transmittal 







		Office of Finance 

		Office of Finance 

		Office of Finance 

		Office of Finance 



		Financial Services Center (FSC 

		Financial Services Center (FSC 



		Personally, Identifiable Information (PII)  

		Personally, Identifiable Information (PII)  

		P



		Encrypted email and access authorization using Network  

		Encrypted email and access authorization using Network  

		Identification (NTID) are all measures that are utilized  

		within the facilities.  





		TR

		TH

		P



		TD

		P



		TD

		P



		TD

		P









		P

		P

		P

		4.2 PRIVACY IMPACT ASSESSMENT: Internal sharing and disclosure 

		Discuss the privacy risks associated with the sharing of information within the Department and what steps, if any, are currently being taken to mitigate those identified risks.  

		This question is related to privacy control UL-1, Internal Use. 

		P

		P

		Follow the format below: 

		P

		Privacy Risk:   

		P

		There is a risk that information may be shared with an unauthorized VA program, system, or individual. 

		P

		Mitigation: 

		P

		Safeguards implemented to ensure data is not sent to the wrong VA organization are employee security and privacy training and awareness and required reporting of suspicious activity. Use of secure passwords, access for need to know basis, Personal Identification Verification (PIV) Cards, Personal Identification Numbers (PIN), encryption, and access authorization using Network Identification (NTID) are all measures that are utilized within the facilities. 

		Section 5. External Sharing/Receiving and Disclosure 

		The following questions are intended to define the content, scope, and authority for information sharing external to VA, which includes Federal, State, and local governments, and the private sector. 

		5.1 With which external organizations (outside VA) is information shared/received? What information is shared/received, and for what purpose? How is the information transmitted and what measures are taken to ensure it is secure? 

		Is the sharing of information outside the agency compatible with the original collection? If so, is it covered by an appropriate routine use in a SORN? If not, please describe under what legal mechanism the IT system is allowed to share the information in identifiable form or personally identifiable information outside of VA.  

		NOTE:  Question 3.11 on Privacy Threshold Analysis should be used to answer this question. 

		NOTE:  Question 3.11 on Privacy Threshold Analysis should be used to answer this question. 

		NOTE:  Question 3.11 on Privacy Threshold Analysis should be used to answer this question. 





		Identify and list the names of any Federal, State, or local government agency or private sector organization with which information is shared.  

		L

		LI

		LBody





		For each interface with a system outside VA, state what specific data elements (PII/PHI) are shared with each specific partner.  

		L

		LI

		LBody





		What legal mechanisms, authoritative agreements, documentation, or policies are in place detailing the extent of the sharing and the duties of each party? For example, is the sharing of data compatible with your SORN? Then list the SORN and the applicable routine use from the SORN. Is there a Memorandum of Understanding (MOU), Computer Matching Agreement (CMA), or law that mandates the sharing of this information? 

		L

		LI

		LBody





		Describe how the information is transmitted to entities external to VA and what security measures have been taken to protect it during transmission. 

		This question is related to privacy control UL-2, Information Sharing with Third Parties 

		P

		Data Shared with External Organizations 

		List External Program Office or IT System information is shared/received with 

		List External Program Office or IT System information is shared/received with 

		List External Program Office or IT System information is shared/received with 

		List External Program Office or IT System information is shared/received with 

		List External Program Office or IT System information is shared/received with 



		List the purpose of information being shared / received / transmitted with the specified program office or IT system 

		List the purpose of information being shared / received / transmitted with the specified program office or IT system 



		List the specific PII/PHI data elements that are shared/received with the Program or IT system 

		List the specific PII/PHI data elements that are shared/received with the Program or IT system 



		List the legal authority, binding agreement, SORN routine use, etc. that permit external sharing (can be more than one) 

		List the legal authority, binding agreement, SORN routine use, etc. that permit external sharing (can be more than one) 



		List the method of transmission and the measures in place to secure data 

		List the method of transmission and the measures in place to secure data 







		N/A 

		N/A 

		N/A 

		N/A 



		N/A 

		N/A 



		N/A 

		N/A 



		N/A 

		N/A 



		N/A 

		N/A 
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		P



		TD

		P



		TD

		P









		P

		L

		LI

		LBody





		If specific measures have been taken to meet the requirements of OMB Memoranda M-06-15 and M-06-16, note them here.  

		P

		P

		In order to protect Veteran personally identifiable information (PII) the following activities occur as part of the overall information assurance activities: 

		1.The information with each application is categorized in accordance with FIPS 199 and NISTSP 800-60. As part of the categorization any PII is identified.

		2.The VA has policies which direct and guide the activities and processes performed by the VA.The policies are periodically reviewed to ensure completeness and applicability.

		3.The NIST SP 800-53 controls are selected based on the categorization. The controls provideprotection for veteran PII while developed or stored by an application or IT system, physicallytransported, between facilities, least privilege, stored offsite, or transmitted between IT centers.

		4.Internal protection is managed by access controls such as user IDs and passwords,authentication, awareness and training, auditing, and internal network controls. Remoteprotection is provided by remote access control, authenticator management, audit, and encryptedtransmission.

		P

		P

		5.2 PRIVACY IMPACT ASSESSMENT: External sharing and disclosure 

		Discuss the privacy risks associated with the sharing of information outside the Department and what steps, if any, are currently being taken to mitigate those identified risks.  

		P

		Discuss whether access controls have been implemented and whether audit logs are regularly reviewed to ensure appropriate sharing outside of the Department. For example, is there a Memorandum Of Understanding (MOU), contract, or agreement in place with outside agencies or foreign governments.  

		Discuss how the sharing of information outside of the Department is compatible with the stated purpose and use of the original collection.  

		This question is related to privacy control AR-2, Privacy Impact and Risk Assessment, AR-3, Privacy Requirements for Contractors and Service Providers, and AR-4, Privacy Monitoring and Auditing  

		P

		Follow the format below: 

		Privacy Risk:   

		P

		N/A 

		P

		P

		Mitigation: 

		N/A 

		P

		P

		Section 6. Notice 

		The following questions are directed at providing notice to the individual of the scope of information collected, the right to consent to uses of the information, and the right to decline to provide information.  

		6.1 Was notice provided to the individual before collection of the information? If yes, please provide a copy of the notice as an appendix. (A notice may include a posted privacy policy, a Privacy Act notice on forms, or a system of records notice published in the Federal Register.) If notice was not provided, why not? 

		L

		LI

		LBody





		This question is directed at the notice provided before collection of the information. This refers to whether the person is aware that his or her information is going to be collected. A notice may include a posted privacy policy, a Privacy Act statement on forms, or a SORN published in the Federal Register. If notice was provided in the Federal Register, provide the citation.  

		P

		If notice was not provided, explain why. If it was provided, attach a copy of the current notice. 

		P

		Describe how the notice provided for the collection of information is adequate to inform those affected by the system that their information has been collected and is being used appropriately. Provide information on any notice provided on forms or on Web sites associated with the collection. 

		This question is related to privacy control TR-1, Privacy Notice, and TR-2, System of Records Notices and Privacy Act Statements, and TR-3, Dissemination of Privacy Program Information. 

		P

		P

		At the beginning of the application process, employees receive notice of the use of information to determine program eligibility.  

		Additional notice is provided through this PIA, which is available online, as required by the eGovernment Act of 2002, Public Law 107–347 §208(b)(1)(B)(iii), the Department of Veterans Affairs and the following VA SORN which is published in the Federal Register and available online: 

		SORN 165VA05CCSP-VA: VA Child Care Subsidy Program Records - Routine use of information in CRM through the SORN can be used for purposes of Law Enforcement; Congressional Inquiry,  

		Judicial/Administrative Proceedings; NARA and General Services Administration; Statistical/Analytical Studies used by VA; Litigation; Merit System Protection Board; Equal Employment Federal Labor Relations Authority and Non-Federal Personnel. 

		Judicial/Administrative Proceedings; NARA and General Services Administration; Statistical/Analytical Studies used by VA; Litigation; Merit System Protection Board; Equal Employment Federal Labor Relations Authority and Non-Federal Personnel. 

		https://www.oprm.va.gov/docs/Current_SORN_List_08_17_2021.pdf

		https://www.oprm.va.gov/docs/Current_SORN_List_08_17_2021.pdf



		 



		P

		P

		P

		6.2 Do individuals have the opportunity and right to decline to provide information? If so, is a penalty or denial of service attached?  

		L

		LI

		LBody





		This question is directed at whether the person from or about whom information is collected can decline to provide the information and if so, whether a penalty or denial of service is attached.  

		This question is related to privacy control IP-1, Consent, IP-2, Individual Access, and IP-3, Redress 

		P

		P

		Failure to submit required documentation to determine eligibility to participate in the program would result in denial of service. This is an opt-in program.  

		VA participants are allowed to make changes or corrections within his/her file by doing a formal change within the CRM to address any issues. All changes within the application establish a second review of the participant’s application to ensure information added still maintains the individual’s qualification to remain in the program. 

		P

		P

		6.3 Do individuals have the right to consent to particular uses of the information? If so, how does the individual exercise the right?  

		L

		LI

		LBody





		This question is directed at whether an individual may provide consent for specific uses or the consent is given to cover all uses (current or potential) of his or her information. If specific consent is required, how would the individual consent to each use?  

		This question is related to privacy control IP-1, Consent 

		P

		P

		Failure to submit required documentation to determine eligibility to participate in the program would result in denial of service. This is an opt-in program. Only the VA employee is allowed to have direct access to the contents of his/her application information. 

		P

		P

		6.4 PRIVACY IMPACT ASSESSMENT: Notice 

		Describe the potential risks associated with potentially insufficient notice and what steps, if any, are currently being taken to mitigate those identified risks.  

		P

		Consider the following FIPPs below to assist in providing a response:  

		P

		Principle of Transparency: Has sufficient notice been provided to the individual? 

		P

		Principle of Use Limitation: Is the information used only for the purpose for which notice was provided either directly to the individual or through a public notice? What procedures are in place to ensure that information is used only for the purpose articulated in the notice?  

		This question is related to privacy control TR-1, Privacy Notice, AR-2, Privacy Impact and Risk Assessment, and UL-1, Internal Use 

		P

		Follow the format below: 

		P

		Privacy Risk:  

		P

		Only assigned role users for the system are allowed access to participant’s data in the system. There is a risk that VA employees, employee veterans and other members of the public will not know that the CRM exists or that it collects, maintains, and/or disseminates PII and other SPI about them. 

		P

		P

		Mitigation: 

		P

		If an assigned user no longer requires access to the system, the user account can be de-activated by the program administrator.  

		CRM mitigates this risk by ensuring that it provides individuals notice of information collection and notice of the system’s existence through the methods discussed in question 6.1. 

		P

		P

		P

		Section 7. Access, Redress, and Correction 

		The following questions are directed at an individual’s ability to ensure the accuracy of the information collected about him or her.  

		7.1 What are the procedures that allow individuals to gain access to their information? 

		L

		LI

		LBody





		Cite any procedures or regulations your program has in place that allow access to information. These procedures, at a minimum, should include the agency’s FOIA/Privacy Act practices, but may also include additional access provisions. For example, if your program has a customer satisfaction unit, that information, along with phone and email contact information, should be listed in this section in addition to the agency’s procedures. See 5 CFR 294 and the VA FOIA Web page at http://www.foia.va.gov/ to obtain 

		P

		If the system is exempt from the access provisions of the Privacy Act, please explain the basis for the exemption or cite the source where this explanation may be found, for example, a Final Rule published in the Code of Federal Regulations (CFR).  

		P

		If the system is not a Privacy Act system, please explain what procedures and regulations are in place that covers an individual gaining access to his or her information.  

		This question is related to privacy control IP-2, Individual Access, and AR-8, Accounting of Disclosures. 

		P

		P

		CRM is a Privacy Act System and not exempt from the access provisions of the Privacy Act. Any VA employee with an active VA network account may access CRM, via the VA intranet, to apply for childcare subsidy. A VA network user identification and password are issued only after proper clearance is verified and all VA required training is complete. The VA ensures that these requirements are met for each user on an annual basis.  

		P

		Failure to submit required documentation to determine eligibility to participate in the program would result in denial of service. Childcare subsidy benefits is an opt-in program. VA participants are allowed to make changes or corrections within his/her file by doing a formal change within CRM to address any issues. All changes within the application establish a second review of the participant’s application to ensure information added still maintains the individual’s qualification to remain in the program.

		P

		SORN 165VA05CCSP states: Individuals wishing to request access to records about them should contact the system manager indicated. Individuals must provide the following information for their records to be located and identified: a. Full name b. Social Security Number. Individuals requesting access must also follow the Office of Personnel Management’s Privacy Act Regulations regarding verification of identity and amendment of records (5 CFR, Part 297). 

		P

		P

		7.2 What are the procedures for correcting inaccurate or erroneous information? 

		L

		LI

		LBody





		Describe the procedures and provide contact information for the appropriate person to whom such issues should be addressed. If the correction procedures are the same as those given in question 7.1, state as much.  

		This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management. 

		P

		P

		VA participants are allowed to make changes or corrections within his/her file by doing a formal change within CRM to address any issues. All changes within the application establish a second review of the participant’s application to ensure information added still maintains the individual’s qualification to remain in the program.  

		SORN 165VA05CCSP states: Individuals wishing to request amendment of records about them should contact the system manager indicated. Individual must furnish the following information for their records to be located and identified: a. Full name b. Social Security Number. Individuals requesting amendment must also follow the Office of Personnel Management’s Privacy Act Regulations regarding verification of identity and amendment of records (5 CFR part 297). 

		P

		7.3 How are individuals notified of the procedures for correcting their information? 

		L

		LI

		LBody





		How are individuals made aware of the procedures for correcting his or her information? This may be through notice at collection or other similar means. This question is meant to address the risk that even if procedures exist to correct information, if an individual is not made fully aware of the existence of those procedures, then the benefits of the procedures are significantly weakened.  

		This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management. 

		P

		P

		Individuals are notified of the procedures for correcting their information by SORN 165VA05CCSP  

		P

		The SORN is published in Federal Registry and linked on the VA public website: 

		The SORN is published in Federal Registry and linked on the VA public website: 

		https://www.oprm.va.gov/privacy/systems_of_records.aspx

		https://www.oprm.va.gov/privacy/systems_of_records.aspx



		  



		P

		P

		7.4 If no formal redress is provided, what alternatives are available to the individual? 

		L

		LI

		LBody





		Redress is the process by which an individual gains access to his or her records and seeks corrections or amendments to those records. Redress may be provided through the Privacy Act and Freedom of Information Act (FOIA), and also by other processes specific to a program, system, or group of systems.  

		This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management. 

		P

		Example: Some projects allow users to directly access and correct/update their information online. This helps ensures data accuracy.  

		P

		P

		VA participants are allowed to make changes or corrections within his/her file by doing a formal change within CRM to address any issues. All changes within the system establish a second review of the participant’s application to ensure information added still maintains the individual’s qualification to remain in the program.  

		P

		Formal redress is provided in SORN 165VA05CCSP. 

		P

		7.5 PRIVACY IMPACT ASSESSMENT: Access, redress, and correction 

		Discuss what risks there currently are related to the Department’s access, redress, and correction policies and procedures for this system and what, if any, steps have been taken to mitigate those risks. For example, if a project does not allow individual access, the risk of inaccurate data needs to be discussed in light of the purpose of the project. For example, providing access to ongoing law enforcement activities could negatively impact the program’s effectiveness because the individuals involved might

		P

		Consider the following FIPPs below to assist in providing a response:  

		Principle of Individual Participation: Is the individual provided with the ability to find out whether a project maintains a record relating to him?  

		P

		Principle of Individual Participation: If access and/or correction is denied, then is the individual provided notice as to why the denial was made and how to challenge such a denial?  

		P

		Principle of Individual Participation: Is there a mechanism by which an individual is able to prevent information about him obtained for one purpose from being used for other purposes without his knowledge?  

		This question is related to privacy control IP-3, Redress. 

		P

		Follow the format below: 

		P

		Privacy Risk:  

		P

		There is a risk that the employee provides inaccurate information that is required in order for their application to be approved. 

		P

		P

		Mitigation: 

		Information provided during the application process is verified by the employees HR department. If data is found to be missing or inaccurate, the HR employee working on the application will contact the employee and notify them, this will provide the employee the opportunity to resubmit the required documentation.  

		P

		CRM mitigates the risk of incorrect information in an individual’s records by authenticating information when possible using the resources discussed in question 1.5. 

		P

		Section 8. Technical Access and Security 

		The following questions are intended to describe technical safeguards and security measures. 

		8.1 What procedures are in place to determine which users may access the system, and are they documented?  

		L

		LI

		LBody





		Describe the process by which an individual receives access to the system. 

		P

		Identify users from other agencies who may have access to the system and under what roles these individuals have access to the system. Who establishes the criteria for what PII can be shared?   

		P

		Describe the different roles in general terms that have been created to provide access to the system. For example, certain users may have "read-only" access while others may be permitted to make certain amendments or changes to the information.  

		P

		This question is related to privacy control AR-7, Privacy-Enhanced System Design and Development. 

		P

		P

		Only a CCSP staff member with Administrator functionality in CRM can assign roles and or add/change role assignment.  

		P

		This feature allows Program Analysts and CCSP Admins to maintain Admin users. Using the fields provided, users shall be added and assigned a Role. User information can also be updated or deleted using the icons within the action column. Note: Only CCSP Admins can add other CCSP Admins.  

		The CRM application is role-based and consists of the following roles, which cannot be combined:  

		P

		•HR Specialist – users assigned this role can complete application forms (0730a), upload supportingdocuments, enter childcare provider information, complete the HR checklist, and complete submitpayment requests.

		•Processor – users assigned this role can do everything an HR Specialist can, plus determineeligibility, approve/deny applications, process monthly payment request forms (0730h), and send outannouncement emails. • Budget Analyst – users assigned this role can verify the subsidy paymentinformation on the monthly payment request forms (0730h), manage actual payment amounts, andrun reports.

		•Program Analyst – users assigned this role can run reports (except audit reports), manage actualpayment amounts, and manage user accounts (except CCSP Admin accounts).

		•Program Support Specialist – users assigned this role can view all records in the system in order toresearch participant questions but cannot make changes. This is a read-only role.

		•CCSP Admin – users assigned this role can perform all tasks of other roles in the system, manageCCSP Admin accounts, and generate audit reports.

		•VA Employee – This is not an assigned role in the application, but noted in this PIA because all VAEmployees, with an active directory ID, have access to submit an application for childcare subsidythrough the User Interface.

		P

		8.2 Will VA contractors have access to the system and the PII?  If yes, what involvement will contractors have with the design and maintenance of the system?  Has a contractor confidentiality agreement, Business Associate Agreement (BAA), or a Non-Disclosure Agreement (NDA) been developed for contractors who work on the system?  

		L

		LI

		LBody





		If so, how frequently are contracts reviewed and by whom? Describe the necessity of the access provided to contractors to the system and whether clearance is required. If Privacy Roles and Responsibilities have been established to restrict certain users to different access levels, please describe the roles and associated access levels.  Explain the need for VA contractors to have access to the PII. 

		P

		This question is related to privacy control AR-3, Privacy Requirements for Contractors and Service Providers. 

		P

		P

		Yes, VA contractors access CRM. The majority of the development team is comprised of contractors. The System Administrator team is also comprised of contractors. Access to the system for both teams is required for ongoing software development work to continue as well as for day to day maintenance of the systems and their networks.  

		Contractors can be granted access to CRM if their VA manager and local Information Security Officer approve. They are required to follow the same procedures VA employees do for access, which is to submit a 9957 form as specified in section 8.1. In addition, in accordance with the contract between the contractor and the government, all contractors with access to CRM information are required to meet the VA/CRRC contractor security requirements. Contracts are reviewed annually by the Contracting Officers Repre

		VA contract employee access is verified through the Contracting Officer’s Representative (COR) and other VA supervisory/administrative personnel before access is granted to any VA system. Contractor access is reviewed annually at a minimum. The contractors who provide support to the system are required to complete annual VA Privacy and Information Security and Rules of behavior training via the VA Talent Management System (TMS). All contractors are vetted using the VA background investigation process and mu

		P

		8.3 Describe what privacy training is provided to users either generally or specifically relevant to the program or system?  

		L

		LI

		LBody





		VA offers privacy and security training. Each program or system may offer training specific to the program or system that touches on information handling procedures and sensitivity of information. Please describe how individuals who have access to PII are trained to handle it appropriately.  

		This question is related to privacy control AR-5, Privacy Awareness and Training. 

		P

		Training is provided to all HR Specialist whom service as point-of-contact to assist employee’s locally with the CCSP application process. Each HR Specialist is instructed to use his/her Network facility identifier to pull their participants out the system and within the provided “User Manual” describing security elements for the system.  

		P

		Personnel that will be accessing information systems must read and acknowledge their receipt and acceptance of the VA National Rules of Behavior (ROB) or VA Contractor's ROB prior to gaining access to any VA information system or sensitive information. The rules are included as part of the VA Privacy and Security Awareness training which all personnel must complete via the VA’s Talent Management System (TMS). After the user’s initial acceptance of the Rules, the user must re-affirm their acceptance annually

		P

		P

		8.4 Has Authorization and Accreditation (A&A) been completed for the system? 

		L

		LI

		LBody





		If Yes, provide: 

		P

		1.The Security Plan Status,

		1.The Security Plan Status,

		1.The Security Plan Status,



		2.The Security Plan Status Date,

		2.The Security Plan Status Date,



		3.The Authorization Status,

		3.The Authorization Status,





		4.The Authorization Date,

		4.The Authorization Date,

		4.The Authorization Date,



		5.The Authorization Termination Date, .

		5.The Authorization Termination Date, .



		6.The Risk Review Completion Date

		6.The Risk Review Completion Date



		7.The FIPS 199 classification of the system (LOW/MODERATE/HIGH).

		7.The FIPS 199 classification of the system (LOW/MODERATE/HIGH).

		7.The FIPS 199 classification of the system (LOW/MODERATE/HIGH).

		9.1 Does the system use cloud technology?  

		9.1 Does the system use cloud technology?  

		9.1 Does the system use cloud technology?  



		9.2 Identify the cloud model being utilized. 

		9.2 Identify the cloud model being utilized. 



		9.3  Does the contract with the Cloud Service Provider, Contractors and VA customers establish who has ownership rights over data including PII? (Provide contract number and supporting information about PII/PHI from the contract) 

		9.3  Does the contract with the Cloud Service Provider, Contractors and VA customers establish who has ownership rights over data including PII? (Provide contract number and supporting information about PII/PHI from the contract) 



		9.4 Will the CSP collect any ancillary data and if so, who has ownership over the ancillary data? 

		9.4 Will the CSP collect any ancillary data and if so, who has ownership over the ancillary data? 



		9.5 NIST 800-144 states, “Organizations are ultimately accountable for the security and privacy of data held by a cloud provider on their behalf.” Is this principle described in contracts with customers? Why or why not? 

		9.5 NIST 800-144 states, “Organizations are ultimately accountable for the security and privacy of data held by a cloud provider on their behalf.” Is this principle described in contracts with customers? Why or why not? 



		9.6 If the system is utilizing Robotics Process Automation (RPA), please describe the role of the bots. 

		9.6 If the system is utilizing Robotics Process Automation (RPA), please describe the role of the bots. 











		P

		Please note that all systems containing SPI are categorized at a minimum level of “moderate” under Federal Information Processing Standards Publication 199.  

		P

		If No or In Process, provide your Initial Operating Capability (IOC) date. 

		P

		P

		Authority to Operate was granted on April 25, 2019 for 3 years expiring April 24, 2022. 

		The FIPS 199 classification of the system is MODERATE  

		Section 9 – Technology Usage 

		The following questions are used to identify the technologies being used by the IT system or project. 

		 If so, Does the system have a FedRAMP provisional or agency authorization?  If the system does use cloud technology, but does not have FedRAMP authorization, explain how the Cloud Service Provider (CSP) solution was assessed and what FedRAMP documents and processes were used for the assessment in order to comply with VA Handbook 6517. 

		This question is related to privacy control UL-1, Information Sharing with Third Parties. 

		P

		No 

		P

		Example: Software as a Service (SaaS), Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Commercial off the Shelf (COTS).  

		This question is related to privacy control UL-1, Information Sharing with Third Parties. 

		P

		N/A 

		P

		This question is related to privacy control AR-3, Privacy Requirements for Contractors and Service Providers. 

		P

		N/A 

		P

		P

		Per NIST 800-144, cloud providers hold significant details about the accounts of cloud consumers that could be compromised and used in subsequent attacks. Ancillary data also involves information the cloud provider collects or produces about customer-related activity in the cloud. It includes data collected to meter and charge for consumption of resources, logs and audit trails, and other such metadata that is generated and accumulated within the cloud environment. 

		This question is related to privacy control DI-1, Data Quality. 

		P

		N/A 

		What are the roles and responsibilities involved between the organization and cloud provider, particularly with respect to managing risks and ensuring organizational requirements are met? 

		This question is related to privacy control AR-3, Privacy Requirements for Contractors and Service Providers. 

		P

		N/A 

		P

		Robotic Process Automation is the use of software scripts to perform tasks as an automated process that executes in parallel with or in place of human input. For example, will the automation move or touch PII/PHI information. RPA may also be referred to as “Bots” or Artificial Intelligence (AI). 

		N/A 

		P
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		Signature of Responsible Officials 

		The individuals below attest that the information provided in this Privacy Impact Assessment is true and accurate. 

		Privacy Officer, Rita K. Grewal 
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		APPENDIX A-6.1 

		P

		Please provide a link to the notice or verbiage referred to in Section 6 (a notice may include a posted privacy policy, a Privacy Act notice on forms). 

		http://www.gpo.gov/fdsys/pkg/FR-2012-09-05/pdf/2012-21792.pdf

		http://www.gpo.gov/fdsys/pkg/FR-2012-09-05/pdf/2012-21792.pdf
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