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PRIVACY IMPACT ASSESSMENT (PIA)    

PRESCRIBING AUTHORITY:  DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance".  Complete this form for Department of Defense 
(DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use, 
and/or disseminate personally identifiable information (PII) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S. 
military facilities internationally.  In the case where no PII is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to 
system.

 1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

NBIS Defense Information System for Security (DISS)

  2. DOD COMPONENT NAME:

Defense Counterintelligence and Security Agency

3. PIA  APPROVAL DATE:

08/02/23

SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 

  a.  The PII is: (Check one. Note: Federal contractors, military family members, and foreign nationals are included in general public.)

From members of the general public From Federal employees

from both members of the general public and Federal employees Not Collected (if checked proceed to Section 4)

  b.  The PII is in a: (Check one.)

 New DoD Information System  New Electronic Collection

 Existing DoD Information System  Existing Electronic Collection

 Significantly Modified DoD Information System

  c.  Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals  
       collected in the system.
DISS is a DoD enterprise information system for personnel security, providing a common, comprehensive medium to request, record, 
document, and identify personnel security actions within the Department including: determinations of eligibility and access to classified or 
national security information, suitability and/or fitness for employment, and HSPD-12 determination for Personal Identity Verification (PIV) 
to access government facilities and systems, submitting adverse information, verification of investigation and/or adjudicative status, support 
of continuous evaluation and insider threat detection, prevention, and mitigation activities.  
 
The DISS is comprised of three components: the Case Adjudication Tracking System (CATS), the Joint Verification System (JVS) and 
Appeals.  CATS is used by the DoD Adjudicative Community for the purpose of recording eligibility determinations.  JVS is used by DoD 
Security Managers and Industry Facility Security Officers for the purpose of verifying eligibility, recording access determinations, 
submitting incidents for subsequent adjudication, and visit requests from the field (worldwide).  Appeals is an Enterprise web application 
which enables users to complete adjudication for subjects who appeal the determination made on their case in CATS, or for subjects for 
whom a decision cannot be made in CATS. 
 
These records may also be used as a management tool for statistical analyses, tracking, reporting, evaluating program effectiveness, and 
conducting research. 
 
The types of personal information being collected includes: Name(s); Social Security Number; DoD ID Number;  Personal Contact 
Information; Demographic information and information relating to security clearance eligibility. 
 
Additional personal information captured in DISS is explained in more detail in Section 2: PII Risk Review.   

 d.  Why is the PII collected and/or what is the intended use of the PII?  (e.g., verification, identification, authentication, data matching, mission-related use,  
       administrative use)

The intended use of the PII collected by DISS is for Security Clearance and Verification.  The SSN is the identifier that links all aspects of a 
security clearance investigation together; linked to other Federal agencies that continue to use the SSN as a primary identifier.

  e.  Do individuals have the opportunity to object to the collection of their PII? Yes No

     (1) If "Yes," describe the method by which individuals can object to the collection of PII.

     (2) If "No," state the reason why individuals cannot object to the collection of PII. 

The cleared individuals on whom the PII will be collected have given permission for information to be collected from them by voluntarily 
filling out the SF 85 and/or SF 86 Questionnaire for National Security Positions. Both the SF85 and SF86 state "The information you provide 
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on this form, and information collected during an investigation, may be disclosed without your consent by an agency maintaining the 
information in a system of records as permitted by the Privacy Act [5 U.S.C. 552a(b)], and by routine uses, a list of which are published by 
the agency in the Federal Register."  The SF85, SF85P, and SF86 list as a Routine Use, disclosure "to Executive Branch Agency insider 
threat, counterintelligence, and counterterrorism officials to fulfill their responsibilities under applicable Federal law and policy, including 
but not limited to E.O. 12333, 13587 and the National Insider Threat Policy and Minimum Standards given consent for data to be collected 
by voluntarily submitting the SF 85, SF 85P, or SF 86." 

  f.  Do individuals have the opportunity to consent to the specific uses of their PII? Yes No

     (1) If "Yes," describe the method by which individuals can give or withhold their consent.

     (2) If "No," state the reason why individuals cannot give or withhold their consent.

DISS is not the initial point of PII collection.  The individuals on whom the PII will be collected have given voluntary responses to 
information requested by official questionnaires (for example: SF 85, SF 85P, or SF 86).  The Electronic Questionnaires for Investigation 
Processing (eQIP) is the initial point of PII collection; then PII is transmitted to DISS. 

  g.  When an individual is asked to provide PII, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided.  (Check as appropriate and  
       provide the actual wording.)

Privacy Act Statement Privacy Advisory Not Applicable 

Privacy Act Statement is provided at initiation of investigation (SF 85, SF 85P and SF 86)

  h.  With whom will the PII be shared through data/system exchange, both within your DoD Component and outside your Component?   
       (Check all that apply) 

Within the DoD Component                 Specify.
Authorized DCSA personnel who have a need-to-know (for 
example: CAS, VRO, DITMAC, FOIP, and OCCA).

Other DoD Components (i.e. Army, Navy, Air Force)                 Specify.

Defense Office of Hearings and Appeals (DOHA); Office of 
the Secretary of Defense (OSD); Under Secretary of 
Defense for Intelligence (USD(I)); Under Secretary of 
Defense for Acquisition, Technology and Logistics 
(AT&L); Washington Headquarters Services (WHS); 
Defense Security Services (DSS); Joint Chiefs of Staff 
(JCS); U.S. Army; U.S. Air Force; U.S. Navy; U.S. Marine 
Corps; and Guard/Reserve Components
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Other Federal Agencies (i.e. Veteran’s Affairs, Energy, State)                 Specify.

Agency, Agriculture - USDA, Federal Maritime 
Commission (FMC), Federal Retirement Thrift Investment 
Board (FRTIB), Housing and Urban Development (HUD), 
Merit Systems Protection Board (MSPB), National Archives 
and Record Administration (NARA), National Endowment 
for the Humanities (NEH), Occupational Safety & Health 
Review Commission (OSHRC), U.S. International 
Development Finance Corporation (IDFC) [(previously 
Overseas Private Investment Corp (OPIC)], Corporation for 
National and Community Service (CNCS), Federal 
Communications Commission (FCC), Federal Energy 
Regulatory Commission (FERC), Federal Mediation 
Conciliation Service (FMCS), Government Accountability 
Office (GAO), Holocaust Memorial Museum (USHMM), 
Institute of Museum and Library Services (IMLS), 
International Boundary & Water Commission (IBWC), 
Library of Congress (LOC), Social Security Administration 
(SSA), Veterans Affairs (VA), Privacy and Civil Liberties 
Oversight Board (PCLOB), Equal Employment Opportunity 
Commission Labor (DOL), National Science Foundation - 
(NSF), National Transportation Safety Board (NTSB), 
Pension Benefit Guarantee Corp (PBGC), Railroad 
Retirement Board (RRB), Dept of Transportation (DOT) & 
Federal Aviation Administration (FAA), Consumer Product 
Safety Commission (CPSC), Federal Deposit Insurance 
Corporation (FDIC), International Trade Commission (ITC), 
Justice (DOJ), National Aeronautics and Space 
Administration (NASA), National Capital Planning 
Commission (NCPC), National Credit Union Administration 
(NCUA), National Gallery of Art (NGA), Office of Special 
Counsel (OSC), Peace Corps, Selective Service System 
(SSS), Small Business Administration (SBA), United States 
Agency for International Development (USAID), DC Public 
Schools, Education, Export Import Bank (EIB), Federal 
Election Commission (FEC), Federal Reserve Board (FRB), 
Federal Trade Commission (FTC), Homeland Security 
(DHS), Postal Service (USPS), Securities and Exchange 
Commission (SEC), Tennessee Valley Authority (TVA), 
Administrative Office of US Courts (AOUSC), Commodity 
Futures Trading Commission (CFTC), Government 
Publishing Office (GPO), Health and Human Services 
(HHS), Smithsonian Institution, US Tax Court, US Agency 
for Global Media, US Court of Appeals for the Federal 
Circuit, US Court of Appeals for Veterans Claims, US 
Sentencing Commission, Court Services and Offender 
Supervision Agency (DC), Pretrial Services Agency, 
Executive Office of the President (EOP) (and agencies they 
service are listed), Farm Credit Administration (FCA), 
Millenium Challenge Corporation (MCC), National Labor 
Relations Board (NLRB), Nuclear Regulatory Commission 
(NRC), State, Treasury, Commerce (DOC), GSA (and 
agencies they service are listed), Office of Personnel 
Management (OPM) (and agencies they service are listed), 
Interior (DOI)  (and agencies they service are listed), Energy 
(DOE), Environmental Protection Agency, US Defense 
Nuclear Facilities Safety Board (USDNFSB), Consumer 
Financial Protection Bureau (CFPB), US House of 
Representatives, US Senate, Congressional Budget Office, 
Office of Congressional Workplace Rights, CIA. 

State and Local Agencies                 Specify.
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Contractor (Name of contractor and describe the language in 
the contract that safeguards PII.  Include whether FAR privacy 
clauses, i.e., 52.224-1, Privacy Act Notification, 52.224-2, 
Privacy Act, and FAR 39.105 are included in the contract.)

                Specify.

Contractors with an active Facility Clearance and employees 
who are eligible to have a security clearance and/or access to 
classified national security information following National 
Industrial Security Program Operating Manual (NISPOM) 
regulations.

Other (e.g., commercial providers, colleges).                 Specify.

  i.  Source of the PII collected is: (Check all that apply and list all information systems if applicable)

Individuals                                Databases

Existing DoD Information Systems Commercial Systems

Other Federal Information Systems

DISS accepts the subject-entered data from e-QIP as well as data that may be manually entered in SF-85 (Questionnaire for Non-Sensitive 
Positions), SF-85P (Questionnaire for Public Trust Positions), SF-86 (Questionnaire for the National Security Positions), or self-reported 
information. Information sources include Defense Enrollment Eligibility Reporting System, Defense Civilian Personnel Data System, 
Electronic Military Personnel Record System, continuous evaluation records, DoD and federal adjudicative facilities/organizations, DCSA 
(Defense Counterintelligence Security Agency) Investigative Service Providers (ISP), DoD intelligence (NSA, NRO, NGA, and DIA), 
security managers, security officers, or other officials requesting and/or sponsoring the security eligibility, suitability determination, and 
visitation of facilities.  Additional information may be obtained from sources such as personnel security investigations, DCSA investigative 
criminal or civil investigations, subject’s personal financial records, military service records, travel records, medical records, and unsolicited 
sources.

  j. How will the information be collected?  (Check all that apply and list all Official Form Numbers if applicable)

E-mail Official Form (Enter Form Number(s) in the box below)

In-Person Contact Paper

Fax Telephone Interview

Information Sharing - System to System Website/E-Form

Other (If Other, enter the information in the box below)

SF 85, SF 85P, SF 86, and eQIP

  k.  Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?   
  
   A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that 
   is retrieved by name or other unique identifier.  PIA and Privacy Act SORN information must be consistent.

Yes No

   If "Yes," enter SORN System Identifier  Personnel Vetting Records System, DUSD

   SORN Identifier, not the Federal Register (FR) Citation.  Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/ 
   Privacy/SORNs/ 
             or

    If a SORN has not yet been published in the Federal Register, enter date of submission for approval to Defense Privacy, Civil Liberties, and Transparency 
    Division (DPCLTD).  Consult the DoD Component Privacy Office for this date

   If "No," explain why the SORN is not required in accordance with DoD Regulation 5400.11-R: Department of Defense Privacy Program.

  l. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority 
     for the system or for the records maintained in the system?

       (1) NARA Job Number or General Records Schedule Authority. DAA-0446-2019-0004 and DAA-0446-2021-0009

       (2)  If pending, provide the date the SF-115 was submitted to NARA.

      (3)  Retention Instructions.

Records are destroyed no later than 16 years after termination of affiliation with the DoD.  Investigative files and the computerized data 
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bases which show the scheduling or completion of an investigation are retained for 16 years from the date of closing or the date of the most 
recent investigative activity, whichever is later, except for investigations involving potentially actionable issue(s) which will be maintained 
for 25 years from the date of closing or the date of the most recent investigative activity.

   m.  What is the authority to collect information?  A Federal law or Executive Order must authorize the collection and maintenance of a system of 
records.  For PII not collected or maintained in a system of records, the collection or maintenance of the PII must be necessary to discharge the 
requirements of a statue or Executive Order.   

  
         (1)  If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act SORN should be similar.  
         (2)  If a SORN does not apply, cite the authority for this DoD information system or electronic collection to collect, use, maintain and/or disseminate  PII.   
               (If multiple authorities are cited, provide all that apply). 

  
                (a) Cite the specific provisions of the statute and/or EO that authorizes the operation of the system and the collection of PII. 
  
                (b) If direct statutory authority or an Executive Order does not exist, indirect statutory authority may be cited if the authority requires the  
                      operation or administration of a program, the execution of which will require the collection and maintenance of a system of records. 
  
                (c) If direct or indirect authority does not exist, DoD Components can use their general statutory grants of authority (“internal housekeeping”) as  
                     the primary authority.  The requirement, directive, or instruction implementing the statute within the DoD Component must be identified.

5 U.S.C. 9101, Access to Criminal History Records for National Security and Other Purposes; 10 U.S.C. 137, Under Secretary of Defense 
for Intelligence; E.O. 12968, Access to Classified Information; E.O. 12333 United States Intelligence Activities; E.O. 12829, National 
Industrial Security Program; E.O. 10450, Security Requirements for Government Employment; E.O. 10865, Safeguarding Classified 
Information Within Industry; E.O. 13467 Reforming Processes Related to Suitability for Government Employment, Fitness for Contractor 
Employees and Eligibility for Access to Classified National Security Information; E.O. 12968, as amended, Access to Classified 
Information; E.O. 13488, Granting Reciprocity on Excepted Service and Federal Contractor Employee Fitness and Reinvestigating 
Individuals in Positions of Public Trust; E.O. 13587, Structural Reforms to Improve the Security of Classified Networks and the Responsible 
Sharing and Safeguarding of Classified Information; DoD Instruction (DoDI) 1400.25, Volume 731, DoD Civilian Personnel Management 
System:  Suitability and Fitness Adjudication for Civilian Employees; DoD Directive (DoDD) 5205.16, DoD Insider Threat Program; DoDD 
1145.02E, United States Military Entrance Processing Command (USMEPCOM); DoD 5200.2-R, DoD Personnel Security Program; DoD 
Manual 5105.21, Volume 1, Sensitive Compartmented Information (SCI) Administrative Security Manual:  Administration of Information 
and Information Systems Security; DoDI 1304.26, Qualification Standards for Enlistment, Appointment, and Induction; DoDI 5200.02, DoD 
Personnel Security Program (PSP); DoDD 5220.6, Defense Industrial Personnel Security Clearance Review Program; DoDI 5220.22, 
National Industrial Security Program (NISP); DoDI 5200.46, DoD Investigative and Adjudicative Guidance for Issuing the Common Access 
Card (CAC); Homeland Security Presidential Directive (HSPD) 12, Policy for Common Identification Standard for Federal Employees and 
Contractors; and E.O. 9397 (SSN), as amended.

   n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control 
       Number? 
  
       Contact the Component Information Management Control Officer or DoD Clearance Officer for this information. This number indicates OMB approval to 
       collect data from 10 or more members of the public in a 12-month period regardless of form or format. 

Yes No Pending

         (1) If "Yes," list all applicable OMB Control Numbers, collection titles, and expiration dates. 
         (2) If "No," explain why OMB approval is not required in accordance with DoD Manual 8910.01, Volume 2, " DoD Information Collections Manual:   
               Procedures for DoD Public Information Collections.”  
         (3) If "Pending," provide the date for the 60 and/or 30 day notice and the Federal Register citation. 

0705-0008 . OMB EXPIRATION DATE:   09/30/2024.  The 60-Day Notice for 0705-0008, “Defense Information System for Security,” 
published in the Federal Register on 9/17/2021. The Docket ID is DAA-0446-2021-0009. 


