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Full text of Statement:
Privacy and Security Statement

Thank you for visiting the U.S. Department of Labor (DOL or Department) website and reviewing our privacy and security statement. DOL is committed to maintaining the privacy of your personal information and the security of our computer systems. With respect to the collection, use and disclosure of personally identifiable information (PII), DOL makes every effort to ensure compliance with applicable federal law, including, but not limited to, The Privacy Act of 1974, The Paperwork Reduction Act, and The Freedom of Information Act.

As a general rule, the Department does not collect personally identifiable information when you visit our site unless you choose to provide such information. The information we collect varies based on what you do when visiting our site.

If you respond to an online request for personal information

The information requested by the Department will be used to respond to your inquiry or to provide you with the service associated with the request. When this information is requested, a customized "Privacy Notice" will describe fully the reasons for collecting it and will provide a description of the Department's intended use of the information. This Privacy Notice will appear in one of two places. It will either be on the webpage where the information is collected or it will be accessible through a link prominently displayed immediately preceding the information request.

Privacy Notice:

The Privacy Act of 1974 requires that when we ask you for information, we provide the basis of our legal right to ask for the information, why we are asking you for it, and how it will be used. We must also tell you what could happen if we do not receive it and whether your response is voluntary, required to obtain a benefit, or mandatory. The basis of our legal right to ask for the information is section 104 of the Employee Retirement Income Security Act (ERISA), 29 U.S.C. § 1024, which imposes certain annual reporting and filing requirements on pension and welfare benefit plans. All pension and welfare plans and direct filing entities that are required to submit an annual return/report under Title I of ERISA (Form 5500 Series) must file electronically. To do so, filers must register for electronic credentials through this website. If you do not register, you will not be able to meet your obligation to file the annual report.

Generally, the information you provide for EFAST2 registration will be used to facilitate your registration, communicate with you about your credentials, and deliver official correspondence regarding your Form 5500 Series filing. DOL may also use it to inform you about any changes related to the Form Series filing, general education and outreach on ERISA, or for other official communications (including enforcement) regarding ERISA compliance. DOL may also share it with other federal agencies, if it determines by careful review that the records or information are both relevant and necessary to any enforcement, regulatory, investigative or prosecutive responsibility of the receiving entity, and that the use of such records or information is for a purpose that is compatible with the purposes for which the agency collected the records.

We use contractors to perform various website and database functions. When we do, we make sure that the agreement language with the contractor ensures the security, confidentiality and integrity of any personal information.

We may disclose to you and others the information you give us if authorized or required by Federal law, such as the Privacy Act. Also, if you provide false or fraudulent information, you may be subject to criminal prosecution. See section 1027, Title 18, U.S. Code (False statements and concealment of facts in relation to documents required by ERISA) and section 1001, Title 18, U.S. Code (Fraud and False Statements-Statements or entries generally). Other penalties may also apply.

If you visit our site to read or download information, we collect and store the following information

· The name of the domain from which you access the internet (for example, dol.gov, if you are connecting from the Department of Labor's computer account).
· The date and time you access our site.
· The internet address of the website from which you directly linked to our site.
· Internet Protocol (IP) address.
· Type of browser and operating system you use to access our site.

This information is used by software programs on our website to collect summary statistics that allow us to assess the number of visitors to the different sections of our site, identify what information is of most and least interest, determine technical design specifications, monitor system performance, and help us make our site more useful to visitors.

If you identify yourself by sending an email containing personal information

You may send us personally identifiable information in an electronic mail message – for example you may send us your mailing address when requesting that information be mailed to you. This information is used solely for responding to your requests for information or records. We may forward your e-mail to other government employees at other Government agencies (e.g., Treasury Department/IRS, Pension Benefit Guaranty Corporation) who are better able to fulfill your requests. Should you wish to file a request under the Freedom of Information Act (FOIA), instructions are provided at http://www.dol.gov/general/foia.

If you link to other sites outside DOL

Our website has many links to other sites. When you link to any of these sites, you are no longer on our site and are subject to the privacy policy of the new site.

Social Media and Third Party Sites

In addition to the Department's official websites, the Department uses social media and third party sites to provide DOL content in a different format that may be useful or interesting to you. When we use these sites, the information we provide is consistent with the intended purpose of the DOL website. No PII may be requested from or collected by DOL on social media sites. The privacy protection provided on social media and third party sites that are not a part of DOL websites may not be the same as the privacy protection given by the DOL and described here.

Cookie Use Notice

Cookies are small files that web servers place on a user's hard drive. They can serve several functions, depending upon how they are designed:

· They allow the website to identify you as a previous visitor each time you access a site;
· They track what information you view at a site (important to commercial sites trying to determine your buying preferences);
· In the more advanced cases they track your movements through many websites but not the whole web;
· Businesses use them for customer convenience to allow them to produce a list of items to buy and pay for them all at one time and to garner information about what individuals are buying at their sites;
· Advertisers use them to determine the effectiveness of their marketing and offer insights into consumer preferences and tastes by collecting data from many websites; and
· They can be used to help a website tailor screens for each customer's preference.

Some DOL pages have "session cookies," to facilitate use of that particular page. These disappear when the web user terminates a web session and closes the browser. DOL also permits the use of persistent cookies for the collection of web metrics; however, DOL does not collect any personally identifiable information about visitors to our webpages. Please see our DOL Persistent Cookie Notice that details the types of information collected and how to opt-out by changing the cookie settings in your browsers.

If you are concerned about the potential use of the information gathered from your computer by cookies, you can set your browser to prompt you before it accepts a cookie. Most internet browsers have settings that let you identify and/or reject cookies.

For security purposes and to ensure that this service remains available to all users, our Web site also employs software programs to monitor network traffic to identify unauthorized attempts to upload or change information, or otherwise cause damage.

Unauthorized attempts to upload information or change information on this service are strictly prohibited and may be punishable under the Computer Fraud and Abuse Act of 1986 and The National Information Infrastructure Protection Act of 1996.

This statement is about your privacy when using this website. For information about the Department’s privacy program and our Senior Agency Official for Privacy (SAOP), visit our Department of Labor Privacy Program page.
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Your Account v

Register - Profile Information (Step 2 of 7)

Enter your profie information belov then select Nexd to confinue. Fields marked with an = are required.
Vou must provide accurate and reiable contact details below 50 we can correspond vih you.

Mo that the frst three user types require regisiratin by an individual person. The credentias for this account may not be shared vith thers.
‘OMB Conirol Number. 1210-0117 Exp. Date: 11/3072021

* First Name:
*Last Name:

*Address:

Address 2:

= CityToun

* State: ~ Select— 2

* Country US - United States v

2P

* Daytime Phone: Do not include dashes and do not begin with 1"
Fax

“Emai ®

* Company Name:

You must choose atleast one User Type. but you may choose more.
Iwant to: ser Type Definition

“The person who starts filing out the form 5500/5500-SF/5500-EZPR fling and i responsible
for submiting it. This user type has no signature authordy.

Fiing signers are Plan Adminisirators, Employers/Plan Sponsors, or Direct Filing Entiies who
electronically sign the Form S500/5500-SF/5500-EZ. This role should also be selected by plan
Sevice providers that have writen aulhorization tofie on behalfof the plan adminsirator
under the EFAST2 e-signature option.Fiing signers are also pooled plan providers wiho
electronicaly sign the Form PR. No oiher ling-elated functions may be performed by
selecting i user ole slone

Create, import or amend a fiing

Sign a Filng ing Signer

A person who has been asked. by the Fing Author, 0 complete one of the Schedules to
Create a schedule butnotafiing  (JSchedule Author  include in he Form 5500/5500-SF/S500-EX ilng. This user fype cannot sarl,sign or submit 2
fling. This i rar.

‘Submita fling on behalfof an O transmitter ‘An individual or company/organization authorized by the plan sponsor or plan administrator to
individual or company. e submit electronc refurms for the plan. This i rar.

Develop and certy third pary Oihird party ‘A company.trade, business, or ofher person appiying for authorizaton to be an EFAST2
softvare Software Developer _ Software Developer. This is rare

(@m0 | [@ner | (@ conce |

"PAPERWORK REDUCTION ACT NOTICE

“This information calecton has been approved by OME under OME ontrol Number 1210-0117 (Expires 11/30/2021). The obligation fo respond tothis collecion of
information s mandatory for covered respondents.28 CFR 2520.1043-2. You are not equired {0 provide the nformation requesied on  form that is subject {0 the.
"Papervork Redluclion At unless the form displays 3 valid OMB conirol number. Books or records relaing o a form or s nsiructons must be efained as long as their
contents may become mateial n the adminisraiion of he Infernal Revenue Code or ae requied {0 be maintained under Tie | or Tile IV of ERISA The time needed to
‘Complete and fle his form il vary depending on individual crcumstances. The estimaled average fme is 20 minuies. If you have commenis concening the accuracy of
this ime estimate or suggestions for making i form simple, e viould be happy to hear fom you. See the Contaci Us area on the EFAST2 Veb page fo information
regarding how fo contact us.




image3.png
= An official website of the United States govemment. ~ Here's how you know

EFAST
>z

Your Account v/

Register - Challenge Information (Step 3 of 7)

Please select a Challenge Question, and provide an answer, then select Nex!fo continue. Your Challenge Anstwer i required to complete your profle sefup so please:
remember .

* Ghallenge Question: —Select- v

5o | [@ert | [@comer |

®packto Ton

T2. an alkelectronic system,receives and displays Forms 5500 Series Annual Retums/Reports and Form PR Pooled Plan Provider Regisiraton on behalf of DOL IS and PEGC
BboWEFAST?  Relaled Resources  Prvacy & Securfy Stalement  Offce of nspeclor General
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Register - Summary (Step 4 of 7)

lease review the information you provided. Select the Edit option o go back and make corrections or ‘Submit o complete this par o your regisraton.

* Last Name: zabc
* First Name: st
* Address: 46 agtaf
Address 2
* CityrTown asel
= state: Alzbama
* Country: US - United States
2. 3333
“Daytime Phone:  (454)333:3333
Far
* Emal 453@asgdaggicom
* Company Name:  argar
* User Type: Filng Author
Fiing Signer
‘Schedule Author
Transmitter
Thirg Party Software Developer

* Challenge Question: Where is your place of birh?
* Challenge Answer.  hospital

(@ suomt | [0t | [ comt |

Dpsckto Ton

2. an alslectonic system, receives and displays Forms 5500 Series Annual Retums/Reports and Form PR Pooled Plan Provider Registraion on behalf of DOL. 125, and PEGC
BboWlEFAST?  Relaled Resources  Privacy & Securfy Stalement  Offce of nspeclor General
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Your Account v Fiiing

Register - Check Email

Please check the e-mail adcress you provided for a link into ths system fo acknovledge and complete the creation of your profile. You il also need the answer o your
challenge question n order to complete the next sizp.

[@ox |

T2, an alslectonic system, receives and displays Forms 5500 Series Annual Retums/Reports and Form PR Pooled Plan Provider Registraion on behalf of DOL. 185, and PEGC
ADOUEFAST?  Related Resources  Privacy & Security Statement  Offce of Inspector General




image6.png
= n offcial websde of the United States govemment _ ere's how you know ~

Register - PIN Agreement (Step 5 of 7)

Please read and sccept the folowing PIN Agreement to conirve.
By acivatingyour PN, you agree ot o share your PIN wih anyone. The securty of your PIN is importat because  can be used o -
+"Elactioncally sign documents and
- Acoess your personal records

jour Pt i ot or solen. you aiso agree

ot the EFAST oo Comte 1 18664633278 (1866 GO-EFAST) o
- Reauest  new PIN by selcting User Prfle from the EFAST2 Web ste

I have read this agreement &4

| © Accept Agueement | | @ Dectne Agteement
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Register - Signature Agreement (Step 5a of 7)

Please read and scsept the follwing Signsture Agreement o cotiue.

| understand and sgres thst he elecroic ignstus i no ransfersbe and that th incision of such elctroni signature i 3 For SS00 Seres retunepar flecin =
lecronc form shail ave e same legalforce and fiet 25 my hand wren signaure. 1 am nol the Transmiter, | 350 3ree hat my electonc sgnalure on a Form
15500 Seris etumitepotconstiues consenl for EFAST2 personnel 0 send my Tansmier an acknowledgment o recept of Hansmssion and fo communicate v

my Transmiter 3bout e success o faiureof e ransmission and specAtc reasons)for any fare(s)

111 3m an EFAST2 Sofhare Developeror EFAST2 Transmiter | cecire tha | s sufhorized o make and ign his ststement on behsf of the sppicant The
appicantagrees ha  3nd s employess wlcorply wilh all proisons o he EFAST2 procedures for the elecioni fling o Form 5500 Seres fing for each year
hichthe appicant paricpates. Honcomplance il esul n the appicant o onger being aloned f paricipale 2 an EFAST2 Sofvare Degioper of Transmiter
Tne applcantunderstands hal acceptance 3 an EFAST2 Sofviare Developerof Trarsmier s nolransieraol I appiyng {0 be an EFASTS Transmiter, e
appicant furher grees at  Copy of alehumaieports rat (e appicat vansris cectaical o the Deparment of Labor il be provided 0 e plan
aGminstatr, smployer o drect flng eny on whose behall I reuamirepor uas bansmmiled

Uncer penates of erury, | eclare that | have examined s agreement and o the best of my knowiedge and belef the nfomaton provded i my request for
access 1o he EFAST2 system s rue corect.and compiee | ares hat s appicatin can be mads puoic nfomaton

1 dectare that | am autharizad 1o make snd sgn s ststement

Ihave read this agreement 24

|0 Accept agreement | | @ Dscine Agreement |
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Register - Password (Step 6 of 7)

When you create your passwor st be batween 3 and 16 charactrslong and st notContin spaces You mustuse a least one uppercase leter,one lower case
leter a leas one nurmer and a ieas one of the folowing specal characers [ @ #. 5. %, & * (| No ofer specal characers are llwed. Yout row password must
e diferen o yourast 12 pevious passwords. Ths i ' case-sensite.

Passuord Requremens

+ Wust 5o oetween & and 16 charactrs kong

fr— [ — et

+ Atlesst 1 ower case aphs character
Gonfim ew Passuere. + Atleast 1 numer characier
+ Atleast 1 ofthe following special character [, @.%.5.%.*. % (]

B sae | | @8k

@pack o0

EFAST2, an a electonic system receives and dispays Foms 5500 Series Annual RetumsRepors on behafof DOL.
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Succmsil Accoun Ao
Here i your EFAST? profe nformation. Your account setup i now complet. Plase reain your User 1D and password o access th sie n th flue. Transmiltrs shoukd
50 note thex ETIN

IMPORTANT: Please prnt this page fo your records. Filue torecall your PIN o correcty answer your challenge question may requie you to register for 3
ew account with EFASTZ.
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Register - Privacy Statement (Step 1 of 7)

Please read and accept the following privacy statement to continue.

Privacy and Security Statement

‘Thank you for visiting the U.S. Depariment of Labor (DOL or Depariment) website and reviewing our privacy and security statement. DOL is commitied to maintaining
the privacy of your personal information and the securiy of our computer systems. With respect to the collection, use and disclosure of personall identifiable.
information (PII), DOL makes every effortto ensure compliance with applicable federal law, including, but notlimited to, The Privacy Act of 1974, The Paperork
Reduction Act, and The Freedom of information Act,

As a general rule, the Department does not collect personally identiiable information when you visit our site unless you choose to provide such information. The
information we collect varies based on what you do when visiting our site

If you respond to an online request for personal information

‘The information requested by the Department will be used to respond to your inquiry or o provide you with the service associated with the request. When this
information is requested. a customized "Privacy Notice" will describe fully the reasons for collecting it and will provide a description of the Department’ intended use
of the information. This Privacy Notice will appear in one of two places. It will either be on the webpage where the information is collected of it vill be accessiole
through a link prominently displayed immediately preceding the information request.

‘

I have read this agreement (]

© AcceptAgreement | | @ Decline Agreement

@eackio 0

EFAST2, an all-electronic system, receives and displays Forms 5500 Series Annual Returns/Reports and Form PR Pooled Plan Provider Registration on behalf of DOL, RS, and PBGC
ADOUEFAST?  Related Resources  Privacy & Security Stalement  Office of Inspector General




