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USCIS Online Account Access

=  Members of the public seeking immigration benefits utilize the USCIS Online Account Access information collection to create and
login to their USCIS account. The USCIS Online Account maintains identity information and provides authentication services to
users interacting with USCIS Service Providers including:

myUSCIS

Freedom of Information Act (FOIA) Immigration Records SysTem (FIRST)
myE-Verify

Everify+

USCIS Torch API Platform

Congressional Inquiry Portal

= USCIS Online Account Access operates at National Institute of Standards and Technology ldentity Assurance Level 1 and
Authenticator Assurance Level 2.
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Sign In
Email Address *
Password *

Forgot Password? Show Password

Learn more about Login.gov

Don't have a USCIS online account?

Create an account

Didn't receive confirmation instructions?

Legal

Department of Homeland Security Consent (£

DHS Privacy Notice ('

FBI Privacy Notice ('

Paperwork Reduction Act Burden Disclosure Notice ("

Terms of Use ('



Pop-up modal “Navigating
to Login.gov” appears
when a user clicks on
“Sign in with Login.gov”.
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Navigating to Login.gov

You are now leaving the USCIS myAccount webpage and will be
directed to Login.gov website to complete your sign-in process.

Please note:

e Login.gov is an official U.S. government system used for secure
sign-ins across multiple agencies.

® After you signin through Login.gov, you will automatically be
redirected back to myAccount to access your USCIS services.

Continue Cancel
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Login.gov Frequently Asked Questions

What is Login.gov?

Login.gov provides a secure and private online access option to participating government services and applications. With a Login.gov
account, users have the capability to use the same access credentials to sign into multiple government websites.

Like the USCIS online account, also known as myAccount, the Login.gov account meets federal security standards.

How does a Login.gov account work with a USCIS online account (myAccount)? v
What if | already have a USCIS online account and want to use Login.gov? v
What if | don’t have a Login.gov account?

What if | already have a Login.gov account?

What if | already have a Login.gov account, do | also have to create a USCIS online account to explore

my immigration options?
What if | need help?
Where can | find more information?

Am | required to have a Login.gov account to use USCIS applications?
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Login.gov Frequently Asked Questions

What is Login.gov?

Login.gov provides a secure and private online access option to participating government services and applications. With a Login.gov
account, users have the capability to use the same access credentials to sign into multiple government websites.

Like the USCIS online account, also known as myAccount, the Login.gov account meets federal security standards.

How does a Login.gov account work with a USCIS online account (myAccount)?

If you have both a USCIS online account and a Login.gov account, you need to link the two accounts. You can use your Login.gov
credentials to access your immigration information on the participating USCIS account platforms. You can always use your unique
USCIS login credentials to access only your USCIS online account anytime you want - even after you have linked it to Login.gov.

What if | already have a USCIS online account and want to use Login.gov? v
What if | don’t have a Login.gov account? v
What if | already have a Login.gov account? v

What if | already have a Login.gov account, do | also have to create a USCIS online account to explore v
my immigration options?

What if I need help? v
Where can | find more information? v
Am | required to have a Login.gov account to use USCIS applications? v
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Login.gov Frequently Asked Questions

What is Login.gov?

Login.gov provides a secure and private online access option to participating government services and applications. With a Login.gov
account, users have the capability to use the same access credentials to sign into multiple government websites.

Like the USCIS online account, also known as myAccount, the Login.gov account meets federal security standards.

How does a Login.gov account work with a USCIS online account (myAccount)?

What if | already have a USCIS online acoount and want to use Login.gov?

Once you link your existing USCIS anling aooount 1 your new Logingey Sceount, you may Sccess your USCIS online scoount by
using your Login. gov access credentials. Login gov it an optional way to sign on that allows people to easily access manmy
povernment applications.

What if | don’t have a Login.gov account?
What if | already have a Login.gov account?

What if | already have a Login.gov account, do | also have to create a USCIS online accountto explore Vv

my immigration options?

What if | need help? v
Where can | find more information? v
v

Am | required to have a Login.gov account to use USCIS applications?
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Login.gov Frequently Asked Questions

What is Login.gov?
Login.gov provides a secure and private online access option to participating government services and applications. With a Login.gov
account, users have the capability to use the same access credentials to sign into multiple government websites.

Like the USCIS online account, also known as myAccount, the Login.gov account meets federal security standards.

How does a Login.gov account work with a USCIS online account (myAccount)? v
What if | already have a USCIS online account and want to use Login.gov? v
What if | don’t have a Login.gov account? 2
1. Click the “Sign in with Login.gov” button on the USCIS Sign In page to be directed to the Login.gov website.
2. Click “Create Account” and set up your account with Login.gov.
3. Once you've finished creating your account with Login.gov, you will be directed back to USCIS to log in; using your email,
password, and verification code.
4. Then you will be automatically directed back to your USCIS application.
5. You will only have to do this process once to link the two accounts. Moving forward, you can use the “Sign in with
Login.gov” button for a quick sign-on experience.
What if | already have a Login.gov account? v
What if | already have a Login.gov account, do | also have to create a USCIS online account to explore v
my immigration options?
What if | need help? v
v

Where can | find more information?
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Login.gov Frequently Asked Questions

What is Login.gov?

Login.gov provides a secure and private online access option to participating government services and applications. With a Login.gov
account, users have the capability to use the same access credentials to sign into multiple government websites.

Like the USCIS online account, also known as myAccount, the Login.gov account meets federal security standards.

How does a Login.gov account work with a USCIS online account (myAccount)? v
What if | already have a USCIS online account and want to use Login.gov? v
What if I don’t have a Login.gov account? v

What if | already have a Login.gov account?

1. Click the “Sign in with Login.gov” button on the Sign In page. From there you will login to Login.gov with your email,
password, and security code.

2. After logging in to Login.gov, you will be directed back to the USCIS website to sign in. You will use your USCIS online
account credentials (email, password, and OTP verification code) to successfully sign in.

3. Then you will be automatically directed back to your USCIS application.

4. You will only have to do this process once to link the two accounts. After that, you can use the “Sign in with Login.gov”
button for a quick sign-on experience.

What if | already have a Login.gov account, do | also have to create a USCIS online account to explore v

my immigration options?

What if | need help? v
Where can | find more information? v
Am | required to have a Login.gov account to use USCIS applications? v
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Login.gov Frequently Asked Questions

What is Login.gov?

Login.gov provides a secure and private online access option to participating government services and applications. With a Login.gov
account, users have the capability to use the same access credentials to sign into multiple government websites.

Like the USCIS online account, also known as myAccount, the Login.gov account meets federal security standards.

How does a Login.gov account work with a USCIS online account (myAccount)? v
What if | already have a USCIS online account and want to use Login.gov? v
What if | don’t have a Login.gov account? <
What if | already have a Login.gov account? v

A

What if | already have a Login.gov account, do | also have to create a USCIS online account to explore
my immigration options?
Yes, you must create an online account to file benefit requests and access certain online services. Your new USCIS online account

can be linked to your existing Login.gov account. Login.gov is an optional sign on experience to allow people to easily sign into
many government applications using the same access credentials.

What if | need help? b
Where can | find more information? v
v

Am | required to have a Login.gov account to use USCIS applications?
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Login.gov Frequently Asked Questions

What is Login.gov?

Login.gov provides a secure and private online access option to participating government services and applications. With a Login.gov
account, users have the capability to use the same access credentials to sign into multiple government websites.

Like the USCIS online account, also known as myAccount, the Login.gov account meets federal security standards.

How does a Login.gov account work with a USCIS online account (myAccount)? v
What if | already have a USCIS online account and want to use Login.gov? v
What if | don’t have a Login.gov account? v
What if | already have a Login.gov account? v

What if | already have a Login.gov account, do | also have to create a USCIS online account to explore

my immigration options?

What if | need help? 2=

If you need assistance accessing your Login.gov account or experience problems while creating a Login.gov account, please
explore the Login.gov help center prepared by the Login.gov team.

Where can | find more information? v

Am I required to have a Login.gov account to use USCIS applications? v

11
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Login.gov Frequently Asked Questions

What is Login.gov?

Login.gov provides a secure and private online access option to participating government services and applications. With a Login.gov
account, users have the capability to use the same access credentials to sign into multiple government websites.

Like the USCIS online account, also known as myAccount, the Login.gov account meets federal security standards.

How does a Login.gov account work with a USCIS online account (myAccount)? v

What if | already have a USCIS online account and want to use Login.gov? v

What if | don’t have a Login.gov account?

What if | already have a Login.gov account?

What if | already have a Login.gov account, do | also have to create a USCIS online account to explore Vv

my immigration options?
What if | need help?

Where can | find more information?

You can learn more about Login.gov on their website. You can learn more about a USCIS online account at this page.

Am | required to have a Login.gov account to use USCIS applications?
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Login.gov Frequently Asked Questions

What is Login.gov?

Login.gov provides a secure and private online access option to participating government services and applications. With a Login.gov
account, users have the capability to use the same access credentials to sign into multiple government websites.

Like the USCIS online account, also known as myAccount, the Login.gov account meets federal security standards.

How does a Login.gov account work with a USCIS online account (myAccount)? g
What if | already have a USCIS online account and want to use Login.gov? v
What if I don’t have a Login.gov account? v
What if | already have a Login.gov account? v

What if | already have a Login.gov account, do | also have to create a USCIS online account to explore Vv

my immigration options?

What if | need help? v

Where can | find more information? v

Am | required to have a Login.gov account to use USCIS applications?

No. You must create a USCIS online account to access USCIS applications. Login.gov is an optional sign-on experience to allow
people to easily sign into many government applications.
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Return to Sign In

You are about to access a Department of Homeland Security computer system. This computer system and data therein are the
property of the U.S. Government and provided for official U.S. Government information and use. There is no expectation of
privacy when you use this computer system. The use of a password or any other security measure does not establish an
expectation of privacy. By using this system, you consent to the terms set forth in this notice. You may not process classified
national security information on this computer system. Access to this system is restricted to authorized users only.
Unauthorized access, use, or modification of this system or of data contained herein, or in transit to/from this system, may
constitute a violation of section 1030 of title 18 of the U.S. Code and other criminal laws. Anyone who accesses a Federal
computer system without authorization or exceeds access authority, or obtains, alters, damages, destroys, or discloses
information, or prevents authorized use of information on the computer system, may be subject to penalties, fines, or
imprisonment. This computer system and any related equipment is subject to monitoring for administrative oversight, law
enforcement, criminal investigative purposes, inquiries into alleged wrongdoing or misuse, and to ensure proper performance
of applicable security features and procedures. DHS may conduct monitoring activities without further notice.

Return to top
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DHS Privacy Notice

Authorities

The information requested on this form is collected under the Immigration and Nationality Act, as amended; the Homeland
Security Act of 2002 (Public Law 107-296); the E-Government Act of 2002 (Public Law 107-347); the Government Paperwork
Elimination Act (Public Law 105-277); and Title 8 of the Code of Federal Regulations (CFR).

Purpose

The primary purpose of providing the requested information on this form is to create or update your USCIS Online Account, also

referred to as MyAccount, to give you access to USCIS's online services.

Disclosure

The information you provide is voluntary. However, failure to provide information may prevent you from creating a USCIS
Online Account, which will limit your ability to access and use USCIS's online services.

Routine Uses

DHS may share information you provide on this form with other Federal, state, local, and foreign government agencies and
authorized organizations. DHS follows approved routine uses described in the associated published system of records notice
[DHS/ALL-037 E-Authentication Records System of Records] and specific system or program published privacy impact
assessments, which you can find at www.dhs.gov/privacy. DHS may also share this information, as appropriate, for law
enforcement purposes or in the interest of national security.

U.S. Citizenship
and Immigration

Services
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Return to top

FBI Privacy Notice

USCIS may use your biometrics to obtain the criminal history records of the Federal Bureau of Investigation (FBI), for identity
verification, to determine eligibility, to create immigration documents (for example, Permanent Resident Card, Employment
Authorization Document), or any purpose authorized by the Immigration and Nationality Act. You may obtain a copy of your
own FBI record using the procedures outlined at 28 CFR 16.30-16.34. For more information, please

visit: https://www.fbi.gov/services/cjis/compact-council/guiding-principles-noncriminal-justice-applicants-privacy-rights.

For information regarding how the FBI will use your fingerprints, please visit: https://www.fbi.gov/services/cjis/compact-
council/privacy-act-statement.

Return to top

Paperwork Reduction Act Burden Disclosure Notice

USCIS may not conduct or sponsor an information collection, and you are not required to respond to a collection of
information, unless it displays a currently valid Office of Management and Budget (OMB) control number. The public reporting
burden for this collection of information is estimated at 0.167 hours per response, including the time for reviewing instructions,
gathering the required documentation and information, and completing and submitting the request. Send comments regarding
this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to:

U.S. Citizenship and Immigration Services

Office of Policy and Strategy, Regulatory Coordination Division
5900 Capital Gateway Drive, Mail Stop #2140

Camp Springs, MD 20588-0009

OMB Control No. 1615-0122
Expiration Date: 02/28/2027

Do not mail your completed request to this address.

Return to top

Terms of Use - U.S. Citizenship and Immigration Services Online Electronic
Immigration System

This document contains the Terms of Use (“Terms”) for the U.S. Citizenship and Immigration Services (USCIS) online electronic
immigration system accessed using established portals, such as myAccount access page, or its successor. You should read these
Terms in their entirety and acknowledge that by creating an account or accessing or attempting to access systems and services
available online through myAccount, or its successor, that you have read, understand, and agree to comply with these Terms in
order to access and use any or all of these systems. The Terms apply to every individual and user, including attorneys and
accredited representatives acting on behalf of a business, corporation, limited partnership, limited liability company, or other

16
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burden for this collection of information is estimated at 0.167 hours per response, including the time for reviewing instructions,

gathering the required documentation and information, and completing and submitting the request. Send comments regarding

this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to:

U.S. Citizenship and Immigration Services

Office of Policy and Strategy, Regulatory Coordination Division
5900 Capital Gateway Drive, Mail Stop #2140

Camp Springs, MD 20588-0009

OMB Control No. 1615-0122
Expiration Date: 02/28/2027

Do not mail your completed request to this address.
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accredited representatives acting on behalf of a business, corporation, limited partnership, limited liability company, or other
legal entity, and any employees of such entities, who accesses, uses, or creates an online account in USCIS’ electronic
immigration system and information technology resource, which includes the network, application, managed access developer
portal, external drives that upload, process, store, receive or transmit information.

USCIS’ electronic immigration system is an online, account-based system that allows users to submit requests for immigration
benefits and certain immigration services, as well as view certain applications, petitions, and requests; receive electronic
notification of USCIS notices and decisions; confirm employment eligibility and lock employment eligibility information against
misuse; submit Freedom of Information Act (FOIA) and Privacy Act requests; receive real-time status updates on pending cases
and work eligibility; and use defined roles to access certain technical specifications within designated interface portals. USCIS’
electronic immigration system allows individuals, attorneys, accredited representatives, and other authorized users to
conveniently and securely set up and manage online accounts; electronically submit certain applications, registrations,
petitions, or requests and supporting documents; receive and respond to USCIS notices, requests for evidence, and decisions
electronically; and pay filing fees, biometric services fees, registration fees, and immigrant fees. Periodically, USCIS will release
additional functionality that will allow individuals, attorneys, and accredited representatives to perform additional functions
online, which may include, paying service and processing fees, filing motions to reopen or reconsider, submitting program
registrations, engaging in technical integration capabilities with programming interfaces, exposed data, and content
management systems, paying administrative appeal fees, confirming employment eligibility, obtaining FOIA or Privacy Act
responses, and requesting fee waivers online.

These Terms require that you use this system only to perform lawful immigration-related functions and to communicate with
the Department of Homeland Security (DHS) and any component thereof, including USCIS. The Terms detail the laws, policies,
and procedures you must abide by when using the system to submit any application, petition, registration, or request to USCIS,
submit technical programming interface data, access exposed data content, or communicate with DHS and/or USCIS. The

Terms also detail what actions are prohibited when using the system and the penalties for misuse.

By accessing or using this system, you are legally bound by the terms and conditions noted below. If you do not agree with any
provision of these Terms then you may not access USCIS online electronic immigration system for any purpose including, but
not limited to, creating an account, filing an application, petition, registration, or request, paying a filing and/or biometric
services fee, paying a registration fee, checking a status online, confirming employment eligibility, and requesting assistance
with access, use or technical issues associated with the USCIS online electronic immigration system, engaging in technical
integration with: programming interfaces, exposed data, and content management systems, or managed technical access to the
developer portal. Any violation of these Terms may result in immediate suspension or termination of any access provided to the
USCIS online electronic immigration system and may result in administrative or civil actions as allowed by law, or criminal
prosecution.

I. Governing Laws

- These Terms are governed and construed in accordance with the laws of the United States. Any failure by DHS or any
component thereof, including USCIS, to enforce any provision in the Terms will not be considered a waiver of any privileges,
immunities, or rights provided under applicable Federal, state, and foreign laws. These Terms do not create any right or
benefit, substantive or procedural, for any individual or entity.

- If any provision of these Terms is held to be invalid or unenforceable by a court of law, the remaining provisions of these
Terms shall be severable from the invalid or unenforceable provision and will remain in effect.

- To the extent permitted by law, USCIS disclaims all warranties whether express or implied, including the implied
warranties of merchantability, fitness, for a particular purpose, title, and non-infringement. Accordingly, our liability shall be
limited to the fullest extent permitted by applicable law, and under no circumstance will we be liable to participants or
others for any lost profits, revenues, information, or data, or consequential, special, indirect, exemplary, punitive, or
incidental damages arising out of or related to participation and use of the services and program accessed online using
USCIS myAccount, or its successors.

18



Page contents
linked to under
“Legal,” cont'd

U.S. Citizenship
and Immigration
Services

[I. Trademarks and Logos

- DHS is the trademark owner and authorized user of the myAccount name and logo and the name and logo of the various
systems accessible from this portal, including, but not limited to, myUSCIS, FIRST, E-Verify and myE-Verify, 3P, and all
successors. Users may not use these trademarked items without the prior written consent of DHS.

- Nothing in these Terms shall be interpreted as authorization to use the official seal, insignia or other visual identities of
DHS, USCIS, E-Verify, myE-Verify, FIRST, myUSCIS, USCIS ELIS, myAccount, 3P, or any other DHS or USCIS service or system,
[for example, myE-Verify Self Check). Participants shall not use the DHS, USCIS, FIRST, myUSCIS, USCIS ELIS, myAccount, E-
Verify, myE-Verify or Self Check seal, insignia, or other visual identities in any manner to imply endorsement of any
commercial product or activity by DHS, USCIS, E-Verify, myE-Verify or the United States government. Use of these seals,
insignia or other visual identities without authorization violates federal law (See, 18 U.S.C. §§ 506, 701, 1017). Creation of an
online account and use of these systems and services or the receipt of information from any USCIS portal does not grant any
licenses to copyrights, patents, any other intellectual property rights, or the rights to any of the materials on the site or sites
or materials accessed by use of the site. Users warrant that none of the information provided to participate in or use the
USCIS online electronic immigration system (including an individual, unique e-mail address) infringes any copyright or the
intellectual property rights of any third parties.

l1l. Rules of Behavior

The Rules of Behavior (RoB) noted below are consistent with the purpose of USCIS' online electronic immigration system.

- lunderstand that any access granted to me by DHS or any component thereof, including USCIS, for use of USCIS’
electronic immigration system is based on my need to perform specific online tasks and activities related to the managed
technical access to the developer portal, configurations of programming interfaces, or other specifically permitted access,
preparation and filing of requests for immigration benefits and services (such as, applications, petitions, registrations, and
payment of various fees), relief from removal (such as, requests filed with USCIS by aliens in exclusion, deportation, or
removal proceedings), obtaining or verifying legal status, administrative appeals, motions to reopen or reconsider any
rendered decisions, legal status, confirmation of employment eligibility, FOIA or Privacy Act response or other associated
relief , benefit, or service.

| agree to the following:

A. Use

1. Online Account Holders

- lwill only use USCIS’ electronic immigration system as designed and to perform authorized U.S. immigration-
related functions and communicate with DHS and USCIS.

- lwill not create an online account unless | am at least 14 years of age. In the event | am under 14, a parent or legal
guardian must create an online account in their own name in order to file applications, petitions, check the status of
a case or request submitted on my behalf, or submit other appropriate requests or engage in other authorized use.

= lwill only use USCIS’ electronic immigration system for official DHS or USCIS-related communications, notices,
responses, or correspondence in relation to any immigration application, petition, registration, or request; request
for legal status or deferred action; relief from removal proceedings; request for advance parole or employment
authorization; confirmation of employment eligibility; request a FOIA or Privacy Act response; payment of filing
fees, biometric services fees, premium processing fees, payment of registration fees, motions to reopen or
reconsider or administrative appeal fees, payment of immigrant fees or for filing a request for a fee waiver; access to
the developer portal; or for authorized review and configuration of technical programming interface products.

- lwill abide by all applicable laws and regulations that pertain to the submission of an application, petition,
registration, or request to USCIS; request for legal status or deferred action; relief from removal proceedings;
request for advance parole or employment authorization; confirmation of employment eligibility; payment of filing
fees, biometric services fees, premium processing fees, registration fees, request for FOIA or Privacy Act response
motions to reopen or reconsider or administrative appeal fees, and/or immigrant fees or for filing requests for a fee
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motions to reopen or reconsider or administrative appeal fees, and/or immigrant fees or for filing requests for a fee
waiver online.

- lwill also submit any requests for immigration benefits under penalty of perjury and with a certification that |
understand the contents of the filing and supporting documents submitted with any filing.

- lwill abide by all applicable laws and regulations related to the access and use of any DHS or USCIS government
computer system, including USCIS' online electronic immigration system, designated for the filing, adjudication,
communication on any application, petition, registration, or request for an immigration benefit; request for legal
status or deferred action; request for advance parole or employment authorization; confirmation of employment
eligibility; request for a FOIA or Privacy Act response; payment of filing fees, biometric services fees, premium
processing fees, registration fees, other service fees, motions to reopen or reconsider or administrative appeal fees,
payment of immigrant fees or for filing requests for a fee waiver online; or for authorized review and configuration
of technical programming interface products.

- lunderstand that DHS reserves the right to monitor usage and activity on the USCIS online electronic immigration
system. DHS may view or scan any file stored on the electronic immigration system. | understand that DHS
maintains a right to access the contents of any stored data on the USCIS online electronic immigration system at
any time, for any purpose, including the enforcement of the immigration laws and any laws related to the access
and use of government systems. All electronic activity on the USCIS online electronic immigration system may be
inspected and is subject to monitoring without additional notice, as deemed necessary, and to the full extent,
unless expressly prohibited by applicable statutes. | understand that the use of USCIS' online electronic
immigration system constitutes my consent to collection, monitoring and auditing of my use of USCIS’ online
electronic immigration system, by DHS and any of its components and by any Federal, state or local law
enforcement entity, for implementation, adjudication, investigation, and enforcement of the immigration and
criminal laws. This does not abrogate any limitations on information disclosure specified under any system of
records notice governing access and use of DHS systems.

- lunderstand that | must create, provide, and maintain the security of my unique online account, account
password, authentication code, other log-in and account creation features and requirements, as well as the
answers to security guestions for password reset.

- lunderstand that to access or use USCIS’ online electronic immigration system, | must use valid credentials to
access an account | am authorized to access by DHS or USCIS. | agree to use my online account for the purpose for
which it was created and in the manner it was designed. | agree to use a valid personal and personally-controlled,
unigue email address or username and other required authentication credentials with each online access attempt
and session. | agree to use a valid unigue, online account password and the generated access passcode delivered by
email or SMS (“Short Message Service”), MMS (Multi-Media Message Service) text message, or any other provided
authentication credential intended for access to and use of USCIS online electronic immigration system. | agree
that each individual user, including legal representatives and authorized agents, should have an individual, unique
email address and online account password for their account. Each online account is used to certify that any
information submitted in the online electronic immigration system is true and correct, and that the electronic
signature shall be considered an affirmation, under penalty of perjury, that any such information submitted, was
submitted with full knowledge, intent, and understanding, or, if represented, was expressly agreed to and
authorized by my legal representative or the company’s legal representative, in the event of registration or certain
select services and processes.

-l agree to use my personal online account solely for filing a request for myself or, in the case of attorneys and
accredited representatives, on behalf of an individual client or corporate entity, as applicable. In the case of account
holders who are authorized and registered to participate in the developer community of users, | agree to use my
personal online account solely to access the managed developer portal and in compliance with my assigned user
role and permissions. When using a registration account, or account type such as an applicant, petitioner,
requestor, or legal representative account, | agree to use the account | created solely to submit required
registrations or other required submissions that | am authorized to submit to USCIS on behalf of an employer,
agent, or other authorized individual or entity. In the instance of submitting requests on behalf of minor children,
incapacitated or disabled individuals, if requested by DHS or USCIS, | agree to provide proof of authority such as
guardianship orders, proof of recognized family relationship, or other required information and evidence.

-l am responsible for safeguarding my unique credentials associated with my online account, including my unique
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- 1am responsible for safeguarding my unique credentials associated with my online account, including my unique
email address associated with my online account, username, account password, and passcode and not disclosing it
to any other person. l understand that, as a USCIS” online electronic immigration system account holder and user, |
am the only person authorized to use my access credentials to access my assigned online account in USCIS online
electronic immigration system.

- If my online account has been compromised in any way. | will notify USCIS immediately, by either calling the
Contact Center at 800-375-5283 or sending USCIS an electronic message as instructed on the uscis.gov website.

- My identity will be tied to my access credentials and the USCIS online electronic immigration system account to
which | have requested and been granted access. | understand that my ability to electronically sign and submit
applications, petitions, registrations, or various requests, including submissions of technical configurations, is
directly tied to my USCIS online electronic immigration system account. | understand that my legal representative,
if any, will be able to submit an application, petition, or request on my behalf after | have expressly agreed to his or
her representation and authorized him or her to file requests with DHS or any of its components. If submitting

Pa ge CO nte ntS registrations or other authorized submissions as an authorized official for a company or other organization or entity

using a registration account or other specialized account, | agree that | can only do so if | have obtained express

I i n ked to u n d e r authorization from the company, organization, or entity to submit registrations or other authorized submissions.
“ »” y 2. Attorney and Accredited Representative Online Account Holders
Legal,” cont’'d

If I am an attorney or accredited representative seeking to represent, representing, or submitting an application,
petition, registration, or request to USCIS on behalf of an applicant, petitioner, beneficiary, or requester seeking an
immigration benefit, immigration service, legal status or deferred action; relief from removal proceedings; advance
parole or employment authorization; confirmation of employment eligibility; payment of filing fees, biometric
services fees, payment of premium processing fees, payment of registration fee, submitting motions to reopen or
reconsider or administrative appeal fees, and/or immigrant fees or for filing requests for a fee waiver, or any other
tasks or action on the USCIS online electronic immigration system, | will:

- Abide by the rules of professional conduct prescribed under section 292 of the Immigration and Nationality Act (8
U.S.C. 1362) and Title 8 of the Code of Federal Regulations, parts 292 and 1003.

- Timely submit a signed Notice of Entry of Appearance as Attorney or Accredited Representative, Form G-28, in the
manner and format, designated by USCIS, to notify USCIS of my appearance as an Attorney or Accredited
Representative on behalf of the applicant, petitioner, beneficiary, registrant or requester.

- Ensure that when representing an individual person, each client | represent has created his or her own online
account, with unique credentials pertinent to the established account, such as an email address, username, and
online account password and that each client | represent can access, review and personally electronically sign his or
her application, petition, or request | have prepared on his or her behalf in USCIS" online electronic immigration
system, through their own personal unique account.

- Only create, access, and use the representative online account, authorized by DHS and USCIS, for interaction with
USCIS online electronic immigration system, to prepare an application, petition, request, registration, or submit fee
payments or registration payments on behalf of my client and to electronically sign the designated form notifying
USCIS of my appearance as my client’s online attorney or accredited representative.

- Be responsible for the proper protection and disclosure of any personally identifiable information (PIl) to USCIS
via USCIS online electronic immigration system. Any potential improper disclosure of Pll that occurs as the result of
my intended or inadvertent misuse of USCIS’s online electronic immigration system is my responsibility to disclose
and remedy. At its discretion, USCIS may notify me and/or my clients in the event of a suspected improper
disclosure of PIL.

U.S. Citizenship B. Prohibitions
and Immigration
Services

1. Online Account Holders

IfI am an individual seeking to file an application, petition, registration, request, or appeal through USCIS" online
electronic immigration system for any immigration benefit, immigration service, legal status or deferred action;
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relief from removal proceedings; advance parole or employment authorization; confirmation of employment
eligibility; receipt of FOIA or Privacy Act response; payment of filing fees, biometric services fees, premium
processing fees, registration fees, immigrant fees, motion or appeal filing fees, filing requests for a fee waiver online,
any other service fee or benefit request, or if | am engaging in authorized review and configuration of technical
programming interface products, managed technical access to the developer portal, content management systems,
or other specifically permitted access, | agree that | will not:

- Access any user accounts, data stores, systems, applications, form types, backend data, or technical programming
interfaces to which | have not been granted access and that are not expressly authorized for access to or use by me
by DHS or USCIS, or create any online account if | am under the age of 14.

- Attempt to bypass access control, monitoring, or auditing measures instituted by DHS or USCIS to ensure the
integrity and security of U.S. government systems, including USCIS enline electronic immigration system.

- Use anyone else’s online account, secure account password, authentication credentials or answers to security
questions for password reset to access or use USCIS’s online electronic immigration system.

- Share my email address, username, secure account password, online access code, or any other user identification
or authentication credential used to access USCIS's online electronic immigration system with anyone else for their
own use in the USCIS online electronic immigration system.

- Authorize another person to log into, access, or use my USCIS online electronic immigration system account.

- Allow or permit another person or legal entity to electronically sign any application, petition, registration, or
request for me and that | am required to personally, electronically sign any application, petition, registration, or
request that | am submitting unless | am mentally incompetent, have a legally designated guardian or surrogate, or
am a minor child under 14 years of age.

- Allow another person, attorney, accredited representative, company, legal entity, organization, or authorized
agent acting on behalf of a company, legal entity, corporation, partnership, or other organized business, to setup or
manage my online individual account, secure account password, authentication credentials or answers to security
questions for password reset to access USCIS' online electronic immigration system on my behalf as an individual
applicant, petitioner, registrant, requestor or technical contributor. Exceptions apply to a legal guardian, parent (if
requestor is of minor age), or other agent expressly authorized and permitted to act on behalf of another individual
by DHS or USCIS.

- Use my USCIS online electronic immigration system account or individual authentication credentials to file or
electronically sign an application, petition, registration, or request for someone other than myself, confirm
employment eligibility, submit or access technical programming interface data without permission, or file or
electronically sign an application, petition, or request for more than one person, unless | am acting as that person’s
legal guardian, parent, or acting pursuant to a lawful grant of power of attorney on that person’s behalf as
recognized and authorized by DHS or USCIS.

2. Attorneys and Accredited Representatives Online Account Holders

If | am an attorney or accredited representative seeking to represent, representing, or submitting an application,
petition, registration, request, or appeal on behalf of an applicant, petitioner, beneficiary, or requester seeking an
immigration benefit, legal status or deferred action; relief from removal proceedings; advance parole or
employment authorization; confirmation of employment eligibility; receipt of FOIA or Privacy Act response;
payment of filing fees, biometric services fees, premium processing fees, registration fees, immigrant fees, motion
or appeal fees, filing requests for a fee waiver online, or any other service fee or benefit request | agree that:

- I cannot act or appear on behalf of an applicant, petitioner, requester, employer, or agent until after he or she has
consented to my representation pursuant to 8 CFR 292.4 and has personally executed his or her signature on all
required documentation.

- lwill not file an application, petition, request, registration, or other submission in USCIS online electronic
immigration system until | notify USCIS of my appearance as an attorney or accredited representative on behalf of
the applicant, petitioner, or requester | seek to represent, and this notice is appropriately submitted to DHS or
USCIS in accordance with laws and regulations.

- I will not electronically sign an application, petition, request, or registration for an applicant, petitioner, registrant
or requester in USCIS’ online electronic immigration system. | acknowledge that it is the duty of my client to sign
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or requester in USCIS' online electronic immigration system. | acknowledge that it is the duty of my client to sign
the application, petition, registration, or request under penalty of perjury, certifying that he or she understands the
contents of the filing and supporting documents submitted with any filing.

- lwill not allow different applicants, petitioners, registrants, or requesters to use or share the same online account
orto be linked or granted access to a USCIS' online electronic immigration system account that is not theirs and
associated to their individual unigue authentication credentials.

- I will only use the authorized representative online account that | created to access and use USCIS online
electronic immigration system or obtain any information contained therein.

- lwill not access USCIS's online electronic immigration system using an applicant’s, petitioner’s, registrant's, or
requester’s online account or perform any actions under cover of applicant’s, petitioner’s, registrant’s, or
requester’s online account, including executing any required electronic signatures.

3. Legal Entities, Corporations, Partnerships, Companies, Organized Business, and Agents Acting on Behalf of Such
Entities

If 1 am an authorized official or agent acting on behalf of a company, legal entity, corporation, partnership, or other
organized business, including, but not limited to the preparation of applications, petitions, requests, registrations,
or other submissions, or providing interpretation or translation services for the filing or submission of an
application, petition, request, registration, or other submission, including submissions of technical configurations,
and programming interface data with the DHS or any component thereof, including USCIS, U.S. Customs and
Border Protection, and U.S. Immigration and Customs Enforcement, | agree that:

- I may not file any application, petition, request, registration, or other submission with DHS or any component
thereof, including USCIS, without the express consent of the applicant, petitioner, registrant, or requester.

- Imust abide by all Federal, state, and local laws governing the authorized practice of law and prohibiting the
unauthorized practice of law in the jurisdiction in which the company, legal entity, corporation, partnership, or
other organized business or authorized agent acting on behalf of a company, legal entity, corporation, partnership,
or other organized business, resides, has a physical presence, conducts business, or authorizes transactions
involving any interactions with USCIS, DHS, or any component thereof.

C. Protect Personally Identifiable Information (PIl) - (Applicable to All Users)

- lunderstand, for the purpose of accessing USCIS’ online electronic immigration system, that | may be handling or
uploading documents or data that contain PIl, and | affirm that | will adhere to all privacy laws and rules governing the
safeguarding and use of PIL.

-l agree to safeguard Pl information from accidental, unintentional, or unauthorized disclosure at any time and to any
person not authorized to have access to such information.

D. Incident Reporting - (Applicable to All Users)

- I will cooperate willingly with DHS or USCIS on any investigation of any privacy, security, or cyber incidents and, if
directed by DHS or USCIS, | will voluntarily relinquish all access to and use of USCIS online electronic immigration
system during the period of investigation and/or law enforcement action in response to such incidents.

- If my online account has been compromised in any way. | will notify USCIS immediately, by either calling the Contact
Center at 800-375-5283 or sending USCIS an electronic message as instructed on the uscis.gov website.

E. Penalties for Misuse - (Applicable to All Users)

- lunderstand that any violation of these Terms may result in immediate suspension or termination of my access to
USCIS online electronic immigration system and may subject me to administrative or civil actions as allowed by law, or
criminal.

- 1 agree that | may be held accountable for my actions or inactions that result in any DHS or USCIS computer security
incident, privacy incident, or computer security violation. This includes the possibility of immediate suspension or
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- lunderstand that any violation of these Terms may result in immediate suspension or termination of my access to
USCIS online electronic immigration system and may subject me to administrative or civil actions as allowed by law, or
criminal.

-l agree that | may be held accountable for my actions or inactions that result in any DHS or USCIS computer security
incident, privacy incident, or computer security violation. This includes the possibility of immediate suspension or
termination of my access to USCIS online electronic immigration system, administrative or civil actions as allowed by
law, or criminal prosecution.

IV. Termination of Access or Use of USCIS’ Online electronic immigration System

- USCIS, in its sole discretion, may suspend or terminate account access to and use of USCIS online electronic immigration
system immediately, without prior notice.

- USCIS also will suspend or terminate service if USCIS determines there has been a privacy or security breach, misuse of
the system, or breach in the Terms by any user.

- USCIS reserves the right to reinstate or restore service to any specific user after USCIS has made a determination, in its
discretion, that restoration or reinstatement of service is warranted.

V. Links to Other Web Sites

- USCIS’ online electronic immigration system may contain links to third party web sites or services that are not owned or
controlled by DHS or USCIS. These may include federal, state, and local government websites of the United States, and may
also include websites owned and operated by private entities.

- USCIS has no control over, and assumes no responsibility for the content, privacy policies, or practices of any third party
web sites or services. | acknowledge and agree that USCIS shall not be responsible or liable, directly or indirectly, for any
damage or loss caused or alleged to be caused by or in connection with use of or reliance on any such content, goods or
services available on or through any such web sites or services. DHS and USCIS strongly advise individuals who intend on
accessing USCIS" online electronic immigration system and third party websites to read the terms and conditions and
privacy policies of any third party web sites or services.

VI. Changes to Terms of Use

- USCIS reserves the right, at its sole discretion, to modify or replace these Terms at any time.

- By continuing to access or use USCIS’ online electronic immigration system after updated revisions become effective, |
agree to be bound by the revised Terms.

- If I do not agree to the new Terms, | agree not to access USCIS’ online electronic immigration system for any purpose
including, but not limited to, creation of an online account, filing of an application, petition, registration, or request, paying
afi ling and/or biometric services fee, checking a case status online, requesting assistance with access, submitting technical
configurations or programming interfaces, accessing specific end user data, or any technical issues associated with USCIS
online electronic immigration system.

VII. Acknowledgment

lacknowledge that | have read the Terms and understand and will comply with them. | agree to abide by the Terms and
understand that if | do not accept the Terms, | am not eligible to access or use USCIS online electronic immigration system. |
understand that any violations of these Terms and any criminal activity will result in immediate suspension and/or
termination of my access to and use of USCIS online electronic immigration system and that | may be subject to
administrative or civil action as allowed by law, or criminal prosecution.

Return to top
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For existing users:
Sign In page

To log in to an existing
account, user enters email
address + password

31@% U.S. Citizenship
A =e¥). and Immigration

e Services

BE=  Anofficial website of the United States government  Here's how you know ~

U.S. Citizenship

and Immigration

Services

Sign In

Email Address *

Password *

Forgot Password?

OR

Show Password

Signin with @ LOGIN.GOV

Learn more about Login.gov

Don't have a USCIS online account?

Create an account

Didn't receive confirmation instructions?

Legal

Department of Homeland Security Consent (£

DHS Privacy Notice ('

FBI Privacy Notice ('

Paperwork Reduction Act Burden Disclosure Notice (4

Terms of Use ('
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For existing users:
Verification Code page

User provides Two-Step
Verification code (provided
via email, SMS, or
Authentication App)

User is logged-in and
directed to originating SP
or USCIS Online Account
Access dashboard

PART,
SEARTAE

S
fAND 5E<

U.S. Citizenship
and Immigration
Services

Ty 0%

4

Verification Code

A verification code has been sent to _ Please

enter the code that you received. If you do not receive the code in 10 minutes,

please request a new verification code.

Secure Verification Code *

Try another verification method
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For new users:

Sign Up page (for new account
creation)

User provides email address

Email sent to the provided
email address; user must click
on the unique link provided to
continue account creation

31@% U.S. Citizenship
A =e¥). and Immigration

e Services

Create Your Online Account

Your USCIS account is only for you. Do not create an account to share with
family or friends. Each person should have their own online account even if
they are minors. Individual accounts allow us to best serve you and protect
your personal information.

You must provide your own email address below if you are the one who is filing
a form online, submitting an online request, or tracking a case. Your email

address is used to log in to your USCIS online account. All USCIS email
communications will be sent to this address.

Email Address *

me@example.com ‘

Already have an account?
Signin

Legal

Department of Homeland Security Consent ('

DHS Privacy Notice ('

FBI Privacy Notice (%'

Paperwork Reduction Act Burden Disclosure Notice C’;‘

Terms of Use ('

= T A —
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For new users:
Terms of Use page

User scrolls down to read
terms of use and clicks |
Agree button

(See full text of TOU in
slides 14-22)

U.S. Citizenship
and Immigration
Services

Terms of Use

U.S. Citizenship and Immigration Services Online
Electronic Immigration System

This document contains the Terms of Use (“Terms”) for the U.S. Citizenship and
Immigration Services (USCIS) online electronic immigration system accessed
using established portals, such as myAccount access page, or its successor. You
should read these Terms in their entirety and acknowledge that by creating an
account or accessing or attempting to access systems and services available
online through myAccount, or its successor, that you have read, understand,
and agree to comply with these Terms in order to access and use any or all of
these systems. The Terms apply to every individual and user, including
attorneys and accredited representatives acting on behalf of a business,
corporation, limited partnership, limited liability company, or other legal entity,
and any employees of such entities, who accesses, uses, or creates an online
account in USCIS electronic immigration system and information technology 0
resource, which includes the network, application, managed access developer
portal, external drives that upload, process, store, receive or transmit
information.

USCIS’ electronic immigration system is an online, account-based system that
allows users to submit requests for immigration benefits and certain
immigration services, as well as view certain applications, petitions, and
requests; receive electronic notification of USCIS netices and decisions; confirm
employment eligibility and lock employment eligibility information against
misuse; submit Freedom of Infermation Act {FOIA) and Privacy Act requests;
receive real-time status updates on pending cases and work eligibility; and use
defined roles to access certain technical specifications within designated
interface portals. USCIS' electronic immigration system allows individuals,
attorneys, accredited representatives, and other authorized users to
conveniently and securely set up and manage online accounts; electronically
submit certain applications, registrations, petitions, or requests and supporting
documents; receive and respond to USCIS notices, requests for evidence, and
decisions electronically; and pay filing fees, biometric services fees, registration
fees, and immigrant fees. Periodically, USCIS will release additional
functionality that will allow individuals, attorneys, and accredited
representatives to perform additional functions online, which may include,
paying service and processing fees, filing motions to reopen or reconsider,
submitting program registrations, engaging in technical integration capabilities
with programming interfaces, exposed data, and content management
systems, paying administrative appeal fees, confirming employment eligibility,
obtaining FOIA or Privacy Act responses, and requesting fee waivers online.

VI. Changes to Terms of Use

- USCIS reserves the right, at its sole discretion, to modify or replace these
Terms at any time.

- By continuing to access or use USCIS online electronic immigration
system after updated revisions become effective, | agree to be bound by the
revised Terms.

-If 1 do not agree to the new Terms, | agree not to access USCIS' online
electronic immigration system for any purpose including, but not limited to,
creation of an online account, filing of an application, petition, registration,
or request, paying a filing and/or biometric services fee, checking a case
status online, requesting assistance with access, submitting technical
configurations or programming interfaces, accessing specific end user data,
or any technical issues associated with USCIS online electronic immigration
system.

VIl. Acknowledgment

By clicking "l agree”, | acknowledge that | have read the Terms and
understand and will comply with them. | agree to abide by the Terms and
understand that if | do not accept the Terms, | am not eligible to access or
use USCIS online electronic immigration system. | understand that any
violations of these Terms and any criminal activity will result in immediate
suspension and/or termination of my access to and use of USCIS online
electronic immigration system and that | may be subject to administrative
or civil action as allowed by law, or criminal prosecution.

| Agree
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For new users:
Create password page

User creates a password,
entering it twice for
confirmation

User clicks Submit to
continue

U.S. Citizenship
and Immigration
Services

Create Password

Create a secure password for your account. Here are some tips to help get you
started:

 Your password must be between 8 and 64 characters.

* You may use letters, numbers, special characters, and emojis. o

v

Password *

Show Password

Password Strength: None

Use a few words, avoid common phrases. No need for symbols, digits, or

uppercase letters.

Confirm Password *

Show Password

Submit
29



|
Create Password

Create a secure password for your account. Here are some tips to help get you
started:

* Your password must be between 8 and 64 characters.
* You may use letters, numbers, special characters, and emojis. q

0 Creating a Stronger Password X

L}
FO r n ew use rS " Using a mix of different types of characters makes your password more

secure and harder to guess.

Create password page

+ Letters: Both uppercase (A-Z) and lowercase (a-z) letters.
+ Numbers: Digits from 0-9.

+ Special Characters: Symbols and punctuation marks, such as !, -,
@,#,5,%, ", &,

User creates a password,
entering it twice for
confirmation password

« Emojis: You can even use emojis @ @i~ as part of your password
for added uniqueness.

Show Password

User CI ICkS SU bm it tO Password Strength: None

Use a few words, avoid common phrases. No need for symbols, digits, or

CO nti n u e uppercase letters.

Confirm Password *

Show Password

SRARTAL

gﬁ?«; U.S. Citizenship
%@r al'ld Immigl‘ation Submit
RS> & Services
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For new users:

Two-Step Verification
method selection page

User has choice to
utilize one of three
options to receive a
verification code every
time they log in

Se9. U.S.Citizenship
o nshi
A&~ =9#). and Immigration

e Services

{f“‘;}% U.S. Citizenship
@: and Immigration

Services

Two-Step Verification Method

Every time you log in, you will be given a verification code to use during the sign
in process. What is your preferred method to receive your verification code?

O Authentication App
Retrieve codes from an authentication app (such as Authy or Google

Authenticator) on your mobile device.

O SMS Text Message

Receive a text message to your mobile device when signing in.

' Email

Receive an email when signingin.

Submit



Authentication App N/ :‘l%mg”
option

Two-Step Verification Method What is an Authentication App?

Every time you log in, you will be given a verification code to use during the sign Authentication apps generate security codes for signing into sites that require a

D t . I . I b I h in process. What is your preferred method to receive your verification code? high level of security. You can use these apps to get security codes even ifyou
e a I S ava I a e W e n don’t have an internet connection or mobile device.

@ Authentication App

u Se r C I i C kS “ W h at iS a n Retrieve codes from an authentication app (such as Authy or Google If you choose to utilize this option for setting up a two-step verification on your
Authenticator) on your moblle device. account, you will need to download and install an authentication app on your
1 1 f? ”
authentication app” O SMS Text Message

device. You can use most Time-Based, One-Time Password (TOTP) apps.

Receive a text message to your mobile device when signing in. Android Options:
button e
O Email Google Authenticator (4

Receive an email when signing in. Microsoft Authenticator [

You can use most Time-Based, One-Time Password (TOTP) applications for i0S Options:

added security, which will ask you to enter a unique verification code generated
o Authy (4

by the selected application onyour mobile device.

Google Authenticator (&'

USCIS advises that you read the privacy policies of any application you use,
especially if you share any personal information. USCIS is not responsible for Microsoft Authenticator (4
the information collection practices of non-USCIS applications.

What is an Authentication
App?

PARTAy

See U.S. Citizenship
=¢}).. and Immigration 30
e Services



Authentication App
option

User scans QR code with
mobile device camera
using Authentication App
as described in previous
screen

U.S. Citizenship
and Immigration
Services

> U.S. Citizenship

M and Immigration
g Services

Verification Code

l o Your two-step verification method has been set.

You requested to use an authentication app to generate a secure verification
code to log into your USCIS online account.

An authentication app is a mobile security application that generates secure
verification codes You can use any authentication app you prefer.

Scan this QR code with your authentication app.

What if | can’t scan a QR code?

Need Help?

Please enter the secure verification code from your authentication application.

Secure Verification Code *
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Authentication App
option, continued

Link to “What if | can’t
scan a QR code” instead
shows alphanumeric key
for manual entry if
needed

U.S. Citizenship
/ and Immigration
Services

App Authentication Manual Entry

Email: steve_20250513@test.com
Key: WFQKG67530ZKTQ7M206Q2YITLWBEFEYHYM

Please enter your key code in your authentication app.




Authentication App
option, continued

What is a QR code?

Li n k fo r “ N eed H e I p? ” A QR code stores URLs and other information in a series of black and white

squares that are read by your smartphone camera.

eXpa n dS to d |S p I ay h el p Have a previous QR code for this account?

If you had a previous QR code for this account, try deleting it, and rescan the QR

tex‘t code on top of this page using your authentication app. It is possible your app is
not time synced correctly. Please refer to your app for troubleshooting tips.

User enters code
provided by app + clicks
Submit

U.S. Citizenship
and Immigration
Services




SMS Text Message option

User must provide a mobile
phone number if this option
IS selected

gifiﬁg U.S. Citizenship
%@r and Immigration
= & Services

U.S. Citizenship

and Immigration

Services

Two-Step Verification Method

Every time you log in, you will be given a verification code to use during the sign
in process. What is your preferred method to receive your verification code?

© Authentication App
Retrieve codes from an authentication app (such as Authy or Google

Authenticator) on your mobile device.

@® SMS Text Message

Receive a text message to your mobile device when signing in.

O Email
Receive an email when signing in.

If you select to receive text messaging notification to a U.S. mobile phone
number listed in your account and accept these terms and conditions, you
acknowledge that Standard Messaging Rates or other charges related to these

notifications may apply.

Mobile Mumber ™



SMS Text Message option,
cont’d

User enters code sent via
text + clicks Submit

gﬁfiﬁ% U.S. Citizenship
A&~ =9#). and Immigration

e Services

U.S. Citizenship
and Immigration
Services

Verification Code

o Your two-step verification method has been set. Please confirm that
it works.

Averification code has been sent to (***) ***-5555, Please enter the code that
you received. If you do not receive the code in 10 minutes, please request a new
verification code.

If the phone number listed above is incorrect, try entering it again.

Secure Verification Code *
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U.S. Citizenship
and Immigration
Services

Two-Step Verification Method

Every time you log in, you will be given a verification code to use during the sign
in process. What is your preferred method to receive your verification code?

Email option

L)
o

O Authentication App
Retrieve codes from an authentication app (such as Authy or Google

Authenticator) on your mobile device.

» SMS Text Message

Receive a text message to your mobile device when signing in.

y
I
L

@ Email
Receive an email when signing in.
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Email option, cont’d

User enters code sent to
email address + clicks
Submit

gﬁfiﬁ% U.S. Citizenship
A&~ =9#). and Immigration

e Services

U.S. Citizenship
and Immigration
Services

Verification Code

Q Your two-step verification method has been set. Please confirm that

it works.

A verification code has been sent to|| |l @test.com. Please enter
the code that you received. If you do not receive the code in 10 minutes, please
request a new verification code.

Secure Verification Code *




For new users:
Backup Code page

User is encouraged to
save the provided
backup code, which will
allow them to access
their account if they lose
access to their two-step
verification method

SEARTA

N =, U.S. Citizenship
%@; and Immigration

% Services

fAND 5E<

Backup Code

If you lose access to the mobile phone number, the authentication app, or the
email address used to establish your two-step authentication method, you can
use this backup code to log in to your USCIS online account.

Keep this code secure in a safe place for future use.

Your backup code is: 96ece2b2b3
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¥ and Immigration
Services

Security Questions

et five secur Iy quiestions You musk rernember Bhese answers when you ane

contacting the help desk

For new users: f
Question 1 of 5
SeCU rity Questions Security Question 1~

Select One v

Security Answer 1 *

User provides
responses to security N

questions that can be Security Queston 2

used to verify the v
account holder

Security Answer 2 *

Question 3 of 5

Security Question 3~

Select One v
S8 U.S. Citi hi
ngfﬂé. . 1tizens lp Security Answer 3 *
A =e¥). and Immigration

e’ Services



For new users:

Security question
answers, cont’d

__?-**;’?%“'«\% U.S. Citizenship
2| @ ., and Immigration

e Services

- S—

Question 4 of 5

Security Question 4 ~

Select One

Security Answer 4 *

Question 5 of 5

Security Question5 ”

Select One

Security Answer 5~
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USCIS Online
Account Access
Dashboard

User only sees
this page if they
did NOT initiate
signup/login
from one of the
integrated
applications

oﬁt‘AR]MF

?» U.S. Citizenship
and Immigration

B :
e’ Services

4?'( 10

U.S. Citizenship

§ and Immigration
Services

Welcome to your USCIS Account

Please select what you want to do.

Editing your profile includes
making changes to your email,

Edit My password, phone number,
security questions, or the two- e

Account step verification method and “#E USC[S

Profile backup code.

Edit My Account

Submit, manage and receive

Freedom of Information Act
(FOIA) requests.

Confirm your records for

E-Verify+

employment eligibility, track E-
Verify or Self-Check case status,
and protect your identity by

my E-Verify

locking your Social Security
Number (SSN)

Go to myEverify

Not sure what service you need? Start at uscis.gov @

Apply forimmigration benefits,
find tools and resources to
assistin preparation for
naturalization, and search for
doctors in your local
community.

Go to myUSCIS

Complete the Form I-9 and E-
Verify employment eligibility
verification process with E-

Verify+ participating employers.

Go to Everify+

[ Sign Out
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Edit Account page

Accessible from
Dashboard or from
myUSCIS Account
Settings section

U.S. Citizenshiy
and Immigratic
Services

U.S. Citizenship

and Immigration
Services

Edit Account

Primary Email steve_20240514@test.com
Recovery Email MNone

Change Password ~ “rrrrmrree
Two-Step Verification Primary Email
Mobile Phone Mone
Security Questions

Backup Code

Account Activity

Done Editing My Account Delete Your Account

# Edit
# Edit
# Edit
# Edit

# Edit

# Edit

‘ @& View/Edit

@& View
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U.S. Citizenship
and Immigration
Services

Change Your Email

page Change Your Email

You must provide your own email address below if you are the one who is filing

ACC€SS| b I e fro m th e a form online, submitting an online request, or tracking a case.
Edit Account page email

steve_20240514@test.com

Current Password *

Show Password

Update Email Cancel
.“ifg‘% U.S. Citizenship

). and Immigration 45
e Services



Edit Recovery Email
page

Accessible from the
Edit Account page

SRARTAL

;ﬁ?«; U.S. Citizenshi
%@r and Immigrati
& & Services

U.S. Citizenship

and Immigration
Services

Edit Recovery Email

You may provide an optional Recovery Email address, which can be used to

reset your password if you lose access to your Primary Email account. It will not

be used for any other communication from USCIS.

Recovery Email *

Current Password *

Cancel

Show Password



Change Your
Password page

Accessible from the
Edit Account page

(= 40 U.S. Citizenship
A&~ =9#). and Immigration
= ¥/ Services

Change Your Password

Create a secure password for your account. Here are some tips to help get you
started:

* Your password must be between 8 and 64 characters.

» You may use letters, numbers, special characters, and emojis. o

)

New Password *

Show Password

Password Strength: None

Use a few words, avoid common phrases. No need for symbols, digits, or

uppercase letters.

Confirm Your New Password *

Show Password

Current Password *

Show Password

Change My Password Cancel

a7



Change Your Password

Create a secure password for your account. Here are some tips to help get you
started:

« Your password must be between 8 and 64 characters.

= You may use letters, numbers, special characters, and emojis. q

@ creating a Stronger Password X

Using a mix of different types of characters makes your password more

C h a N ge YO ur secure and harder to guess.

The 8 to 64 characters can be a mix of the following:

Pa SSWO rd pa ge « Letters: Both uppercase (A-Z) and lowercase (a-z) letters.

« Numbers: Digits from 0-9.

+ Special Characters: Symbols and punctuation marks, such as !, -,
@,#5,%,"8&".

« Emojis: You can even use emojis @8 - as part of your password
for added uniqueness.

Accessible from the
Edit Account page

Show Password

Password Strength: None

Use a few words, avoid common phrases. No need for symbols, digits, or

uppercase letters.

Confirm Your New Password *

Show Password

Current Password *

PART, e . Show Password
.ai’”““"*‘-‘*% U.S. Citizenship

=¢}).. and Immigration

e Services

Change My Password Cancel

,{*.,O“ Us



U.S. Citizenship
and Immigration

Services

Two-Step Verification Method
Every time you log in, you will be given a verification code to use during the sign
in process. What is your preferred method to receive your verification code?

Two-Step Verification

Method page
O Authentication App

Retrieve codes from an authentication app (such as Authy or Google

Authenticator) on your mobile device.

I
L

Accessible from the
Edit Account page

O SMS Text Message
Receive a text message to your mobile device when signing in.

® Email
Receive an email when signing in.
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U.S. Citizenship

and Immigration
Services

Mobile Phone page Mobile Phone

If you have selected SMS as your two step verification method, this phone will

receive your verification code when you confirm it.

Accessible from the
Edit Account page

Mobile Number *

If you select to receive text messaging notification to a U.S. mobile phone
number listed in your account and accept these terms and conditions, you
acknowledge that Standard Messaging Rates or other charges related to these

notifications may apply.

USCIS advises that you read the privacy policies of any application you use,
especially if you share any personal information. USCIS is not responsible for

the information collection practices of non-USCIS applications.
,g;.sa':n,@

0/——-_"\‘1’)* - - -
'mgf' Thas. CltlZEI’lShlp

= % - 3
%@r and Immigration 50
&2 &/ Services
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Provide Security
Questions page

Accessible from the
Edit Account page

31@% U.S. Citizenship
A =e¥). and Immigration

e Services

U.5. Citizenship

and Immigration

Security Questions

Set hive security quesiions. You must rememdtser the

oeikact ||='_‘.'|l' heln deyk

Question 1 of 5

Security Question 1 *

What is the last name of your favorite childhood teache

Security Andwer 1 *

Question 2 aof 5

Security Question 2 *

Security Answer I

dEw Yirk W

Question 3of 5

Security Question 3

vinat is the name ol the Dompany Of Your Brsl paid jod

Security Answer 3 °

Question 4 of 5

Security Question 4 *

s anvewers when Yol e
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U.S. Citizenship
and Immigration

Services

Account Activity Page
logs activities in the

Account Activity

If you see a device or event that you do not recognize, or you suspect someone

account, including
logins, email changes,
password changes, 2FA
changes, etc.

Accessible from the
Edit Account page

M» - - -
4 gf%“ LS Cltlze*:nshlp
%@ﬁ and Immigration
= & Services

else may have your password, please consider changing your password.

You have taken the following actions in your account in the last 30 days.

Date

May 14,2024 11:03:39
AMEDT

May 14,2024 11:03:39
AM EDT

May 14,2024 10:51:00
AMEDT

May 14, 2024 10:51:00
AMEDT

May 14,2024 10:51:00
AMEDT

Back

Event(s)

Mew account created

Password reset
questions created

New two-step
verification backup
code generated

Two-step verification
code method set to
email

Correct verification
code

Device

Chrome on Windows
last seen on IP
10.56.94.22

Chrome on Windows
last seen on IP
10.56.94.22

Chrome on Windows
last seen on IP
10.56.94.22

Chrome on Windows
last seen on IP
10.56.94.22

Chrome on Windows
last seen on IP
10.56.94.22
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BE=  Anofficial website of the United States government  Here's how you know ~

U.S. Citizenship

§ and Immigration
Services

Sign In
For eXiSti ng myAccou nt Email Address *

users, link a Login.gov
accou nt: Password *

Forgot Password? Show Password

To log in to an existing I
. Sign In OR Sign in with J LOGIN.GOV
Login.gov account, selects
Sign i n With Logi n .gov Learn more about Login.gov

Don't have a USCIS online account?

Create an account

Didn't receive confirmation instructions?

Legal
Department of Homeland Security Consent (£

DHS Privacy Notice ('

Sous. U.S.Citizenship

A (=) 1 ) FBI Privacy Notice (&'
@ %.L and Immigration

. Paperwork Reduction Act Burden Disclosure Notice (4
e Services

Terms of Use ('



For existing myAccount
users, link a Login.gov
account:

User enters their email
address and password for
their Login.gov account

gifg*(w% U.S. Citizenship
¥ . and Immigration
e Services

e

B US.Citizenship
OLOGIN.GOV [\ snd immigration
Y Servi

U.S. Citizenship and Immigration
Services - DT is using Login.gov to
allow you to sign in to your account

safely and securely.

Email address

Password

[] Show password

First time using Login.gov?

[ Create an account ]

Sign in with your government employee 1D

« Back to U.S. Citizenship and Immigration Services-DT

Forgot your password?

Security Practices and Privacy Act Statement (3

Privacy Act Statement 2
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For existing myAccount
users, link a Login.gov
account:

User enters their one-time
code

ﬁfg}‘:\ U.S. Citizenship

;@; and Immigration
= &/ Services

gy US. Citizenship
OLOGIN.GOV &l and Immigrarion

< Services

Enter your one-time code

We sent a text (SMS) with a one-time code to (***) ***.5884.

This code will expire in 10 minutes.

One-time code
Example: 123456

Remember this browser

‘ & Send another code ‘

Having trouble? Here's what you can do:

Choose another authentication method >
| didn't receive my one-time code >
Learn more about authentication options >
Cancel

55



0. US. Citizenship
B LOGIN.GOV 3 and Immigration

e Services

For existing myAccount %
users, link a Login.gov =
account: &

Continue to USCIS-DT
User agrees to the data

being shared with USCIS We'll share your information with USCIS - DT to connect

your account.

® Email address
< I ¢ i .com

Agree and continue

"fgf'w% U.S. Citizenship
-, and Immigration
e Services



For existing myAccount
users, link a Login.gov
account:

To link accounts, the user
enters email address +
password for the USCIS
account they want to link

to their Login.gov account.

b

&gﬁ’é“%—” U.S. Citizenship
%@ and Immigration
5 &/ Services

AND S%<

Ty 10

4

< U.S. Citizenship
J N and Immigration
G oServices

Sign In

This will enly need to be done once. If you do not have a USCIS

@ To connect your USCIS online account to Login.gov, please sign in.
online account, please create an account below.

Email Address *

Password *

Forgot Password? Show Password

o7



For existing myAccount
users, link a Login.gov
account:

User enters verification
code and clicks Submit

i"{grw% U.S. Citizenship
). and Immigration
e Services

A U.S. Citizenship
§ and Immigration
Services

Verification Code

Averification code has been sent to steve-app@test.com. Please enter the code
that you received. If you do not receive the code in 10 minutes, please request a

new verification code.

Secure Verification Code *

Try another verification method

58



B Anofficial website of the United States govemment Here's how you know w

PART)

@ U.S. Citizenship

@: and Immigration
Qee? oervices

o
%
AND SE2

For existing myAccount
users, link a Login.gov
account:

Linking Successful

l o You have successfully linked your USCIS online account to Login.gov

User is notified of
successful linking and

selects continue.

ifg*(w% U.S. Citizenship
. and Immigration
%, & Services

> Sign Out
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For existing users unlink
Login.gov account:

User selects Unlink from
their Edit Account page

£ fgjf-“;f.v» U.S. Citizenship
@; and Immigration

o’ Services

A U.S. Citizenship
} and Immigration

Services

Edit Account

Primary Email steve-app@test.com

Recovery Email None
Change Password = *rrmrrrmees
Two-Step Verification Primary Email
Mobile Phone (222) 222-2222
Security Questions

Backup Code

Account Activity

Done Editing My Account Delete Your Account

# Edit

# Edit

# Edit

# Edit

# Edit

# Edit

@ View/Edit

@ View

Aial

# Unlink
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For existing users unlink
Login.gov account:

User is required to
confirm the decision
and selects Unlink

Login.gov Account

You can unlink your Login.gov account from USCIS online account. If you do so,
you will no longer be able to login to USCIS with your Login.gov credentials,

. U.S. Citizenship
/ and Immigration
Services




For existing users unlink
Login.gov account:

Are you sure?

_ _ Are you sure want to unlink your Login.gov account myemail@domain.com
User receives final from your USCIS online account?

confirmation and selects

Confirm Cancel

P T o .

[ ~ews: U.S. Citizenship

%U;. and Immigration 62
e Services



For existing users unlink
Login.gov account:

User is informed the
unlinking was successful

M) - - -
& gﬁ% LS C1tlze*:nsh1P
%@ﬁ and Immigration
= & Services

U.S. Citizenship

and Immigration
Services

Edit Account

l o ‘fou have successfully unlinked your Login.gov account.

Primary Email steve-app@test.com

Recovery Email Mone
Change Password ~  77rrrremreer
Two-Step Verification Primary Email
Mobile Phone (222) 222-2222
Security Questions

Backup Code

Account Activity

Done Editing My Account Delete Your Account

Al

# Edit

# Edit

# Edit

# Edit

# Edit

# Edit

@& View/Edit

@ View
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For existing users; logging
into USCIS after Login.gov
account is linked:

To log in to an existing
account, selects Sign in
with Login.gov

U.S. Citizenship
and Immigration
Services

Services

A U.S. Citizenship
and Immigration

SignIn

Email Address *

Password *

Forgot Password?

OR

Show Password

Sign in with § LOGIN.GOV

Learn more about Login.gov

Don't have a USCIS online account?

Create an account

Didn't receive confirmation instructions?

Legal

Department of Homeland Security Consent (4

DHS Privacy Notice (4

FBI Privacy Notice (

Paperwork Reduction Act Burden Disclosure Notice (2

Terms of Use ('



For existing users; logging
into USCIS after Login.gov
account is linked:

User enters their email
address and password for
their Login.gov account

gifﬁﬁ% U.S. Citizenship
| ). and Immigration
e Services

DLOGIN.GOV [ snd immigration
B = Servi B

8o

U.S. Citizenship and Immigration
Services - DT is using Login.gov to
allow you to sign in to your account

safely and securely.

Email address

Password

[] Show password

First time using Login.gov?

[ Create an account ]

Sign in with your government employee 1D

« Back to U.S. Citizenship and Immigration Services-DT

Forgot your password?

Security Practices and Privacy Act Statement (3

Privacy Act Statement 2
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For existing users; logging
into USCIS after Login.gov
account is linked:

User enters their one-time
code

ifg*(w% U.S. Citizenship
. and Immigration
e Services

gy US. Citizenship
OLOGIN.GOV &l and Immigrarion

' Services

Enter your one-time code

We sent a text (SMS) with a one-time code to (***) ***.5884.

This code will expire in 10 minutes.

One-time code
Example: 123456

Remember this browser

‘ & Send another code ‘

Having trouble? Here's what you can do:

Choose another authentication method >
| didn't receive my one-time code >
Learn more about authentication options >
Cancel
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