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Section A: LOGIN to CSOS 2.0

1. User clicks on SIGN IN to login to CSOS 2.0. Subscriber will be redirected to a login page.
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e e Controlled Substances Ordering System (CSOS)

Welcome to CSOS Login

WARNING
You are accessing a U.S. Government information system, which includes:

1. this computer

2. this computer network

3. all computers connected to this network

4. all devices and storage media attached to this network or to a computer on this network

This information system is provided for U.S. Government-authorized use only.
Unauthorized or improper use or access of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

« You have no reasonable expectation of privacy when you use this information system; this includes any communications or data transiting, stored
on, originated from or directed to this information system. At any time, and for any lawful government purpose, the government may monitor,
intercept, search and seize any communication or data transiting, stored on, originated from or directed to or from this information system.

= The government may disclose or use any communications or data transiting, stored on, originated from or directed to or from this information
system for any lawful government purpose.

= You are NOT authorized to process classified information on this information system

NOTICE

This system contains trade secrets and commercial and financial information relating to the confidential business of private parties. The Trade Secrets
Act, (18 U.S.C. 1905), provides penalties for disclosure of such information. Customs employees who violate this act and make wrongful disclosures of
confidential commercial information may be subject to a personal fine of up to $250,000, imprisonment for not more than one year, or both, and shall be
removed from employment. An improper disclosure of personal information contained in this system would constitute a violation of The Privacy Act (5
U.S.C. 552a). Violators could be subject to a fine of not more than $5,000 per record and removal from employment. Information contained in this system

is subject to the 3rd party rule and may not be disclosed to other government agencies without the express permission of the agency supplying the
original information.

Login
Instructions: Select a login method to continue

SIGN UP

Having trouble logging in? Contact CSOS Service Desk at (800) 111-8729 or
CSOS.TECHNOLOGY.SERVICE.DESK@doj.gov for assistance




2. User enters his account email for username and password - CSOS.USER67@MYACUITY.COM.
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Controlled Substance Ordering System
Username

csos.user67T@myacuity.com
Password

ssssssessnns

| Remember me

Need help signing in

by Okia Privacy Policy
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3. As part of Multi Factor Authentication (MFA) subscriber is asked to click button below to send in a
code to subscriber email. Example below sends a verification code to csosuser67@myacuity.com.
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n | Save password?
. / Usemame  csos.users7@myacuity.com -
Verify with Email Authentication Passwond | sreseeesense - @

Send a verification code to m
5 Never
c..7@myacuity.com

Send me the code

Powered by Okta Privacy Policy
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4. Subscriber/User receives email with verification code. Subscriber enters this code to successfully
login to CSOS.
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1. Enter verification code for MFA.
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Verify with Email Authentication
A verification code was sent to

c..7@myacuity.com. Check your email and
enter the code below

Haven't received an email? Send
again

Verification code

498763

[] Do not chal on this dev or the

next 15 miny

Fowered by Okta Privacy




2. Following landing ‘My Information’ page is displayed with list of DEA#s belonging to the
subscriber in ‘Current DEA Registrations’ tab.
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Diversion Control Division
Drug Enforcement Administration

Controlled Substances Ordering System (CSOS) 2 FAKEY MCFAKERSON

My Information My Team

& MCFAKERSON, X, FAKEY

tus: my status COLLAPSE v

Account Id: *++++Jdx7

Email: CSOS.USER67@MYACUITY.COM

Phone: 7031114067

Mail To: 4067 ABC ST, CARLISLE, PA, 170131607

Current DEA Registration | Status of Requests Create New Request
DEANum  Name Status  Role AppStatusDt  Provision Deprovision Expiration Business Address  Org Address App Reg
Status Sre
AG NODATA GIANT ACTIVE 10/3/2016, 9/30/2022, 5500 SILVER HILL, 5500 SILVER HILL, DN B
PHARMACY 6:5019 AM 8:00:00 AM DISTRICT HEIGHTS,  DISTRICT HEIGHTS,
#373 MD, 20747 MD, 20747
AG NODATA GIANT  ACTIVE 10/3/2016, 9/30/2022, 6223 BALTO NAT'L 6223 BALTO NATL DN B
FOOD INC 50:19 AM 8:00:00 AM PIKE, BALTIMORE, PIKE, BALTIMORE,
MD, 21228 MD, 21228
AG NODATAGIANT  ACTIVE 10/3/2016, 9/30/2022 8100LOCHRAVEN ~ BI00LOCHRAVEN DN B
OF MARYLAND 6:53:26 AM 8:00:00 AM BLVD, BALTIMORE BLVD, BALTIMORE.
INC MD, 21286 MD, 21286
AG NODATA GIANT  ACTIVE 10/3/2016 9/30/2022, 10400 OLD 10400 OLD DN 8
OF MARYLAND 6:53:26 AM 8:00:00 AM GEORGETOWN GEORGETOWN
ROAD, BETHESDA ROAD, BETHESDA,




Section B: Provisioning of User Role for CSOS Request DEAs

I. Creating Enroll request for Subscriber role provisioning

User clicks on ‘Create New Request’ tab. Fills in following fields

Select Request Type ‘Enroll’.

Select Role like Registrant or Coordinator etc. from dropdown.

Select/Enters Justification/Comments.

Select(s) one or more DEA Registration numbers.

Subscriber first clicks Validate button. This will validate the DEA Number(s). Some of the
validations are like making sure the role is not taken on those DEA#s, DEA#s are not expired
and soon. Error message will show up if there are and validation rules failure.
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7. If no Errors are found on the Request ‘Submit’ request button gets enabled.
8. When Submit button is clicked Concent form shows up. Refer below two screens
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CS0S Submit Request

United States Department of Justice Drug Enforcement Administration
Controlled Substance Ordering System (CSOS) Registrant Agreement

| request the Controlled Substances Ordering System (CSOS) PKI approve me to serve the role of CSOS Coordinator in accordance with conciitions stated
herein. | have read, understand and signed the GSOS Certificate Application Form.

1 agree to fulfill the role of CSOS Coordinator in accordance with the terms and eonditions set forth below. By signing the CSOS Application Form, | agree 1o
the terms of this CSOS DEA Reglstrant Agreement, the CSOS PKI Subscriber Agreement, the DEA Diversion Control E-Commerce PKI Certificate Policy (CP)
and DEA Regulation - Title 21, Code of Faderal Regulations, 1300 to the end

1. Organization Contact for CSOS Registration Authority

I agree that | shall serve as the CSOS Registration Authority contact in regards to CSOS Carificate 2nd €508 forthe
DEA Ragistration(s) identified on my application

2. Verify Identity and Applicability of Power of Attorney Certificate Applicants

1 am obliged to verify the identity and applicability of CS0S Power of Attomey Certificate applicants as stated below:

a) Verify all of the necessary information and documentation has been provided.
i A complated and signed New CSOS Power of Attormey Certificate Application
ii. If applying for more than one certificate, a signed CSOS Certificate Application Registration List Addendum(s).

iii. Two copies of identification one of which must be a Government-Issued Photo 1D such as a driver's license or passport

iv. Photocapy(s) of the GSA Power(s) of Attorney 1o sig for the DEA identified on the New CSOS POA
Certificate Application and CS0S Certificate Application Registration List Addendum.

b) Confirm that the POA Certificate applicant holds a valid Power of Attorney to sign controlled substance orders for the DEA
Registration(s) identified on his/her application

) Verify the identity of the POA Certificate applicant including:
. The identification documents provided are consistent with the applicant identified in Section 1 - Applicant Information.
ii. Verification of the POA applicant's identity through a trusted source of employee records.
il Record method employed to verify the POA applicant’s identity.

d) Retain a copy of the package In with DEA ~Title 21, Code of Federal Regulations.

€) Sign Section 3 of the New CSOS Power of Attorney Application affirming the identity verification has been completed in
accordance with this agreement

f) Forward the original application package, which include the items identified in Section 2 - Subpart a) to the CS0S Registration
Autherity.




9. User accepts consent form request gets sent to DB the request status changes from status of

New to SUBMITTED.
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CS0S Submit Request

b) Confirm that the POA Certificate applicant holds a valid Power of Attorney to sign controlled substance orders for the DEA
Registration(s) identified on his/her application

) Verify the identity of the POA Certificate applicant including:
1. The identification documents provided are consistent with the applicant identified in Section 1 - Applicant information.
ii. erification of the FOA applicant’s identity through a trusted source of employee records

iil. Record methad employed to verify the POA applicant's identity.

d) Retain a copy of the package in ‘with DEA - Title 21, Code of Federal Regulations.

€) Sign Section 3 of the New CSOS Power of Attorney Application affirming the identity verification has been completed in
accordance with this agreement

) Forward the original application package, which include the items identified in Section 2 - Subpart a) to the CSOS Registration
Authority.

3. Distribution of Authorization Codes
| shall receive a tamper-proof envelope from the CSOS RA containing the authorization code to be used by the Power of Attorney applicant to activate
his/her certificate. | shall distribute the envelope to the Powar of Attorney applicant in manner that ensures the applicant receives it in its original condition.

4. Certificate Revocation

1 am obliged to request revocation of CSOS Certificates issued with the DEA Registration(s) for which | am responsible if
a) The DEA Registration listed in the CSOS Certificate s no longer valid including:
. DEA Registration Certificate Is revoked
ii. Change of drug schedules
iii. Change of address and/or name
b) The Power of Attorney granted to the Certificate holder for signing controlled substance orders is no longer valid.

5. Certificate Renewal
1 shall verify the identity an applicant applying to renew his/her CSOS Certificate as specified in section 2 of this document

You are about to submit request. If no error is found, you will not be able to
edit. Are you sure to submit your request?
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10. Screen After User Submitted Request
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My Information My Team

& MCFAKERSON, X, FAKEY

Account Id:
Email: C
Phone:
Mail To: 4067 ABC ST, CARLISLE, PA, 170131607

Current DEA Registration  Status of Requests Create New Request

+ Request has been submitted succassfully

CSOs Status: my status
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11. When you click on the ‘Status of Requests’ tab you can view the Submitted Request. When
this request is sent to SailPoit for provisioning the status of this request changes to ‘IN-
PROGRESS’.
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Diversion Control Division Controlled Substances Ordering System (CSOS)

Drug Enforcement Administration

My Information My Team

& MCFAKERSON, X, FAKEY CSOS Status: my status couapse v

607
Current DEA Registration | Status of Requests Create New Request
Requestld RequestType Role status Approver Comments
couAPsEY 446 ENROLL Registrant  SUBMITTED

Dealnfos: FG FG
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12. Sailpoint sends a email notification to the approver of the request. Below screen shows the
Registrant receiving email to approve or reject request.
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© Ssnoozed to farid_nooristani, me «
> Sent FAKEY MCFAKERSON with email address CSOS USERST@MYACUITY.COM has requested the below role and DEA numberi{s)
en
B orafts 2 Reqguest Date: 06-09-2021
R ter Email: CS0S USERGTEMYACUITY COM
v  More Requester First Name: FAKEY
Requester Last Name: MCFAKERSON
Meet CS08S Request ID: 446
DEA Numbers: FG FG
B New meeting Role: REG
Comments: C1

M My meetings

To approve or reject this request, click here: hitp:i/10.0. 1 145 8080Adentityig/workitem/workitem jst?d=0a00019270cd163d8179t1ac0c224a3d

Hangouts

Q Maria +

& Reply = Reply all » Forward
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13. Registrant clicks on the link provided in above email.

14. Registrant Enters comments and approves the request

Request Approval Form

The following user has requested a certificate for the below DEA registration(s).

Request Date:
06-09-2021

Requester First Name:

FAKEY

Requester Last Name:

MCFAKE!

Requester Email:

DEA Number(s):

Requester Comments:
1

Approver Comments:

Comments:

Approve request for user

Reject Request Approve Request




15. When the request is approved, the roles are provisioned in CSOS and Status of request changes to

approved as shown below. Also note that these DEA#s roles will show up in ‘Current DEA
Registration’ tab for that subscriber.
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Drug Enforcement Administration

My Information My Team

CSO0S Status: my status couLapsE v

& MCFAKERSON, X, FAKEY

Account Id: =***1J4x7

Email: CSOS.USER67@MYACUITY.COM

Phone: 7031114067

Mail To: 4067 ABC ST, CARLISLE, PA, 170131607

Create New Request

Current DEA Registration  Status of Requests

Requestid RequestType Role Status Approver Comments
couLAPSEV 446 ENROLL Registrant  APPROVED ~ Approve request for user
Deainfos: FG FG
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Section B: Revoke/Deprovisioning of User Role for CSOS Request DEAs

1. User selects Request type ‘Revoke’ and Enters Justification/Comments.
2. User selects the DEA numbers to be revoked by clicking the check boxes.
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My Information My Team

& MCFAKERSON, X, FAKEY CSO0S Status: my status couapse v

Account Id: *~**1J4x7

Email: USER67@MYACUITY.COM

Phone: 114067

Mail To: 4067 ABC ST, CARLISLE, PA, 170131607

Current DEA Registration  Status of Requests Create New Request

Status: NEW
Request Type *: | Revoke ~ @  Justification *: Change of Business Activity M ]
DEA Registration No *: BG (m) DEA Registration No *: BG [m]
DEA Registration No *: AG [m} DEA Registration No *: BG [m]
DEA Registration No *: BG [m} DEA Registration No *: AG O
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3. Subscriber/User after selecting the DEA#s will first clicks validate buttons for validations and

then submit button to submit ‘Revoke’ request. Status on the request will change from NEW to
SUBMITTED.
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Drug Enforcement Administration Controlled Substances Ordering System (CSOS) & FAKEY MCFAKERSON @ Log Out

My Information My Team

& MCFAKERSON, X, FAKEY C€S08 Status: my status

COLLAPSE W

Account Id: =***1J4x7

Email: CSOS.USER67@MYACUITY.COM

Phone: 7031114067

Mail To: 4067 ABC ST, CARLISLE, PA, 170131607

Current DEA Registration Status of Requests

Create New Request

+ Request has been submitted successfully.
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4. User can see the status of the submitted Revoke request in ‘Status of Requests’ tab as shown
below. Status of request changed to REVOKED. Also note that in ‘Current DEA Registration’

the user will no longer have this DEA# and role.
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Diversion Control Division Controlled Substances Ordering System (CSOS) & FAKEY MCFAKERSON
Drug Enforcement Administration

My Information My Team

& MCFAKERSON, X, FAKEY CSOS Status: my status

Account Id: =***1J4x7

Email: CSOS.USER67@MYACUITY.COM

Phone: 7031114067

Mail To: 4067 ABC ST, CARLISLE, PA, 170131607

Current DEA Registration  Status of Requests Create New Request
Requestid RequestType Role Status Approver Comments
COLLAPSEV 446 ENROLL Registrant  APPROVED  Approve request for user
Dealnfos: FG FG
colLapsev 448 REVOKE Registrant  REVOKED B
Dealnfos: FG FG
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