
PRIVACY IMPACT ASSESSMENT (PIA) 

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance". Complete this form for Department of Defense 
(DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use,
and/or disseminate personally identifiable information (PII) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S. 
military facilities internationally. In the case where no PII is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to
system. 

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

I Joint Service Provider (JSP) I 
2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

eefense Information Systems Agency 11 02/06/25 I 
I Joint Service Provider (JSP) Enterprise Unclassified Network

SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 

a. The PII is: (Check one. Note: foreign nationals are included in general public.) 

□ From members of the general public � From Federal employees and/or Federal contractors 

□
From both members of the general public and Federal employees and/or

□ Not Collected (if checked proceed to Section 4)Federal contractors 

b. The PII is in a: (Check one) 

□ New DoD Information System □ New Electronic Collection

□ Existing DoD Information System □ Existing Electronic Collection

� Significantly Modified DoD Information System
c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals 

collected in the system. 

J::S.t'-U is an 11 mrrastructure that provides enterpnse wide authentication, messagmg, bacKUp and recovery, tile prmt services, appllcation
hosting, enclave boundary security and obtains registration/provisioning data from DISA Enterprise Services Directorate, Identify
Synchronization Service (ldSS) for the purpose of populating and maintaining persona-based user objects in a NIPRNET local directory.

JSP Enterprise serves a customer base that includes Office of the Secretary ofDefense(OSD), Washington Headquarters Services (WHS), 
Pentagon Force Protection Agency (PFPA) and WHS Supported Organizations. The Enterprise NIPR has the capabilities to capture 
individual's name, employment information, military records, electronic data interchange person identifier (EDIPI) (aka DoD ID number), 
rank, title, personnel type, DoD Component, DoD Subcomponent, Non-DoD agency, position title, business email address, and display 
name(s), office commercial and Defense System Network(DSN) phone and fax numbers, business mobile numbers, Internet Protocol (IP) 
phones, business location and mailing addresses, distinguished name from source record(S) directory publishing restrictions, country of 
citizenship, US citizenship status, DoD Job Skill, Reserver Component Code, Billet Code and Pay Grade. 

d. Why is the PII collected and/or what is the intended use of the PII? (e.g., verification, identification, authentication, data matching, mission-related use,

administrative use)

I PII is collected for Verification, identification, authentication, data matching, mission-related use and administrative use. I 
e. Do individuals have the opportunity to object to the collection of their PII? □ Yes � No

(1) If "Yes," describe the method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannot object to the collection of PII.

e. No. 1n order to be granted Access to NIPK the mtormat10n must be collected so that Management Keview, Clearance Venticatlon can
occur as well as confirming the "Need to Know". Furthermore, in order to utilize DEE and obtain Network Access i.e., User, Privilege User
or Administrator Account the 2875 must be completed and submitted. The accredited system is the network, not a specific program. A
DD2875 is submitted before an individual is added to the Enterprise NIPRNet. The DD2875 does not contain a mechanism for individuals to
limit use of Plii and the data elements are not collected directly from the individual.
f. Do individuals have the opportunity to consent to the specific uses of their PII? D Yes � No 

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.
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