
PRIVACY IMPACT ASSESSMENT (PIA) 

PRESCRIBING AUTHORITY: DoD Instruction 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance". Complete this form for Department of Defense 
(DoD) information systems or electronic collections of information (referred to as an "electronic collection" for the purpose of this form) that collect, maintain, use, 
and/or disseminate personally identifiable information (PII) about members of the public, Federal employees, contractors, or foreign nationals employed at U.S. 
military facilities internationally. In the case where no PII is collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to 
system. 

1. DOD INFORMATION SYSTEM/ELECTRONIC COLLECTION NAME:

I Department of Defense Network Unclassified Domain System
2. DOD COMPONENT NAME: 3. PIA APPROVAL DATE:

eefense Information Systems Agency 11 02/14/25 I 
I 

SECTION 1: PII DESCRIPTION SUMMARY (FOR PUBLIC RELEASE) 

a. The PII is: (Check one. Note: foreign nationals are included in general public.)

□ From members of the general public � From Federal employees and/or Federal contractors 

□ 
From both members of the general public and Federal employees and/or

□ Not Collected (if checked proceed to Section 4)Federal contractors 

b. The PII is in a: (Check one)

� New DoD Information System □ New Electronic Collection

□ Existing DoD Information System □ Existing Electronic Collection

□ Significantly Modified DoD Information System

c. Describe the purpose of this DoD information system or electronic collection and describe the types of personal information about individuals

collected in the system. 

I 
llle UouNet-U-u:s is an agency-wide computmg and telecommumcations mtrastructure that provides UlSA personnel wim core services to 

I include messaging, directory services, web services, and data sharing. 
d. Why is the PII collected and/or what is the intended use of the PII? (e.g., verification, identification, authentication, data matching, mission-related use,

administrative use)

The Dept. of Defense Network Domain System supports the assigned DoD customer base for its Enterprise Level Information Management 
requirements by granting the individual system user access through the usage of the DoD ID credential and the utilization of the assigned 
Common Access Card (CAC). The information is managed by the passing of the associated credential embedded in the CAC card which is 
then verified against the user profile in Active Directory. The established processes and procedures are part of the authentication process for 
all categories ofDoD personnel and contractor employees accessing the DoDNet. 

The DoDNet-U-DS does not collect or utilize PII for any other reason than authentication. However, data that transverses the system may 
contain PII, which, if compromised, could adversely affect the system security posture and risk the confidentiality, integrity and availability 
of the systems or individuals utilizing the DoDNet. 

e. Do individuals have the opportunity to object to the collection of their PII? � Yes □ No 

(1) If "Yes," describe the method by which individuals can object to the collection of PII.

(2) If "No," state the reason why individuals cannot object to the collection of PII.

A user may object to the collect10n or use ottheir PH by choosmg not to access the UoUNet. However, access to this network is required as 
part of conducting DoD business. Individual users' PII may transverse the entirety of the network based upon an individual's use of programs 
on the network. Collection of PII in those cases is covered bv the individual program's PIA. 
f. Do individuals have the opportunity to consent to the specific uses of their PII? � Yes 0 No 

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

A user may Object to the collection or use ot their PH by choosmg not to access the UolJNet. However, access to this network is requirect as 
part of conducting DoD business. Individual users' PIT may transverse the entirety of the network based upon an individual's use of programs 
on the network. Collection of PII in those cases is covered by the individual program's PIA. 
g. When an individual is asked to provide PII, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided. (Check as appropriate and 

provide the actual wording.)

� Privacy Act Statement □ Privacy Advisory □ Not Applicable
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