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1. eCBSV Registration Screens
a. Optional Screens to Test Open ID Connect (OIDC) Registration
i. Validate to Perform Dynamic Client Registration

®
&, 7

Entity OpenlID Connect (OIDC) Validation

Social Security

Please enter OIDC details below

OIDC Provider Issuer URL

Perform Dynamic Client Registration
Disclaimer: By checking this box you acknowledge that this will create a test client |D in the Entity OIDC Provider, which must be deleted before
registration with SSAs production environment.

Dynamic Client Registration Authorization Header Credentials (Optional):

Optional header to be included in the dynamic client registration request made to the Entity OIDC Prowvider. For instance: Bearer eylhbG...

Validate

OMB No. 0000-0000  Privacy Policy  Accessibility Help

Page 5 of 69



Page 6 of 69



ii. Validation successful

Social Security

Entity OpenlD Connect (OIDC) Validation

OIDC Provider Issuer URL: https://nsc-dev-acu-120.ba.ssa.gov:7443/auth/realmsfvaltestl

Message: Validation successful

OMB No. 0000-0000  Privacy Policy  Accessibility Help

Page 7 of 69



iii. Invalid Issuer URL Validation - Failure message

Social Security

Entity OpenID Connect (OIDC) Validation

OIDC Provider Issuer URL: https://nsc-dev-acu-120.ba.ssa.gov:7443/auth/realms/Devchsv

Message:

{
"timeStamp": "20620-11-13T16:69:54.78",
"statusCode": 400,

"error": "Bad Request",
"message": "The OIDC configuration cannot be retreived.",
"path": "/register”

¥

OMB No. 0000-0000  Privacy Policy — Accessibility Help
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iv. Validate to Perform Dynamic Client Registration using Authorization Header Credentials

Social Security

Entity OpenID Connect (OIDC) Validation

Please enter OIDC details below

OIDC Provider Issuer URL
|https:f.’nsc-dev-acu-1 20.ba.ssa.gov:7443/auth/realms/valtest1

Perform Dynamic Client Registration

Disclaimer: By checking this box you acknowledge that this will create a test client ID in the Entity OIDC Provider, which must be deleted before
registration with SSAs production environment.

Dynamic Client Registration Authorization Header Credentials (Optional):

Optional header to be included in the dynamic client registration request made to the Entity OIDC Provider. For instance: Bearer eylhbG..
Bearer
eyJhbGciOiJSUzIMNiJ9.eyJpc3MiOiJodHRwezovL 3ZhbHdzL mJhLnNzYS5nb3Y6NDQ3L29hdXRoL3

Rva2Vuliwic3ViljoiOUUzMzMyliwiZXhwljoxNjAzMjAZMDUwWLCJuYmYiQJE2ZMDMyMDQyNTAsImIhd
CIBMTYwMzI

g

Validate

OMB No. 0000-0000  Privacy Policy  Accessibility Help
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v. Validation successful

Social Security
Entity OpenlD Connect (OIDC) Validation

OIDC Provider Issuer URL: https://nsc-dev-acu-120.ba.ssa.gov:7443/auth/realmsfvaltestl

Message: Validation successful

OMB No. 0000-0000  Privacy Policy  Accessibility Help
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vi. Validation failure

Social Security
Entity OpenID Connect (OIDC) Validation

OIDC Provider Issuer URL: https://nsc-dev-acu-120.ba.ssa.gov:7443/auth/realms/failureurl

Message:

{
"timeStamp": "2026-11-13T16:86:47.85",

"statusCode": 400,
"error": "Bad Request",
"message": "The 0IDC configuration cannot be retreived.",
"path": "/register"
}

OMB No. 0000-0000  Privacy Policy  Accessibility Help
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b. Entity Registration for Direct Customers

i. Provide Information

Entity Registration reusineseview L]

1. Provide Information 2. Review and Submit

Entity Information

Please provide the information below. All information is required unless noted as optional. Upon submission, 55A will atternpt to register your entity.
* Please ensure that you have completed the entity registration technical requirements prior to registration

Entity Name
[Enty |

H Entity operates with a Doing Business As (DBA) Mame {Optional)
DEA
| Entity One |

DBA 2

| Entity Numero |

Add Ancther

Headquarters Address

Line 1 Line Z {Opticnal)

|1234T55:Way HPOE:.:«?'A ]
City/Town State ZIP Code
|Eia|t'm0re ||Mary znd v| | 23223 |
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Domain Name
The Domain Name will be matched against a user's email address domain for OIDC Authaorization redirects. For instance: entityname.com

entityone.com |

Open ID Connect (OIDC) Issuer URL
The Issuer URL must match or be a subdomain of the Demain Name.

‘ https://nsc-dev-acu-120 ba ss&

Dynamic Client Registration Authorization Header Credentials (Optional)
Optional header to be included in the dynamic client registration request made to the Entity OIDC Provider. For instance: Bearer ey hbGiOijsUzITNij5.ey]...

Entity Email
This email address will be used to receive entity registration communication. The email domain must match the Domain Name. For instance: xyz@entityname.com

‘ xyz@entityone.com |

Employer Identification Number (EIN)
§3-3359334

Do you have a Nationwide Multi-State Licensing System (NMLS) Unique Identifier?
Yes

Mo

Nationwide Multi-5tate Licensing System
776555443388

Do you have an Unique Entity |dentifier (UEI)?

o Yes

Mo

Unique Entity Identifier
| 112233445777

Do you have a DUNS?

o Yes

Mo

DUNS
454545454 |
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ii. Review and Submit

Entity Registration rewomsaeview

+ 1. Provide Information 2. Review and Submit

Please review the answers you have provided and sign the EIN consent. All information is required. Click Continue when you are done.

Entity Information

Entity Name:

DBA

DBAZ

Headquarters Address:

Domain Name:

Open ID Connect (01DC) Issuer URL:

Entity Email:
EIN

MMLE:

UEI

DUNS:

EIN Consent

Under 26 U.5.C. § 6103(c), | give my permission and consent for the Social Security Adminisiration (35A) to access the Employer Identification Number (EIN) maintained in 554 records for purposes of verifying the EIN provided fo regisier for
55A4's Consent Based Social Security Mumber Verification (CBSV) services, including @CESV, and for regular verifications of the EIN, which may cccur throughout a two (2) year period from the date of my signature.

I certify that | am a current officer of a corporation, association, or other enfity with the autherity under state law to execule this consent with respect to the disclosure of the EIM identified above or that | am a current shareholder of an
S corporation, or a current member or partner of a partnership to whom the EIN relates. | recognize that this consent is valid for two (2) years from the date of signature unless revoked.

Entity 1

Entity One

Entity Numero

1234 Test Way

PO Box 77

Baltimore, MD 23223
enticyone.com
httpsinsc-dev-acu-120.ba ssa.gov.7443/auth/realms/valtest]
wyz@entityone.com
83-3399584
776655443388
112233445777
454545454

B B8y checking this box and by typing my name below, | am electronically signing this consent.

*Name

Mike Smith

+Job Title

’ Wice Presid en:]

Signed Date: 0%/30/2020

Continue
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iii. Entity Registration Success

Entity Registration s s

u Thanis yew for reghsbering, An emall castaining yoer QAuth Clen D hasSem st s Xy Entitpone.com.

| i mt resive: o el michin 1 howr, peeese conDa # B30 o

iv. Sample Entity Registration Email

From: SSA <NoReply@ssa.gov>

Sent: Wednesday, September 30, 2020 12:35 PM
To: xyz@entityl.com

Subject: Entity Registration for eCBSV

Entity 1,
Your OAuth Client ID has been created. : xyz |

After completion of the technical requirements, please visit the eCBSV Customer Connection to complete the enroliment process.

Additional information for Service Providers:

* All Financial Institutions must be registered with SSA. Please send this registration link to the financial institutions you will be servicing: <
REGISTRATION PAGE>

* More information about finanicial insitutution registration is available at: https:/www.ssa.gov/dataexchange/eCBSV/

This is an automated message. Please do not reply.
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c. Financial Institution Registration for Indirect Customers

i. Enter Information & EIN Consent

Financial Institution Registration ~aw a
Financial Institution Information

eCBSV Registration for Financial Institutions that will be using a Service Provider

Please provide the information below. All information is required unless noted as optional. Upon submission, S5A will attempt to register your entity.
Once registered, you will be asked to read and sign your Permitted Entity Certification.

Financial Institution Name

Financial Institution Headquarters Address

Line 1 Line 2 {Optional)
City/Town State ZIP Code
| | | Select a state v| |

Financial Institution Email
This email address will be used to receive registration communication.

Employer Identification Number (EIN)

Do you have a Nationwide Multi-State Licensing System (NMLS) Unique Identifier?
Yes

No
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EIN Consent

Under 26 U.5.C. §6102(c). | give my pemmission and consent for the Social Security Administration (S54) to access the Financial Institution's Employer Identification Number (EIN) maintained in 354 records for purposes of verifying the EIN
provided fo use 554’s Consent Based Social Security Number Verification (CBSV) services, including eCBSV, and for regular verifications of the EIN, which may occur throughout a two (2) year period from the date of my signature.

If 1 am using 55&’s CESV services, including eCBSV. through another enfity (e.g.. a service provider), in the event of a discrepancy | also give my permission and consent for 55A fo disclose to the service provider the fact that the EIN did not
match the EIN maintained in S54’s records in onder to resolve il.

| certify that | am a current officer of a corporation, association, or other entity with the authority under state law to execute this consent with respect to the disclosure of the EIN identified above or that | am a current sharehelder of an S
corporation, or a current member or partner of a parinership to whom the EIN relates. | recognize that this consent is valid for two (2) years from the date of signature unless revoked.

H By checking this box and by typing my name below, | am electronically signing this consent.

MName

| Melissa Adams |

Job Title

| Financial Advisor |

Signed Date: 09/30/2020

ii. Permitted Entity Certification

Financial Institution Registration wew

Before you can use eCBSV with a Service Provider, you must read and click Sign Certification to complete the Permitted Entity Certification (PEC) Statement below.

To learn more about the Permitted Entity Certification, Click here.

Step 1- Provide Information

Please enter your Name, Title, and Phone Number.

First Name:
Last Name:
Ticle:
Phone Number:
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-

Step 2 - Review Permitted Entity Certification

CERTIFICATION STATEMENT FOR PERMITTED ENTITIES USING THE 58N VERIFICATION PROCESS (Signature required biennially)
Name and Address of Permitted Entity

Bank A

123 Money Lane

Baltimore, MD 33776

The following certification must be completed prior to SSA authorizing use of the eCBSV zvstem.

|, Melissa Adams. on behalf of the company listed above, certify that this entity attests to each of the following four (4) declarations:

1. The entity is a Permitted Entity.

2. The entity is in compliance with the Banking Bill

3. The entity iz, and will remzin, in compliance with its privacy and data security requirements, 2s described in title V of the Gramm-Leach-Blilev
Act(15U.S.C. § 6801, et zeq.), with respect to information the entity receives from the Commiszioner pursuant to the Banking Bill.

4. The entity will retain sufficient records to demonstrate its compliance with itz certification and the Banking Bill for a period of not less than two (2) vears

The permitted entity will provide thiz Certification to SSA, and not submit anv 83N verification request to SS5A if the Certification ig older than two (2) years old or the
permitted entitv cannot attest to any one of the four (4) declarations.

The signatory, if electronically signing this document, agrees that his'her electronic signature has the same legal validity and effect 2s his'her handwritten signature on the
document, and that it has the same meaning az his’her handwritten signature.

Step 3 - Provide Electronic Signature

Please click on the Sign Certification button to electronically sign the Permitted Entity Certification.

By clicking Sign Certification, you will be redirected to Adobe Sign, which is a nengovernment website that may have different privacy policies from those of the Social Security Administration’s official website.
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iii. Sign Permitted Entity Certification
Please sign: Permitted Entity Certification

Name and address of Permatted Entity:

BankA

123 Money Lane

Baltimore, MD 23775

The following cerufication must be completed prior to SSA authonzing use of the eCBSV
system.

[ Melizza Adams on behalf of the company listed above, certify thar this entity
attests to each of the following four (4) declarations:

1. The entity is a Permiited Entity.

2. The entity 1s in compliance with the Banking Bill.

3. The entity 15, and will remamn, in compliance with its privacy and data security
requirements, as described in title V of the Gramm-Leach-Bhiley Act (15 U.S.C. § 6801,
et seq.), with respect to information the entity receives from the Commssioner pursuant
to the Banking Bill

. The entity will retain sufficient records to demonstrate its compliance with its
certification and the Banking Bull for a penod of not less than two (2) years.

request to SSA 1f the Certification is older than two (2) years old or the pernutted entity cannot
attest to any one of the four (4) declarations.

The signatory, if electromcally signing this document, agrees that lns'her electromc signature has
the same legal vahdity and effect as his’her handwnitten signature on the document, and that 1t
has the same meaning as his'her handwritten signature.
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Melissa Adamy|

Clear
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BankA

123 Money Lane

Baltimaore, MD 33775

The following certification must be completed prior to S5A authorizing use of the eCBSV
system

I, _Melissa Adams on behalf of the company listed above, certify that this entity
attests to each of the following four (4) declarations:

The entity is a Permutted Entity.

The ennty is in comphance with the Banking Ball

The entity 1s. and will remain, i compliance with 1ts pnvacy and data securnty
requirements, as deseribed in title V of the Gramm-Leach-Bhley Aet (15 US.C. § 6801,
et seq.), wath respect to informaton the entity receives from the Commassioner pursuant
to the Banking Bill.

4. The entity will retain sufficient records to demonstrate its compliance with its
certification and the Banking Ball for a peniod of not less than two (2) years

bd i

The permutted entity will provide this Certification to 55A. and not submit any 55N Venfication
request to SSA 1f the Certficabion 1s older than two (2) years old or the pernutted entity cannot
attest to any one of the four (4) declarations

The signatory, 1f electromcally signing this document, agrees that lns'her electrome signature has
the same legal validity and effect as his'her handwnitten signature on the document, and that it
has the same meaning as his'her handwritten signature.

Maliczs Adams

Company Official Name:
Company Official Title: =srier™

Company Di:ﬁcz_a\_] Phan_r \Jumbct 27 3228222
Sipnature: Meliia A | Date: 09/30/2020

[rrSrT———r—
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Enter Your Information

Please enter your email and then click to sign this decument.

madams@banha.mrr‘

iv. Financial Institution Success

Financial Institution Registration wew

P Thank you Bank Al You have successfully registered with eCBSV as a Financial Institution. Click Print/Download Signed PDF and print/save a copy of the completed

permitted entity certification for your records. You will not be able to return to this screen after you exit.
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2. eCBSV Customer Connection Screens

a. Login Screen

Social Security
Sign In to eCBSV Customer Connection

Please provide your Corporate Email ID

Email ID

Privacy Policy  Accessibility Help
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b. Redirected to Entity Login Screen

ENTITY1.COM

Username or email

Password
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c. Unenrolled Home Screen

© <cCBSV Customer Connecton

Welcome to the e35Y Customer Connection

T #0ES Copioemar Connpihios wall pude oo aough th 0V Ervoliment Prooase. To e i aDESV you s nbquined i peonichy yourSwnmimad Enity Carifation, ridaw and Fgn
the 0BV Liser Apreeerant Ind pordhiae your BCEEY Ter Subseription

Uity oomeletion of the énnoliment woriciow, you will De neady 10 R Sending ind redsiing veefoaiond Sheough the e0BSY VerfCaion Senvict. Qackanvoliad the eCBSY Customes
Connadton will baywssd B mainfain 3% manape your aoount

More hel o rralable oot eCESY webmae: hetprii e b pov it serchungeeC Sy

Enrodl in eCBSY

Plgass chcx an action bk below

g 1 Provide Contacy inhorme Gaon ﬂ

. . R T
3 F B -

Ien 32 S Lo AprpeTe

D - g Ther S0 J
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d. Contacts

i. First-Time User

eCBSV Enrollment wew

Primary, Alternate, and Authorizing Officials

Please click the Add Contact button to add a new contact. To edit a centact or roleis), click the Edit button. A person may not act as both the primary and alternate contact. If you are attempting to add a role for a contact and the role does not appear as an option, you must first
remove the role from the existing contact and then assign the role to the new contact. In order to Continue, all roles must be selected with the exception of Alternate Contact.

Contact Email Address Phone Number Roles Assigned Action

No Contact Added
Add Contact

Technical Mailbox(es)

This email will be used to distribute technical incident notifications for the eCBSV service. This email should be a distribution list, managed by your entity, that includes the individuals that would need to be notified in the event of 3 system outage or other technical problem. Individual
email addresses should be avaided as much as possible.

Entity Technical Mailbox 1«

l )

Entity Technical Mailbox 2

l )

Entity Technical Mailbox 3

l )
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Add Contact and Assign Role(s)

Add New Contact

Mssign Roles
D Prirmary Contact
Allernate Contadt
Permitled Dotity Certilication Auwthariang OMicis

User Agreement Aulhorizing Offical

Mame

First« Last «

Job Title «

Telephone « Extension

Fax

1

Email «

Mailing Address:

Line 1
Line 2
City/Town State ZIF Code

| ||Su-=L..1r.IdLu '\-"||

2“ -
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Add Mew Contact g

Assign Roles
ﬂ Prirmary Co

Permitled Dntity Certification Autharisbng Officia

B User Agreerment Aulborizng OfMcial

First« Last «
| |emwiifies || Smith

Job Title «

| Piesident |

Telephone « Extension

| [BES) 777 -6666 | | |

Fax

I

Email «

|j'."|illl:?l.-": ity 1 .ooam |

Mailing Address:
Lime 1

| 123 My Streeq |

Lime 2
| PO Box 344 |

City/Town State ZIP Code

| Dalirmone || Wharyland ""-" || 2ThE4 |

m
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eCBSV Enrollment wew

tact Inform:

Primary, Alternate, and Authorizing Officials

i. Contact Main Screen

Please click the Add Contact button to add 2 new contact. To edit 3 contact or role(s), click the Edit button. A person may not act as both the primary and alternate contact. If you are attempting t add a role for a contact and the role does not appear a5 an option, you must first remave the role from the
existing contact and then assign the role to the new contact. In order to Continue, all roles must be selected with the exception of Alternate Contact.

Contact
Jennifer Smith
President

Bob Brown

Attarney

Jim Jones

Vice President

Technical Mailbox(es)

Email Address

jsmith@entityT.com

bbrown@entizyl.com

fjones@entity.com

Phone Number Roles Assigned

Action

* Primary Contact
(888) 777-6656 + User Agreement Authorizing Official

(888) 777-5555 * Permitted Entity Certification Authorizing Official

(990) 828-2222 * Alternate Contact

This email will be used to distribute tachnical incident notifications for the eCBSV service. This email should be a distribution list, manzaged by your entity, that includes the individuals that would need to be norified in the event of 2 system outage or other technical problem. Individual email addresses

should be avoided as much as possible.

Entity Technical Mailbox 1+

[ IT_Support@entityl.com

Entity Technical Mailbox 2

[ EnciytTech@entiy com

Entity Technical Mailbox 3

[ Customer.Support@entityl.com
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e. Permitted Entity Certification

i. Main Screen

eCBSV Enrollment remomc-cesmricanion

13 |

oo e .
Permitted Entity Certification

The Permitted Entity Certification must be completed in order to participate in eCBSV. Please review and provide your electronic signature. Only the individual identified
as the Permitted Entity Certification Autharizing Official will be able to electronically sign the certification.

To learn more about the Permitted Entity Certification, Click here.

Step 1 - Confirm Contact Information

The following contact will be used in the Permitted Entity Certification. Click the Edit button to make any changes to the data below. You will be redirected to the Contact Screen.
Permitted Entity Certification Authorizing Official Name: Ecb Brown

Step 2 - Review Permitted Entity Certification

Please read the Permitted Entity Certification.

CERTIFICATION STATEMENT FOR PEFMITTED ENTITIES USING THE $5N VERIFICATION PROCESS (Signature required biennially)
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Mame and Address of Permitted Entity:
Entity 1

1234 Test Way

PO Box 77

Baltimore, MD 23223

The following certification must be completed prior to S3A authorizing use of the eCESV system.
I, Bob Brown, on behalf of the company listed above, certify that this entity attests to each of the following four (4) declarations:

1. The entity is a Permitted Entity.

2. The entitv is in compliznce with the Banking Bill.

3. The entity is, and will remain, in compliance with its privacy and data security requirements, as deseribed in title V of the Gramm-Leach-Bliley Act (13 U.8.C. § 6801, et seq.), with respect to
informatien the entity receives from the Commissioner pursuant to the Banking Bill.

4. The entity will retain sufficient records to d te its li with itz certification and the Banking Bill for a period of not less than two (2) years.

The permitted entity will provide this Certification to S3A, and not submit any 38N Verification request to 38A if the Certification is older than two (2) years old or the permitted entity cannot
attest to any one of the four (4) declarations.

The zignatory, if elecironically signing this document, agrees that his her electronic signature has the same legal validity and effect as hisher handwritten signature on the document, and that

it has the same meaning as his her handwritten siznature.

Company Official Name: Bob Brown
Company Official Title: Treasurer
Company Official Phone Number: (277) 958-6655

Step 3 - Provide Electronic Signature

Please click on the sign Certification button to electronically sign the Permitted Entity Certification.

By clicking Sign Certification, you will be redirected to Adobe Sign, which is a nongovernment website that may have different privacy policies from those of the Social Security Administration’s official website.
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ii. Sign Certification
PEC Review and Sign bl

Options Please sign: Permitted Entit.... Ples e aters] n

Name and address of Peromitted Entity:
Embiby 1

52 Taat Way
PO BT
Ealtimoez, MO 15070

system.

1, EchBrown on behalf of the company hated above, certify that this entity
attests to each of the following four (4) declarations:

1. The enmity is a Permatted Entity.

2. The entity is in compliance with the Banking Bill

3. The entity is, and wall remasn. in comphance with its pnvacy and data secunity
requirements, as descnibed i title V' of the Gramm-Leach-Blaley Act (15 US.C. § 6801,
et seq ). with respect to information the entity receives from the Commissioner
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i the Bankmg Bill
4. The entiry will retasn sufficient records to demwonstrate its compliance with 1ts
cemification and the Bankng Bill for a penod of not less than two (2) years.

The permatted entity will provide this Cernfication to 554, and not submit any SSN Venfication
request to SSA if the Certification 1s older than two (2) years old or the permutied entity cannot
anest to any one of the four (1) declarations.

The signatory, if electromscally signing this document, agrees that hesher electromc signature has
the same legal validary and effiect as hisher handwritten signature on the document, and that o
bas the same meammg as hos'her handwritten signature.

= Bob Brown

Company Official Title: e

7T sar-anan

Signature, " Click here 1o ign Date_ ==z020:2

Having trouble loading the document? Click here to open it in another window.
Close Once complete, please close the window and return to this page w continue.

Page 33 of 69



PEC Review and Sign #

Having trouble loading the docurment? Click here to open itin another window.
Closs Once complete, please close the window and return to this page o continue.
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PEC Review and Sign

Options Please sign: Permitted Entit... 2quired fields completed ()

to the Rlninnr__ Ball
4. The entity will retasn sufficient records to demonstrate its complisnce with ats
cemification and the Bankmg Ball for a penod of not less than two (2) years

The permmutted entity will provide this Certification to 55A. and not submit any 55N Venfication
request 0 35A 1f the Certification 1s older than two (2) years old or the pernutied entity cannot
anest o any one of the four (1) declarations

The signatory, if electromcally sugning this document, agrees that his'her electrome signanue has
the same legal validity and effect as his'her handwritten signature on the document, and that ot
has the same meanmg &< hes'her handwritten sagnature

Company Official Phone Mismbey (277 22222
Signature £ Grwe Date 05/z02020

1 .agree o the and of s doawnent Click to Sign

Adobe Sign = ™

Having trouble loading the document? Click here to open it in anather window.
Cnce complete, please close the window and return to this page to continue.
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PEC Review and Sign X

Enter Your Information

Please enter your email and then click to sign this document.

bbrown@entitylLoom|

Having trouble loading the document? Click here to open it in another window.

Close Once complete, please close the window and return to this page to continue.
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iii. Main Screen After Signature

Step 3 - Provide Electronic Signature

Please click on the Sign Certification button to electronically sign the Permitted Entity Certification.

By clicking Sign Certification, you will be redirected to Adobe Sign, which is a nongovernment website that may have different privacy policies from those of the Social Security Administration’s official website.
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f.

User Agreement

I. User Agreement Main

eCBSV Enrollment rexome-acreement

L3 H

CONTACT INFORMATION CERTIFICATION

User Agreement

AGREEMENT 3 TIER SUBSCRIPTION

The User Agreement must be completed in order to participate in eCB5V. Using the links below, please review and electronically initial each section. Once you have finished your review, you are required to provide your electronic

signature. Only the individual identified as the User Agreement Authorizing Official can electronically sign the agreement.

To learn more about the User Agreement, Click here.

Step 1 - Confirm Contact Information

The following contacts will be used in the User Agreemnent. Click the Edit button to make any changes to the data below. You will be redirected to the Contact Screen.

Primary Contact Name: Jennifer Smith

Alternate Contact Name: [im Jones

User Agreement Authorizing Official Name: |ennifer Smith

Step 2 - Initial User Agreement

Please read and electronically initizl each section of the User Agreement below.

W

VI

Vil

Xl

.l

X

User Agreement Section

Purpose and Definitions

55N Verification Does Not Provide Proof or Confirmation of Identity

Responsibilities

Consent

Technical Specifications and Systems Security and Related Business Process Requirements
Costs of Service

Duration of User Agreement, Suspension of Services, and Waiver of Right to Judicial Review
Audit Requirements

Noncompliance Categories, Penalties, Reinstatement

Unilateral Amendments

Indemnification

Disclaimers

Integration

Resolution Mechanism

Contacts

Status of Initials
© Not Completed
© Not Completed
© Not Completed
© Not Completed
© Not Completed
© Not Completed
© Not Completed
O Not Completed
© Not Completed
© Not Completed
© Not Completed
O Not Completed
© Not Completed
© Not Completed

© Not Completed
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XM Autherizing Signature and Date © Not Completed

Step 3 - Provide Electronic Signature

Please click on the Sign Agreement button to electronically sign the User Agreement. By providing your electronic signature, you are accepting S54's offer to participate in eCBSV

&

By clicking Sign Agreement. you will be redirected to Adobe Sign. which is a nongovernment website that may have different privacy p

ies from those of the Social Security Administration’s official website.
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ii. User Reads & Initials User Agreement Section(s)

User Agreement

Previous Section| |Hext Section

User Agreement Between the Social Security Administration (55A) And
Entity 1, For the electronic Consent Based
Social Security Number (55N) Verification (eCBSV) Service

Il. 55N Verification Does Mot Provide Proof or Confirmation of ldentity

554's 55M Verification does not provide proof or confirmation of identity. eCBSV is designed to provide a permitted entity with
only a “yes” or “no” verification of whether the 55N verified with 554's records. If $5A’s records show that the 55N holder is
deceased, eCBSV returns a death indicator. 55N Verifications do not verify an individual's identity. eCBSV does not verify
employment eligibility, nor does it interface with the Department of Homeland Security’s (DHS) verification system, and it
will not satisfy DHS's I-9 requirements.

Initial Below

.  Responsibilities
A, Permitted Entity Responsihilities
Failure o follow the requirements listed below may result in suspension or termination of the eCBSV service.

1. Ifthe Permitted Entity is operating &s & service provider, subsidiary, affiliate, agent, subcontractor, or assignee of a Financial
Institution, the Permitted Entity will ensure that each Financial Institution it services abides by all terms, conditions, and
reguirements of this user agreement through a contractual relationship or other express written agreement.

2. The Permitted Entity acknowledges that a requirement to register for using the eCB5V system and signing this user agreement,
i= to provide to 55A a consent for 55A to access its Employer Identification Number ([EIM). The Permitted Entity agrees to notify S5Af
its EIM has changed since signing this user agreement.

3. Pursuant to the certification requirement in the Banking Bill, the Permitted Entity must submit & Permitted Entity Certification
at the outset of this user agreement and at least every two (2) years thereafter by using the template attached to the user
ggreement as Exhibit A. Permitted Entities cannot deviate from the language provided in Exhibit A. The Permitted Entity must
complete its own Permitted Entity Certification. If the Permitted Entity services a Financial Institution pursuant to 4 separate
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User Agreement Section Status of Initials

| | Purpose and Definitions (] Completed
Il 55N Verification Does Mot Provide Proof or Confirmation of ldentity ] Completed
Il | Responsibilities (] Completed
IV | Consent ] Completed

V | Technical Specifications and Systems Security and Related Business Process Requirements ] Completed
V1 | Costs of Service @ Completed

VIl Duration of User Agreement, Suspension of Services, and Waiver of Right to Judicial Review ] Completed

VI | Audit Requirements @ Completed
IX  Moncompliance Categories, Penalties, Reinstatement < Completed
X Unilateral Amendments Q Completed
Xl Indemnification ] Completed
Al Disclaimers Q Completed
Xl Integration ] Completed
XV | Resclution Mechanism ] Completed
XV | Contacts @ Completed
KV | Authorizing Signature and Date ] Completed

Step 3 - Provide Electronic Signature

Please click on the Sign Agreement burtton to electranically sign the User Agreement. By providing your electranic signature, you are accepting S5A's offer to participate in eCBSV.

By clicking Sign Agreement, you will be redirected to Adobe Sign, which is a nongovernment website that may have different privacy policies from those of the Social Security Administration’s official website.

Sign Agreement

ancel
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iii. Sign Agreement

Review and Sign X

-

Options Please sign: User Agreement Next Requrred [

User Agreement

Having trouble loading the document? Click here to open it in another window.
Close Once complete, please close the window and return to this page o continue.
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Review and Sign

Optlons

Close

Please sign: User Agreement

The signatory below warrams and represents that he/she has the competent anthornty on behalf of
its enfity to enter mto the obligations set forth in this user agreement.

The sipnatory may sign this document electromcally by usang an approved electromic signature
process. By providing a sagnature, the P d Entity 15 aceepting SSA s offer to panticipate in
eCBSV and apreeing to abide by the terms of this user agreement.

The signatory, if electronically signang this user agroement agrees that his'her electromc
signature has the same legal valudsty and effect as lus/her handwrinen signature on the user
agreement, and that it has the same meamng as hisher handwritten signature

Clck to Sign
Permitted Enuy
* Qlick here to sign

Company Official Signature
Jennifer Smith

Mesxt Required n

.4

F

Having trouble loading the document? Click here to open it in another window.
Once complete, please close the window and return to this page to continue.
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Review and Sign 4

Close Having trouble loading the document? Click here to open itin another window.
Once complete, please close the window and return to this page te continue.
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Review and Sign

Options.

Please sign: User Agreement quired fields completed @&

The signatory below warrants and represents that he/she has the competent authonty on behalf of
1ts entity to enter mito the obligations set forth 1n this user agreement.

The signatory may sign this document electronically by using an approved electronic signature
process. By providing a signature, the Pernutted Enfity 15 accepting S5A s offer to parcipate
eCBSV and agreeing to abide by the terms of this user agreement

The signatory, if electronically signing this user agreement agrees that has/her electronic
sipnature has the same legal validity and effect as his/her handwntten signature on the user
agreement, and that 1t has the same meaning as his'her handwritten signature

Permitted Entity
Tenniter Spit

Company Official Signature
Jennifer Smith

23

Close ‘

Adobe Sign ™

Having trouble loading the document? Click here to open it in another window.
Once complete, please close the window and return to this page to continue.
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Review and Sign i

Enter Your Information

Please enter your emall and then click to sign this document.

Jsmithg@entrtyl.com|

Having trouble loading the document? Click here to open it in another window.
Once complete, please close the window and return to this page to continue.
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iv. Main Screen After Signature

Step 3 - Provide Electronic Signature

Please click on the Sign Agreement button to electronically sign the User Agreement. By providing your electronic signature, you are accepting SSA's offer to participate in eCBSV.

By clicking Sign Agreement, you will be redirected to Adobe Sign, which is a nongovernment website that may have different privacy policies from those of the Social Security Administration’s official website.

View Signed PDF

Continue
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g. Tier Subscription

i. Select Tier Selection

eCBSV Enrollment renome-savuenr

CONTACT INFORMATION CERTIFICATION AGREEMENT TIER SUBSCRIPTION

1. Tier Subscription 2. Tier Subscription Revie

Please review the table below and select your tier. Your tier selection is valid for one year. All payments must be made via Pay.gov.

Tier 1 Tier 2 Tier 3 Tier 4 Tier 5
Transactions Up to 1,000 Up to 10,000 Up to 200,000 Up to 50 million Up to 2 billion
Tier Cost $400 $3.030 $14.300 $276,500 $860,000
Administrative Fee @ $3,693 $3.693 $3.693 $3.693 $3,693
Total Cost $4,093 $6,723 $17.993 $280.193 $863,693
[ Select ] [ Select ] [ Select ] [ Select ] [ Select ]

Cancel
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eCBSV Enrollment eencine.eavment

CONTACT INFORMATION CERTIFICATION AGREEMENT TIER SUBSCRIPTION

1. Tier Subscription 2. Tier Subscription Review & Pay

Please review the table below and select your tier. Your tier selection is valid for one year. All payments must be made via Pay.gowv.

Tier 1 Tier 2 Tier 3 Tier 4 Tier 5
Transactions Up to 1,000 Up to 10,000 Up to 200,000 Up to 50 million Up to 2 billion
Tier Cost $400 $3.030 $14,300 $276.500 $860.000
Administrative Fee @ $3,693 $3.693 $3,693 $3,693 $3.693
Total Cost $4.093 $6,723 $17.993 $280.193 $863.693
[ Select } [ Select ] [ Select ]

Cancel Continue
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ii. Tier Subscription Review & Pay

eCBSV Enrollment renoinepavment

CONTACT INFORMATION CERTIFICATION AGREEMENT TIER SUBSCRIPTION

~ 1. Tier Subscription 2.Tier Subscription Review & Pay

Tier Information Edit

Click Pay below to proceed to Pay.gov. Your Tier Subscription will begin as soon as payment is successfully completed on Pay.gov.

Tier Name: Tier 2
Transactions: Up to 10,000
Total Cost: $6,723

-
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iii. Pay.Gov Redirect

Pay.gov A

You are being redirected to Pay.gov

To make your payment online, you will need to use

3 Pay.gov. Pay.gov may have different privacy policies than
the Social Security Administration.

(' Click Here For More Information

While on Pay.gov, you will have 30 minutes to complete your transaction.

Tier subscription cannot be altered after payment on Pay.gov has been
successfully processed.

Continue to Pay.gov
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Pay.gov Pay Screen 1 (for payments of $24,999 or lower)

Note: Customers with payments of $25,000 and greater will not see this screen as they will be

required to pay by ACH.

eCBSYV electronic Consent Based Social Security Verification

Please select a payment method:

| want to pay with a withdrawal from a checking or savings account (ACH) ﬁ
VISA M o= oo RS
® | want to pay with a debit or credit card e iy 4!3'@
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v. Pay.gov Pay Screen 2 (Checking or Savings Account (ACH))

Pay.gov

eCBSV electronic Consent Based Social Security Verification

Please enter checking or savings account information

below.
*indicates required fields

Agency Tracking ID: 1588199473
Payment Amount: $1,000.00

* Account Holder Name:

* Account Type: | Select an Account Type v

Routing Number Account Number ChecklNumber

w0 2eSLB 783 92367390 ML asn!

* Routing Number:
* Account Number:

* Confirm Account Number:

= =
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vi. Pay.gov Pay Screen 3 (Credit or Debit Card)

eCBSV electronic Consent Based Social Security Verification
Please provide the Credit or Debit Card Information below

*inticgree tepaned St
Aganey Tackng D 15 NE
Pyt Amound 51650 00
© Sonrary. [
* By SBTS
Bilnf Amareds I
- Gty
atn Préaires.
IPWEHE] Codic

T RSS! FHOIer NaTE

visA & TR —— PRI D)
" Card M
* Expratan Dats

¢ Cand Saguriny Code:
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vii. Pay.gov Pay Screen 4 (Review and Submit Payment)

Pay.gov

eCBSYV electronic Consent Based Social Security Verification

Review and submit payment
*indicates required fields

Agency Tracking ID: 1588199473
Payment Amount: $1,000.00
Payment Method: ACH Debit

Account Holder Name: Test Name
Account Type: Business Checking
Routing Number: 042000424
Account Number: = ""=g778

Authorization and

Disclosure Statement: 2

/Authorization and Disclosure--Consumers and Businesses
[The debit transaction(s) to which you are agreeing are handled on behalf of
Federal agencies by "Pay.gov,” which consists of services offered by the U.S
[Treasury Department's Financial Management Service. As used in this
locument, "we" or "us” refers to the Financial Management Service and its
lagents and contractors operating Pay.gov. "You" refers to the end-user reading
his document and agreeing to it prior to engaging in a debit transaction.
I. Consumers -

* LU | agree to the Pay.gov authorization and disclosure statement.

Previous Cancel
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h. Start Exchanging

I. Payment Confirmation

eCBSV Enrollment resowveo-compLeren

o Thank you Entity 1! Your payment has been accepted.

[BiPayment Receipt

Your Exchange ID is: 1601580390

This ID has been emailed to your primary contact and is required on each verification transaction. Please see eCBSV Technical Guide for more information.

Print/Download Page Contents

You have completed the enrollment process.
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ii. Print/Download Page Contents

Lo WCHEY Enrairrant

OTha nk you Entity 1! Your payment has been accepted.
[ Payment Receipt

Your Exchange 1D is: 1601580390

This ID has been emailed to your primary contact and is required on each verification
transaction. Please see eCBSV Technical Guide for more information.

[A Print/Download Page Contents

You have completed the enroliment process.

it vl b 2O _ETEGL- 47 P TAETHAEAL:

n

Print

Destination

Pages

Layout

More settings

1 page
B saveasPDF -
All -
Portrait -
W
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Payment Receipt

Receipt

Fuy.gov Fayment

Crabe:
Amouni:
Invaosce:

Pay_gov Comfinmaton:
Tier Subscription Dates

Stari Diate-
End Date:

Tier I mfrmmntion

Tier Mame:
Mumber of Transactions:

Entity Informatiom
Entity Mame:

HE A
EIM:

Hemdguariers Address

(H 302020
34, TZ1.00

16l 613 33
IFFIHI DL

L L
2221

Tier 2
Up b 10,00

Entity
Entity One
§3.3399584

1234 Test Way
P Baox 77
Baltmaore, MDD 23223

Tharik you for participating in the Sosial Securily Adminisiraion's eCESY sarvice.

Page 58 of 69



ii. Print/Download Receipt

[P P e —)

e Print 1 page

B Eeakau
- frrTey
[—— e
PR AL

[P -

Destination [ sSaveasPDF -

e po—
et b
SR
i -
arey T U s
oy ot
Pages All -
[ Sk i
= P
= i
it ks [

[ S——— -

Pages per sheet 1 -

T o g . o o sy A kR
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iii. Sample Enrollment Email

SSA <NoReply@ssa.gov> jsmith@entityl.com; [_|jjones@entityl.com ~
eCBSV enrollment complete

Retention Palicy Delete_7_Year_Default (7 years) Expires 9/29/2027

Entity 1,

You are enrolled in eCBSV, your payment is accepted and you are ready to start submitting data. Your Exchange ID has been created.
Exchange ID: 1601580390

Please retain this code for your records. This code is required for each transaction sent.

This is an automated message. Please do not reply.
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J- Enrolled User Home Screen

O  our tier subscry
o L tar ybscrpsian

e yusbssnpdean |

. Pheane purchase a res

Enroliment Status

Wou are currently enrolled.

Inrollment Reguirements.  [xpiration Dade Manage Renewal

@ Permitied Entity Cortification

ORI T a02 Awmlabile Tor renevesl on DRAER0OD
[+ ] T AgresTnerd O TR0 hwmlatie for renevesl on DRFTRGOTZ
° Rearay T SOSLTiE
Ther Subscrption 32020
r Sl e 3 are A o need an Advnced Reeswal

Tier Lsage Surmimany

Tramiactlon Usage

Exchange Mdentilier Code: 1e 1
Current Subseriptiss: Tiv 1
Tiss Buration: 11/070010 - 507312000
it B Transactions Used: 950
Trasrhacrice R aining: 10
Sammary o3 of §OTGTI000 & 02 20 PO
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k. Entity Information

Entity Information

Entity Name: Entity 1

Exchange ID: 1601580390

EIN: 83-3399584

DBA: Entity One

DBA 2: Entity Numero

Headguarters Address: 1234 Test Way
PO Box 77

Baltimore, MD 23223

Entity Email:
NMLS:

UEL

DUNS:

xyz@designworks.com
776655443388
112233445777
454545454

Open 1D Connect (OIDC) Issuer URL:

Domain Name:

https://nsc-dev-acu-120.ba.ssa.govi7443/auth/realms/valtest1

designworks.com

If updates are required to your information, please contact pCBSV@ssa.zoy for assistance.
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I. Tier Subscription Renewal

i. Tier Subscription Selection

Exchange ldentifier Code: 1ol
Current Subscription: Tier 1
Tier Duration: © 0% - 1073072000
1.00% Transactioen Uved: 50

0

Tranasctiees Remaining |0

Sammary & of 10067020 80218 P

Sekect Renewal Type

il g

AT T b rrusde ol Pay, o
sl Berwred Upor fasid e bal Py, your Dee vl 15e] o VORI Trasapomons from gour preveous Ses 3o »

u Ay arpd Berarvesl Ugeon wotoenslul payrrenl poue new D el sLar] imrmadufety a®er gour correre L Broacrde e aie Sepkifed o on 1000 0D Yoo e resguered B
#dea il e

O L Fyplrs B e Bl F vl Tee

= i e St bl vt (hiurling an
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©  Youmust subscribe to a higher tier than your current tier subscription. You have used (or plan to use) all of your purchased transactions prior to your tier subscription expiration.

Please review the table below and select your tier. Your tier selection is valid for one year. All payments must be made via Pay.gov.

Tier 1 Tier 2 Tier 3 Tierd Tier 5
Transactions Up to 1,000 Up to 10,000 Up to 200,000 Up to 50 million Up to 2 billion
Tier Cost $400 $3,030 $14,300 $276,500 $860,000
Administrative Fee @ $1,691 $1,691 $1,691 $1,691 $1,691
Total Cost $2,091 $4,721 $15,991 $278,191 $861,691
Current

Continue
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ii. Tier Subscription Review & Pay

e CBSV Re n ewal PENDING-PAYMENT

1. Tier Subscription Renewal 2.Tier Subscription Renewal Review & Pay

Tier Information Edit

Click Pay below to proceed to Pay.gov. Your Tier Subscription will not begin until your current tier expires or is depleted and payment is successfully completed on Pay.gov.
Tier Name:  Tier5

Transactions: Up to 2 billion
Total Cost: $861,691.00

an

[
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iii. Pay.gov Redirect

Pay.gov X

You are being redirected to Pay.gov

To make your payment online, you will need to use

’ Pay.gov. Pay.gov may have different privacy policies than
the Social Security Administration.

(&' Click Here For More Information

While on Pay.gov, you will have 30 minutes to complete your transaction.

Tier subscription cannot be altered after payment on Pay.gov has been
successfully processed.

Continue to Pay.gov
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m. Documents

Documents

Creation Date L | Type Status Documents

&= =2CBSY renewsl complete

1078720 1:45 PM eCB5SV Renewal Resolved-Completed (8 Payment Receipt

& Upcoming eCBSY Tier Subscription expiration
e(B5V enroliment complete
10/8/20 B:02 AM e BSV Enroliment Resolved-Completed 1A Payment Receipt
[ Signed Ua
[4 Signed PEC

10/8/20 7:56 AM Entity Registration Resolved-Completed & Enticy Registration for eCESY

General Notification
Sent Date L SentTo Subject Message

Mo iterns
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n. ETE Registration

i. Registration
External Testing Environmental Registration

About ETE

SSA will provide an External Testing Environment (ETE) for clients in development to perform interface testing of their software with the eCBSV Service. To use the ETE, you are required to
ragister your test environment. 554 recommends that you set up and configure an independent test environment to connect to SSA's ETE. The test environment should replicate the Preduction
environment, including network connectivity, network security, and SSN Verifications to ensure proper handling of the respenses returned to the client software. Upon successful registration,

you will be provided the ETE OAuth Client ID that is required for accessing the ETE. Please visit bttEs:!fwww.ssa.gowdataexchangefeCBS\-’J to find additional technical information and
instruction for using the ETE.

Registration

Please provide the Open ID Connect (0I1DC) Issuer URL for your test environment and click Submit.

*ETE Open ID Connect (OIDC) Issuer URL (Required)

l

Dynamic Client Registration Authorization Header Credentials (Optional)
Optional header to be included in the dynamic client registration request made to the Entity OIDC Provider. For instance: Bearer eylhbGcOijSUzl1 Nij9.ey]...

Sgbmh
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ii. ETE Registration Success

o Thank you for registering with ETE.

Your ETE OAuth Client ID is: a0812bc5-736c-48b5-b662-11a528b5c56a

About ETE

SSA will provide an External Testing Environment (ETE) for clients in development to perform Interface testing of their software with the eCBSV Service. To use the ETE, you are required to
register your test environment. SSA recommends that you set up and configure an independent test environment to connect to SSA's ETE. The test environment should replicate the
Production environment, including network connectivity, network security, and SSN Verifications to ensure proper handling of the responses returned to the client software. Upon successful
registration, you will be provided the ETE OAuth Client ID that is required for accessing the ETE. Please visit hitp://www.ssa.gov/dataexchange/eCBSV/ to find additional technical information
and instruction for using the ETE.

Registration

Please contact eCBSV@ssa.gov if there you need to update any of this information.

ETE Open ID Connect (OIDC) Issuer URL: https://external.customer.test. URL.com
ETE OAuth Client ID: a0812bc5-736¢-48b5-b662-11a528b5c56a
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