Comment from 60-Day FRN:
Biometrics don't work. Refer to the latest USCCR report on this, about facial recognition. 
The official recommendation is to NOT use biometrics because they have very high error rates among POC and the elderly, and there are currently no biometric data use policies posted on the DHS website to deter privacy concerns. See https://www.usccr.gov/reports/2024/civil-rights-implications-federal-use-facial-recognition-technology. 
With respect to FRT accuracy and bias, the National Institute of Standards and Technology (NIST) testing is voluntary and represents laboratory—not real-world—results. Thus, NIST cannot say that its evaluated programs are accurately representative of the performance of all FRT deployed throughout the country. Algorithmic accuracy rates can vary widely among developers, but even with the highest-performing algorithms, tests have shown there are likely to be false positives for certain demographic groups, specifically Black people (particularly Black women), people of East Asian descent, women, and older adults. 
A promising FRT testing model does exist: DHS, through its Science and Technology Directorate, funds FRT research, testing, and evaluation at MdTF, which specializes in “scenario testing” of the entire FRT system as it is intended to be deployed. DHS is the only agency known to be testing FRT in this way. Any agency using FRT should have a publicly available use policy. If agencies do use FRT, they should audit their use to ensure it complies with government policy. FRT vendors providing the federal government with solutions should provide users with ongoing training, technical support, and software updates to ensure their systems can maintain high accuracy across demographic groups in real-world deployment contexts. 
Furthermore, agencies should ensure their CAIOs work in close coordination with existing responsible officials and organizations within their organizations, including Civil Rights and General Counsel offices, to advise and update agency FRT guidance, implementation, and oversight. Federal grantees using FRT should provide verified results with respect to accuracy and performance across demographics from NIST’s FRT Evaluation or similar government-validated third-party test.









Response to Comment from 60-Day Federal Register Notice (FRN): 

OBIM thanks the respondent for their comments and would like to highlight a few key points below to clarify the direction of the proposed research.  

The U.S. Commission on Civil Rights (USCCR) Report, referenced by the reviewer, highlights Facial Recognition technology (FRT) recommendations for regulations and best practices for government agencies to aid in fulfilling their missions. It mentions Executive Order 14074 President Biden issued in May 2022 to safeguard the use of FRT and best practices to be taken to protect Americans’ civil rights.  

Contrary to the reviewer’s statement, the USCCR report has no recommendations within the report that specifically state a direction to not use biometrics. The report provides specific recommendations on: 

1. The development of operational testing protocols to use facial recognition technology systems effectively, equitably, and accurately when deployed by the federal government.  
2. Adoption of national training standards for individuals who review and analyze the results of facial recognition technology algorithms. 
3. Adoption of a requirement for each agency to have a publicly available facial recognition technology policy. 
The proposed research in this solicitation aims to address the first of the recommendations by conducting scenario testing on emerging biometric technologies. These technologies perform comparisons of contactless fingerprints, face images, voice prints, and other biometric characteristics to ensure that their effective, equitable, and accurate use is tested in a laboratory or scenario environment prior to operational testing and implementation.  
 
As highlighted by the reviewer, NIST testing focuses on evaluating algorithms against established performance measures, allowing comparisons between different algorithms. While this type of technology testing cannot fully predict how an algorithm will perform in real-world applications, it does offer valuable insights into the technology’s development over time.  
There are three types of testing when it comes to biometric technology: 

1. Technology testing, which evaluates algorithms to determine that they operate as intended. 
2. Scenario testing, which targets specific use-cases and collects biometric samples to assess the entire biometric system. This approach is designed to simulate real-world conditions under controlled procedures, providing insight into how the system would function in practical applications. 
3. Operational testing, which tests technology in real-world deployment environments, analyzing user interactions and their effect on system performance.   
While the USCCR highlights gaps in NIST testing and provides recommendations to close them, the Report specifically mentions the Department of Homeland Security (DHS) Science and Technology Directorate for the Maryland Test Facility (MdTF), which provides biometric and identity research, development, testing, and evaluation. As highlighted in the report, MdTF assesses biometric technology using scenario testing.  
 
Scenario testing offers a cost-effective way to evaluate how a biometric system might perform in the field. It allows vendors to identify issues before deployment, reducing the risk of costly failures, and civil rights concerns from high false positive and/or false negative rates. Additionally, scenario testing enables researchers to isolate and adjust specific system components in a controlled laboratory setting. The scenario testing is conducted with volunteers representing diverse demographics, under informed consent, and consistent with Institutional Review Board (IRB) standard approaches for ethical data collection. The tests are conducted to ensure alignment with operational requirements of DHS; however, the tests are resource-intensive and limited in how often they can occur.  
 
In response to concerns regarding biometrics not being a reliable form of identification verification, NIST testing has found that false positive differentials arise from the algorithm being used across different demographics. A differential means an algorithm’s ability to compare two images of the same person and provide a match or no-match result that varies from one demographic group to another. The USCCR Report states there are higher false positive rates for Black people, people of East Asian descent, women, and the elderly. However, these differentials are smaller or undetectable with high-performing algorithms in certain applications. NIST has published extensive reports of results for face recognition algorithms. These reports provide guidance for the algorithm developers on how best to address the scope of the effects from both false negative and false positive rates for each demographic group.  

The Office of Biometric Identity Management’s (OBIM) mission as the Congressionally designated, enterprise-wide biometric service provider for DHS Components and Offices, as well as external mission partners, is to ensure effective, equitable, and accurate biometric use across DHS. OBIM is dedicated to advancing biometric use through ongoing research and development efforts, as well as standards development. OBIM actively explores the latest industry and academic advancements to improve system performance and the policies that govern their use. DHS will leverage the lessons learned for the implementation of FRT to ensure that the correct measures are being addressed for future biometric technologies resulting from this research project. The studies anticipate using different biometric equipment for the collection of both contact and contactless fingerprint and palm, face, iris, and voice. The research proposed in this solicitation expands the testing of emerging biometrics from early-stage testing to scenario testing in preparation for operational exploration. Within the proposed projects, the gaps highlighted in the reviewer’s comments in the USCCR report will be reduced to allow for key details to be understood on the potential challenges to be faced in operations for emerging biometric technologies. The initial focus will be on biometric sensors, specifically, evaluating the image quality and the impact on comparison algorithms for the aforementioned biometric characteristics in various operational settings. These results will be beneficial for advancing standards development and threshold guidance, as continuously evolving technologies impact the performance of the operational biometric matchers leveraged by the DHS biometric repository that OBIM operates and maintains. 
 

