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[image: ]These questions are conditional – whether participants are asked or not depends on the participant’s responses to earlier questions.
If participants select “Yes, I remember seeing the email” then they are shown these questions. If they do not select this option, they do not see these questions. 
The wording of this question (“parking ticket”) is conditional.  The subject of the email depends on the email template the participant receives.

Page 2

Page 3
[image: ]This page is conditional – whether participants are asked this question or not depends on the participant’s responses to earlier questions. If participants select “No, I do not remember seeing the email” then they are shown this page. If they do not select this option, they do not see this page. 

Placeholder images throughout this file are dependent on the email template the participant receives. 


[image: ] Based on responses, participants can see the following questions
This page has conditional questions. The bracket shows the possible questions that are shown based on responses to questions on this page.

[image: ]     [image: ]      [image: ]


[image: ][image: ]	           [image: ][image: ]

[image: ][image: ] These questions are also shown if they select “I fully read or inspected the email”
 This question is also shown if they select “I fully read or inspected the email”


 This question is also shown if they select “I fully read or inspected the email”

Page 4

Page 5 OR Page 6 is asked to the participant, depending on their previous survey responses. All questions on pages 5 and 6 are conditional unless otherwise noted. 

For pages 5 and 6, the grid questions below the placeholder image are conditional – whether they are asked or not depends on the email template the participant receives. Only one grid question will be asked per survey.
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[image: ]      		                   [image: ]Based on responses to the grid questions, participants can see the following questions. 

These two questions appear for each grid row when participants select “1”, “2”, “3”, “4”, or “5”.


For pages 5 and 6, the grid questions are also conditional – whether they are asked or not depends on the email template the participant receives. 
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Based on responses to the grid questions, participants can see the following questions. 

These two questions appear for each grid row when participants select “Yes”.

For pages 5, these questions are asked to all participants and are not conditional.
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Page 5

Page 5 OR Page 6 is asked to the participant, depending on their previous survey responses.

The skip logic and branching are identical to page 5.  The only difference between page 5 and page 6 is the wording of certain questions.

[image: ]Based on responses to the grid questions, participants can see the following questions. 

These three questions appear for each grid row when participants select
“1”, “2”, “3”, “4”, or “5”.



        [image: ][image: ][image: ]Based on the response to the previous question, participants can see the following question. 

This question appears when participants select “Yes”.




  For pages 5 and 6, the grid questions are also conditional – whether they are asked or not depends on the email template the participant receives. 


 [image: ]  			[image: ]Based on the response to the previous question, participants can see the following question. 

This question appears when participants select “Yes”.
Based on responses to the grid questions, participants can see the following questions. 

These three questions appear for each grid row when participants select “Yes”.




Page 6
[image: ]For pages 6, these questions are asked to all participants and are not conditional.
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When a participant hovers over a response option, examples of the job type will be displayed:
· Administrative support-For example, timecard tracking, travel and expense report preparation, or meeting planning.
· Facilities support in the field-For example, security guard, janitorial staff or groundskeeper.
· Facilities support in the office-For example, a facilities manager or security captain.
· Legal-For example, general counsel.
· Management-For example, Chief Executive Officer, Director, or Department Chair.
· Mission-based-For example, an instructor, scientist, researcher, or salesperson.
· Organizational support-For example, grants and contracts, employee relations, finance, public affairs, auditing, or information technology.
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NI

The questions below are about how you use your work email (not
personal email). Thinking of how you use your work email only,
please answer the questions below.

What kind of device do you usually use when you check your
work email? Select all that apply.

) Desktop computer o laptop
0O Toblet
[ smartphone

O Please list other devices used:

Which statement best describes the amount of work emails you
typically receive in a day?

O Iget an unreasonable amount of email .
O The amount of email | get il s neither reasonable nor Unreasonable,

© Iget a reasonable amount of emil daily.

What time of day do you typically check your work email? Select
all that apply.

O Moming
O aftermoon

0O Evening

O Continuously throughout the day

(0] Please st times of day you typicaily check
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What do you look for in an email when determining whether it is a
phish or not?
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NIST o
Do you remember seeing an email about a parking ticket?

O oI do not remember seeing the emil

® ves | remember seeing the emol.

Please describe your initial thoughts about this email

When you saw the email, what did you do next? Select all that
apply.

0 Repled to the email
00 ignored it and continued my work

O showed it to someone | know

) Opened the sender’s website in @ separate browser window

0 Forwarded it to my organization' IT department or other trusted authority
[ Reported the email

O 1 or 2 sentences, please explain what you did next
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NIST|

You recently received the email shown in the picture.

Placeholder for image of phishing email

Doss this emaillook familar?

O 1o 1 ool doos nt ok fomar

(O ves1hove seen s emai btore.
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You recently received the email shown in the picture. Thinking
back to when you first saw the email, please respond to the
questions below:

Placeholder for image of phishing email
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Did you notice anything unusual about the email?

@ ves, 1 thought the email looked suspi

©) Nether suspiclous nor legitmate

No, | thought the emall looked legitimate.
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Did you notice anything unusual about the email?
Ves, | thought the emalllooked suspicious.
® Neither suspicious nor legitmate

No, | thought the email looked legitimate.
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Did you notice anything unusual about the email?
© Yes I thought the email ooked suspicious.
O Neither suspicious nor legitimate

® No,I thougnt the email looked legiimate.
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How much of the email did you read before deciding it looked
suspicious?

LI p————
ony ganced oo semmed he contrss o e el

o o spocte h oo

How many suspicious things did you notice about the emais
header?

Plecse lst the suspicious things you noticed about the emais
header.
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How much of the email did you read before deciding it looked
suspicious?

1ory ooked o thaheocor f the email
® o ganced ot o skimmed e cortents o the e

110y 000 o nspectod o amal.

How many suspicious things did you notice about the email?

Please lst the suspicious things you noticed about the email
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How much of the email did you read before deciding it looked
legitimate?

@ 1ony lookea ot e header of e ema.
1 onty ganced ot or skimmec he contents o the emas

118y read ornspocied the emot.

Please explain why you thought the emais header looked
legitimate.
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How much of the email did you read before deciding it looked
legitimate?

1 only looked atthe header of the emai.

@ ony gone

10l 0a o nspected the emal.

Please explain why you thought the email looked legitimate.
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How much of the email did you read before moving on?

® 1 only looked at the header of the emal

1y ganced ot or siimmed the contents of the el

11uly read or inspected the email

Please explain why you thought the email's header looked neither
suspicious nor legitimate.
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How much of the email did you read before moving on?
iy looked ot the header of the emai.
® 1 oy glonced ot orskimmed the contents o the email

1y read of inspected the emai.

Please explain why you thought the email looked neither
suspicious nor legitimate.
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NIST o

Now we will ask you questions about specific parts of the email,
Thinking back to when you first saw the email, please answer the
questions below.

Placeholder for image of phishing email
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How many of the following, if any, did you notice in the email?

sttachments

Links that appeared to
b from well-tnown
websits

Links where the text i
ot mteh the UL

o ® O

o O @

O O O

O O O

O O O

O O O

Im ot

o
o

You indicated that you noticed "Attachments” in the email. Please

list them below.

How difficult wass this email to recognize as a phishing email
because of the "Attachments that you noticed in this email?

O Kwas very difcut to recognize

O t was moderately diffcut o recognize.

O twas not diffut to recognize at al

How many of the following, if any, did you notice in the email?

Content o formatting
that appeared o be
unprotessional

mitaton of wel-
known branding or
logos.

Out-of-date branding
orlogos from wel-
known brands

Unexpected securty
cons ottt

Im ot

o
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How many of the following, if any, did you notice in the email?

Detais unveloted to
the emai's message

Logl language lke
copyight informian,
dsciaimers.etc.

Preseuse o urgency to
0 something quicky

Requests for sansiive
or personal
information

Thvects of
consequencas for not
ong something

How many of the following, if any, did you notice in the

Grommar errors
Speling errors

Inconsistencies witin
the emai's messoge
senders nformation,

ondlor attochments

O O O O

o

O OO0-

O O O O

o

O 0O -

O O O O

o

O OO~

O O O O

o

O OO0 =«

O O O O

o

O OO -

s e
o o

o o

o o

o o

o o

email?

s e
o o

o o

o o

How many of the following, if any, did you notice in the email?

Ofers thot oppeared too
good o batrue

Ofers granted only for o
imitec time.

Roquests o help, contibute,
or donate to ahers

Suggestions that somathing
spcialwas ustfor you

O O O O

O O O O

O O O O

O O O O

O O O O

s

O O O O

imnot

o

o
o
o
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Now we will ask you further questions about things that may or
may not have been present in the email.

Did you notice any of the following in the email?

o ves Im ot sure

Emals sendier name

it not match ther ® o o

email adcress
Emals sender ocdress

ppecredito be from o ® o

well-troun webste

You indicated that you noticed that the "Emails sender address
appeared to be from a well-known website". Please describe
below.

How difficult wass this email to recognize as a phishing email
because the ‘Emails sender address appeared to be from a
well-known website"?

O twas very difficut to recognize,
O t was moderately diffcut o recognize.

O twas not diffut to recognize at al
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Did you notice the following in the email?

o

Mising bronding or
logos that you o
expected to see

Did you notice any of the following in the email?

o

Emal was missing an
ppropriate formal or o
informal gresting

J—
personalized for you o

Emal wa missing the
senders nom or o
contact nformaion

Did you notice any of the following in the email?

o

st oppecreatobe
work-related o

Email appeared to be
rom o iend,

colague, boss,or o
known authorty

Yer

Yer

Yer

Im ot sure

Im ot sure

Im ot sure
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overall, how difficult was this email to recognize as a phishing
email?

O it was very diffcult to recognize
O it was moderately difficut to recognize.

O Kwas notdiffcut to recognize at al.

Email Applicability

How applicable was the email to your responsibilities at work, if at
all?

O The email had ne applicabllity to my work responsivilties

O The email had low applicabllity to my work responsibiities.

O The email had moderate applicabllity to my work responsibilties.
O The email had significant applicabllity to my work responsibiites.

O The email had extreme applicability to my work responsibilties.

What type of device were you using when you first saw the
email?

O Deskiop computer o laptop
O Tablet

O smartphone

O 1 dont remember.

O Please list other devices used:

Powered by Qualtrics 2.
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Using the screen capture of the email shown, please respond to
the following questions.

Placeholder for image of phishing email
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How many of the following, if any. do you notice in the email?

wows  ® O O O O O O
O ® O O O 0O O

‘o ot mat the. [e] [e] [e] ] ] o} L}

You indicated that you notice 'Links that appear to be from well-
known websites" in the email. Please list them below.

How difficult do you think this email would be to recognize as a
phishing email because of the “Links that appear to be from well-
known websites” that you notice in this email?>

O Rwas very dificut o recognize
O rtwas moderately difficult to recognize.

O Kwas not diffcut to recognize ot .

Do you notice anything else unusual about the email?
oo
O imnotawe

@ ves

In1 or 2 sentences, please describe what else you think is unusual
about the email.
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How many of the following, if any, do you notice in the email?

Im ot
o v 2 3 a B aue

Content o formatting
thot appear tobe o o o o o o o

unprotessional

mitaton of wel-
known branding or o o o o o o o
logos.

Out-of-date branding

orlogos from wel- o o o o o o o

known brands

Unexpected securty o o o o o o o

cons ottt

Do you notice anything else unusual about the email?

O o
O imnotsue

O Yes

How many of the following, if any, do you notice in the email?

Im ot
o v 2 3 a B aue

Detais unveloted to

the emai's message o

Logl language lke
copyight informian,
dsciaimers.etc.

Pressure of urgency to
0 something quicky

Roquests for sensitve
or personal
information

O O O O
O O O O
O O O O
O O O O
O O O O
O O O O

o
o
o

Thvects of
consequencas for not
ong something

o
o
o
o
o
o
o

Do you notice anything else unusual about the email?

Oo
O fm not sure

O Yes
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How many of the following. if any, do you notice in the email?

cwmaws O O O O O O O
sputng aros. o o o o o o o
e 0 0 O O O O O

0 you notice anything efse unusual about the email?.
om
O imnotsure

Oves

How many of the following, if any, do you notice in the email?

Smgmesye 0 O O O O O O
gmmT== O O O O O O O
Swwite O O O O O O O
SEie 0 0 0 O O 0 o

0 you notice anything efse unusual about the email?.
Om
O imnoteue

Oves
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Now we will ask you further questions about things that may or
may not be present in the email.

Do you notice any of the following in the email?

o ves Im ot sure

Emais sendier nome

oss not mateh their ® o o

email adcress
Emals sender oddress

appecrs to be from o o ® o

well-trown webste

You indicated that you notice that the "Emails sender address
appears to be from a well-known website’. Please describe
below.

How difficult do you think this email would be to recognize as a
phishing email because the ‘Emails sender address appears to
be from a well-known website"?

O it was very diffcult to recognize
O it was moderately difficut to recognize.

O twas not diffcut to recognize at al

Do you notice anything else unusual about the email?

Oo
O fm not sure

® ves

In 1 or 2 sentences, please describe what else you think is unusual
about the email.
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Do you notice the following in the email?

o ves Im ot sure
Mising bronding or

logos that you expect o o o

Do you notice anything else unusual about the email?

Oo
O fm not sure

O Yes

Do you notice any of the following in the email?

o ves Im ot sure
Body of the email s

missing the senders o [e) [e]

nome or contact
information

Emalis missing an

ppropriate formal or o o o
informal gresting
Emlis not o o o

personalzed or you

Do you notice anything else unusual about the email?

O No
O fm not sure

O Yes

Do you notice any of the following in the email?

o ves Im ot sure

Emal appears tobe

rom o iend, o o o

colague, boss,or
known authorty

Email appears to be. o [e) [e]

work-refoted

Do you notice anything else unusual about the email?

O No
O fm not sure

O Yes
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overall, how difficult do you think this email would be to
recognize as a phishing email?

O it wouid be very dificul to recognize.
O it wouid be moderately difficult to recognize:

Ot would not be diffcut o recognize at al

Email Applicability

How applicable is the email to your responsibilities at work, if at
all?

O The email had ne applicabllity to my work responsibilties

O The email had low applicabllity to my work responsibiites.

O The email had moderate applicabllity to my work responsibilties.
O The emai had significant applicabllity to my work responsibiites.

O The email had extreme applicability to my work responsibilties.
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Previously, we asked about the specific email used for this

training exercise. Now, the questions below ask more broadly
about emails you typically receive at work.

What is your level of confidence in identifying an email as a
phishing email because of the following?

5ody of emal s
issing emal senders
name or contact
information

Detais unveloted to
the emai's message

Email appears to be
rom o iend,
colague, boss,or
known authorty

Email appears to be
work-refoted

email b logal
nguage (ike
copyrght ormaton
Gaciarmers.etc)

Emlis not
personalzed or you

Missing an oppropriate
formai or nformal

greeting

Ofers thot oppear oo
good o batrue

Ofers that ora oy o
amited ime.

Preseuse o urgency to
0 something quicky

Requests for sansiive
or personal
information

Requests o help,
contrbute, o donate
tomers

Suggestions that
Something specia was
justfor you

Thvects of
consequencas for not
ong something

No

confidence

o

O 0O o0 o O O ©O

o

Low

confidence

o

O 0O o0 o O O ©O

o

Neither igh
nor o
confidence

o

O 0O o0 o O O ©O

o

High
confidence

o

O 0O o0 o O O ©O

o

caremely
nigh

confidence

o

O 0O o0 o O O ©O

o
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How likely or unlikely are you to look for the following when you

are trying to decide if an email is a phish or not?

Socy of emai s
mising omal sonders
nomo or cortoct
teerton

Dotaie urveioted o
e s messoge

£mai oppoars t0bo
rom a rnd
coleague boss,or
tnoun ausnorty

Emai oppors tobo
worc it

emai o g
anguage (ie
copyrghtmormation
asclamers otc)

emaiie ot
personaiie foryou

Missing an appropricte
ormoor ntormal
greeting

offrs thot appear oo,
good o bo e

offers thot cra ony or
o imedtme

Prossuroorurgency to
6o sometring auicly

Rocuestsfor sensive
orpersonal
ieerton

Roquests o o,
cortrtut,ordonte
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st or you

Thveotsof
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Previously, we asked about the specific email used for this
training exercise. Now, the questions below ask more broadly
about emails you typically receive at work.

What is your level of confidence in identifying an email as a
phishing email because of the following?

sttachments

Eranding or logos from
well-tnown brands ore
imitted

Eranding or logos from
well-tnown brands ore
out-of-date.

Eranding or logos that
1opect to se0 are
missing

Content o formatting
toms thot appeor to
o unprofessional

Grommar errors

Inconsistencies witin
the emai's messoge
senders nformation,

ondlor attochments

Links that appear to be
rom wel-known
websitas

Links where the text
oes not match the
e

Speling errors

he emais sendier
odress appears to be
rom & wel-knonn
websie

he emais sendier
name doss ot match
ther emoi adess.

Unexpected securty
cons ortext

No

confidence

o
o

Low

confidence

o
o

Neither igh
nor o
confidence

o
o

High
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o
o

caremely
nigh
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How likely or unlikely are you to look for the following when you

are trying to decide if an email is a phish or not?

sttachments

Eranding or logos from
well-tnown brands ore
imitted

Eranding or logos from
well-tnown brands ore
out-of-date.

Eranding or logos that
1opect to se0 are
missing

Content o formatting
toms thot appeor to
o unprofessional

Grommar errors
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the emai's messoge
senders nformation,

ondlor attochments

Links that appear to be
rom wel-known
websitas

Links where the text
oes not match the
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Speling errors

he emais sendier
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rom & wel-knonn
websie

he emais sendier
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ther emoi adess.

Unexpected securty
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Please answer the following questions about your work. We are
asking these questions to better understand different types of
‘email users. Your responses will be anonymous.

What s your job title?

Which job type listed below best fits your day-to-day
responsibiities?

& Administrative support oy gererceicol o cornction uppt o
the business aspects of the orgonzation
Facilties support I the feld: rovice protectin, safety, mainenance.

O constructon repar ot installation of faciites, rounds, nfostructure, equipment,

anaor vehicles.

Facllitis support I the ofice: Pon, cesicn, drect or organize octhites
O refotea 1o the protection, safety, meintenance, consizucton repat, o nstalation
offacites grounds, nftostrcture, squipment, andor veicie.

Logal: o ensire orgonzational legol ondi eguiatory complance andor provide
egol counsel.

Management Provids diractorc-level cdministratve decisons tha affect the
O organiztion and envision,develop,and recommen igher-level manageriol
‘ond cdminsratie ntaties, programs, and polcies

O Mission-based Central to the mision and godis of the crganzation.

( ©rgenizational support e on acmisis, o e wark it sques
knowledge of both busiess and trade proctces.

(O My job type s not st above. leasa descrioe your job beiow in1-2 sentences

Please provide any last thoughts, comments, or observations
about phishing emails that you would like to share with us.
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We thanik you for your time spent taking this survey.
Your response has been recorded.
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NIST o

Welcome to the NIST Phish Cues Survey

The National Institute of Standards and Technology (NIST) is conducting
an anonymous survey to understand how visually observable
characteristics of phishing emails impact how people interpret a phishing
email. This is your opportunity to help us understand how people decide
whether an emailis a phish and what visually stands out in phishing
emails. Your responses will help NIST to further its research goals on
this important cybersecurity issue and its evaluation of phishing
awareness training methods. By participating, your contribution wil be of
great value to both our research efforts at NIST and the cybersecurity
awareness training of your organization.

This survey should take approximately 15 minutes to complete. The
survey responses are confidential and your information is strictly
anonymous. Your participation is voluntary. You may choose to skip any
question or quit the survey at any time. If you quit the survey, any
answers that have already been provided will be retained. Once the
survey is completed and submitted, your answers cannot be withdrawn.
The anonymous survey results may be shared publicly. If you have any
questions about this study, please contact Shanée Dawkins at
shanee.dawkins@nist.gov.

If you have any questions about your rights as a research participant,
please contact the NIST Research Protections Office and/or Institutional
Review Board at 301-975-5445 or email rpoffice@nist.gov.

'OMB Control #0693-0043
Expiration Date: 06/30/2025
NIST Generic Clearance for Usability Data Collections

AFederal agency may not conduct or sponsor, and a person is not
required to respond to, nor shall a person be subject to a penalty for
failure to comply with an information collection subject to the
requirements of the Paperwork Reduction Act of 1995 unless the
information collection has a currently valid OMB Control Number. The
approved OMB Control Number for this information collection is 0693-
0043. Without this approval, we could not conduct this
survey/information collection. Public reporting for this information
collection is estimated to be approximately 15 minutes, including the
time for reviewing instructions, searching existing data sources,
gathering and maintaining the data needed, and completing and
reviewing the information collection. All responses to this information
collection are voluntary. Send comments regarding this burden estimate
or any other aspect of this information collection, including suggestions
for reducing this burden to the National Institute of Standards and
Technology at: 100 Bureau Drive, Attn: Shanée Dawkins.

I understand that by clicking “Next", | am choosing to take part in this
research study voluntarily.
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