From: Hill, Michael (CDC/NIOSH/OD/ODDM) (CTR)

To: Haas, Emily J. (CDC/NIOSH/DSR)

Cc: Hasbani, Ghassan (CDC/NIOSH/OD/ODDM) (CTR); Guan, Jinhua (CDC/NIOSH/DSR/PTB)

Subject: FW: RESPONSE SENT: PRA-0920-2232 Improved Driver Vehicle Interface (DVI) in Police Cruisers for Operational
Safety

Date: Friday, December 19, 2025 1:20:36 PM

Attachments: PIA for Privacy ACT Determination (PAD) CSPO 09102025 (2).pdf
image001.png

Approved — Happy Holidays.

Michael M. Hill

Information System Security Manager (ISSM)
AlphaSix Corporation

Information Technology and Informatics Services Office
National Institute for Occupational Safety and Health
Centers for Disease Control and Prevention
rfzA@cdc.gov | Cell: 314-560-0503

From: Carter, Kerey (CDC/OCOQ/OCIO/CSPO) <kvc2@cdc.gov>

Sent: Friday, December 19, 2025 1:02 PM

To: Hill, Michael (CDC/NIOSH/OD/ODDM) (CTR) <rfz4@cdc.gov>

Cc: Payne, Chuck (CDC/NIOSH/OD) <ovh7@cdc.gov>

Subject: FW: RESPONSE SENT: PRA-0920-2232 Improved Driver Vehicle Interface (DVI) in Police Cruisers
for Operational Safety

Michael, see below and attached.

From: Walker, Beverly E. (CDC/OCOO/OCIO/CSPO) <vhz4@cdc.gov>

Sent: Friday, December 19, 2025 12:42 PM

To: Carter, Kerey (CDC/OCOO/OCIO/CSPO) <kvc2 @cdc.gov>

Subject: FW: RESPONSE SENT: PRA-0920-2232 Improved Driver Vehicle Interface (DVI) in Police Cruisers
for Operational Safety

Hi Kerey-

Thanks for the response. Based on the info that you provided, | changed the references from a “unique
Participant number” to “random participant number”. The PIA has been signed, Attaching a copy here in
case you/NIOSH cannot access.

Beverly E. Walker, CIPP/G; CIPM; FIP
Chief Privacy Officer & Privacy Act Officer
Centers for Disease Control and Prevention (CDC)

Department of Health and Human Services (HHS)
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Privacy Impact Assessment Form

v 1.21
Status Form Number 1 Form Date 09/10/25
Question Answer
1 OPDIV: [ae |
2 PIA Unique Identifier: |TBD |
2a Name: |Improved Driver Vehicle Interface (DVI) in Police Cruisers for Op|
( General Support System (GSS)
(" Major Application
. ) ) . . (" Minor Application (stand-alone)
3 The subject of this PIA is which of the following?
(" Minor Application (child)
(e Electronic Information Collection
( Unknown
33 Identify the Enterprise Performance Lifecycle Phase 0 . 4 Mai
of the system. perations and Maintenance
3b IsthisaFISMA-R tabl tem? ®
sthisa -Reportable system?
P Y (¢ No
Does the system include a Website or online C Yes
4  application available to and for the use of the general
public? (¢ No
(e Agency
5 Identify the operator.
(" Contractor
POC Title IHeaIth Scientist ‘
POC Name |Jinhua Guan |
6 Point of Contact (POQ): POC Organization INIOSH Division of Safety Researcl+
POC Email |ezg6@cdc.gov ‘
POC Phone |304-285-6333 |
( New
7 Isthis a new or existing system?
(¢ Existing
( Yes
8 Does the system have Security Authorization (SA)?
(¢ No
8b Planned Date of Security Authorization

Not Applicable
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Briefly explain why security authorization is not

8¢ required

It is not a system. It is a Non-PIl human data collection

Indicate the following reason(s) for updating this PIA.
Choose from the following options.

PIA Validation (PIA

O Refresh/Annual Review)
Anonymous to Non-

u Anonymous

[ ] New Public Access

Internal Flow or Collection [_] Conversion

M Significant System
Management Change
Alteration in Character of

D Data

[] New Interagency Uses

[ ] Commercial Sources

|Other...

Describe in further detail any changes to the system

10 that have occurred since the last PIA.

N/A

11 Describe the purpose of the system.

The purpose of this study is to investigate aspects of the Driver
Vehicle Interface (DVI) design that may contribute to
perceptual-motor distraction (also termed driver distraction)
among law enforcement officers (LEOs). Poor DVI designs in
police cruisers, fitted with aftermarket police equipment, can
result in perceptual-motor problems (e.g., obstructed vision,
difficulty in reaching controls, and operational errors).
Cumulatively, poor DVI design features lead to distracted
driving. By contrast, an improved DVI design, such as a clear
visual environment, easily reachable controls and equipment,
may help reduce perceptual-motor distraction and improve
operational comfort, subsequently resulting in fewer fatalities
and injuries in this occupational sector. This study will examine
the appropriate placement of aftermarket police equipment
(defined later in this protocol) by conducting a police cruiser
simulator study in a NIOSH research laboratory.

Participating LEOs will engage in simulated driving while
performing a series of secondary tasks (e.g., answering a call on
the mobile data terminal (MDT), checking license plate
number, and simulate the action turning on/off the siren or
lights via a switch) under both configuration conditions. The
task completion time and eyes-off-road time (looking at the
interior), lane keeping, and headway consistency will be
measured to identify the safest configuration.
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12

Describe the type of information the system will
collect, maintain (store), or share. (Subsequent
questions will identify if this information is Pll and ask
about the specific data elements.)

Digital/electronic measurements are being collected (e.g.,
Ergoneer eye tracking glasses) to understand participant
preferences and performance during simulated driving tasks.
The study will collect, maintain, and store the following types
of information:

1. Anthropometric Measurements: Body weight, Body height,
Sitting height, and Eye height. These measurements will be
recorded while participants are in their normal duty gear.

2. Preferred Cab Workspace Adjustments: Measurements of the
preferred seating position and adjustments made by
participants using a FaroArm, including positions of the seat,
steering wheel, MDT (Mobile Data Terminal), rearview mirror,
and side mirrors.

3. Simulated Driving Data: Eye-tracking data collected using
Ergoneer eye tracking glasses, including: a) Eyes-off-the-road
time, analyzed and exported to an Excel spreadsheet, b)
Performance data during driving trials, including: Task
completion time, Lane departure, and Speed.

4, Post-Test Questionnaire Responses: Participants will
complete a questionnaire regarding their preferences during
the simulated driving experience, which will be collected via
paper/pencil and transferred to an Excel file.

All collected data will be stored securely on a NIOSH network
drive, ensuring confidentiality and anonymity of participants
through the use of random participant IDs. No data will be
shared outside the agency.
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Provide an overview of the system and describe the
13 information it will collect, maintain (store), or share,
either permanently or temporarily.

Building from the last question, we have the following data
types being collected and securely stored for analysis.

1. Anthropometric Measurements will be recorded while
participants are in their normal duty gear and will be entered
into a Microsoft Excel spreadsheet without any identifiable
private information, using participant numbers for tracking.
2. Preferred Cab Workspace Adjustments will be measured
using a FaroArm, including positions of the seat, steering
wheel, MDT (Mobile Data Terminal), rearview mirror, and side
mirrors. This data will be saved in a proprietary software file
linked to participant IDs and later transferred to the Excel file.
3. Simulated Driving Data: Eye-tracking data is collected using
Ergoneer eye tracking glasses — collected electronically via
MATLAB and identified by random participant IDs without
including identifying information.

4, Post-Test Questionnaire Responses will be collected via
paper/pencil and transferred to an Excel file.

Data collected by all instruments (data collection sheet,
anthropometer, FaroArm, MATLAB, and Ergoneers) will be
directly recorded or exported into an Excel spreadsheet to
serve as the final dataset. This dataset will consist of a random
Participant ID, data collection date, and the above
measurements collected as a part of the study. No identifiable
private information will be included in this spreadsheet. All
collected data will be stored securely on a NIOSH network
drive, ensuring confidentiality and anonymity of participants
through the use of randomly assigned Participant numbers
(e.g., Participant 133, Participant 204) so researchers can record
separate measurements and responses collected for each
participant in an organized way. However, these data, as
described above, do not collect personal identifiers and the
random Participant number does not contain any personal
identifier either. So, the data cannot be linked to a specific
individual. No data will be shared outside the agency.

This Excel datasheet will be imported into SAS system for
statistical analysis. A multivariate analysis of variance
(MANOVA) will be employed to compare the Existent
Configuration and Modified Configuration for task completion
time and eyes-off-road time, respectively.

With the participants’ consent and as approved by local IRBs,
data will be stored at the NIOSH DSR research laboratory in
Morgantown, WV. The raw data will be entered and stored on a
password-protected computer on the restricted-access CDC
network. Two levels of physical security are always maintained
for the data libraries—controlled office access, and ID/
password access to data storage devices. Participants’ study
records will be kept in a locked file cabinet, and only NIOSH
investigators of this study will have access to them.

14 Does the system collect, maintain, use or share PII?

( Yes
(e No
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Reviewer Questions Answer

REVIEWER QUESTIONS: The following section contains Reviewer Questions which are not to be filled out unless the user is an OPDIV
Senior Officer for Privacy.

Reviewer Questions Answer
: (e Yes
1 Are the questions on the PIA answered correctly, accurately, and completely? ON
o
Reviewer
Notes

Does the PIA appropriately communicate the purpose of Pll in the system and is the purpose (" Yes
justified by appropriate legal authorities? C No

Reviewer
Notes

Do system owners demonstrate appropriate understanding of the impact of the Pll in the " Yes

system and provide sufficient oversight to employees and contractors? C No
Reviewer
Notes
. . . o (" Yes
4 Does the PIA appropriately describe the Pll quality and integrity of the data? ON
o}
Reviewer
Notes
( Yes
5 Is this a candidate for PIl minimization?
( No
Reviewer
Notes
(C Yes
6 Does the PIA accurately identify data retention procedures and records retention schedules? ON
o}
Reviewer
Notes
(" Yes
7 Are the individuals whose Pll is in the system provided appropriate participation? ON
o}
Reviewer
Notes
, (" Yes
8 Does the PIA raise any concerns about the security of the PII? ON
o
Reviewer
Notes

Is applicability of the Privacy Act captured correctly and is a SORN published or does it need " Yes

to be? C No
Reviewer
Notes
( Yes
10 Is the Pll appropriately limited for use internally and with third parties? ON
o
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Reviewer Questions Answer
Reviewer
Notes
(C Yes
11 Does the PIA demonstrate compliance with all Web privacy requirements? ON
o}
Reviewer
Notes
( Yes
12 Were any changes made to the system because of the completion of this PIA? ON
o
Reviewer
Notes

General Comments

OPDIV Senior Official
for Privacy Signature

Beverly E.
Walker -S

Digitally signed by
Beverly E. Walker -S
Date: 2025.12.19
12:34:09 -05'00'

HHS Senior
Agency Official
for Privacy
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770-488-8524 (office) | 770-925-5326 (cell)
Report 24x7 Cybersecurity/Privacy Incidents: 866-655-2245| nosc@cdc.gov

CONFIDENTIALITY: This e-mail, and any attachments, is for the sole use of the intended recipient(s) and may contain
confidential and/or protected information. Any unauthorized review, use, disclosure or distribution is prohibited. If
you are not the intended recipient, please contact the sender by reply e-mail and destroy all copies of the original
message.

From: OTTER ADMIN (CDC) <svc-DYpOTTERAdmin@cdc.gov>

Sent: Friday, December 19, 2025 9:57 AM

To: Walker, Beverly E. (CDC/OCOO/OCIO/CSPO) <vhz4@cdc.gov>

Subject: RESPONSE SENT: PRA-0920-2232 Improved Driver Vehicle Interface (DVI) in Police Cruisers for
Operational Safety

Greetings,

The PIA feedback for PRA-0920-2232 Improved Driver Vehicle Interface (DVI) in Police
Cruisers for Operational Safety has been responded to by Kerey Carter.

All collected data will be stored securely on a NIOSH network drive, ensuring
confidentiality and anonymity of participants through the use of randomly assigned
Participant numbers (e.g., Participant 133, Participant 204) so researchers can record
separate measurements and responses collected for each participant in an organized
way. However, these data, as described above, do not collect personal identifiers and
the random Participant number does not contain any personal identifier either. So, the
data cannot be linked to a specific individual. No data will be shared outside the agency.

Please follow the link below to view the actions taken by the center. If the actions taken
are unsatisfactory, you may send it back to the center by selecting 'send to C/I/Q' in the
process field. An additional return iteration will be counted.

Return # 6 /PRA-0920-2232 Improved Driver Vehicle Interface (DVI) in Police Cruisers
for Operational Safety/ to C/I

Thank you,
OTTER ADMIN


mailto:866-655-2245|%20nosc@cdc.gov
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mailto:vhz4@cdc.gov
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https://otter.crm9.dynamics.com/main.aspx?etc=10075&id=fd2ebe72-32dc-f011-8544-001dd80b1717&histKey=465227523&newWindow=true&pagetype=entityrecord&appid=07db2509-e526-417a-8639-1fbb8a889434

