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21

dentify with whom the Pl s shared or disclosed and
for what purpose.

] Within His

Otherederal
&R Agency/Agencies

Piis provided to allow users to contact the publication
Jauthor with questions/comments.

{The Mine Safety and Health Administration (MSHA) may be
provided Pl when needed, as NIOSH runs the Coal Workers'
Health Survellance Program (CWHSP) on their behalf.

Piis provided to RS for matching with their database in
lorderto dentify addresses for workers. PIis also provided
[to Department o Energy in order to obtain additional
lexposure data and study data.

Suteoroal
® Agency/Agencies

Piis provided to allow users to contact the publication
Jauthor with questions/comments.Pil s also provided to the
State statisti offces and state cancer egistres.

X Private Sector

Piis provided to allow users to contact the publication
Jauthor with questions/comments.

|Analysisfiles not cortaining diect dentiers may be shared
Iwith collaborators or researchers interested In replicating thel
study ether through a data use agreement orata research
data center.

Lab testing with Clinical Laboratory Improvement

|Amendments (CLIA) certified b
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Describe any agreements I place that authorizes the
Information sharing or disclosure (eg. Computer

124b Matching Agreement, Memorandum of
Understanding (MOU), or Information Sharing
Agreement (SA).

[Agreements are in place for data sharing asfollows:

1 Data exchanged with National Death Index (NDI) is
lgoverned by the NDI process which includes an application
[process with protocol review of new studies.

[2 Data exchanged with the nternal Revenue Service (RS)is
lgoverned Under Title 26 - Internal Revenue Code 6103(m)(3).
[(nttps:wwwwers gov/irmpart 1/irm_11-003-029) as amendedt
|(Appendix A)and Public Law 96-128, ttl V, Sec. 502,as
lamended, http:/thomas.oc.gov/cgi-bin/bdquery/z?
|4096:+R02282 @ @DsuMM2=ma). NIOSH has been granted
Jauthorityforthis type of search and has been vetted by IRS to
Jgain access and the use of their secure FTP site.

I3 Data exchanged with Department of Eneray (DO Inter-
lagency Agreement to collectstudy records from the various
tes.

|4 Dataexchanged withstate Vital Records departments are
lgoverned by an approval process with each tate at the time
Frequested.

|5 Data exchanged with state cancer registres are governed by|
lan approva process with each state at the time requested.

17 Study analyss files not containing directdentifiers are:
lgoverned by Data Use Agreements or by restricted access
lthrough National Center for Health Staistics (NCHSs) Research
IData Center.

Describe the procedures for accounting for

24 discosures

[Health Management systems (HMS) Federal has estabiished
[th International Organization for Standardization (150) 9001
[procedures for accounting fordisclosures under this system.

[Thisis maintained by the system owner. Within this disclosure
ledger incluces the date, the name (the address I known) of
[the entityof the receiving person or agency, a bief description
Jof the nformation disclosed, and a bref purpose of the
lisclosure (ora copy ofthe disclosure reques).

[Thisledgeris captured i a spreadsheet.

Describe the processn place tonotfy ndividuals
25 that theirpersonal information will be collected. ff
o prior notice s given, explain the reason.

fThe Miner dentiication Form explains how the miner
finformation willbe kept private and requires them to sign
laranting NIOSH permission to collet and use the data when
Irequesting a chest radiograph or pulmonary function tst.

When voluntarilysigning up for an account, individuals
[provide business contact information. The website form
ldescribes the information collection and the use of Pl

|Users requesting access to the systemfor aspecific role will be:
Inotifed during the request either verbally or by email that
[their userd willbe stored. New employees are notified via
Jemail or verbally that theirinformation will be stored.
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s the submission of Pl by individuals voluntary or
mandatory?

© Voluntary
C Mandatory.

Describe the method forindividuals to opt-out of the
collection or use of their PI. Ifthere i no option to
object to the Information collection, provide a

[Partcpation s voluntary and niiated by the users. Users
lopting to particpate are required to provide business contact
information as needed for account setup and user support.
[Once established, users can opt out by contacting
Jedtechinfoecdc gov and their account will be disabled.

Desciibe the process o notfy and obtain consent
from the ndividuals whose Pl i inthe system when
major changes occur to the system (e, disclosure
andjor data uses have changed since the notice at
the time of original collection). Alteratively,describe:
‘why they cannot be notifed or have thelr consent
obtained.

|Users e notified ofsystem updates via the email
lacdress they provide. Malor changes in the use of Pl are not
lanticipated and have ot occurred. No consent process has.
lbeen developed.

Describe the processin place toresolve an
Individuals concerns when they believe their Pl has.
been inappropriately obtained, used,or discosed, or
that the Pilis inaccurate. If no process exsts, explain
whynot.

[Pt has been inappropriately obtained, used, or disclosed, or ]
fthe Pi s inaccurate, an individual can contact the systems
lprogram manager at eldtechinfoecdc.gov.

IConcerns about Pil can be directed to NIOSH MPN

ladministrators at nioshpiagedc gov. The administrators will

lirect the concen to the system security steward who will

lreach out to the ndividual and division management, NIOSH's

Information System Security Officer, and CDC's rivacy Office:
' an appropriate resolution.

Describe the processin place for periodic reviews of
Pl contained in the system to ensure the data's
Integrity,avallabilty, accuracy and relevancy. f no
processes are i place, explain why not.

[Pl contained In the systen s reviewed by MPN administrators
eckdy and any Incorrect nformation s remedied.

Indditionaly,users or authors may request thel nformation be

lupdated by sending an emailto the system administrators.

Integrity checks include: the data entry staffverify that Pil
[matches the form when entering the data,entered data are:
[compared to appropriate vald ranges of values, databases are
[designed to eliminate redundancies, and database constraints
lrequire valuesfor criticalfelds and disallow invalic values.
Workers'addresses are updated prior to notfications.

|Users may update their email address and phone number by
Jsending updates to eldtechinfoacdcgov. Reviews are

Jconducted by NIOSH' Project Manager.

El

dentity who il have accesstothe Pl nthe system
and the reason why they require access.

[Program researchers will have access
o their program’' P data i order to
lconduct analysi.

[ Users

[For reating user accounts and
[communicating system status and
[providing user support.

) Administrators

I Developers

[Direct contractors serving as users

B Contractors | iministrators.

Jothers
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Describe the procedures In place to detemine
system users (administrators, developers,
contractors, etc) may access Pi.

[MPN utiizes Role Based Access Control (RBAC) that enforces
fthe most retrctive permissionsfor authorized users based on
ltheirrole The Business Stewards determine which users can

Describe the methods in place to allow those with
access o Pl to only access the minimum amount of
Information necessary to perform thei job.

[MPN personnelare dentifed a the project evel by ole, and
Jonly appropriate personnel with the requisite skl and
lknowiecige ae assigned to the projectin the required role.
[System users and adiminitratorsare iven access base on the
Jprincipls ofeast piviege.Least Privilge model isaplied,
[ensuring prvilegelevels no higher than necessary to
Jaccomlish required functions.

Wdentify training and awareness provided to
personnel(system owners, managers, operators,
contractors and/or program managers) using the
system to make them aware of thei responsibilties
for protecting the information being collected and
maintained.

|Allusers complete Security and Privacy Awareness Training at
leastannually.

Describe training system usersrecelve (above and
beyond generalsecurity and privacy awareness
traning).

[The Division o Fiedstudies and Engincerng OFSE) annually
Jrovides 305(d) traiing thatncludes Confcentiaiyaswell 5
privacy Actand securty taining.

[system administrators complete HHS Role Based Training at
leastannually.

[Freedom of Information (FOIA) and Privacy Act Training

Do contracts include Federal Acquisition Regulation
and other appropriate clauses ensuring adherence to
privacy provisions and practices?

@ves
Cro

Describe the process and guidelines in place with
regard to the retention and destruction of Pi. ite
specific records retention schedules.

[NIOSH handies and retains Information system output and
Iretention in accordance with the CDC Records Management
[Polcy. CDC Records Control Schedule and other applicable
Irecord scheduling procedures prescribed by the General
[Records Schedule (GRS) and National Archivesand Records
|Administration (NARA).System stewards consult with the CDC
[Records Manager to identify applicable records scheduiing
lequirements and otherwise manage electronic records.

[Records Schedule 16, Item 14
[Records Schedule N1-442.09-1, ftem 3 4-57)
[Records Schedule Is N1-442.091, ftem 2
[Records Schedule N1-GRS-96-2 fem 23
[Records Schedule CDC N1-442-2009-01, Item 3 and 4
IRecords Schedule N1-442.09-1

RS 202D
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Describe, biefly but with speciicity, how the Pilwill
38 be secured i the system using adminisrative,
technical, and physical controls.

[Administrative: only authorized employees can access using
[PIV card and system authentication.
fThe business steward authorizes new users for the system.
[Datais secured by Active Directory and access Is only granted
Jtousers authorized by the business steward. Datalsstored on
Jan encrypted database server. The servers and hard-copy
lrecords reside in secured facilties which require PIV card
Jaccess. Comprehensive security plans are formalized through
fthe Security Assessment and Authorization (SA& process to
aldate compliance with Federal Information Security
[Management Act (FISMA) requirements.

[Technical: both database ayer and application layer access is
|controlled by PIV card (network user credentials)to prevent
lunauthorized access. Pilis secured on the CDC network using
Inetwork shares and Server databases that imit access o the
[appropriate staff. The network s protected with firewalls, and
Iintrusion detection systems. Allusers complete Security and
[Privacy Awareness Training atleast annually.

[Physcal: Hosted and sored on the consolcated web server
Jand database server which slocated ina locked secure COC
factty securec with guards, 0 badiges,key cads and closed
lcrcuit elevison (CCTV) with acces ony by authoized badged|
saffor escorted vistors.

39 identfy the publicly-available URL:

[MPN s 2 platform framework that nvolves multple URLS.

It /wwewn cdc gov/HHERequest
Intps /wwewn cdc gov/niosh-statedocs/Defaultaspx
It /wwew.cde govinioshytoplcs/NOMS/
Itps/wewn,cdc gov/Niosh-whe/

It /e, cdc gov/NIOSH-CEL/
Itps,/Awwwn.cdc gov/eworld

Itos /wwewn.cdc gov/ntosh-mining/

Intps /wwewn.cde goviniosh-npg
Intps/wwewn.cdc gov/nlosh-oeb

Intps v cdc gov/niosh-ohsn

Intps /v cdc gov/nioshthd

It /v, cdc gov/PPEINFO/Search
Intps,/Awwwn.cdc gov/wisards/
Ittpsy/wwwn cdc gov/wpvhe

40 Does the website have a posted privacy notice?

@ves
Cho

Isthe privacy policy available ina machine-readable
format?

100

@ves
o

Does the website use web measurement and
customization technology?

@ves
Cio
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ologies

Web beacons

Web bugs

Select the type of website measurement and
customization technologles s in use and fit s used Session Cookies
tocollect L. (select all that apply)

Persistent Cookies

[omniture:
[Session Storage
[via browser

Does the website have any information or pages CYes
directed at chidren underthe age of thirteen? @No

Does the website contain inks to non- federal Cves
govemment websites external to HHi? @No

/Q40a: Inaccordance with HHS's “Rescission of Offce o the Chief Information Officer/Supersecied Policy
ffor Machine Readable Privacy Policies and Related Guidance Documents* memo. MRPP cannot be
|validated due to obsolete technology and the suspension of work on P3P by the Platform for Privacy
[Preferences Project workgroup.

Digtaly signed by
orow seneromcal (BEVEIlY E. ST’

orprivay Sanature |\ glker -G Dieoisoen sy
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Privacy Impact Assessment Form

Status [prat

Fomn Number

==

| fomoe prsammsasers

viaz4|

Question

Answer

orDIV:

<

PIA Unique identifer.

=0

Name:

IModernization Platform (MPN)

‘The subject of this PIA Is which of the following?

C General support system (G55)
@ Major Application

© Minor Applicaion (stand-alone)
C Minor Application (child)

C Electronic Information Collection
€ Unknown

Wdentify the Enterprise Performance Litecycle Phase
of the system.

[operations and Maintenance

Isthis aFISMA-Reportable system?

CYes
GNo

Does the system include aWebsite o online
application avallable to and for the use of the general
public?

@es
cro

dentiy the operator.

@ Agency
 Contractor

Pointof Contact (POC):

POCTItle

rosodte Dvectorfor |
N T —
N T —
rocemi

POCPhone

Is this a new or existing system?

@ New.
C Busting

Does the system have Security Authorization (SA)!

Ces
@No

Planned Date of Securty Authorization

|Augusts, 2019
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Describe the purpose ofthe system.

[Modernization Platform (MPN) is a strategic effortto align
Jexisting National institute for Occupational safety and Health

Desciibe the type of Information the system wil
collect, maintain (store), or share. (Subsequent
questions willdentify f this information i Pll and ask
about the speciic data elements)

[MPN willmaintain information such as socal securlty numbers
[55N), names, email address, phone, medical notes,
[certiicates, date of bith (DOB), photographic identifiers,

Provide an overview of the system and describe the.
nformation it will collect,maintain (store),or share,
either permanently ortemporarly.

fihe MPN helps o store and share Information amongst the
INIOSH divisions which are located in various states. The
linfomation collected icacresced by suthorizedMos |

Does the system collect, maintain,use or share PIl?

@es
Cro

Indicate the type of Pl tha the system will collector

5 meintain.

X Sodal Security Number
X Name

] Driver's License Number
7] Mother's Maiden Name
! E-Mall Address

X Phone Numbers

X Medical Notes

R Certficates
] Education Records
] Miltary tatus

] Foreign Actvites
[ Taxpayer D
Demographicinfo

] Date o Bith
] Photographic dentifiers
X Blometric dentifers

] Vehicle dentiiers

) Maing Address

5 Medical Records Number
] Financial Account Info

] Leoal Documents
(] Device dentiiers
) Employment Status
] Passport Number

Indicate the categories of individuals about whom PI

16 is collcted, maintained or shared.

X Employees
X publi Cizens

1K) Busingss PartnerContacs (Federltate, ol soencies
X! Vendorsupplers Contractors

X patents

[Publication Authors, Respirator Manufacturers seeking|

Other
japproval.

17 How many individuals Pl s in the system?
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For what primary purpose s the Pilused?

IMPN collects external users' business contact Information
|lemail and phone number)for account set up and user
Jsupport. MPN collects and maintains identiying information
labout the workers involved in the safety ncident such as
[partiipants' names to ensure collcted data s associated with
Jthe correct person. DOB s collected to understand any
Irelationship between age and safety. Medicalinformation
|(medical notes, medical records number, biometricdentifiers)
i collected to understand the safety andi health isks of certan
fasks and/or environments.

Describe the secondary uses for which the Pilwill be:
used (e.testing, training or research)

[Secondary usesfor collecting Pl include Informing workers of
Jtudy findings, analyzing data, administering surveys,
[contacting participants, verifying the miners identity, to keep
lrecords of procedures performed withinthe system, and for
Juser account setup and user support.

Describe the function of the SSN.

[MPN uses miner's SSN to search for data, verfy identity, and
loroup radiographs taken during a miners fetime.

[sSN isalso used in determining whether a match s for
[particular worker. The setof information which MPN and the
|data source have in common typically consits of SSN, name,
[date of birth, and gender. These fields are used to ascertain

hethera linked record o a worker Isa true match, a false:
[match, or whether it remains unclear. Without the SN, many.
Jof these determinations would be impossible.

Citethe lagal authority to use the SSN.

[Federal Mine safety and Health Act, Sections 203 and
[occupational safety and Health Act, Section 20

Wentifylagal authorities goveming information use
and disclosure specfic to the system and program.

[Occupationa Safety and Health Act, Section 20, ‘Research and
[Related Actvities" (29 Us.C. 669); Federal Mine Safety and
[Health Actof 977, Sections 203, "Medical Examinations" and
l50, "Research (30 U..C. 843, 951) Public Health Service Act,

Jsection 301, "Research and Investigation” (42 U5 C. 241).

‘Are records on the system retreved by one or more
Pl data elements?

@ves
Cro

dentifythe number and tile of the Privacy Act
System of Records Notice (SORN) that s being used
to cover the system or identfy fa SORN s being.
developed.

[05-20-0145 Morbidity Stuciesin Coal Mining,
Published: | Metal and Non-metal Mining and General
lindustry.

Published:

Published:
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23

dentiy the sources o il inthe sstem.

Directly from an individual about whom the
information pertains.
Inperson

Hard Copy: Ml Fax
Email
Online.
Other
vernment Sources

Within the OPDIV
Other HHS OPDIV
state/Local/Tribal
Foreign
Other Federal Entites
Other

n-Government Sources
Members of the Public
Commercial Data Broker
Public Medi/internet
Private Sector
Other

14
X
14
X
)
Go
14
14
X
[}
14
[m)
Nor
X
0
134
14

o

20

dentifythe OMB information collection approval
number and expiration date.

[oM8 0920-0953 Expires 0873172021
|OMB 0920-0260, Expiration: 10/31/2020

2

Is the Pl shared with other organizations?

@ves
o
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