All Guaranty Agencies will be utilizing a new online tool TDSP-GA that has been developed and is managed by FSA to complete their annual Security Self-Assessment survey.  The previously used online tool GASATRAQ has been discontinued.

Login Page: To access the tool navigate to https://ga.ed.gov
· All users are required to provide a valid “Username and Password” to access the online tool.
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Two Factor Authentication:
· Users are presented with Two Factor Authentication options to complete login
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· Enter verification code to continue
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Warning Banner Page:
· Users are presented with the below “Warning Banner” page after logging in to www.ga.ed.gov.  Users will need to select “OK” button to continue to the Home page
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Home/Landing Page:
· After logging in, users will be presented with a homepage to navigate to their Assessments.
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· After logging in, users will be presented with a homepage to navigate to their Assessments. Select the number below “Assessments” to view them.
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· Navigate to your survey in the “Assessment” column and select the name to start completing the survey.
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· Select a control family you’re assigned to by clicking the control family name to begin completing the questionnaire.
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· Complete the questionnaire by answering the questions on the page. When you’ve completed a control and are ready to move on to the next, select the “Next” button in the bottom right of the page or select the next control from the pane on the left side of the page.
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· Once all questions have been answered in a control family, select the “Save and sign” button to submit the control family.
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· Once all control families have been submitted, a GA Supervisor can submit the assessment for review.
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Department of Education Disclaimer:

'WARNING: You are accessing a U.S. Federal Government computer system intended to be solely
accessed by individual users expressly authorized to access the system by the U.S. Department of
Education. Usage may be monitored, recorded, and/or subject to audit. For security purposes and
in order to ensure that the system remains available to all expressly authorized users, the U.S.
Department of Education monitors the system to identify unauthorized users. Anyone using this
system expressly consents to such monitoring and recording. Unauthorized use of this
information system is prohibited and subject to criminal and civil penalties. Except as expressly
authorized by the U.S. Department of Education, unauthorized attempts to access, obtain,
upload, modify, change, and/or delete information on this system are strictly prohibited and are
subject to criminal prosecution under 18 U.S.C § 1030, and other applicable statutes, which may
result in fines and imprisonment. For purposes of this system, unauthorized access includes, but
is not limited to: Any access by an employee or agent of a commercial entity, or other third party,
‘who is not the individual user, for purposes of commercial advantage or private financial gain
(regardless of whether the commercial entity or third party is providing a service to an authorized
user of the system) and Any access in furtherance of any criminal or tortious act in violation of the
Constitution or laws of the United States or any State. If system monitoring reveals information
indicating possible criminal activity, such evidence may be provided to law enforcement
personnel.
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001. AC-01 | Policy and Procedures [Access Control] ® In progress

"Control: The organization: a. Develop, document, and disseminate to [Assignment: organization-defined personnel or roles]: 1
[Selection (one or more): Organization-level; Mission/business process-level; System-level] access control policy that: (a) Addresses
purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and
(b) Is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines; and 2. Procedures
to facilitate the implementation of the access control policy and the associated access controls; b. Designate an [Assignment:
organization-defined official] to manage the development, documentation, and dissemination of the access control policy and
procedures; and c. Review and update the current access control: 1) Policy [Assignment: organization-defined frequency] and
following [Assignment: organization-defined events]; and 2) Procedures [Assignment: organization-defined frequency] and
following [Assignment: organization-defined events]."

* 1. Is this control applicable for the information system?
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* 2. For each information system within the security boundary, has an Access Control Policy been developed and
disseminated to all appropriate personnel/roles?

® Yes
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OMB Approved Form 1845-0134: PRA Burden Statement

According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless such
collection displays a valid OMB control number. The valid OMB control number for this information collection is 1845-0134. Public
reporting burden for this collection of information is estimated to average 366 hours per response, including time for reviewing
instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of
information. The obligation to respond to this collection is required to obtain or retain a benefit or voluntary is mandated by (428(c) of the
Higher Education Act of 1965, as amended). If you have comments or concerns regarding the status of your individual submission of this
Self-Assessment, please contact Federal Student Aid, Chief Technology Office, Security Services Division at FSA_GASecurity@ed.gov
directly.

The Awareness and Training family addresses how the AT policies and procedures are implemented for the system, as well as
security requirements related to basic and role-based security and privacy training provided to and recorded for users.
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