SUPPORTING STATEMENT - PART A
Collection of Required Data Elements to Verify Eligibility - 0704-0545
1. 	Need for the Information Collection 

This is an existing collection of information necessitated by the Office of Personnel Management (OPM) cybersecurity incident in which approximately 21.5 million security clearance background investigation records containing personally identifying information (PII) were compromised.

The Department of War (DoW) is providing breach notification and facilitating the provision of breach mitigation services due to the number of DoW affected individuals.  DoW entered into agreements with OPM to handle the breach notification and mitigation services.  In response to this incident, OPM has awarded a contract to provide identity protection and credit monitoring services to all impacted individuals and their minor children.  The information collected will be used to respond to breach verification inquiries received from individuals who have entered their information to find out if they have been affected by this breach.  

The authorities for this collection, as listed in the Privacy Act System of Records Notice, are as follows: 

The E-Government Act of 2002 (Pub. L. 107-347); the Federal Information Security Modernization Act of 2014 (Pub. L. 113-283) (44 U.S.C. 3551-3559); 10 U.S.C. 113, Secretary of Defense; 50 U.S.C. 3038, Responsibilities of Secretary of Defense Pertaining to National Intelligence Program; E.O. 12333, United States Intelligence Activities, as amended; E.O. 13402, Strengthening Federal Efforts to Protect Against Identity Theft, as amended; E.O. 13526, Classified National Security Information; White House Memorandum dated September 20, 2006, Subject: Recommendations for Identity Theft Related Data Breach Notification; and E.O. 9397 (SSN), as amended.

2.	Use of the Information 

In 2015, OPM discovered two separate but related cybersecurity incidents that impacted the data of Federal government employees, contractors, and others. First, OPM discovered malicious cyber activity on its network that impacted the personnel data of approximately 4.2 million current and former Federal government employees. Second, OPM discovered malicious cyber
activity on its network that impacted the background investigation records of approximately 21.5 million individuals, primarily current, former, and prospective Federal employees and contractors. All but approximately 600,000 individuals were impacted by the personnel records incident and the background investigation records incident. The number of individuals impacted by the cyber incidents is approximately 22.1 million.

The DoW Defense Manpower Data Center (DMDC) has implemented the OPM Verification portal to provide a self-service, easy to use, navigable public facing website that allows individuals potentially impacted by the OPM data breach to securely provide PII information in order to investigate their eligibility for credit monitoring as a result of being affected by the OPM background investigation data breach without calling a Government call center. This collection will remain in place as long as OPM is statutorily required to provide credit monitoring.

The information collected is used only to verify whether an individual was impacted by the OPM cybersecurity incident involving background investigation records.  Once the minimally required information has been input into the OPM Verification portal, it is compared to an electronic master file and verification is accomplished electronically.  After the Government has validated the individual’s status, DMDC provides the information electronically to OPM and Defense Logistics Agency (DLA) for subsequent processing. 


3. 	Use of Information Technology 

100% of the responses are collected electronically via a dedicated web system. 

4. 	Non-duplication 

The information obtained through this collection is unique and is not already available for use or adaptation from another cleared source. 

5. 	Burden on Small Businesses 

This information collection does not impose a significant economic impact on a substantial number of small businesses or entities. 

6.	 Less Frequent Collection 

This information is collected on an as-needed basis, based on respondents’’ need to determine eligibility for services.  The consequence of not collecting this data is that the Government cannot verify individuals’ identity to determine eligibility for themselves and their minor children to enroll for identity protection and credit monitoring services.  

7. 	Paperwork Reduction Act Guidelines 
This collection of information does not require collection to be conducted in a manner inconsistent with the guidelines delineated in 5 CFR 1320.5(d)(2).
8. 	Consultation and Public Comments
Part A: PUBLIC NOTICE
A 60-Day Federal Register Notice (FRN) for the collection published on Wednesday, December 21, 2025.  The 60-Day FRN citation is 90 FRN 61383.  
No comments were received during the 60-Day Comment Period. 
A 30-Day Federal Register Notice for the collection published on Wednesday, February 25, 2026. The 30-Day FRN citation is 91 FRN 9243.
Part B: CONSULTATION 
No additional consultation apart from soliciting public comments through the Federal Register was conducted for this submission. 
9. 	Gifts or Payment 

No payments or gifts are being offered to respondents as an incentive to participate in the collection. 

10. 	Confidentiality 

This collection requires a Privacy Act Statement, which can be found upon initial access to the website. This information is disclosed only to the extent consistent with statutory requirements, current regulations, and prudent business practices.  

This collection requires a System of Records Notice (SORN), which can be found at the below link: 

https://pclt.defense.gov/DIRECTORATES/Privacy-and-Civil-Liberties-Directorate/Privacy/SORNsIndex/Article/4014213/dmdc-20/

The information collection requires a Privacy Impact Assessment, which has been included in this package for review.

Records are retained for 3 (three) year(s) then destroyed after cutoff.

11. 	Sensitive Questions 

We are asking respondents to provide their Social Security Number (SSN) in order to accurately validate their identity. SSN is the only common identifier between DMDC and OPM that would facilitate breach notification assistance.

12. 	Respondent Burden and its Labor Costs
Part A: ESTIMATION OF RESPONDENT BURDEN

1) Collection Instrument(s)
[OPM Verification Site] 
a) Number of Respondents: 50,000
b) Number of Responses Per Respondent: 1
c) Number of Total Annual Responses: 50,000
d) Response Time: .08 hours 
e) Respondent Burden Hours: 4,166.67 hours 

2) Total Submission Burden 
a) Total Number of Respondents: 50,000
b) Total Number of Annual Responses: 50,000
c) Total Respondent Burden Hours: 4,000 hours 

Part B: LABOR COST OF RESPONDENT BURDEN

1) Collection Instrument(s)
[OPM Verification Site] 
a) Number of Total Annual Responses: 50,000
b) Response Time: .08
c) Respondent Hourly Wage: $39
d) Labor Burden per Response: $3.12
e) Total Labor Burden: $156,000

2) Overall Labor Burden 
a) Total Number of Annual Responses: 50,000
b) Total Labor Burden: $156,000

The Respondent hourly wage was determined by using the [Department of Labor Wage Website] ([https://www.dol.gov/dol/topic/wages/ ])

13.	Respondent Costs Other Than Burden Hour Costs 
There are no annualized costs to respondents other than the labor burden costs addressed in Section 12 of this document to complete this collection. 

14. 	Cost to the Federal Government

Part A: LABOR COST TO THE FEDERAL GOVERNMENT
1) Collection Instrument(s)
[OPM Verification Site] 
a) Number of Total Annual Responses: 50,000
b) Processing Time per Response: .25 hours
c) Hourly Wage of Worker(s) Processing Responses: $43.74
d) Cost to Process Each Response: $10.93
e) Total Cost to Process Responses: $546,726.99

2) Overall Labor Burden to the Federal Government
a) Total Number of Annual Responses: 50,000
b) Total Labor Burden: $546,726.99

Part B: OPERATIONAL AND MAINTENANCE COSTS
1) Cost Categories
a) Equipment: $0
b) Printing: $0
c) Postage: $0
d) Software Purchases: $0
e) Licensing Costs: $0
f) Other: $0

2) Total Operational and Maintenance Cost: $0

Part C: TOTAL COST TO THE FEDERAL GOVERNMENT

1) Total Labor Cost to the Federal Government: $ 546,726.99

2) Total Operational and Maintenance Costs: $0

3) Total Cost to the Federal Government: $546,726.99

15. 	Reasons for Change in Burden 

There has been no change in burden since the previous approval.

 16. 	Publication of Results 

The results of this information collection will not be published. 

17. 	Non-Display of OMB Expiration Date 

We are not seeking approval to omit the display of the expiration date of the OMB approval on the collection instrument. 

18. 	Exceptions to “Certification for Paperwork Reduction Submissions”

We are not requesting any exemptions to the provisions stated in 5 CFR 1320.9. 
