FERC-725 (OMB Control No. 1902-0225)
Docket No. RM24-4

Justification for Non-Material or Non-Substantive Change 
to the FERC-725 “Certification of Electric Reliability Standards; Procedures for Electric Reliability Standards”,
Docket No. 
RM24-4 (Registration of Inverter Based Resources) 

In this order, Docket RM24-4 issued on ?,[footnoteRef:2] the Federal Energy Regulatory Commission (Commission or FERC) The information collection affected by this order is FERC–725, “Certification of Electric Reliability Organization; Procedures for Electric Reliability Standards” (OMB Control Number 1902-0225).  The information collection requirements in the RM24-4 are covered by and included in, the existing OMB-approved FERC-725.  [2:  The RM24-4 is posted in FERC’s eLibrary at https://elibrary.ferc.gov/eLibrary/filedownload?fileid=C93E891E-59DD-CF2B-9491-84880F600000 .  .] 


NERC is directed to fulfill the following in RD22-12:

NERC to submit new or modified Reliability Standards that address specific matters pertaining to the impacts of IBRs on the reliable operation of the Bulk-Power System are covered by, and already included in, the existing OMB-approved information collection FERC-725 (Certification of Electric Reliability Organization; Procedures for Electric Reliability Standards; OMB Control No. 1902-0225), under Reliability Standards Development.  
1. In this final rule, Pursuant to section 215(d)(5) of the Federal Power Act (FPA),1 the Commission directs the North American Electric Reliability Corporation (NERC), the Commission-certified Electric Reliability Organization (ERO), to submit new or modified Reliability Standards within 18 months of the date of issuance of this final rule that address ongoing risks to the reliability and security of the Bulk-Power System posed by gaps in the Critical Infrastructure Protection (CIP) Reliability Standards related to supply chain risk management (SCRM) (collectively, the SCRM Reliability Standards).2  The new or modified Reliability Standards must address the:  (A) sufficiency of responsible entities’ SCRM plans related to the identification of and response to supply chain risks, and (B) applicability of SCRM Reliability Standards to protected cyber assets (PCAs).3   
2. While the final rule largely adopts the Notice of Proposed Rulemaking’s4 (NOPR) proposals, in response to concerns raised in NOPR comments and a Commission staff-led workshop, we decline to direct NERC to require responsible entities to validate data received from vendors.  However, we encourage entities to voluntarily implement this security practice as appropriate.   
3. As explained in the NOPR, while the currently effective SCRM Reliability Standards provide a baseline of protection against supply chain threats, there are increasing opportunities for attacks posed by the global supply chain.5  For example, using the global supply chain, adversaries have inserted counterfeit and malicious software, tampered with hardware, and enabled remote access.  Therefore, we are taking action in this final rule to address the increasing threat environment and the need for improved mitigation strategies.  Directing NERC to address the identified gaps in the SCRM Reliability Standards enhances the security posture of the Bulk-Power System.  

The FERC-725 contains the following information collection elements.

The requirement for NERC to develop, revise, or update Reliability Standards is already covered by the FERC-725 information collection (Certification of Electric Reliability Organization; Procedures for Electric Reliability Standards).[footnoteRef:3]   [3:  Any Reliability Standards submitted by NERC for Commission approval in compliance with Docket No. RM22-12 would be considered by the Commission in future proceedings.  ] 


The OMB-approved FERC-725 information collection includes the burden, reporting and record-keeping requirements associated with:

· Reliability Standards Development;
· Reliability Assessments;
· Self-Assessment and ERO Application;
· Reliability Compliance;
· Stakeholder Survey; and
· Other Reporting. 

Accordingly, the Commission considers this as a non-material or non-substantive change to the currently approved FERC-725 information collection. 
