This is historical material “frozen in time". The website is no longer updated and links to external websites and some internal pages may not work.

Briefing Room

Your Weekly Address

Speeches & Remarks
Press Briefings

Statements & Releases

White House Schedule

Presidential Actions

Executive Orders

I Presidential Memoranda

Proclamations
Legislation

Nominations & Appointments

Disclosures

The White House
Office of the Press Secretary

For Immediate Release November 21, 2012

Presidential Memorandum -- National
Insider Threat Policy and Minimum
Standards for Executive Branch Insider
Threat Programs

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES


https://obamawhitehouse.archives.gov/briefing-room/weekly-address
https://obamawhitehouse.archives.gov/briefing-room/speeches-and-remarks
https://obamawhitehouse.archives.gov/briefing-room/press-briefings
https://obamawhitehouse.archives.gov/briefing-room/statements-and-releases
https://obamawhitehouse.archives.gov/blog#today
https://obamawhitehouse.archives.gov/briefing-room/presidential-actions
https://obamawhitehouse.archives.gov/briefing-room/presidential-actions/executive-orders
https://obamawhitehouse.archives.gov/briefing-room/presidential-actions/presidential-memoranda
https://obamawhitehouse.archives.gov/briefing-room/presidential-actions/proclamations
https://obamawhitehouse.archives.gov/briefing-room/legislation
https://obamawhitehouse.archives.gov/briefing-room/nominations-and-appointments
https://obamawhitehouse.archives.gov/briefing-room/disclosures

SUBJECT: National Insider Threat Policy and Minimum Standards for Executive Branch

Insider Threat Programs

This Presidential Memorandum transmits the National Insider Threat Policy and Minimum
Standards for Executive Branch Insider Threat Programs (Minimum Standards) to provide
direction and guidance to promote the development of effective insider threat programs
within departments and agencies to deter, detect, and mitigate actions by employees who
may represent a threat to national security. These threats encompass potential espionage,
violent acts against the Government or the Nation, and unauthorized disclosure of classified
information, including the vast amounts of classified data available on interconnected United

States Government computer networks and systems.

The Minimum Standards provide departments and agencies with the minimum elements
necessary to establish effective insider threat programs. These elements include the
capability to gather, integrate, and centrally analyze and respond to key threat-related
information; monitor employee use of classified networks; provide the workforce with insider

threat awareness training; and protect the civil liberties and privacy of all personnel.

The resulting insider threat capabilities will strengthen the protection of classified
information across the executive branch and reinforce our defenses against both adversaries

and insiders who misuse their access and endanger our national security.
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